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Rules & Regulations

e It's the Law
— VPRA

- FOIA

e [t's a Business Best Practice
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Terms & Concepts

Public Records or Records
¢ means recorded information that:

- documents a transaction or activity by or with any
public officer, agency or employee of an agency.

- the recorded information is a public record, if it is
produced, collected, received, or retained in the
process of conforming to law or in connection with
the transaction of public business.

- The medium, paper, electronic, etc. does not effect
whether or not the record is a public record.
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Terms & Concepts

e Examples of Public Records
— Financial records
— Personnel files
— Research files
— Reports and applications
— Policies and procedures
— Publications
- Websites
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Terms & Concepts

e Non-Public Records

— Non-Records are:
e Reference materials
e Administrative and personal correspondence
e Personal materials

e Stationery, blank forms, and publications for
distribution

e Copies of policy and procedure manuals
e Copies of materials for distribution
e Announcements

www.vita.virginia.gov 9



v1 A Virginia Information Technologies Agency

—

Terms & Concepts

e Essential (Vital) Public Records

— Based on the Continuity of Operations Plan
(COOP), the vital records requirements are:

e records essential to the operation of VITA and/or
resumption of operations following a disaster;

e preserved, classified, arranged, and indexed; and

e may include, but are not limited to:
— Financial
— Staffing
— Emergency procedures
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Terms & Concepts

e Approved Schedules

— Schedules are documents that contain the
information about public records created or in
some cases received by VITA.

e Specific Schedules

— VITA uses its own, approved specific schedule
that covers aerial records unique to
ISP/VGIN/GIS.
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Terms & Concepts
Schedule
Number

and Number
Checks and Checking — 012096 /@

This series contains reports, cancelled checks,
returned checks, check registers, checking
statements, and other records relating to the
agency’s checking accounts.

Retain 3 years or until audit, whichever is longer,

then destroy.

_ — Retention
Disposition
Statement
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Terms & Concepts

e Approved Schedule

— Ensures that files are not prematurely
destroyed, but are not kept past their
usefulness.

— Identifies records retention for records that
can be moved off-site.

— Assists with making reformatting decisions.
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Terms & Concepts

e Approved Schedule (cont.)

- Please note, records not destroyed according
to their retention schedule are subject to
discovery during litigation, investigations, and
Freedom of Information Act (FOIA) requests.

e If you have it, you must produce it!
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Terms & Concepts
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e General Schedule 113 Information

Technology

Information Technology Assistance Records (000148)
Network Diagrams (000148)

Project Documentation Files (Refer to series 100355, "Project
Documentation Files)

Software License and Copyright Provisions Records (000150)

System Access Records (000151)

System Documentation Records (000152)

System Maintenance Records: Hardware Repair or Services (000153)
System Maintenance Records: Records Backups (000154)

Web Management and Operations Records: Structure (000155)

Web Pages and Related Scripts: Duplicate Records (000156)
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Terms & Concepts

e Records Survey (LVA form RM-19):

— Identifies Records
— Quantifies Records

— Relates Records to:
e Existing Schedules
e Specific Agency Schedule.
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Terms & Concepts

e Survey (LVA form RM-19):

— A data collection tool.
e Not a folder-by-folder

e Not document-by-document individual item
inventory

— Identifies categories of records
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Terms & Concepts

e Records Locator Inventory (LVA form RM-
20) identifies individual records by
— Document Name
— Document Location
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Roles & Responsibilities

e Records Creator:

— The records creator or author of a document is the person,
office or designated position responsible for its creation or
issuance.

e Records Officers:
— Serve as a liaison to LVA

— Implement and oversee the VITA records management
program

— Create and Maintain VITA specific records schedules

e Records Coordinator
— Support the Records Officer
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Roles & Responsibilities

e | ead Records Officer
— Serve as a liaison to LVA
— Oversees entire VITA Records Program

e Records Custodian
— Physical storage and protection of records
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Roles & Responsibilities

Process Activities - o )
for VITA Records Management cu o © Ty . o 2 Q s 0 =
So |ags |8 cs|®os z = 0 2 3 x = o &
53 |35 [88E(38E| &8 | g | e | ® | F | = |ElY]|0°
- cx C @ C @] O O —
o O a
1.) Create Records R/A I I I
2. a) Publish Records (non-Web
pages, e.g. Word, PDF) R/A I I I C
2. b) Publish Records (Web pages in
HTML) R/A I I I I R/A I I I I R I I
3.) Coordinate Records Management
C R R/A I e e e C e e e C C
4.) Records Forms and surveys for
VITA Records R R A A
5.) Records Schedule Implementation
C R R/A A
6.) Records Storage R A A A I I I I I I I I I
7.) Records Archiving R A A A 1 I I I I I I I I
8) Records Destruction R I I I I I I I I I

Source: Proposed Changes to VITA Records Management Policy & Procedures v 2 03/11/2009
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Record Life Cycle

Records Management I

Create Access Maintain Store Dispose
Phase Phase Phase Phase Phase
Life Cycle
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Record Life Cycle

e The Life Cycle is:

- both a journey through which a record travels
on its way from:

— birth (creation);

— life (use);

- heaven (archives) or;
— hell (destruction) or;
— purgatory (litigation).
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Record Life Cycle

e The Records Life Cycle in simple form:

- Active - Used reqgularly and frequently in day to day
work of the organization. Generally will be referred to at
least once a month

— Semi-active — Not in use as frequently as current
records, but are needed for legal or operational reasons
to be retained. Required for compliance with procedural
/ statutory / financial requirements.

— All other records - Records no longer required for the
work of the organization will be destroyed or, if identified
as having a long term historical, cultural or educational
significance, retained.
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Create Phase

Record

Did you create it?

Did you receive it?

From inside
agency

Is this a copy
of arecord another
dept. keeps?

From outside
agency

Is your department
the official
record creator?

You
changed it

You didn’t
changeiit

Delete when no
longer needed

Determine type of record

Delete —
sender

should file
v

Informational

Temporary
or reference

record

Permanent
record

A 4
Delete when no

File and delete
longer needed

according to
retention period

Print or file for
permanent retention

www.vita.virginia.gov
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Create Phase

e Begins at the point in time when a public
record is first created.

e The record creator:

— Identifies and documents any specific
legislative or administrative requirements to
create particular official records.

— Reviews business processes to ensure that all
official records that are required to be created,
are created.
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Create Phase

e Begins at the point in time when a public
record is first created.

e The record creator:

— Is responsible for the management of all
records created in their specific organizational
units
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Access Phase

e Provide access to records in accordance with:

— Virginia Public Records Act (VPRA)
e Code of Virginia 42.1-76

- Virginia Freedom of Information Act (FOIA)
e Code of Virginia § 2.2-3700

— Copies of Originals as Evidence
e Code of Virginia § 8.01-391
e Ensure records are accessible for the length of
time cited in applicable records retention and
disposition schedule.
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Maintain Phase

e Maintain a directorate and/or division
records file systems to:

- meet business and administrative operational
needs;

— ensure records are properly

e maintained, protected and accessible for the length
of time cited in applicable records retention and
disposition schedule;

— facilitate recordkeeping; and
— facilitate in the record’s disposition.
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Store Phase

e Store records in appropriate conditions to
ensure their ongoing accessibility:

— on appropriate media (paper, film, electronic,
etc.);

— based on business needs, preservation
requirements, and costs; and

— with appropriate procedures to deter, identify
and respond to incidents.
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Store Phase

Storage Diecision Guide

If Srd S Then
VWion hasre records o iggrds Dnl;E?JTd the The records havre at {sze Fn:u:r;l::nf-:, H
) - least one sear l2ft on : -
wiold like to store records retenton fheir e tention instuctbors on LW &
ac hedule YWiel site )
Chirde r the reguirved
Wion hasre pre pared the marnkber of hoxe s
ENI17 through sour Becords
Coordh nator
The Fecords
o 1 red the Wion hasee subrnitted The Fecords Coordinator will
RIVL1T Pre R the form to your Coordinator has corple te the fiorm
BEecords Coordinator approed the forrn with box rmrobe rs arnd
bar code nurober
o the Recods Chotain the re gquired
biozx bar codes frorn —
approned the fornn and i Fe cords
returned it with the B o
additoral entries oo naor
VWion hasee obitained the Lpplezrthern to smour
bar codes boxes
Create an index of the
contents ineach bhox
VWion hasee bar coded =i the VITS
oy boxes Fecords Storage Boo
Irdex forrm on the
WIT Bowelk BTvl paoe
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Dispose Phase

e Dispose of records according to:

— Virginia Public Records Act (VPRA)
e Code of Virginia § 42.1-76

e Based on the appropriate
- Business need;
- LVA retention and disposition schedule

e Using the prescribed method of
destruction for:

— paper records -shredding, recycling, trash; and

www.vita.virginia.gov
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Dispose Phase - Records Disposal

Decision Guide

Disposition/Destruction Decision Guide Records stored at Your Location

It

And

And

Then

You have records you
would like to dispose
of

You have located the
records on your
records retention
schedule for the
retention period and
disposal method

The records have met
or exceeded their
retention period

Check to make sure
the records are not
subject to litigation,
audit, or otherwise not
eligible for
destruction

If you have checked
to make sure the
records are not subject
to litigation, audit, or
otherwise not eligible
for destruction

The records are not
under any special
activity

The records are stored
at your location

Prepare an RM-3 (see
LV A Instructions)

You have prepared the
RM-3

Submit the form to
your Records
Coordinator

If you have submitted
the form to your
Records Coordinator

The Records
Coordinator has
validated the form and
obtained the approvals
of your Records
Manager and of your
Records Officer

You have been
notified the RM-3
was approved

Destroy the records
based on the retention
schedule requirements
and complete RM-3
process.
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Dispose Phase EA-S Certificate of
Records Destruction

s ool . e
i CERTIFICATE OF RECORDS DESTRUCTION
"THE LIBRARY OF VIRGINIA {Form RM-3 May 2007}
Archival and Records Management Services Division
DECEMBER 15,2008 DO8-097

800 East Broad Street, Richmaond, VA 23219-8000

(804) 692-3600
This form documents the destruction of public records in accordance with the Virginfa Public Records Act, 5 42.1-76 through 42.1-91 of the Code of Virginia.

1. Agency / Locality 2. Division f Department f Section

Virginia Information Technology Integrated Services Programs -

3. Person Completing Form 4. Address 5. Telephone Mumber & Extension

Linda Garnett 800 E. Broad Street, Richmond, Virginia 23219 804 236-3705
IR : 6. Hecords to Be Destroyed
a) Schedule and Records b) Records Series Title c) Date Range (mo/yr) d) Location e) Volume ) Destruction

Series Number Method

GS102 012103 Financial Accounting Reports (Except CIFPS) 2002 — 2003 Records Center sc.f. Reagular

MNOTE: Public records may not be destroyed without recefving prior approval from your agency or focality Records Officer.
have been retained for the scheduled retention period, required audits have been completed, and no pending or ongeing litigation or investigation involving these

We certify that the records listed above
records is known to exist.
7. Approving
TERRY D, ™ YD o neum W?- . J}/{W Date 5’/}:1/(-;:;

Official (Print) \.?

y) : /
8. Designated Records Erzie Z. @%"2‘{/ 5 ,a/t—"—% s|gna1:ura Cﬂ/if@% r’g' /é\’__\’_ Date ‘!’f//f/P
2: flscarcs k/i‘ ) Q‘LD < Signature Q—//Z:'/) . @gy—._y Date _) / 7— / / il

Officer (Print)
Destroyed By (Print)

www.vita.virginia.gov




—ommonwealth of Virginia

THE LIBRARY OF VIRGIINIA
Archival and Records Management Services
BOO East Broad Street. Richmon
(804) 692-3600

Diwv
LWVA 2323219-8000
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Dispose Phase — RM-17 Records Transfer

RECORDS TRANSFER LIST AND RECEIFPT

(Form RM-17 Oct 2007)

Accession/Transfer Number,

SEE INSTRUCTION SHEET FOR MORE DETAILS

A. Agency 7 Locality 7 Other Entity

Virginia Information Technologies Agency

136

=. Agency 7

S, Department Name

ol

cality Code

ITIES - ISP/A/SIN Division
VITA_RM17__Archive I TA—
VGIN_OSO713__"O6Film_Box_ 2006.001-
2006 0100alof

A Agemncy 7 Locality Contact

Eric Perkins

S. Telephone Number and Extension
S804-41 3-61 21

. E-mn
eric. perklnsgvl'a virginia.gow

11751 Meadowville Lane
Chester, VA 23836

7. Record Fickup Address = 3. . City, and Zip Code B. Billing Addross
NrTA 1A
ceEsc 1 1751 Meado Lane

wville
Chester, WA 23836

S. Records Transfer to/for: Flease check one

(sSRSH

=1 Archives

—
[ trmaging services branch 0 Other

10. Restrictions to Use or Access for Archival Transfors

[ vYes. explain and provide code citation:

Floease check one

] Fiche
=1 mMicrofilrm

14. Media Format

£ co/owvD
1 Electronic

1 Paper
1 other

AZ. Special Notes

T3, Schedule Numbaoer 1a.

SsS136-001 cooz=23

Series Number

1S. Records Series Title

Seographic Information Systems (GIS): Core Da

16. Agency 17. SRC Bar Code Number 18. Contents 13, Date Range R
Box Number o for Beginning to ond Boginning 1o © , Duraber
N/ N-OVITT A~ WIGIN VEMPF Film - Roll #0680303-132, O6S0303-14 and 2006
ITIESISP)- 060303215
006. 001
WGIN-OVIT A WICGIN VEBMP Filrm - Roll #O060303-5, 0O60303-6, O60303-7, 2006
060303 -aa
NWGIN-OWVIT A WWVIGIN EMP Film - Roll #OSO0303-28, O60303-29, 0680303 2006
ITTIES ISP )~ JO., OsSO0=20=2-31
006. 003 —
WSIN-OVIT A WICGIN VEMP Film - Roll #060303-8, O60303-69, O60303-70, 2006
ITIES-ISP)- O0S0O0303-72
oo 004 -
WGIN-(OVITA- VicsiN EBMP Filrm - Roll #O060303-60, OS03032-6561, OG0303— =Z00s
ITIES-ISP)- s, OSOBOB—G
Z2006. 005 .
NCEBIN-OVIT A WIGIN VEBMP Film - Roll #0680303-64, OS032303-65, O60303- 2006
ITIES-ISP)- 66, OS0303-67
006 -006
NVGSGIN-OVIT A WIGIN VEBMP Film - Roll #060303-9, O60303-10, O60303-1 1, 2006
ITTIES-1SP)- O0OSO030=2-12
2606 . 007 = =3
NS N - (VITAA WICGGIN VEBMP Film - Roll #0S0303-77, O60303-50, OS60303- 2006
ITIES 1SP)— 78, OS0303-79
WCSIN-OWVIT A WICSIN VEMF Film - Roll #060303-56, OG0303-57 . OS0303— 2006
ITTIES-IsSP)- 58, OS0303-59 COORR e e T e e

) [ l

ZA. Agency /7 Locality Record=s Officer orint and

irgiria 1 ion Techn

=ian naroe

i Nnoy/Eric B. Paerkins, Records Officar

== DOate of
Authorizaticor

o713 2009

Fage Zor =

Tr= For IRoecoived By

www.vita.virginia.gov
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Related Topics - Email

e Email is a format, not a record series.

— Asking how to file an email is the same as
asking how to file a piece of paper.

— The content determines the disposition.

— Email should not be stored within the VITA
Outlook application

— For guidance, please see:

e [ VA E-Mail Management Guidelines:
http://www.lva.virginia.gov/agencies/records/electronic/email-
management-guidelines.pdf

e VITA E-Mail Archiving Step-by-Step Guide:

https://vashare.virginia.gov/sites/vita/GS/SMS/PPRAT/RM/Records

%20Management%20Docs/VITA%20E-mail%20Archiving.pdf

www.vita.virginia.gov
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Related Topics—\Records Life Cycle and
Major Problem Areas

Records Life Cycle .

[ Records Maintenance & Use j

~—
[ Records Creation ]

—_—
[ Records Dispositionj

File active
records in
file plan
with
appropriate
schedule

& pplication files (WS Word, mployees retrieve Some
Excel), e-mail, web page, DB and use records, and perm anent
transactons agency receives’ records are
processes Fi}TA not sent to
reguests from public AR A,
Emploeyees often do not know = Electronic records especially
how to deal with electronic are frequentlsy Laclk of ERE ] e-records
records, particul arl v e—smoails, unscheduled. system s means
webk page information, and = It sometimes takes e-records do not ) 1 Ao find
non-case files. Thew tend to wvery long (& months to zet into formal T EMHployEESs Can generaly in
. . the records they need, but
save or print, and keep the 2 wears) to have the record keeping _ : . iFi £F.
files at the desktop when thew proposed schedule system s. somet:lm_es FEQUTE S15n01 icant stfort.
Aon’ t know what to do. approwed = Zearching electronic records,
particul arly esmanl, 15 difficult.

MNote: Broken red lines, red arrows, and the callout boxes indicate major problems in the RWI pr ocess.
Blue arrows mean normal R process.

Source: NARA: http://lwww.archives.gov/records-mgmt/initiatives/fig4-1.html

www.vita.virginia.gov
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Key Concepts

e Public Record:
- determined by its content not its format.

e Records Survey (RM-19):
— identifies all records series, regardless of format.

e A Records Locator Inventory (RM-20):
— identifies, quantifies locates all records.

e Record Series:
— a group of identical or related records.

e Record Retention and Disposition Schedules:

o Life Cycle Phases of a Record:
— Create, Access, Maintain, Store and Dispose

www.vita.virginia.gov 45
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Key Concepts

e Records Officers:

— monitor and control the creation, use, storage, transfer and
destruction of records, develop and implement the VITA
records program.

e Records Coordinators:

— support the Records Officer in implementing a records
management program

e Records Creator:

— means the person or office initially creating a record, have
physical possession and control of records ensure
compliance at the individual record level.

e Records Custodian:

— the supervisors in the agency having physical possession
and control of records.

www.vita.virginia.gov 46
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Questions?
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