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m Virginia Information Technologies Agency

We are moving this year from Information

“Technology” Security and “Cyber” Security
to

Information Security!!

A comprehensive approach to information safeguards

that includes ALL media such as the spoken word & hard
copy documents as well as electronic media!

www.vita.virginia.gov 4



m Virginia Information Technologies Agency

Governor Kailne nas signed a proclamation designating

October, 2008

as

Information Security Awareness Month

INn the

Commonwealth of Virginial!

www.vita.virginia.gov 5



m Virginia Information Technologies Agency
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The Information Security Toolkit has
been updated with new materials

Thank you MS-1SAC!

For printing cost estimates you can
contact DMV’s Damian Mclnerney @

367-0925
Thank you DMV!

=3 Thank L ouw T

www.vita.virginia.gov



m Virginia Information Technologies Agency

The National Association of State
ClOs, (NASCIO) has recognized the
Commonwealth of Virginia as a finalist
IN 3 categories for excellence! See all
submissions & finalists on the NASCIO
Web site

WWwWWw.nascio.org/awards

www.vita.virginia.gov 7
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m Virginia Information Technologies Agency

Categories & Commonwealth finalists are:

Information Security & Privacy

Commonwealth of Virginia - Information Security:
Interlocking Spheres of Collaborative Protection

Enterprise IT Management Initiatives
Commonwealth Information Technology Infrastructure
Partnership

Data, Information & Knowledge Management
Commonwealth of Virginia Knowledge Center

www.vita.virginia.gov 8
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Altiris at Longwood University

Dr. Brian Kraus
Director of Instructional Technology



Challenges faced by Longwood

1200 clients across campus

No standardization

All users with local admin rights
Inaccurate hardware inventory
No software inventory

No computer imaging solution



Solution: Altiris Client Management
Suite

e Director of Instructional Technology had prior
experience with the product

 Already on state contract
e Powerful tool to help overcome challenges



What is Altiris Client Management
Suite?

e “Altiris Client Management Suite is an easy-to-
use systems management solution that reduces
the total cost of ownership for desktops,
notebooks, and handheld devices. Developed for
IT professionals who manage computing devices
on a regular basis, the suite enables
administrators to deploy, manage, and
troubleshoot systems from virtually anywhere.”

e Recently purchased by Symantec



Integrated Solution
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Challenge One: 1200 Clients Across
Campus
e Carbon Copy allows for remote assistance
reducing travel time between offices

e Remote Sessions are by Altiris (support can’t
connect anonymously)



Challenge Two: No Standardization

e Altiris allows us to create software delivery
packages by job function

e Local Administrator passwords can be
changed across the board



Challenge Three: Admin Rights

e All users had administrative rights and were
able to install anything anytime.

— Widely used software (Office 07, Adobe, etc) can
be packaged in MSI files for remote silent installs.

— Less widely used software can be installed using
Carbon Copy.



Challenge Four: Inaccurate Hardware
Inventory

o Altiris reports offer complete hardware
inventories including:
— Processor type
— Hard Drive size/available space
— NIC type and MAC address
— Amount of RAM



The Console
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Challenge Five: No Software Inventory

o Altiris gives a complete list of all software
oeing used (works with Mac, PC, and Linux).

e Individual software products can be located.

e Undesirable software can be blocked and/or
uninstalled.

e Software can be metered for usage statistics.



Challenge Six: No Imaging Solution

 Imaging solution allows us to reimage
computers in place
— Especially useful for computer labs

* When used in conjunction with software
delivery, images can be very small



Communication Plan

* Although Altiris can be installed and set to run
silently we chose to communicate the plan to
the faculty and staff

e \We also chose to leave an icon in the system
tray, allowing support to easily identify the
computers with the Altiris client



Communication Plan (cont.)

Presented the product to cabinet (VP level)

Presented the product to middle management
evel

Communicated via email

Held open forums to allow for any employees
to ask questions



“Big Brother” Effect

Most common reaction to the Altiris Install:
“Sounds Like Big Brother.”

Response:

— Altiris does not monitor anything that could not be
monitored through other means (web traffic, email,
local storage, etc.)

— Carbon Copy provides extra security since all
computer access is logged by Active Directory
credentials

— With a better hardware inventory we can make more
intelligent decisions about who gets new PCs



Post Implementation Challenges

e Despite fairly massive communication effort,
some users still unaware of the change

* Create and modify remote assistance policies
e Users blame every computer problem on
Altiris
— “Since Altiris has been installed my monitor is
blurry.”



Lessons Learned

 Plan your architecture carefully

— If a firewall is involved many ports will need to be
opened

— |f using multiple VLANSs consider using a separate
server for each VLAN

— Run SQL on a separate server
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Financial Accountability. Reporting Excellence.

TOA

Virginia Department of Accounts Ag en d a

— DOA’s New Telework Expense Payment Policies and Procedures

— Executive Committee Developed Policy Draft

e Karen Jackson — Office of Telework Promotion & Broadband Assistance
e Rueyenne White — Department of Human Resource Management
e Peggy Ward — Virginia Information Technologies Agency

e Mark Murray — Department of Accounts, Chair

August 20, 2008 Accounting and Internal Control and Compliance Oversight



Financial Accountability. Reporting Excellence.

TOA

Virginia Department of Accounts _ D e p a rt m e n t Of AC C O u n tS

Issues, Policies and Procedures for Agencies and
Institutions

— Commonwealth Accounting Policies and Procedures (CAPP)
Manual

— CAPP Organized Into Sections Based on Topic

e Topic 20310 Expenditures — Contains new topic entitled Telework
Expenditures

— Until CAPP update published: DOA Home Page under “New
Information” or “Telework Expense Payment Policy:

August 20, 2008 Accounting and Internal Control and Compliance Oversight



Financial Accountability. Reporting Excellence.

TOA

Virginia Department of Accounts _ Te I eWwor k P O I | Cy B asS | CS

— Teleworkers Defined: Employees who work at a
remote or alternate location a minimum one day per
week or 32 hours per month

— Intermittent Teleworker: Less than above standard

— Certain necessary expenses can be paid by the
agency

— Expense payments must consider the nature of work
responsibilities

August 20, 2008 Accounting and Internal Control and Compliance Oversight



Financial Accountability. Reporting Excellence.

TOA

Virginia Department of Accounts _ Te I eWwWor k P O I | Cy B asS | CS

— Responsibilities must be documented in the
Employee Work Profile (EWP)

— Different EWPs and different telework arrangements
may produce different expense justifications

— Voluntary teleworking is viewed primarily as a
personal convenience (no reimbursement)

August 20, 2008 Accounting and Internal Control and Compliance Oversight



ﬁ) : l Financial Accountability. Reporting Excellence.

Virginia Department of Accounts A I I owa b I e EX p enses

— Office supplies and operating expenses supporting
Commonwealth owned equipment (i.e. PC’s,
communications devices, etc.)

— Single telephone service connection per employee
— Single internet service connection per employee

— NOTE: Determine reimbursement from documented
justification based on:
e Telework frequency
e EWP requirement, work profile
e actual costs
e portion used only for business

August 20, 2008 Accounting and Internal Control and Compliance Oversight



Financial Accountability. Reporting Excellence.

TOA

Virginia Department of Accounts PrOh | bltEd EXpenSGS

— Employee home expenses (utilities, insurance, home
maintenance, etc.)

— Purchase costs or maintenance expenses associated with
employee-owned equipment

— Advance payment reimbursements for allowable connectivity
services

— This list is not all-inclusive

— Agencies may always implement more restrictive standards

August 20, 2008 Accounting and Internal Control and Compliance Oversight



Financial Accountability. Reporting Excellence.

TOA

Virginia Department of Accounts ycume ntatl on R e q u | femen tS

— Telework arrangement must be in accordance with DHRM Policy
Number 1.61 — Telecommuting

— Telework arrangement must adhere to all applicable policies
and standards issued by other State agencies such as VITA,
DHRM, and DOA.

— Justification for payment of telework expenses supported by
documented business case

— Payments or reimbursements supported by original invoice

— Control over Commonwealth assets
e Employee termination checklist
e Records/logs for issuance and return

August 20, 2008 Accounting and Internal Control and Compliance Oversight



Financial Accountability. Reporting Excellence.

TOA

Virginia Department of Accounts | ncome Repo r‘t| ng Req U | rement

— Internal Revenue Service “Taxable Fringe Benefit
Guide Publication 15-B”

— Taxable fringe benefits must be processed through
payroll to be reported as taxable income

August 20, 2008 Accounting and Internal Control and Compliance Oversight



Financial Accountability. Reporting Excellence.

TOA

Virginia Department of Accounts

Questions?

August 20, 2008 Accounting and Internal Control and Compliance Oversight



DHRM Policy 1.61-
Telecommuting
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Why a revised policy?
S

The primary reason for this revision is the
change to the definition of telecommuter Iin
the Code of Virginia. Effective July 1, 2008.

COV § 2.2-2817.1 defines a teleworker as

someone who performs his/her job duties
away from the central work place at least one
day per week.



What's new?
« /7

e Definition of Teleworker

e Alternate work place
e At least one day per week, or

e At least 32 hours per month



What's new?
« /7

e Telework Agreement Form

e Streamlined / Condensed document.

e Includes “Safety Confirmation” — Removing need for
separate Safety Checklist.

e Note: Agencies may require an Agreement for all
employees teleworking any number of hours per month.



Compliance with VITA
-

e \While the use of non-Commonwealth-owned
or issued equipment is permissible,
teleworkers and their agencies must be in
compliance with the VITA’s Information
Technology Standard “Use of Non-
Commonwealth Computing Devices to
Telework”. (SEC511-00) (07/01/2007)



Compliance with DOA
-

e Agency reimbursement procedures must
comply with DOA’s Telework Expense
Payment Policy and must be consistently
applied to all similarly situated employees.




The Green Touch
« ]

e Original intent was to produce administrative
efficiencies (i.e., real estate and overhead
costs) which i1s sometimes difficult to
translate to government.

e Now notes additional benefits
— work/life balance
— easing traffic congestion
— decreasing pollution
— recruitment and retention tool



Questions?
.. ]
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Secure Telework Connectivity

Peggy Ward
Chief Information Security Officer

Www.Vita.virginia.gov 45



m Virginia Information Technologies Agency @

Support telework by providing accessibility to
Commonwealth systems and information from
remote locations

Prevent access to Commonwealth systems and
information by unauthorized parties

www.Vita.virginia.gov 46




m Virginia Information Technologies Agency @

e Provide remote workers with a Commonwealth
tablet or laptop with a Virtual Private Network
Secure Socket Layer connection (VPN SSL)
(RECOMMENDED!)

e Exercise 1 of the 3 options authorized by
Commonwealth Standard SEC 511 - Use of Non-
Commonwealth Computing Devices to Telework

e Provide an alternative method while obtaining an
exception from the Commonwealth Standard SEC
511 - Use of Non-Commonwealth Computing
Devices to Telework

www.Vita.virginia.gov a7




m Virginia Information Technologies Agency @

The Standard permits using a Non-COV device:

o for standalone research
e to access web based applications

e via a "remote desktop” solution where
applications are run from a remote desktop
server or terminal server preferably secured
within the COV infrastructure.

If these do not apply AND the agency has a better
solution submit an exception request

Exception Request Form - COV IT Security Policy
and Standard

www.Vita.virginia.gov 48



http://www.vita.virginia.gov/uploadedFiles/Library/ITSecurityPolicyStandardExceptionRequestForm.doc
http://www.vita.virginia.gov/uploadedFiles/Library/ITSecurityPolicyStandardExceptionRequestForm.doc

m Virginia Information Technologies Agency @

NOTE:

The Standard prohibits storage of Commonwealth
information on any non-COV device!

RISKS:

Non-COV machine has malware such as keystroke logging!
Malware leads to any of the following

— Stolen credentials

— Stolen sensitive data

— Infection spreads to COV systems

Improper data storage on non-COV systems

- Temporary data not deleted after use

— Downloading email to the home system instead of webmail

www.Vita.virginia.gov 49




m Virginia Information Technologies Agency @

e Any internet connection needed should be
reliable and have sufficient bandwidth.

e Meet Records retention and FOIA
requirements.

e Sensitive information must have
encryption at rest and in motion.

e Meet DOA and DHRM requirements.

www.Vita.virginia.gov 50




m Virginia Information Technologies Agency @

In the event a non-Commonwealth owned or leased
computing device used for Commonwealth business is
involved in the investigation of a security incident, the
employee may be required to release the device to law
enforcement or the COV Computer Security Incident
Response Team (CIRT) for forensic purposes.

e The COV CIRT is obligated to report any illegal activity

uncovered during a security incident investigation, whether
the activity is related to the incident being investigated or
not.

While all investigations are confidential, the remote user
concedes any expectation of privacy related to information
stored on a personally owned computing device involved in
a security incident.

www.Vita.virginia.gov 51
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I"Thank you!!

www.Vita.virginia.gov 52
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Securing Remote Network
Access

FirePass®




Business Case

VirginiaCORIS

VirginiaCORIS is an initiative to modernize the way that offender information

IS managed, to provide real-time data and enhance our ability to share this data

with State, Federal and local law enforcement Agencies, as well as other
authorized users.

The simple sharing of information identified yet another challenge - Wh
means shall the DOC use to provide secure remote access across
lient devices?




(' challenges )

e Remote Access Issues - ‘DOC VPN’ Cisco IPSec VPN

e Utilizing Managed and Unmanaged Devices

e Scalability - Growing Number of Users and Mobile
Workforce

e Security Requirements

Cost Effective Solution




Vendor Demonstrations

e Cisco SSL VPN Solutions
e Juniper Networks Firewall/SSL VPN

e Citrix Access Gateway

e F5's SSL VPN FirePass




( Solution >

FirePass

Unlike an IPsec VPN, FirePass does not require the user to
pre-install or configure any software, however the first
time remote network access Is requested, the user Is
required to install an ActiveX component. It works directly
through a Web browser using a virtual desktop Web page.




( Benefits )

v' Application and Client Access Ready
v' Endpoint Integrity Checks
v' Scalability

v" Internet Explorer, Netscape and Mozilla browsers
successfully established a SSL connection

v" Cost Effective

v" Solution Widely use by the Public and Private Sectors
v Simplified End-User Experience




Portal Access
https://vpn.vadoc.virginia.goyv
Web Applications, Files and Email

Provides portal page customization

Automatic drive mapping

Allows users access to network file servers
Provides secure and full access to Outlook email

Provides granular access control to the DOC servers, applications
and Intranet resources

Allows or restrict access to specific applications providing increased
security

[ e |
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Client Security

A firepass.vadoc. virginia.gov - Microsoft Internet Explorer
Fie Edt View Favories

0 Back -

Tools  Help

| a] | :W ;l / E:lrl h Fj arkes 62' ¢

Remote Access Logon
for Yirginia Department
of Corrections

Uzermame:

Password:

LO'ﬂI‘I

Client Integrity Checking - Increased
security by detecting specific processes
on a device before allowing full network
access. The FirePass Controller can
validate that:

The client has a current antivirus

Client firewall

OS patch levels

Google Desktop

User-defined policy in place before
allowing a full network connection.

e Cache cleanup control empties recycle
bin, removes cookies, browser histg
and cache, auto-complete infg
ActiveX controls installed

session.



Client Security

cont’'d

Visual Policy Editor — GUI view of DOC access policies — giving you point-and-

click ease in profiling and managing groups, users, devices or any combination of
the three. This tool enables the creation of custom template policies based on the
endpoints accessing the DOC’s network and security profile.

fﬁ Pre-Logon Sequence Editor
Seguence
Go fallback Windows NT based nat running
Sequence Start Write to Logon log = Check 05[1] Check for Google Desktop = Subseguence: av_meck)
fallback
2o Logon Denied F'age(
fallback
=== Logon Denied Page(
Subsequences
Go Monitor is runnin Up to Date Virus Definition
Subsequente:av‘_{h:ck}»— Check for Antiviruses _ Check AV DB Age E subsequence: wadu{_{hect)

fallback

Logon Denied Page(

AV installed

Logon Denied Paie(




Unmanaged Device

& Felicia Stretcher's Home - Windows Internet Explorer

S
@@ - |g https: ffvpn.vadoc. virginia. gov fvdeskf?langchar =en.iso-8853-1

File Edit View Favorites Tools Help
. mywebsearch v|

i:? Eﬁ? ‘@Felida Stretcher's Home .I&;ﬁﬁ - D g - I-_{,“’Eage - {; Tools +

Public Safety

System Warnings
M You have 2 System Warning(s)

i\
|
=1

Web Applications

Web Applications

€] DOCnet

€] Oracle Warehouse Inventory
€] Outlook Web Access (OWA)
@] Virtual Library

€] VirginiaCORIS

®] KIRS

[ &P Internet # 100% -




Unmanaged Device

€& System Warnings - Windows Internet Explorer

@ o I |§, https: ffwpn.vadoc. virginia.govvdeskfindex. php3?2=0,a

File Edit View Favorites Tools Help
mywebsearch v|

"_.'.':? ﬁ'ﬁ? @ System Warnings

Public Safety
Department of Corrections

i| Felicia Stretcher's Home : Tools : System Warnings

System Warnings

Clear system warnings ==

Policy restriction

Access to resource group a7 MyExtra has been denied by the Policy Engine.
The reason is:

# File system check failed
Policy restriction

Access to resource group rg_Metweorkdccess has been denied by the Policy Engine.
The reason is:

» File system check failed

Eg g Internet




Managed Device

GBack " \ﬂ E] ;\] /'.-\’ Search ‘f\'q:’Favurites %, : =Y Ef\@ ﬁ i

Acldress | @] hittps: ffvpn,vadoc, virginia.gov fvdesk/indes, phpar2=5, 17 viBoo ks ” & v ©@onagt &
~ Felicia Stretcher's Home ‘ @ Logout
i Network Access
as ] OME
® [ @ Network Access

Hetwork Accass

@ Web Applications

= | @ DOCnet
@] Oracle Warehouse Inventory
& Outlook \Web Access (OVWA)

Web Applications

@] Virual Library

&] VirginiaCORIS
®] KIRS




Endpoint Trust Management

-El https: ({205,247, 116, 10/, logan, php3?no_inspectors=1&check=1&fromjavalauncher=18&fromaxinstaller=1

Integrated Endpoint Security delivers
pre-login endpoint integrity checks and
endpoint trust management.

My Account
Logon |

1st — Automatic detection of security

compliant systems
Logon denied
an T AUtomatIC prOteCtlon Of resources Your device doss not comply to current dient
by enabling a secure workspace Seeuty peies
preventing the theft of sensitive data. Error Code: 0201
{Error number is needed by
support staff to troubleshoot)
3rd = Make sure no SeSSiOn reSIdue iS Ieft oogle Desktop component wmust be dizabled prior to access.

behind.

To open a new session, please dick here



Chientele

Georgia Technology Anthorily

SAP Certified Ml AUTHORITY




Rick Davis =
Applications & Development Manager
rick.davis@vadoc.virginia.gov

804.674.3461 x17/88

Felicta Stretcher
Qperations Analyst &=
felicia.stretcher@yvadoc.virginia.goyv
804.674.3492 x1809

Sandy Phelps
Major Account Manager;
sandy@rs.com
404.353.4343

Corrections
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VDOT

Virginia Department of Transportation

Monitoring Internet Use Successfully

Cameron C. Caffee CPA, GCFA, GCIH
IT Audit Manager

Internal Audit Division

Office of the Inspector General

August 20, 2008



\WDOT

VDOT Internet Monitoring

Background
Purpose
Tool
Reports
Discussion



~EAT Internet Use/Abuse Audits
Early 2002 — The beginning

Case referred by Office of the Attorney General

Employee maintaining Yahoo! Profile
Profile name search hit for “VCU”

Firewall logs
e Substantial personal use
e Sexually explicit material

Investigation broadened to high volume users

10K log records in one day of selected week
93 IP addresses sampled
Raw firewall logs examined

Results

75 substantial personal use
16 accessed sexually explicit material

Recommendations

Timely monitoring
Policy change



wedT Richmond Times-Dispatch

October 4, 2002

VDOT CITES 86 FOR PC MISUSE
WORKERS EITHER FIRED OR SUSPENDED

In the largest state disciplinary action in recent memory, the Virginia
Department of Transportation has fired or suspended almost 90
employees for "gross abuse" of the Internet.

What the department's auditors found was that, during the week of April 8,
Worters were spending up to five hours browsing the Internet during
work time ...

"We had a culture in some places that managers didn't realize that 90
employees had that much time to waste"



wedT Richmond Times-Dispatch
October 8, 2002

CENTRAL COMPUTER PLAN LACKING

STATE AGENCIES DO OWN POLICING OF INTERNET USE BY
EMPLOYEES

Virginia's state government does not have a central means of policing
Internet use by its more than 112,000 employees, officials say.

And the state does not intend to do a statewide check of what its workers
are doing on the Internet ...

"My reaction was, Oh....I've got to watch what I'm doing now,"" one
state employee said yesterday.

"In atime of limited resources, we need everybody focused on their jobs,”
Qualls said, "but at the same we don't need to lower employee morale
by promoting a culture of fear."



wedT Richmond Times-Dispatch

October 12, 2002

VDOT MAY PAY FOR WASTED TIME
U.S. FUNDS AT ISSUE IN INTERNET ABUSE

The Virginia Department of Transportation may have to pay back
the U.S. government for the time highway agency workers
wasted on the Internet when they should have been working on
federally funded road projects.

Just figuring out how much the state improperly billed to the
federal government because VDOT employees were looking at
porn sites or shopping on the Internet carries its own cost for
the taxpayer, Shucet said.



~Ear Internet Use/Abuse Audits

FY 2004 Follow-up Audit

Usage sample

10 K firewall log records for one day in selected week
67 IP addresses sampled

8e6 reporting examined

Automated analysis tool developed

Results

44 excessive personal use
5 accessed sexually explicit material

Changes

DHRM 1.75in lieu of agency zero-tolerance policy
8e6 site-filtering appliance implemented

Recommendations

Implement usage reporting for individual trend analysis
Authenticated access to Internet
Prohibit personal streaming/auto-updating media



wedT Richmond Times-Dispatch

February 4, 2004

VDOT COMPUTER ABUSE REPORTED

MORE WILL MEAN DISCIPLINE, STATE
TRANSPORTATION CHIEF WARNS AGENCY'S
EMPLOYEES

An internal investigation at the Virginia Department of
Transportation has turned up as many as 44 employees wasting
taxpayer-paid work time on the Internet.

Conducted July 21-27, the computer-abuse sweep rounded up
about half the number of VDOT workers caught in a similar
Investigation made public 16 months ago.



wedT Richmond Times-Dispatch

February 11, 2004

VDOT TO PUNISH 31 WORKERS FOR INTERNET USE

The Virginia Department of Transportation will discipline 31
employees for using their work computers to waste time or look
at porn on the Internet.

Punishments will range from two-week suspensions without pay to
being fired.

"We'll continue to monitor this activity on aregular basis,” Shucet
said, "and | hope to see this particular issue go away for us."



~Ear Internet Use/Abuse Audits

FY 2006 Follow-up Audit

Usage sample

8,500 firewall log records for one day in selected week
67 IP addresses sampled

Results

11 excess personal use, 6 known to management
1 accessed sexually explicit material

Changes

Weekly usage summary reports to managers
Authenticated Internet access

Recommendations

Regular monitoring works
* Improve time measurement method
* Improve authentication to ensure identity capture



Dot Internet Monitoring
Purpose

Protect Public Trust

Assist Managers

Improve Productivity

Block Risk-Intense Access

Support Acceptable Use Policy
Minimize Litigation Exposure

Develop Trends of Web Use or Misuse
Improve Internet Utilization



wedT Richmond Times-Dispatch

July 23, 2008

No time for rush jobs at City Hall print shop

Instead, Web surfing occupies its workers,
auditor's report says

In-house customers of Richmond City Hall's print shop have found
It takes a long time to get work done - but then some of the
shop's workers have been awfully busy lately. Surfing the
Internet, that is, a city inspector general's report said yesterday.

One employee's computer logged 349,170 Web site visits from
December to April, averaging more than 4,700 a day. The
employee tried more than 600 times to see inappropriate sites,
Including one labeled "webdate" and one labeled "pornotube.”



\DOT

Reporting Introduction (2004)

8e6 site filter/blocking appliance

Passive capture
Reporting appliance

Weekly reporting by user

Usage summary
Site

Category/Site
Wall-clock summary

Challenges

Multiple counting of minutes
Qualitative assessment of reported data
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the Security Threat

Monitor and mitigate insider threats
in real-time with the

Business Education K-12 Latest News:

« Government agencies deploy
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employee activity
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Improve Productivity & Secure Your Learning Manage Threats from ypassing sites
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Security Solutions Leaders
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8e6 R3000 Categories

URL Inventory is Updated Daily

Threats Liability

Adult Content
Child Porn

Explicit Art
Obscene/Tasteless
Pornography/Adult
Content

R-rated

lllegal/Questionable
Criminal Skills
Dubious/Unsavory

Hate

Illegal Drugs

School Cheating
Terrorist

Security

Bad Reputation Domains
Botnet

Hacking

Malicious Code

Phishing

Spyware

Web Proxies

Bandwidth/
Productivity

Bandwidth

Image Server

Internet Radio
Peer-to-Peer (P2P) File
Sharing

Streaming Media
Video Sharing

Voice Over IP (VolP)
Web Storage

Internet

Communication
Chat

Instant Messaging (IM)
Message Boards
Online Communities
Web E-mail

Web logs

Web-based Productivity
Applications

Internet Productivity
Adware

Banner Ads

Dynamic DNS

Fantasy Sports

Free Hosting

Remote Access

Web Hosts

Prohibited Categories in Red

Business/Investments

Business

Employment

Financial

Online Trading/Brokerage
Real Estate

Community/

Organizations
Community Organizations
Local Community

Education
Education
Education Cheating
Educational Games
Online Classes
Reference

Entertainment

Art

Comics

Entertainment
Gambling

Games

Humor

Kids - Kid Friendly Sites
Movies & Television
Music

Online Greeting Cards
Restaurants/Dining
Theater

General
Productivity

Government/ Law/

Politics
Government

Legal

Military Appreciation
Military-Official
Political Opinion

Health/Fitness
Fitness

Health

Holistic

Self Help

Information
Technology

Freeware/Shareware
Information Technology
Internet Service
Providers

Portals

Search Engines
Web-based Newsgroups

Miscellaneous
Domain Landing

Edge Content Server /
Infrastructure

Intranet/ Internal Servers
Invalid Web pages
Reviewed/ Miscellaneous

News/Reports
News

Sports

Weather/ Traffic

Religion/Beliefs
Paranormal
Religion

Shopping
Classifieds

Online Auction
Online Greeting Cards
Shopping

Society/ Lifestyles
Alcohol

Animals/ Pets
Books & Literature/
Writings

Personals / Dating
Drugs

Fashion

Lifestyle
Recreation
Self-Defense
Social Opinion
Tobacco

Weapons

Travel/Events
Tickets

Travel

Vehicles
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Internet Monitoring
Reports

Produced Weekly
Vendor and VDOT Developed
Provided Electronically

Wall Clock Use by Date/User
Internet Category Access by Date/User
Internet Site Access by Date/User



Wall Clock Use
by Date/User

Section=CO-ITD -—--—-—-———m

Sun Mon Tue Wed Thu Fri Sat Max
User Name May 25 May 26 May 27 May 28 May 29 May 30 May 31 Day Total Blocked Porn
User.NameOl 4 195 198 461 46 77 4 461 985 1 0
User .Name02 . 12 101 119 149 318 . 318 699 0 0
User .NameO3 . ; 66 179 263 187 . 263 695 0 0
User .Name0O4 - . 61 69 121 236 - 236 487 1 1
User .Name05 - . . 204 126 54 - 204 384 2 1



——————————————————————————————— Section=CO-ITD date=29MAY2008 ----——-—————-——-————————————————————

Tot Cat
User Name Time Time Category Pages Objects IP Address
User .NameO1l 159 118 Unknown 405 552 172.30.94.123

14 Banner 59 58 172.30.94.123
8 Entertainment 31 180 172.30.94.123
6 Weather/Traffic 14 12 172.30.94.123
5 News 11 97 172.30.94.123
3 Chat 8 150 172.30.94.123
2 3 79 172.30.94.123
1 1 579 172.30.94.123
1 1
1 2

General Business
Information Technology

Reference 2 172.30.94.123

VDOT 4 172.30.94.123

User .Name02 153 87 Unknown 179 244 172.30.91.123
20 Banner 44 63 172.30.91.123
17 Employment 64 172 172.30.91.123
14 Information Technology 28 664 172.30.91.123
7 Search Engines 9 3 172.30.91.123
2 Entertainment 9 54 172.30.91.123
2 General Business 6 51 172.30.91.123
1 Movies & Television 3 0 172.30.91.123
1 Music Appreciation 1 86 172.30.91.123
1 R-Rated 1 0 172.30.91.123
1 Streaming Media 1 87 172.30.91.123



Dist Group Date User IP Category Sitename Site Site Site Cat User  Usr
Obj Page Time Time Time TmSum
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown 209.133.65.11 0 135 27 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown i1.sinaimg.cn 238 8 7 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown 164.106.10.175 0 15 5 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown bbeshop.com 9 5 4 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown aison-int.com 1 3 1 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown rm04.net 4 2 1 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown egreetings.com 1 0 0 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Unknown ruceci.com 4 0 0 45 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Government virginia.gov 0 135 27 29 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Government 209.96.148.192 26 7 2 29 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Education vcesedu 693 20 9 16 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Education 164.106.81.251 238 8 7 16 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 General Business Entrust.net 0 15 5 5 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Information Tech liveperson.net 6 15 2 3 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Information Tech 209.96.149.107 0 2 1 3 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 Information Tech adobe.com 2 0 0 3 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 VDOT virginia.gov 28 7 2 3 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 VDOT state.va.us 13 5 1 3 101 69
CO CO-ITD 29-May-08 User.Name01172.30.191.107 VDOT vipnet.org 3 0 0 3 101 69
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Reporting Issues

Frequency

Trend or sample

Data Retention

90 days
2 year archive desired

Judgment Required

Each employee’s use evaluated against assignments
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Internet Monitoring
Questions

Audit:

Cameron.Caffee@VDOT.Virginia.gov
(804) 786-4882

Security:

James.Austin@VDOT.Virginia.gov
(804) 786-9315

Engineering:
Tom.Hutton@VITA.Virginia.gov
(804) 786-6578
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ACtivity Summary
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R Introduction

Dashboard

Report Filtering x Y
eaimaic | ¢ Blue Coat Reporter is the tool provided

actvity summary. by the VITA/NG Partnership for
Conclusion Network Transformed sites to monitor
Internet activity.

 BCR runs on a network appliance at
the CESC.

* Before you can use it you must obtain a
BCR login from the NG Network
Operations Center.




S Introduction

Dashboard

Report Filtering . ‘
overal ramic | © HoOw to use it (three simple steps)

Activity Summary - Filter according to your search criteria.

Conclusion _ :
- Download your chosen report in the generic
Comma Separated Values format.

- Load the CSV file into a spreadsheet or database
for analysis.

* This part is still pretty much do-it-yourself.

* | have yet to need to do very much analysis
here.




Introduction

)3 D0Aarg

Report Filtering

Overall Traffic

Activity Summary

Conclusion

The Dashboard

* Gives Agency level general information

* |s divided into five sections ...
- Log Reader Activity
- Top Client IP by Requests

- Top Users by Page Views
- Top Categories by Page Views

- Top Domains by Requests
* Many other top level reports available
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Introduction The DaSh board

)3 D0Aarg

Report Filtering
Overall Traffic

oy summay. © VETY configurable (just click Edit) ...

Concuson |« For example, you can have two or more
“Top Users” sections

- One by Page Views (showing most active)

- One by Volume (showing who Is using up
most of your bandwidth)

- And even one by Volume as a Ple chart

« Remember, all the Pie charts you could
ever want, right at your fingertips!
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Introduction Report Fllterlng

Dashboard
B ,. ._ [ .

Overall Traffic

Aciviy summay. © ANY combination of ...

Conclusion - Begin/End Dates

- User Account

- Category

- Client IP Address
- File Extension

- Group

- Host

- Port

- And others ...
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i Overall Traffic Reports

Dashboard
Report Filtering
e 2

e I General reports that track traffic by ...

Conclusion - Date

- Days of Week

- Hours of Day
- Month




L Overall Traffic Reports

Dashboard
Report Filtering

[ VEerd ATl
aciviy summanyl . EXample Day of the Week Report
Conclusion TS alistics Mo 13/Dei2007 - 190uni2008, 189 days
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Total Bytes
L9zo0

L2300 G -
HLaml iz -
Ob = ——

SJ "1:_| T_J Wu- T1 _r

_mrm
LD *a 4 P
FELE

Page Lol L

Chek oo coom™ reporl Lvae. | Hours of Dey j mp s Lo 25| FOE

Day of Weck * Total Byles Bytes HReceived Bytes Sent Fape Views
1 Wednosduy bl I 1471265 200513 4,020 3G
2 Friday 165260 144 86 G MAL G 49610, 404
3 hursidsy iz bl 5 142 5 is 2005 G REE ¥ I E PN
4 Tuesday 1H2 020 14317 G 13.75 0 3,841 532
5 Konday 149,430 L3000 GG i T K 3,522 620
A Sarurcay 103G o496 154 341 732

=]

Sunday aTlG B.i1G L2pG J223E7



Introduction

Dashboard

Report Filtering

. @ LA &
Activity Summary

Conclusion

Overall Traffic Reports

 Example Month Report
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Introduction ACtIVIty Summary Reports

Dashboard
Report Filtering

Overall Traffic

EL = < Are the more specific reports that track
Conclusion activity by...

- Most Active

- Most Blocked

- By Date

- By User (if filtering for more than one)

- By Group (useful if your site has defined
more than one group in your AD domain)

- By Category

* Full Log Detail Report (the Kitchen Sink
Report)
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Introduction Impor“ng a CSV flle

Dashboard

Report Filtering

Overall Traffic

o = ¢ Typically, the CSV file exported from
Conclusion BCR will be loaded into a spreadsheet.

- This Is useful for analysis of what a single
user Is doing, for example.

* |f examining multiple users/groups, itis
more useful to load the CSV file into a
database.

- For example, the CSV file can be loaded
Into an Oracle database

14
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Introduction

Dashboard

Report Filtering

Overall Traffic

ACtivity Summary|

Final Thoughts

« Automatic Report Generation is
possible, but that needs to be set up
with/by the NOC staff.

* Reports can be automatically emailed
to users, but that also needs to be set
up with/by the NOC staff.
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Introduction ConCI US|On

Dashboard
Report Filtering

Overall Traffic
ACtivity Summary|

o - Read The Fine Manual (I have a
PDF of it that | can share)

- Join the Blue Coat Forum at

 |f you have any questions about BCR:

http://forums.bluecoat.com/

- Or you can email me ...
Kevin Ferlazzo
Data Base Administration and Security
VA Department of Juvenile Justice
Email: Kevin.Ferlazzo@dijj.virginia.gov
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VA v
Virginia Information Technologies Agency

IT Infrastructure Security
Letters of Assurance

Cathie Brown, CISM, CISSP
Deputy Chief Information Security Officer

August 20, 2008

www.vita.virginia.gov 110



v1 A Virginia Information Technologies Agency @

e Goal of the COV Information Assurance
process iIs to assist customer agencies in
their responsibility for security of their
agency’s systems and information.

e Assurance in 2007

— the first Letters of Assurance of security controls
over customer agency’s infrastructure were
provided in August, 2007.

e Assurance in 2008

- Letters of Assurance for 2008 are in process to be
distributed no later than September, 2008.

e Assurance Is not a guarantee, rather an
assessment of security controls over the
Infrastructure.
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Data points for July 1, 2007 — June 30,
2008 include:
» 2008 SEC501 Self Assessment and

Remediation Plans (Provided to All
Customer Agencies)

» 2007 Deloitte & Touche SAS 70 Type 11
Remediation Plans (26 Agencies)

» 2007 Deloitte & Touche IT Security Audit
Remediation Plans (8 Agencies)

» Current APA Reports with Infrastructure
findings

www.vita.virginia.gov 112
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e Assurance provided on IT Security Domains
with respect to infrastructure components:
» IT Contingency Planning
> IT System Security
» Logical Access Control
» Data Protection
» Facilities Security
» Personnel Security
» Threat Management
» I'T Asset Management

e Assess the control requirements and
findings related to each of the IT Security
Domains
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m Virginia Information Technologies Agency @

e Measure the vulnerabilities by quantifying
the number of findings relative to the total
requirements in each IT Security Domain.

» None — O

» Few — =090 -33%0

» Some - >33% - 66%0
» Many - >66%0

www.vita.virginia.gov 114




m Virginia Information Technologies Agency @

Meet the COV Information Assurance Team

Benny Ambler

Enterprise Risk, Assurance and Standards Manager
Bill Freda

Security Analyst

Jonathan Smith

Security Analyst

Aarona Brooks

Security Analyst

Mauri Shaw

Risk Management Analyst
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Commonwealth Security Annual Report

Peggy Ward

Chief Information Security and
Internal Audit Officer
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§ 2.2-2009. (Effective until July 1, 2008) Additional duties of the CIO relating
to security of government information.

C. The CIO shall report to the Governor and General Assembly by December
2008 and annually thereafter, those executive branch and independent
agencies and institutions of higher education that have not implemented
acceptable policies, procedures, and standards to control unauthorized
uses, intrusions, or other security threats. For any executive branch and
independent agency or institution of higher education whose security audit
results and plans for corrective action are unacceptable, the CIO shall
report such results to the (i) Information Technology Investment Board,
(ii) affected cabinet secretary, (iii) Governor, and (iv) Auditor of Public
Accounts. Upon review of the security audit results in question, the
Information Technology Investment Board may take action to suspend the
public bodies information technology projects pursuant to subdivision 3 of
§ 2.2-2458, limit additional information technology investments pending
acceptable corrective actions, and recommend to the Governor any other
appropriate actions.
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Security Attended 1S , ,
ey 0Ll Desilgr?ated Orientation Pla:r-: F?eRc’d ;252 g'gzuss
Rec’d (Extra Credit)
XYZ Current YES 1 YES YES lofl

Agency
e Agency Abbreviation

Security Audit Plan Rec’d

¢ Indicates whether agency has submitted a Security Audit Plan to Commonwealth Security and Risk
Management for all systems classified as sensitive based on confidentiality, integrity, or availability.
e Options: Current = Received and up to date,
No = Not Received,
Outdated = Audit Plan was submitted but requires update,

Extension Expired = An Exception was filed but has expired and Audit Plan has not been
received.

Information Security Officer (1SO) Designated

¢ Indicates whether agency head has designhated an ISO for the agency and provided the person’s name,
title and contact information to VITA no less than biennially.
e Options: YES/NO
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Security Attended 1S , ,
ey 0Ll Desilgr?ated Orientation Pla:r-: F?eRc’d ;252 g'gzuss
Rec’d (Extra Credit)
XYZ Current YES 1 YES YES lofl

Attended Information Security (1S) Orientation (Extra Credit)
¢ Indicates the number of attendees that an agency has sent to attend Information Security Orientation.
e This data point is an “Extra Credit” data point where as it is not currently a requirement, but

attendance is highly encouraged for ISO’s and all interested parties.

e Options: 0 - o0

Information Technology Disaster Recovery (IT DR) Plan Rec’d
¢ Indicates whether agency has submitted an IT DR Plan.
e Options: YES = Submitted,

YES/UPD = Submitted an updated IT DR Plan,

NO = Has not submitted IT DR Plan,

N/A = Not Applicable (Agency is not a customer of the IT Partnership)

www.Vita.virginia.gov
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Explanation — Continued

Security Attended 1S , ,
ey 0Ll DesiISr?ated Orientation Pla:r-: F?:c’d gzsj g'gzuss
Rec’d (Extra Credit)
XYZ Current YES 1 YES YES lofl

Corrective Action Plan’s (CAP’s) Rec’d
¢ Indicates whether the agency has submitted Corrective Action Plans (CAP’s) for vulnerabilities
identified in Security Audits.
e *Note* CAP’s should be submitted to Commonwealth Security and Risk Management one month after
the completion of an audit and updates submitted quarterly for open vulnerabilities.
e Options: YES = Agency performed Security Audits & submitted CAP’s,
NO = Agency’s Security Audit Plan indicates Security Audit was scheduled but has not
submitted CAP,
N/A = Not applicable, either Agency did not have Security Audits scheduled to date or
Agency has not submitted a Security Audit Plan.

CAP’s Status

e Indicates the number of Corrective Action Plans submitted and the number of Security Audits
scheduled based on the Security Audit Plan.

e Options: [Numbers of CAP’s received] of [number of Security Audits scheduled] (example - 1 of 1, 0 of
1, 1 of 2, etc...), N/A = either Agency did not have Security Audits scheduled to date or Agency has
not submitted a Security Audit Plan.
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agency | Acartmian | - 150 | Orientation | ITDR | CAP's | cars
Rec’d Designated (Extra Credit) Plan Rec’d Rec’d Status
CHR NO YES 0] YES N/A N/A
DGS Current YES 0] YES NO Oof3
DHRM Current YES 0} YES/UPD N/ZA N/A
DMBE NO YES 2 YES N/ZA N/A
EDR Current YES 3 YES/UPD N/ZA N/A
SCB Current NO 1 YES NO O of 6
SBE Current NO 1 YES N/A N/A

www.Vita.virginia.gov
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Security Attended IS IT DR CAP’ ,
- . S
ey 0Ll Desilg:?r(l;ted Orientation Plan Rec’d | Rec’d gé\i’uss
Rec’d (Extra Credit)
DOF Current YES 1 YES N/A N/A
VADACS Current YES 3 YES N/A N/A

www.Vita.virginia.gov
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Security

Attended IS

Agency Audit Plan Desilgr?ated Orientatior-1 Pla:r-: F?eRc’d ;252 g'g:uss
Rec’d (Extra Credit)
DBA NO YES 1 YES N/A N/A
BOA Current YES 1 YES NO Oof 3
DHCD Current YES 0} YES NO Oof4
DMME Current YES 1 YES YES 1of3
DOLI NO YES 3 YES N/A N/A
DPOR Current YES 1 YES NO Oof 5
TIC NO NO 0} NA NZA N/ZA
VEC Current YES 2 YES/UPD NO O of 6
VEDP/VTA NO YES 0} YES N/ZA N/A
VHDA NO NO 1 NA N/A N/A
VNDIA NO NO 0} NA N/A N/A
VRA NO NO 0] NA N/A N/A
VRC Al YES 2 YES N/A N/A

www.Vita.virginia.gov
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poeney | AN | polgt gy | Oremiaton | ITOR, | AT | cane
Rec’d (Extra Credit)

DOE Current YES 1 YES NO Oof5
FCMV NO YES 0} NO N/ZA N/A
GH NO YES 0} NO N/ZA N/A
JYF Current YES 1 YES NO O of 3
LVA Current YES 1 YES N/ZA N/ZA
SCHEV Eé;g}':égl\l YES 0} YES N/A N/A
SMV NO YES 0] YES N/A N/A
VCA NO NO 0} YES NZA N/A
VMFA Current YES 2 YES YES 2o0f2

www.Vita.virginia.gov

125




i
v A Virginia Information Technologies Agency

poeney | AN | polgt gy | Oremiaton | ITOR, | AT | cane
Rec’d (Extra Credit)
CNU Current YES 0} NA N/ZA N/A
GMU Current YES 1 NA YES 11 of 22
JMU Current YES 0] NA YES 3o0f3
LU Current YES 1 NA YES 1of2
NSU NO YES 2 NA NZA N/A
OoDbuU Current YES 1 NA YES 30f4
RU Current YES (0] NA N/A N/A
uMw Current YES 1 NA NO Oof1
VCCS Current YES 3 NA YES 1of2
VMI Current YES 6] NA N/ZA N/A
VSU Current YES 2 NA NO O of 10

www.Vita.virginia.gov
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Security Attended 1S , ,
ey 0Ll Desilg:?r?ated Orientation Ple:r-: F?eRc’d ;252 gé\i’uss
Rec’d (Extra Credit)
DOA NO YES 4 YES NZA N/ZA
DPB Extension Yes 2 YES/UPD N/A N/A
Expired
TAX Current YES 1 YES YES 10 of 16
TRS Current YES 2 YES YES 1 of9

www.Vita.virginia.gov
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Security Attended 1S ,
" i IT DR CAP’s ’
ey 0Ll Desilg:?r?ated Orientation Plan Rec’d | Rec’d gé\i’uss
Rec’d (Extra Credit)
DHP Current YES (0] YES NZA N/ZA
DMAS Current YES 1 YES NO Oof5
DMHMRSAS Current YES 13 YES N/ZA N/ZA
DRS (VBPD,
VDBVI,
VDDHH, Current YES 0] YES NO Oof5
WWRC)
DSS Current YES 2 YES/UPD NO O of 18
(CSARYF)
TSF NO NO (0] NO N/ZA N/ZA
VDA Current YES 1 YES N/ZA N/A
VDH Current YES 3 YES YES 9 of 11

www.Vita.virginia.gov
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Security Attended IS IT DR CAP’ ,
. . (S
ey 0Ll Desilg:?r?ated Orientation Plan Rec’d | Rec’d gé\i’uss
Rec’d (Extra Credit)
DCR Current YES 1 YES NO Oof1l
DEQ Current YES 4 YES YES 1l1ofl
DGIF NO YES 1 YES N/ZA N/A
DHR Current YES 2 YES N/ZA N/A
MRC Current YES 2 YES/UPD YES 4 of 4
VMNH NO YES 1 YES N/ZA N/A

www.Vita.virginia.gov
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@

ngency | Audipian | o 150 | oreniaton || TER | A7e | oo
Rec’d (Extra Credit)

ABC Current YES 1 YES YES 50f5
CASC NO NO o NO N/A N/ZA
DCJS Current YES o YES NO Oof 5
DFP NO YES 1 NO NZA N/A
DFS Current YES 1 N/A N/A N/A
DJJ Current YES 3 YES NO Oof 1
DMA NO NO o YES NZA N/A
DOC Current YES 3 YES NO O of 6
DOCE NO YES 1 YES N/A N/A
DVS NO YES 1 YES NZA N/ZA
VDEM NO YES 1 YES N/A N/A
VSP Current YES 3 YES NZA N/ZA

www.Vita.virginia.gov
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Security Attended 1S ,
R . IT DR CAP’s ’
Agency Audit Plan | [ si':%ted Orientation |~ - | = A
Rec’d (Extra Credit)
CIT Current YES 1 YES NO Oof 1
VITA Current YES 7 YES N/A N/A

www.Vita.virginia.gov
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Security Attended 1S ,
R ; IT DR CAP’s ’
ey 0Ll Desilg:?r?ated Orientation Plan Rec’d | Rec’d gé\i’uss
Rec’d (Extra Credit)
DMV Current YES 2 YES NO Oof7
DOAV NO YES 2 YES N/A N/A
DRPT Current YES 1 YES N/ZA N/A
MVDB NO YES 0] YES N/A N/A
VDOT Current YES 5 YES YES 1of3

www.Vita.virginia.gov
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Security Attended 1S ,
. . IT DR CAP’s ’
ey 0Ll Desilg:?r?ated Orientation Plan Rec’d | Rec’d gé\i’uss
Rec’d (Extra Credit)
IDC NO YES 4 N/ZA NZA N/ZA
SLD NO YES 2 N/ZA N/ZA NZA
SCC NO YES 3 N/ZA N/ZA N/ZA
VCSP YES YES 3 N/ZA NO Oof 3
VOPA NO NO 0] NZA N/A NZA
VRS NO YES 2 N/ZA N/A N/ZA
VWCC NO NO 0] NZA N/ZA N/ZA

www.Vita.virginia.gov
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Security Attended 1S , ,
sy 0Ll Desilg:?r?ated Orientation Ple:r-: F?eRc’d ;252 gé\i’uss
Rec’d (Extra Credit)
GOV Extension YES 1 YES N/A N/A
Expired
OAG NO YES 1 NA N/ZA N/ZA

www.Vita.virginia.gov
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Upcoming Events
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COVITS 2008

Commonwealth of Virginia Innovative Technology Symposium

September 7 — 9, 2008
Williamsburg Marriott

Don’t miss this opportunity to see the latest in digital government
solutions, keep abreast of current policy issues and network with key
government executives, technologists and industry specialists.

www.govtech.com/events/COVITS2008

www.vita.virginia.gov 137




m Virginia Information Technologies Agency

IS Orientation

Thursday, September 11th, 9:30 am to 12:00 pm @
CESC

Information Security Orientation is a small group exploration
of Information Security in the Commonwealth focusing on
the COV IT Security Policy and Standards and is open to all
Commonwealth state and local government persons
interested in Information Security.

To register email VITASecurityServices@vita.virginia.gov

www.vita.virginia.gov 138
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Commonwealth Information Security Council

Meeting

Monday, September 15, 12:00 - 2:00 p.m. @ CESC with
Committee meetings from 2:00 - 3:00 p.m.

If you would like to attend or be on the agenda for either the
Council meeting or a Committee meeting please either
contact a Committee co-chair or send an email to
VITASecurityServices@vita.virginia.gov (not vendors please)

Find out more about your Commonwealth Information
Security Officer's Council at:
http://www.vita.virginia.gov/security/default.aspx?id=5128
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NEXT ISOAG MEETING!
September 18th, 1:00 — 4:00 pm @ CESC

DRAFT Agenda
FBI1 InfraGard — Melissa McRae, FBI
DMV Security Awareness — Doug Mack, DMV

Commonwealth & COV Partnership Security
Incident Handling — Michael Watson & Don
Kendrick, VITA
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The University of Virginia is hosting the SANS Security 537:
Identifying and Removing Malware course on September
24th. The discounted rate is $325 for employees of accredited
educational institutions, state and local government, and
state and local law enforcement.

The standard SANS price is $1264. All course materials,
parking, snacks, and lunch buffet are included.

Details at http://itc.virginia.edu/security/sansedu
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VA SCAN — October 6-7, 2008

The VA SCAN 2008 conference registration is $125; pre-registration is
required.

The fee includes the conference program, a Monday evening reception, and
lunches and breaks for both days. Special room rates are available at
The Inn at Virginia Tech, as well as the Hawthorn Suites.

Registration deadline is September 29, 2008. Register at:
http://www.cpe.vt.edu/vascan2008/reqistration.html

http://www.cpe.vt.edu/vascan2008/index.html
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THANK YOU FOR ATTENDING!!
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