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m Virginia Information Technologies Agency

I. Welcome Peggy Ward, VITA
I1. IT Partnership Don Kendrick,VITA
I11. DMAS Charles Lawver,DMAS
V. Encryption Don Kendrick,VITA
V. IT Legislation Peggy Ward, VITA
VI. IREC Jason Dolan
VIl. Other Business Peggy Ward, VITA
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Happy New Year!
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Executive Order 43 (2007)

Protecting the Security of Sensitive Individual
Information in Executive Branch Operations

Executive Order 44 (2007)

Establishing Preparedness Initiatives in State
Government
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If your system contains sensitive data consider:
Is the data truly necessary?
If NO = Delete the field.
If Yes:
can the data collected be truncated (last four)?
&

are there other systems that collect the same
data so the COV could consolidate the systems
thereby reducing risk?
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IT Infrastructure Partnership Program (ITP)

Agenda

 Service Delivery
e Transformation
e Customer Satisfaction

 Independent Verification & Validation



IT Infrastructure Partnership Program (ITP)

Service Delivery
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IT Infrastructure Partnership Program (ITP)

Current Operations Dashboard

VA

Central Metrics
Nov Dec
92.9% 100%
7.1% 0%
0% 0%

Agency Metrics
Nov Dec
85.9% 90.0%

3.8%  3.7%
10.3%  5.4%

Other Influencing Factors

Title

Description

Remedy

Unable to measure

metrics against
MOU SLOs

Measure and
trend metrics

Include in Dec QoS
Report (Closure: Mid
Dec)

Cannot provide

consistent superior

service across the
enterprise.

Combining
agency IT
departments
resulted in non-
standard
systems/process

Standardization
being pursued, but
transformed systems
required to provide
consistent enterprise
service.

Service Delivery
must assimilate
Transformed
projects.

Transformation
projects will be
moved to Service
Delivery
incrementally.

Prepare plan for the
incremental
assimilation of
transformed
projects. (Closure:
Mar 07)




IT Infrastructure Partnership Program (ITP)

Central IT Infrastructure Services

Post
. December 2006 —
) Functional Transform
Domain —A a1
Area Prior Current
— SN Measures Performance SLAs
Coverage Coverage - e I
Help Desk 36% 37% 5 19
End User )
. Messaging 21% 21% 2 10
Services
Desktop 13% 16% 3 14
Data Server 6% 8% 2 21
Center
Services
Mainframe 100% 100% 2 13
Data 90% 90% 1 25
Network > >
Services Voice 0% 0% 0 19
Security Security 100% 100% 1 9
Services

Coverage Action

Central actual 37%
Field actual 24%
Total actual 61%

Enterprise goal 83%

Central actual 21%
Field actual 51%
Total actual 72%

Enterprise goal 95%

Central actual 16%
Field actual 59%
Total actual 75%

Enterprise goal 95%

Central actual 8%

Field actual 70%

Total actual 78%
Enterprise goal 90%

VOIP coverage and
Verizon metrics

10



IT Infrastructure Partnership Program (ITP)

Service Measure MOU-
Domain SLO
Average Speed to <30 sec
Answer
Call Abandon Rate <5% 9.16% 5 41% 6.3% 6.1%
Email Response r:i6nos
End User
Services - i <30
Voicemail Response mins
First Call Resolution * >70% 21% 20% 21%
VITA Messaging 0
System Availability >99.0%
Shared Messaging 0
System Availability >99.0%
IBM Mainframe o
Availability >99.9%
Unisys Mainframe 0
Data Availability >99.9%
Center
Services | UNIX Server >99%
Availability
Windows Server 0
Availability >99%
Network | Circuits Availability* 99.2%
ACF2 Logon Requests 95%
Security | security Incident 05%
Reporting

11

FCR — Start Oct measure is (Resolved on First Call/Can be Resolved on First Call. Previous measure was (Resolved on First Call/Total Calls)
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IT Infrastructure Partnership Program (ITP)

Field IT Infrastructure Services

Post
_ December 2006 Transfo
. Functional lransiorm . Performance
Domain Coverage Action X
Area Prior Current Performance Action
— SN Measures SLAs
Coverage | Coverage | — G/Y/R E—
Central actual 37%
Field actual 24% Tax: Call Abandonment
Help Desk 0% 24% 7 31/1/2 19 Total actual 61% Rate at 6% for 3
0,
Enterprise goal 83% months, Goal 5%
Central actual 21%
End User . Field actual 51%
Services Messaging 0% 51% 1 30/0/0 10 Total actual 72%
Enterprise goal 95%
Central actual 16% Primary Issue DSS:
Field actual 59% High historic PC/Tech
Desktop 0% 59% 3 72/9/14 14 Total actual 75% ratio (700/1), impr_oving
Enterprise goal 95% handoff from receipt of
ticket to dispatch
Central actual 8% )
Field actual 70% DHRM: Single report
Data Server 0% 70% 6 139/1/0 21 Total actual 78% Unix Server actual
0, 0,
Center Enterprise goal 90% 98.8%, goal 99%
Services
Mainframe N/A N/A N/A 13
Data N/A N/A N/A 25
Network
Services Voice N/A N/A N/A 19
Security Security N/A N/A N/A 9

Services

1Z
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IT Infrastructure Partnership Program (ITP)

Service Delivery Incidents

Distribution of Incident

Severity Since July 1, 2006 * Since July 1, 2006:
Critical, — 18,377 incidents, 125 critical, 129 Incident
High, 0 696
14.3% Low, Reports

23.5%

— 60 Root Cause Analysis Opened; 46 Root
Cause Analysis Closed

» Significant Incidents in December:

— 12/11,12/18, total 26 hours, DMV: Two outages
on the same router caused slowdown in
services at 33 CSCs, NG authorized

Medium, . .
61.6% replacement with transformation model due
N _ 1/31/07
Percent Critical Tickets
16 — 12/11-12, total 25 hours, VDH: Two cable cut by
1.4{] - nearby construction resulting in 90% of phones
29l - at Suffolk site down.
|
% O8[ —FT — 12/19, total 15 hours, DOA: Security certificate

06911 BnEE missing not allowing remote sites access to
1] BREE servers. Had to connect by 7am 12/20 to
B ﬂr process payroll.

J FMAMJ J AS OND 13



IT Infrastructure Partnership Program (ITP)

Transformation



Desktop

Messaging Services Help Desk

Mass Desktop Refresh Projects

Enterprise Help Desk in Russell and Chesterfield

s Network Printer Consolidation and Refresh : -
. ) Enterorise Deskton Management Svstems Field Based Agents and Technicians for Level 3
Enterprise Exchange/Outlook Email P P 9 y Enterprise Help Desk System (Peregrine)

Enterprise Collaboration Tools $35M Investment $10M Investment
Active Directory, DNS
$25M Investment

Mainframe

== _Transformation

People — Process — Tools

Security

h: Reliable, High Performance,
New IBM and Unisvs Mainf Enterprlse.z-V.Vlde IT Infrastructure Enterprise Security Operations Center
ew IBM and Lnisys Mainirames $270 Million Investment Computer Security Incident Response Center
Consolidation and Refresh of Servers

Migration of servers to the Data Center
$50M Investment

Secure Internet Gateway
$10M Investment

Network

Voice / Video

New Data Center/Office Building in Chesterfield New Commonwealth-wide MPLS Core WAN
New Disaster Recovery Center and Help Desk LAN upgrades to Local Switches/Routers as Needed Voice over IP Network Optimized for
in Russell County Network Re-addressing of IP, DHCP Voice and Video Traffic

$60M Investment $60M Investment $20M Investment
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IT Infrastructure Partnership Program (ITP)

ransformation Rollout Overview

Current rollout activities are centered around:

— Desktop Refresh

— Incident Management

— GAL (Global Address List) updates
— Network

— Facilities

Pilot Agencies have been contacted

Kickoff for Service Delivery team Jan 5%

Kickoff for Justice/Corrections Agencies Jan 9t

Kickoff for Museum of Fine Arts Jan 11t

“Communication Tracker” developed for transformation communication
activities pending and executed at a program level

16
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IT Infrastructure Partnership Program (ITP)

Schedule (Pilot)

Desktop Incident EMAIL
Refresh Management GAL Synch
Estimated
Agency Name Seat Start End Start End Start End
Count
Veterans
Services, 125 Jan 07 Jan 07 Jan 07 Feb 07 | complete | complete
Department of
Museum of
Nf”“”ra' 65 Jan 07 Jan 07 Feb 07 Mar 07 | complete | complete
History,
Virginia
Minority
Business 30 Jan07 | Jan07 | Mar07 | Mar07 | Jan07 | Feb 07
Enterprise,

Department of

Criminal Justice

Services, 190 Jan 07 Jan 07 Feb 07 Mar 07 Feb 07 Mar 07
Department of

17
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Schedule (Planned)

Desktop Incident EMAIL
Refresh Management GAL Synch
Estimated
Agency Name Seat Start End Start End Start End
Count
Virginia
Museum of 249 Feb 07 Feb 07 Jan 07 Feb 07 Mar 07 Mar 07
Fine Arts
Dept. of
Correctional 1793 Feb 07 Mar 07 Mar 07 Mar 07 complete | complete
Education
Dept. of : 5719 Feb 07 May 07 Mar 07 Mar 07 complete | complete
Corrections
Dept. of
Juvenile 1790 May 07 June 07 Mar 07 Apr 07 Feb 07 Mar 07
Justice

18
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pATERS IT Infrastructure Partnership Program (ITP)

Schedule (Planned)

Desktop Incident EMAIL
Refresh Management GAL Synch

Estimated
Agency Name Seat Start End Start End Start End
Count

Dept. of Game
and Inland 314 May 07 Jun 07 Apr 07 Apr 07 Mar 07 Mar 07
Fisheries

Charitable
Gaming 51 Jun 07 Jun 07 Apr 07 May 07 Mar 07 Mar 07
Commission

Dept. Forestry 260 May 07 Jun 07 May 07 May 07 complete | complete

Dept. Labor &

178 May 07 Jun 07 May 07 Jun 07 Mar 07 Mar 07
Industry

Dept. of Mental
Health,
Mental Ret. & 4736 May 07 Jul 07 May 07 Jun 07 Jan 07 Jan 07
Sub. Abuse
Svcs.

19
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months
Domains ' '
1 c
— Transformation Phase (36 Months to June]2009)
. I
Service Commencement | Date o !
General 7/1/06 Process Cutover (Internal Apps) ITIL Process Optimization !
Complete SCD+23 (6/1/08)v |
Procedures|Manual (10/1/06) !
Procedures Manual Plan (8/1/06) DR Test at SWESC SCD+22 (5/1/08)\ / !
\\4 Knowledgg|Mgt. System Production Incident Mgmt System\_/ ;
Help Desk Incident Mgmt,  Operational 10/1/06 / SPOC Help Desk (SWESC) :'
Web Accessible (8/1/06) SCD+24 (7/1/08) ]
n Desktop N\ Begin Desktop Refresh (3/1/07) Complete Desktop Refresh |
- . SCD+32 (3/1/09) |
w Desktop & asset mgmt system operational (1/1/07) ;
; Single Statewide Address List DNS / WINS Enterprise messagiﬁg
Messaging Sch+9 (4/1/07)v Infrastructure 90% complete M
SCD+13 (8/1/07) SCD+ 35 (6/1/09)
o CESC Ready fors__/ N/ RPB Migration |
Facilities Occupancy — sWESC ReadyN_/ Complete !
2 SCD+12 (7/1/07)  For Occupancy SCD+19 |
8 SCD+16 (11/1/07) (2/1/08) !
Mainframe / Infrastructure Ops Center Mainframe / server workload \_/ Server Consolidation N/
S (Interim) 11/1/06) migration from RPB to CESC 90% Complete
erver SCD+18 (1/1/08) SCD+35 (6/1/09)
1
\\ 7Temp_ NOC MPLS Core Completev N/ Enterprise NOC Complete Agency LAN migration i '
Data (11/1/06) SCD+14 (9/1/07) SCD+16 (11/1/07) (90%)SCD+30 (1/1/09) / '
wn Network 1
; VArch Network Blueprint Addressing Plan (2/1/07) \
Z : VolIP Architecgture Design i
N/ VoIP Campletion (90%) N /]
Voice And Recommendations SCD+63 10/01/11
SCDH+9 (4/1/07) 1
: N /Interim Sequrity Enterprise Vulnerability Assessment v |
N SECUI’Ity Incident tragking Program Operational SCD+20 (3/1/08) \
) and Mgmt System CSIRC Complete_/ |
SCD+3 (10/11/06) SCD+20 (3/1/08) |
VSOC Complete '
SCP+23 (6/1/08) |
Delayed

v: Delivered, awaiting final VITA acceptance

V = Delivered
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IT Infrastructure Partnership Program (ITP)

End User Services Transition

AsS Is To Be
e 40+ separate Desktop & Enterprise help
SWESC
help desks asset mgmt Staffed Complete desk

20 incident system . and Desktop Single Incident
management Incident operational Single trained Complete Refresh management
systems Mgt (1/07)  Statewide (1/1/08) Desktop 90% system

« Limited call Web Address Refresh (3/1/09) Established call
metrics : List 50% metrics

Accessible (4/1/07) (3/1/08)

» Desk side (8/1/06) Regionalized
agency support management
centric services

e Multiple Standard
manufactures - — systems,
and support End User Services Transition centralized
models software

. delivery, remote

e 40+ emall T T support

systems
Centralized

e 40+ Global :

: Knowledge DNS / WINS . messaging
A L
ddress (;sts Mgt. System Infrastructure riztsesrggi?\(; system
e Unsecure i ;
Messaging Oq%r/itllgg al _ (8/1/07) Incident Mgmt 90% complete gg&%fsg%?al
Begin System (6/1/09)
Desktop / SPOC Help Secure |
Refresh Desk (SWESC) Messaging
(3/1/07) (7/1/08)
>
2006 2007 2008 2009
Notes: V = Delivered / Complete

» SWESC - Southwest Enterprise Solutions Center, Russell County
» SPOC - Single Point of Contact Help Desk solution

v= Delivered, awaiting final VITA acceptance

\/ = Delayed

21




I

e

INFRASTRUCTURE
PARTNERSI

HIP

VA

IT Infrastructure Partnership Program (ITP)

Data Center Services Transition

AsS Is To Be
Tape
e 3000+ servers CESC Automation Consolidated
75% distributed Ready for Complete storage servers
g'rgh‘gig(;Ut Occupancy (3/1/08) Server and tape
9 . (7/1/07) SWESC Server consolidation 75% centralized
e 3 mainframes Infrastructure Ready consolidation 90% complete versus agency
|Ocated at RPB Ops Center - For 65% Complete (6/1/09) base.d server
and VDACs Interim (11/1/06) Occupancy (8/1/08) location
e Minimal (11/1/07) Enterprise
performance monitoring
monitoring performance
« Disaster \ 4 data
recovery within 24 Hour
72 Hours Data Center Services Transition disaster
recovery
* No standard
server tools or A Centralized
processes operations and
e Multiple point printing
storage . | Automated tape
solutions RPB Server Mainframe Print processing and
_ consolidation Consolidated operations
) p
. Relmote high in-place (6/1/08)
\ég grrggoﬂgm complete Mainframe /
(4/2/07) Server server workload
¢ Manual consolidation migration from
fg’pegat'ons and 25% complete  RPB to CESC
management (11/12/07) (2/1/08)
>
2006 2007 2008 2009
Notes:

» CESC - Commonwealth Enterprise Solutions Center, Chesterfield County
» SWESC - Southwest Enterprise Solutions Center, Russell County
» RPB — Richmond Plaza Building Data Center

V = Delivered / Complete
v= Delivered, awaiting final VITA acceptance

\/ = Delayed

22
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IT Infrastructure Partnership Program (ITP)

Network Services Transition

AsS Is To Be

e Agency Centric Enterprise 75% LAN * Enterprise-
Approach to NOC Migration Managed Single
Deson (11/107) (10/1/09) Multi-Service
Managément . .
Operations Connectivity to 45% LAN . CN:ER:/rngEed

Temporary CESC (7/1/07) . . '

+  Network NOC Migration Operations
Solution Not 4/1/08 Center
Scalable (11/1/06) - - Reliable

e Varying Levels Scalable and
of Network Secure Network
Technology V V Infrastructure

* Multiple Network Services Transition * Converged
Connections Communication
(85+) to the s (e.g., VolIP,
Internet A QoS, MPLS/

e IP Address VPN)
Duplication e Increased
Across Architecture 60% LAN Performance
Agencies Blueprint and MPLS Cord Migration and SLAs

. Network . i
Z[I?l\Tle\lgngk/ Addressing Established (714/08) Co&p’\llete ﬁ]?:%cgltdated

Plan (9/1/07) Migration Connections
2/11/07 Connectivity (1/1/09) and WAN Links
to SWESC
(11/2/07)
>
2006 2007 2008 2009
Notes: V = Delivered / Complete
* NOC — Network Operations Center v= Delivered, awaiting final VITA acceptance

\/ = Delayed 23
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As Is

IT Infrastructure Partnership Program (ITP)

Security Services Transition

» 85 or More
Internet
Entrances to
Defend to Varying
Degrees, 40+
intrusion
detection systems

e Various Levels of
Security
Monitoring

e Various Levels of

Interim Security
Incident Tracking
and Management

System
(10/1/06)

ESOC transitional
(11/1/07)

CSIRC System
Detailed Design
(5/15/07)

Enterprise
Vulnerability
Assessment

Program Operational
(3/1/08)

To Be

Two Internet
Gateways,
Strongly
Defended

24x7 Enterprise
Security Posture

Centralized
Highly Trained
Incident
Response Team

Security incident V Enterprise
Response gemrj]rk;ty d
i i . ashboar
. No Enterprise Security Services Transition Governance,
Wide View of IT A Operational
Security Status Control
* No Central Centralized
Management of Management,
Enterprise Certification & CSIRC Standardized
Security Accreditation ESOC System complete Enterprise
Environment Planni Detailed 3/1/08 Security
Doizmr;%t Transitional Design ( ) Do
ESOC Design 6/1/07
(9/30/06) Comple?e ( ) Esoglilc:)ngplete
(12/15/06) (6/1/08)
>
2006 2007 2008 2009

Notes:

» CSIRC — Computer Security Incident Response Center
» ESOC - Enterprise Security Operations Center

V = Delivered / Complete

v= Delivered, awaiting final VITA acceptance

\/ = Delayed

24
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Improving Customer Satisfaction

» Customer satisfaction is a top priority

* VITA and Northrop Grumman are working together to develop and
coordinate customer-focused strategies and initiatives

— Improve customer satisfaction
— Improve quality of services

— Establish effective measurements (quantitative and qualitative) and feedback
channels

26
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IT Infrastructure Partnership Program (ITP)

Improving Customer Satisfaction

* Engaging our customers
— Partnership Advisory Council
— All AITR Meetings
— Procurement Workgroup

— Customer Account Teams

» Addressing top issues
— Procure to Pay (P2P)
— Request for Service (RFS)

— Service Delivery

27



e
‘ INFRASTRUCTURE
PARTNERSHIP

IT Infrastructure Partnership Program (ITP)

Procurement Work Group Initiatives

Based on customer feedback and involvement we have made or have
planned improvements to the RFS and P2P process that have resulted in
improvements. Some examples are:

Requests for Services Procure to Pay
— Improved requirements gathering and — Reduced procurement cycle time streamlining the
processing review process, definition of scope and HW and SW

— Coordinated, frequent review of pending standards and weekly review of PRs.

requests — Developed and implemented standard processes for
Expiring Contracts, Urgent Procurements, Escalation

— Communication and clarification of RFS of Issues and Procuring Assets with Federal Funds

versus P2P with stakeholders
_ Define Service Level Objectives (2/07) — Implemgnted metrics to measure performance of

processing purchase requests through the eVA system
— Measure, monitor and report

performance (3/07) — Continue to utilize the Procurement Working Group to

identify issues and ways to improve the procurement
— Document processes in the Procedures process.

Manual (4/07) — Define Service Level Objectives (2/07)

28
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IT Infrastructure Partnership Program (ITP)

Improving Service Delivery

* Engaging service delivery employees
— Creating a mindset for excellent customer service and continuous improvement
— Ongoing initiative to solicit and implement employee inputs
— ldentified 33 potential practices to improve customer experience

— Measured enterprise wide compliance against 10 standard infrastructure
practices (73% compliance) and establishing plans to upgrade remainder

* Developing targeted service-based surveys
— Succinct, Web-based surveys to measure service delivery effectiveness
— Help desk support (February)
— Desktop support (March)
— Enterprise Messaging (April)

29
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IT Infrastructure Partnership Program (ITP)

Service Delivery Improvements

» Central and Field Quality of Service Report issued monthly

« All critical tickets analyzed (129 reports) and root cause analysis accomplished on most
significant critical tickets (60 opened, 49 closed)

» Service Delivery management notified of all critical tickets for immediate escalation of
significant incidences

* More rapidly communicate incremental status information on vital service interruptions
to stakeholders

« Hold weekly Telco issue review meetings and monthly management meetings with
Verizon

» Improved Central Operations change control processes

* Measured enterprise wide servers against Center for Internet Security Configuration
Standards and identifying improvements

» Evaluated our yearly mainframe patch process, consistent with best practices
» Drafted Emergency IT Operations Support Plan

30
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IT Infrastructure Partnership Program (ITP)

VA e i e % . TR

Independent Verification and Validation (IV&V)

Positive IV&V Findings « CACI conducted it's second, follow-
250 - up review Nov 27 — Dec 22
2001 1 « Maturity level at 2+ (Repeatable)
150 { | 180 180 12 —
100 - — No major negative findings
50 - — Significant progress on previous minor
0 | | | | negative (62% closure)
First Review Sustained Incremental Net — Best practice cited regarding Committees,
Forums and Workgroups
Minor Negative IV&V Findings o Assessment expanding in two
1601 I 62%closure | dimensions
120 - 138 86 — Additional program theme of Stakeholder
] 63 115 Management
o — Measured against next maturity level
28 ] — Third review scheduled for April

First Review Remediated Incremental Net

32
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Technical Safequards

- Access Control Standard — Unique
User Identifier

- Access Control Standard —
Emergency Access Procedure, etc.



Agency Encryption Requirements Survey
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Agency Encryption Requirements Survey Results

Agency Encryption Requirements Survey

e As of January 10t:

— 39 Agencies have responded.

— Requirements:
* 46% Encrypting email.
» 33% Secure remote access.
» 31% Secure internal or external web site traffic.
» 29% Secure file transfer.
» 27% Data at rest (laptops, USB, database)
» 23% Wireless Security.

45
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Agency Encryption Requirements Survey Results

VA

Agency Encryption Requirements Survey

* Next Steps:

Requirements have been distributed based on functional towers.

Teams forming to include NG Tower Lead, NG Security representative, and
VITA SMO SLD manager.

Map “included” product sets to requirements, do gap analysis on remainder.
Bring recommended product set to Architecture team.
Distribute to this forum for comment.

Produce rates for add on services.

46
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Multiline telephone systems; owner or operator thereof ability
to identify location from 9-1-1 call.

http://legl.state.va.us/cqi-bin/legp504.exe?071+sum+HB1603

Multiline telephone systems. Requires owners or operators of
multiline telephone systems serving residential facilities, hotels
and motels, business locations, and educational institutions to
ensure that a public safety answering point is able to identify the
location from which a call to 9-1-1 is placed. Patrons: Rapp,
O'Bannon and Orrock
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Voice-over-Internet protocol service; revises definition.

http://legl.state.va.us/cqi-bin/legp504.exe?071+sum+HB1885

Voice-over-Internet protocol service. Revises the
definition of Voice-over-Internet protocol service to
eliminate references to the public switched telephone
network and a requirement for the use of Internet protocol-
compatible customer premises equipment. Providers of
Voice-over-Internet protocol service are exempt from

regulation by the State Corporation Commission. Patron:
Marshall, R.G.
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Identity theft; notification of breach of information system.
http://legl.state.va.us/cqgi-bin/legp504.exe?071+sum+HB2140

http://legl.state.va.us/Zcqi-bin/Zlegp504.exe?071+sum+SB1224

Database breach notification. Requires an individual or a commercial
entity that conducts business in Virginia and that owns or licenses
computerized data that includes personal information to conduct in good
faith a reasonable and prompt investigation when it becomes aware of a
breach of the security of the system. If the investigation determines that
misuse of information has or is reasonably likely to occur, the individual or
commercial entity shall give notice to the Virginia resident as soon as
possible. Notification must be made in good faith, in the most expedient
time possible and without unreasonable delay, consistent with the
legitimate needs of law enforcement and with any measures necessary to
determine the scope of the breach and to restore the reasonable integrity
of the computerized data system. The bill also contains alternative
notification provisions. The Office of the Attorney General may bring an
action in law or equity to address violations of this section and other
appropriate relief. The provisions of this bill, as they apply to
governmental entities, become effective July 1, 2008. House Patron: Brink
Senate Patron: Howell




m Virginia Information Technologies Agency

Chief Information Officer; powers and duties.

http://legl.state.va.us/cqi-
bin/legp504.exe?071+sum+HB2196

Powers of the C10. Gives the CIO of the Commonwealth the
power to enter into contracts with one or more other public
bodies, or public agencies or institutions or localities of the
several states, of the United States or its territories, or the
District of Columbia for the provision of information
technology services. Patron: Nixon



m Virginia Information Technologies Agency

HB 2198 Electronic health records; requires those purchased
by state agency to adhere to accepted standard.

http://legl.state.va.us/cqi-bin/legqp504.exe?071+sum+HB2198

Electronic health records. Requires any electronic health records
system or software purchased by a state agency to adhere to
accepted standards for interoperability or to be certified by a
recognized certification body. Patron: Nixon




m Virginia Information Technologies Agency

Public institutions of higher education; operational authority.

http://legl.state.va.us/cqi-bin/Zlegp504.exe?071+sum+HB2306

http://legl.state.va.us/cqgi-bin/Zleqp504.exe?071+sum+SB1342

Public institutions of higher education; operational
authority. Provides operational authority for public institutions
of higher education in the areas of information technology and
procurement pursuant to the Restructuring Act of 2005. House
Patron: Callahan Senate Patron: Houck




vw A Virginia Information Technologies Agency

Cellular telephones; encouraged to program with ICE
numbers

http://legl.state.va.us/cqgi-bin/legp504.exe?071+sum+HB2870

Programming cell phones with ICE numbers. Requires providers
of commercial mobile telecommunications service to
iImplement a program, in accordance with criteria developed
by the Wireless E-911 Services Board, of encouraging its
subscribers to program one or more ICE numbers into their
mobile telephones. An ICE number is a telephone number
that is programmed into a mobile telephone, and labeled ICE,
which when called by a firefighter, paramedic, emergency
medical technician, rescue worker, or ambulance when the
subscriber is nonresponsive or impaired, will connect to the
person who the subscriber desires to be contacted in case of
an emergency. Patron: McEachin



m Virginia Information Technologies Agency

Chief Information Officer; powers and duties.

http://legl.state.va.us/Zcqi-bin/Zlegp504.exe?071+sum+HB2946

Powers of the CIO; information technology recycling. Requires
the CIO to contemporaneously account, to the greatest extent
possible, for the recycling and disposal of information technology
iInvestments when developing policies and procedures for the
procurement of such investments. Patrons: Plum and Nixon




vw A Virginia Information Technologies Agency

Unsolicited bulk electronic messages; changes scope of
State's spam law

http://legl.state.va.us/cqi-bin/legp504.exe?071+sum+HB2973

Unsolicited Bulk Electronic Messages; cell phone spam;
penalty. Changes the scope of Virginia's spam law from electronic
mail to electronic messages by defining electronic message as any
text, image, or other communication transmitted to a computer.
The bill also adds wireless communications devices to the type of
devices defined as computers. The bill reduces the number of
messages necessary for a person to meet the requirements of this
section to 2,500 attempted recipients in any 24-hour period,
25,000 attempted recipients in any 30-day time period, or
250,000 attempted recipients in any one-year time period.
Additionally a new provision would make sending unsolicited bulk
electronic messages a Class 6 felony if a single recipient of an
electronic message or multiple electronic messages incurs
damages in excess of $250 during any one year time period.




m Virginia Information Technologies Agency

Compromised Data Disclosure Act; created

http://legl.state.va.us/cqi-bin/legqp504.exe?071+sum+HB3148

Compromised Data Disclosure Act. Creates the Compromised
Data Disclosure Act, which requires state agencies to notify
residents of Virginia when their personal information maintained
by a state agency has been compromised through a breach of a
security system or otherwise acquired by an unauthorized person.
The bill requires the Virginia Information Technology Investment
Board to establish policies and procedures to implement the
provisions of the bill. The bill defines personal information. Patron:
Bulova Sickles



vw A Virginia Information Technologies Agency

State agencies; Chief Information Officer to develop policies,
etc. relating to security data.

http://legl.state.va.us/cqi-bin/legp504.exe?071+sum+SB845

Security of confidential state data. Requires the Chief
Information Officer of the Commonwealth to develop policies,
procedures, and standards relating to the security data
maintained and used by state agencies. The policies, procedures,
and standards must include requirements that a user be required
to provide a password or other means of authentication to access
a computer and to access a state-owned or operated computer
network or database through the computer, and that a digital
rights management system be used to control access to electronic
records containing confidential information. Patron: Devolites
Davis



m Virginia Information Technologies Agency

Telecommuting; use of personal computers.

http://legl.state.va.us/cqi-bin/legqp504.exe?071+sum+SB1004

Telecommuting; use of personal computers. Authorizes a state
agency to allow employees to use computer equipment not owned
or leased by the Commonwealth to telecommute, so long as such
equipment is not used to access or store data made confidential
by state or federal law. The bill contains an emergency clause.
Patron: Devolites Davis



m Virginia Information Technologies Agency

Chief Information Officer; to incorporate computer security
into 4-year strategic plan.

http://legl.state.va.us/cqi-bin/legp504.exe?071+sum+SB1029

Powers of the Chief Information Officer (C10); information
security. Requires the CIO of the Commonwealth to monitor
trends in information security and incorporate computer security

iInto the four-year strategic plan for information technology.
Patron: O'Brien



m Virginia Information Technologies Agency

Freedom of Information Act; closed meetings
and security of public buildings.

http://legl.state.va.us/cqgi-bin/Zleqp504.exe?071+sum+SB1111

Freedom of Information Act; closed meetings; security
of public buildings. Adds a closed meeting exemption for
the discussion of reports or plans related to the security of
any governmental facility, building or structure, or the
safety of persons using such facility, building or structure.

Patron: Houck
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A Proven Resource for Addressing Your Urgent Priorities
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The Corporate ixecutive Board is the
world’s premier network for leading
executives to solve their most urgent

shared challenges.

Members use the collective experience
and insight of our network every day to
improve their personal and corporate
performance.

Our shared-cost research model
allows us to provide insight at the
quality standard of the leading strategy

consultants but at a fraction of the cost.

EXBD on NASDAQ

OuUR CoORE VALUES

Force of Ideas

We believe that great ideas—acute
insights rooted in microeconomics
and informed by human behavior—
can carry an organization forward
more sul'u]}' than can access to
superior resources, market power,
or sheer effort. Our corporate task
is to discover these ideas wherever
they arise, within and bevond the
membership, and to teach them to

the membership at large.

Spirit of Generosity

Our ambition is to forge
relationships with our members that
go beyond the merely commercial.
This spirit is expressed in our
business model, which directs that
wherever possible we provide our
services in unlimited amount.

This aim beyond commerce also
informs our personal relations; our
goal is Lo serve members and each
other beyond expectation and with
appreciation, bringing honest joy

to the opportunity to serve.

THE FIRM IN BRIEF

The Corporate Executive

Board provides best practices
r'cwurg]).d::(jhiml-wl}‘pm‘l tools,
and executive education to a
membership of the world’s leading
corporations and not-for-profit
institutions. Qur member network
spans all major areas of functional
management, general management,
and organizational governance,
Our work focuses on identifying
practical solutions—strategies,
[rameworks, and time-saving
tools—that will allow our members
to avoid rework and duplication

of effort in addressing their

urgenl priorities.

With more than 25 years of
experience in managing high-quality
executive memberships, more than
3,000 large corporate members
around the world, and 2,400 staff
in our Washington, D.C., London,
and New Delhi offices, we are more
excited than ever about the unique
capability we offer our members
and the opportunities that lie
ahead to extend our impact on the

execulives and enlerprises we serve.




THE WORLD’S PREMIER EXECUTIVE NETWORK

Connecting Thought Leaders to Each Other and to New Ideas

Board of Directors

+ Audit Committee

Human Resources
= Benelits
+ Compensation

« Learning and
Development

+ Recruiting

Sales and
Marketing

» Advertising
* Customer Contact
+ Market Research

+ Sales Operations

Governance
+ Communications

= Compliance
and Ethics

Functions Served by Executive Board Memberships

CFO

Chief
Financial

Officer

Chief Human
Resources
Officer

Chiefl
Tec hn(ﬂng}-
Officer

Senior
Strategist

o
ll —_

P,

Supply

Chain

Executive
g /

Seniar
Sales
Fxecutive

|
Chief Chief
Marketing Information
Office

3 Officer

Chief
Procurement
Officer

General
Counsel

General
Manager

PrACTICE AREAS OF THE CORPORATE EXECUTIVE BOARD

Finance

* Accounting
and Controls

- Internal Audit

+ Investor Relations

+ Shared Services

+ Tax

+ Treasury

Operations
+ Quality

Real Estate

Information
Technology

+ Applications

+ Architecture
» Data Center

* Information Risk

Infrastructure

Project Management

e ey i et Lol e Lo S i
L1111} L1111} L1111} 11111]] L1 111111 111111} 1111} {1111]]
Financial Human  Strategy, Innovation, Sales and Information Corporate Legal and Operations and Corporate
Services Resources  and Management  Marketing Technology Finance Governance Procurement  Communications
Est. 1983 Est. 1993 Est. 1996 Est. 1997 Est. 1997 Est. |998 Est, 1999 Est. 999 Est. 2003
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A PROVEN MODEL FOR CREATING VALUE

Delivering High-Quality Insights, Practitioner, Peer-Tested Resources—at Low Cost

CEB IT Practice’s Focus

Traditional IT Research Firms’ Focus

+ Cross-functional, business-driven I'T perspectives provided

Perspective
the enterprise

through programs established with senior executives across

- Siloed I'T-centric perspective with memberships comprising
senior and junior executives

+ Analyst-set research agenda

Agenda

* Research agenda set by members annually

» Annual fixed contribution provides enterprise-wide,

+ Incremental fees for “premium services” such

Pricin unmetered access as analyst calls and custom research
§ » Unlimited event attendance, customized research projects, * Seat-based charges for events and access to research
and research downloads across team
Emphasis on a Member-Centric Agenda Executed to Deliver Inmediate Value
™ & Y P ™ ' ™
Step-by-Step Implementation ' Vendor-Free ' Vendor
Implementation Guides Tools and Templates Member Events Knowledge Exchange
from Member Companies
Performance Staff Development Lt evh =
Scorecards Toolkits
|
= S | Online inventory of peer-tested reviews and direct
el | , networking on technologies and infrastructures
g — ~ B S e
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INTRODUCING THE IT PRACTICE

Member-Directed Resources for Each Constituency

Members Choose Programs According to Their Needs

We invite members to opt-in to individual programs according to their specific needs
and to assess the returns on their financial contribution for each membership;
members prefer this approach to incorporating all of our service enhancements into

one membership and raising the overall price.

Our PracTice DesiGN PRINCIPLES

Programs Receive Dedicated and Incremental Resources

Each new program we introduce represents an enlargement of our issue coverage and an
added richness to the resources available to members; when urgent challenges are shared
across functions, we will undertake independent inquiries and generate practices, data,

and tools tailored to the needs and perspectives of each constituency.

Programs Within the Practice

CIlO Executive Board

Selected Areas of Specialty
* Board-level IT governance issues
+ Business—IT strategic enablement
and prioritization
Cost, risk, and value management
+ Talent development

Applications
Executive Council

Selected Areas of Specialty
+ Application portfolio
management
+ Software development
lifecycle productivity
« Maintenance and
enhancement spend control

Information Risk

Executive Council

Selected Areas of Specialty
* Information protection
slralegics
+ Regulatory compliance
+ Securily operations
management

Infrastructure
Executive Council

Infrastructure Performance
Improvement Lab

PMO Executive Council

Selected Areas of Specialty
= Project portfolio
stewardship
+ Project management
capability development
+ Project execution and
delivery

Enterprise Architecture
Executive Council

Selected Areas of Specialty

= ‘Technology road mapping
and standard setting

* Business process
optimization

» Architecture governance
and investment
prioritization

Selected Areas of Specialty
+ Technology operations and
service delivery
+ IT process improvement
and controls
+ Platform planning,
migration, and sunsetting

Selected Areas of Specialty

+ Quantified IT cost/quality
benchmarking

» IT infrastructure
continuous improvement
roadmaps

+ Effective lead indicator
I]'lﬁll'dg‘.'[“l.'lll ml.'lr'ti.'s

Data Center
Operations Council

Selected Areas of Specialty
» Platform standardization
and simplification
+ World-class facilities design
and execution
Disaster Tecovery assurance

Comaorate Executive Board. All Rights Reserved,




Leadership Alignment
at All Levels of IT

A common platform drives more effective
leadership development and alignment of CIO
strategic objectives with functional agendas.

* Increased integration and coordination across
IT functions

+ Developing business-skilled IT strategic objectives

and functional agendas

+ Faster, better decisions—staff have access to
objective data and analysis

+ Enhanced ability to communicate value that
individual ﬁ;_n.ctions provide to the bpsincss

[

i

“I note that my direct reports are benefiting from the quality of advice and resources that are constituency-specific
and empower them to drive their functional priorities. It has distinctly improved the overall capabilities of our IT team and

IN SErRVICE TO IT

Benefits to Participation Across Multiple Programs

Execution Support Across the
Full Lifecycle of Major Initiatives

While powerful individually, when deployed in
tandem the collective resources of the IT practice
ensure that high-priority member initiatives are

supported by objective decision support at each stage.

Example: Enterprise Resource Planning (ERP) .
« Arch irecf;ing for business requirements

i Optimizi!ng business processes .
* Bullet-proofing global rollout

« Managing performance post-go-live .

3y

. Accelerﬂt"i'n__g benefits capture

ACCELERATING RESPONSIVENESS OF THE I'T FuNcTION

enabled us to effectively plan and respond to shifts in business priorities.”

Chief Information Officer
Diversified Manufacturing

Integrated Relationship
Management Approach

The responsibility for ensuring that
member returns exceed their membership
investments is a key KPI for our staff.

Tailored Service Plan—This plan serves as our
internal compass, documenting key objectives for
our member companies.

Utilization Tracking—We are pleased to provide
team utilization reports to each of our members
at any level of frequency.

Membership Commitment—Each membership
comes withan unequivocal satisfaction guarantee.

=N
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CHALLENGES OUR MEMBERS CURRENTLY FACE

Representative Challenges

Strategic Planning
Developing a three-year strategic plan

Cross-Functional Alignment
Understanding priorities of key stakeholders

Organizational Design

Creating roles and responsibilities for effective
information risk governance

Which of These Are Priority Issues for You?

Representative Challenges

Policy Design
Creating a standards-based security policy [ramework

Awareness and Training
Instilling secure behavior in end users

Monitoring
Monitoring compliance with security policies

%

Representative Challenges

Compliance Roadmap
Creating a unilied view of regulatory compliance
l‘L’.ql.li rements

Data Privacy

Developing pragmatic strategies for protecting
personally identifiable information

Audit Support
Educating and coordinating with the Audit function

Representative Challenges

Identity Management
Implementing a business-appropriate identity
management strategy

Perimeter Design

Creating a network security blueprint for the extended
enterprise

Information Protection Technologies

Leveraging technology controls to protect sensitive
intellectual property

Representative Challenges

Security Operations
Improving the efficiency ol securily operations

Third-Party Risk Management

Assessing information risks associated with offshoring
relationships

Application Security

Embedding security in the applications development
lifecycle

.

Representative Challenges

Risk Assessment

Developing a comprehensive risk assessment
framework

Maturity Benchmarking
Measuring organizational maturity and effectiveness

Performance Communication
Designing the Information Risk scorecard

Y

.
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MEMBERS USE OUR RESOURCES TO SOLVE SHARED CHALLENGES

Sample Research, Data, and Tools We’ve Recently Created

I';ﬂ‘ Key Developments in the Information

= Risk Function

_m_ Emerging Information Risk
Organizational Models

|lll Information Risk Budget and Spend
Benchmarks

G From Enforcer to Collaborator

g Cross-Functional Perspectives on Risk
Across the Enterprise

Q Policy Resource Center

g Compendium of Information Security Policies
n Inflecting End-User Awareness

% Awareness and Training Resource Center

D Event-Log Correlation Tools

E Strategies for Ongoing Regulatory Compliance
@ Pragmatic Data Classification Strategies
Q Data Privacy Resource Center

Pt " 3 .
j——’ PCI: A Practitioner's Primer

Strategies for Data Retention and Records
Management

b

% Identity Management Implementation Toolkit

Security Project Implementation Guide:
1 Digital Rights Management

Security Project Implementation Guide:
Laptop Encryption

@ Technology-Driven Controls: Leakage Protection|

Q Vendor Knowledge Exchange

2

E Scaling Third-Party Risk Management

@ Building Security into the SDLC
m Security Incident Response Management
@ Selective Outsourcing of Information Security

J Security Patch Management

8

Risk Assessment Resource Cenler
[|_|l Drivers of CISO Effectiveness
% Information Risk Scorecard Builder

g Compendium of Information Risk Scorecards

%I Key Attributes of Information Risk

= Management: Competency Diagnostic

p,
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YOoUR ACCOUNT MANAGEMENT TEAM
GUIDES YOU TO A WEALTH OF RESOURCES

———Qur MEMBERSHIP
ProrositTion

+ All-inclusive for one
annual contribution

* Supported by an account
management team

+ Backed by a service
guarantee

———QuRr RELATIONSHIP
MANAGEMENT APPROACH

+ Installation call to develop a
working partnership for the
coming year

» Engagement call to key staff
to stimulate immediate use
of services

+ Account management team
to map your priorities to
Council resources to
drive value

Regular check-in and future-
year planning to reprioritize
support

Best Demonstrated Practices
Exportable strategics and tactics from
leading companies tor overcoming
major strategic challenges

Research Briefs

Synopses of key findings from primary
or scmndary research on emcrging
issues or specific tactical challenges

Vendor Knowledge Exchange
Unbiased peer-tested reviews and direct
networking on technologies to assist in
technology investment decisions

Budget and Organization
Benchmarking

Detailed data on information risk
management organizational models,
governance structures, and resource
allocation

CISO Effectiveness Benchmarking
Annual survey and quantitative
analysis providing actionable insight
into key management drivers of CISO
effectiveness

Competency Diagnostic

Customized online exercise for
calibrating expectations for information
risk management against a world-class
standard

Project Acceleration Toolkits

Online repositories of actionable,
member-submitted tools and templates
to assist in execution across all stages of
the security project lifecycle

Security Project Implementation
Guides

Terrain overviews, lessons learned, and
detailed implementation tips on high-
impact technology projects, featuring
interviews with leading practitioners

Facilitated Networking

Ad hoc networking conversations or
discussion groups based on shared
implementation challenges

® 2006 Corporate Executive Board. All Rights Reserved.



MurLtiPLE CHANNELS MAKE IT EASY FOR
You TO ENGAGE WITH THE MEMBER NETWORK

Senior Executive Engagement

Frame Thought and Stimulate Ideas

Annual Executive Retreats

Highly interactive mectings restricted
to the seniormost information risk
executive

Member-Hosted Forums

Highly interactive meetings hosted
bya member for seniormost executives
on a topic of particular interest

Executive Networking

Prewired introductions among members
and executives at other organizations
who possess relevant expertise or shared
challenges

Staff Briefings

Broad gatherings designed to expose
direct reports and high-potential staft
to ideas and practices presented in
seniormost forums

Practitioner Teleconferences
Succinet overviews of Council
research, facilitated by member-
practitioners, with the opportunity for
attendees to ask questions and discuss
implementation details

Emerging Issue Cohorts

Issue-based teleconferences and
meetings, facilitated by the Council,
revolving around critical, time-sensitive
issues facing information risk executives
across multiple industries

Research \ Meetings and \
and Tools Teleconferences

il

View all executive and team events,
register for a retreat or teleconference,
and recommend events Lo your coworkers.

[ Connect \
with Peers
Network with peers at other organizations
on a specific issue or challenge via our

Browse or search for all best practices
provided by the Information Risk Exccutive
Council.

[ Benchmark Your
Organization \

Participate in Council surveys and
diagnostics, benchmark your organization

online listserv technology.

/,(irnphin:s for \

Presentations

against others, and view aggregate results,

Decision \
Support Centers

Access all research, tools, and templates
on a specific topic area.

Reuse Council graphics available in a
convenient PowerPoint format for your
own internal presentations.

www.irec.executiveboard.com
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THE BUsINESS CASE FOR MEMBERSHIP

Boosting IT Performance More Efficiently and Cost-Effectively

A AV A AT A AT A AN Ay A A A A aYaYaY AV A aY A aVa AV a eV aYa A aVaVa a aVaVaVa aVaYaVYafaYal

A Proven Model High-Quality Insight, Actionable Data, A Dedicated Relationship
for Creating Value and Peer-Tested Tools and Tactics Management Team
Saves You Money Saves You Time and Reduces Risk Ensures That You Maximize ROI
+ All-inclusive, for one annual contribution + Avoid rework and duplication of efforts « Stimulates engagement of key staff
« Shared cost with hundreds of peer members = Learn from peer successes and failures = Maps our research to your priorities
+ Backed by a service guarantee + Test internal assumptions + Shoulders responsibility for value creation
How We Will Support Your Next Priority Return on Investment

obbbbbobboobbbbdbdbobbobbobbobobbbobbbbbbbbb

| Case in Point: Identity Management =V —
Minimize consulting fees and prevent

Project Planning Execution Ongoing Support overinvestment.

Reduce rework caused by poor project

ST

scope and process definition.

Je L
‘:éi*’@ @5@

Negotiate better deals and hire the

Build the Business Case Identify Best Practices Measure Performance right vendors.

[REC Identity Management For Example, a Member Case Metrics Scorecards and

ROI Calculator and Business Profile Hlustrating a Frame- Performance Benchmarking

Case Builder Breaking Approach to Role Save staff time in creating better tools

R K R R

Definition
and templates.

Define Scope and Sequence Leverage Implementation Toolkits =~ Make Course Corrections

Diagnostics to Decide Ideal Compendium of Tools and Peer Feedback at Annual

Scope and Sequence lemplates Shared by Members Lxecutive Retreats E’ Avoid cost of third-party benchmarking
Avoid Reinventing the Wheel Select Vendor(s) and improve cost transparency.

Sample Business Requirements Vendor Experience Database

Documents from Peer Companies  Featuring Unbiased Peer Opinions

© 2006 Corporate Executive Board. All Rights Reserved.




OUR MAJOR INITIATIVES FOR 2007

The Context: Spurred by high-profile incidents and regulatory demands, security budgets saw approximately 10% increases across the past two vears, This “honeymoon”
is likely to end in 2007, with economic uncertainty and rising expectations of organizational maturity leading CFOs and CIOs to demand greater execution discipline from

Information Risk.

The Imperative: Information risk organizations” inability to articulate risks in business terms has hindered their ability to help the business make informed
choices on risk mitigation. This has led to security being perceived as an obstacle to business execution, and has also impacted Information Risk’s ability to allocate
investments optimally to drive better risk mitigation outcomes. Leading companies are therefore seeking, first, a business-focused approach to risk prioritization,

and second, an integrated, process-driven approach to risk mitigation.

Council Value: The Council will help members by providing ready-to-use frameworks, tools, and templates shared by leading practitioners, thus reducing
consulting spend, as well as providing best practices to streamline the project portfolio, tighten project scope, and avoid costly implementation errors, thus

reducing operational expenses.

Reconfiguring Security for Business Enablement

Building an Integrated Information Protection Strategy

I. Articulating Security’s Value Proposition
+ Quantifying risk exposure by tying risks to business value chains
= Developing consistent risk assessment frameworks to ensure
business buy-in
+ Planning security work programs
based on enterprise/IT strategy

II, Evaluating the Business Benefits of Converged Risk Management
= Integrating information risk “vertically” into enterprise-wide
risk management efforts
« Converging “horizontally” with adjacent risk groups to capture
operational efficiencies

o Member Impact
» Risk Evaluation Toolkit (process maps, valuation calculators,
prioritization tools)
« Risk Stakeholder Calibration Diagnostic
» Information Risk ERM Integration Plan
+ Benefits Calculator for “Converged” Risk Management

III. Optimizing the Information Protection Solutions Portfolio
+ Rationalizing security spending by coordinating investments
across people, process, and technology dimensions
» Encouraging secure behavior by weaving security into user
workflows

= Using transparent controls to secure mobile and auxiliary devices

1V. Targeted Strategies for Closed-Loop Policy Enforcement
+ Streamlining control requirements to facilitate policy compliance

+ Translating automated monitoring data into insight through
correlation tools

+ Minimizing losses by developing cross-functional incident
response protocols

ce Member Impact
« Employee Awareness Baselining Service
=« Security Project Portfolio Optimizer
» Emerging Security Technology Watch
+ Automated Monitoring Deployment Blueprint

Other Initiatives Under Consideration

+ Application Security
Best Practices

+ Identity Management
Implementation Toolkit

+ CISO Effectiveness
Benchmarking Service

+ Global Regulatory
Landscape Watch

Executive Bo

. All Rights Reserved.



2007 TIMELINE OF MEMBER EVENTS AND RESEARCH INITIATIVES

-

First Quarter 2007

Second Quarter 2007

>

L]
=

Online Resource Center

Identity Management Implementation Toolkit
January

Teleconference

Key Enterprise Priorities for 2007: Review of Agenda
Survey Results

16 January

Teleconference

Key Developments in Information Risk: A Briefing for Heads
of Infrastructure

18 January

Online Resource Center

Compendium of Information Risk Organizational Structures
February

Annual Executive Retreat
Engaging the Enterprise
6 February, Washington, D.C.

Teleconference
Drivers of CISO Effectiveness
20 February

Project Implementation Guide

Managing Intrusion Prevention Systems
March

Strategic Research
Boosting CISO Personal Effectiveness
March

Teleconference
Identity Management: Principled Vendor Selection Strategies
20 March

QI
%\a

s

Implementation Tool
Global Regulatory Landscape Watch
A ,'JF'H

Member-Hosted Forum

Intellectual Property Protection
3 April, Motorola, Inc., Chicago

Teleconference

Business Workflow Risk Asscssments
17 April

Teleconference

Maximizing Membership Value: Overview of Council Resources
24 April

Project Implementation Guide

Two-Factor Authentication Implementation and Management
May

Strategic Research
Business-Driven Risk Mitigation
May

Teleconference

Identity Management: Pragmatic Approaches
to Roles-Based Access

15 May

Annual Executive Retreat
2007 Meeting Series
14-15 June, Washington, D.C.

Teleconference
Third-Party Risk Assessments
19 June
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THE COUNCIL IN ACTION
Helping EMC Design and Implement an Exception Handling Process

+ Background: EMC is a leading provider of computer storage technologies based in Hopkinton, Massachusetts. In 2005, EMC generated revenue of approximately US$10 billion
2  and employed more than 26,000 individuals.
EMC + Situation: EMC finds that business unit compliance with policies mandating the mitigation of significant risks is lower than desired. Due to a widespread perception
that the processes are not only burdensome, but also are designed without regard to imposed cost, business units often fail to comply, leading to unacceptably high risk exposure
and/or friction with the security group.

From Insight to Impact

Council Analysis Result

Exception Requests Denied Upon Review

June  Septemher

IREC Annual Executive Retreat presents best practices in eliciting cooperation from business EMC's new exception handling process results in significantly improved business engagement,
as evidenced by the decrease in the number of exception requests denied after appropriate

review and escalation.

stakeholders.
Teradyne’s approach to exception handling shows how business and security concerns can
be reconciled through formal negotiation and escalation procedures.

EMC's Director of Global Security implements the Teradyne exception handling approach
using presentation materials and ideas surfaced during peer discussion.

FroM INSIGHT TO ACTION

“While I had long recognized the need for a more business-friendly approach to risk mitigation, the Teradyne case study and ensuing discussion helped crystallize
the issue for me. The soundness and actionability of the profiled approach made implementation such a no-brainer that I e-mailed my team
during the meeting itself, asking them to start work on it right away.”

Roland Cloutier
Director of Global Security

& Comorate Executive Board. All Rights Reserved



IMPACT ACROSS THE NETWORK

Members Share How the Network Has Created Value for Them

CHARTING A COURSE FOR THE FUTURE

“The field of information risk management is undergoing a dramatic transformation and IREC, for want of a better phrase, ‘gets it.’ Their research
MOTOROLA does a good job of articulating the challenges inherent in this transformation and suggesting promising approaches. In particular, IREC’s innovative
quantitative work on the drivers of CISO effectiveness provided me with much food for thought—and action.”

Bill Boni
Corporate Information Security Officer

UNMATCHED PEER LEARNING

o« “The Annual Executive Retreat I attended was an excellent use of my time. The topics were perfectly aligned with my strategic agenda. The
= presentations and peer discussions validated key elements of my approach to information risk management while providing an abundance of fruitful
@ ideas for the future. I look forward to working with IREC as I put some of these ideas into practice.”

Jaap Halfweeg
Chief Information Security Officer

NoT REINVENTING THE WHEEL

“Needing to quickly build out our secure software development policies, I reached out to my account director at the Council, who shared with me
e E T T an applications security policy template originally developed by another member company. I used this template as the basis for our own policy, and
C E R] D ] A N needless to say, it saved me a ton of time and effort. As a firm believer in not reinventing the wheel, I shared my version of the document with the
Council so that others could benefit in turn from my efforts.”
Steve Christensen
Global Director of Information Security

INFORMATION Risk ExecuTtive CouNcIL

Washington, D.C. « London * New Delhi

www.irec.executiveboard.com
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e Cost: $20,000
e Includes access for all state employees
e https://www.irec.executiveboard.com/Public/Reqister.aspx

e |If you have problems contact:
— Jason Dolan
— (202) 587-3626

e Respond to let us know if you are or are not interested by
January 30, to: VITASecurityServices@VITA.VIRGINIA.GOV

If you have questions call Cathie Brown at (804) 786-2467
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1. Does it cover standalone systems/databases?
YES if it contains sensitive data

2. Should Internal Audit or IT staff develop the IT
Security audit plan?

Either as the agency sees fit. VITA is having
Internal Audit prepare the plan.

3. My agency already has audits conducted of every
sensitive system. Do we have to have
additional audits?

No. Simply submit your IT Security Audit Plan.
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4. My agency cannot have the plan submitted by Feb. 1
because................ What do | do?

The Agency should submit an except request stating why
& when it will be done (Form on-line).

5. My agency completed IS templates for VITA identifying 35
systems as being sensitive with unique security
requirements but I only have 5 sensitive systems on my
IT Security Audit Plan. What should | do?

Provide an explanation to VITA of the discrepancy or only
the systems on the IT Security audit plan will be
considered as needing unique security controls.
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ISOAG MEETING DATES
Thursday, February 15, 2007 9:00 -12:00

Tentative Agenda

Encryption Solution Ordering Specifics
SJR 51 Action Plan

VITA COOP/IT DR

MOAT (Security Awareness)
Information Security Assurance Plan
IT Legislation

Thursday, March 22, 2007 1:00 - 4:00
Agenda TBD
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Virginia Digital Government Summit
March 15, 2007 Richmond Marriott

http://www.govtech.net/events/index.php/VirginiaDGS2007
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THANK YOU FOR
YOUR TIME AND
THOUGHTS



