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ISOAG January 2007 Agenda
I. Welcome Peggy Ward, VITA

II. IT Partnership Don Kendrick,VITA

III. DMAS Charles Lawver,DMAS

IV. Encryption Don Kendrick,VITA

V. IT Legislation Peggy Ward, VITA

VI.  IREC Jason Dolan 

VII. Other Business Peggy Ward, VITA
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Welcome!!!

Happy New Year!
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Executive Orders Issued
Executive Order 43 (2007)

Protecting the Security of Sensitive Individual 
Information in Executive Branch Operations

Executive Order 44 (2007)

Establishing Preparedness Initiatives in State 
Government 
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Information Security Considerations
If your system contains sensitive data consider:

Is the data truly necessary? 

If NO = Delete the field.

If Yes:

can the data collected be truncated (last four)?

&

are there other systems that collect the same 
data so the COV could consolidate the systems 
thereby reducing risk?



IT Infrastructure Partnership Program (ITP)

Don Kendrick
Senior Manager of Security Operations

January 25, 2007

Commonwealth Information Security 
Officers Meeting
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IT Infrastructure Partnership Program (ITP)

Agenda
• Service Delivery

• Transformation

• Customer Satisfaction

• Independent Verification & Validation 



IT Infrastructure Partnership Program (ITP)

Service Delivery
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IT Infrastructure Partnership Program (ITP)

Current Operations Dashboard

Title Description Remedy
Unable to measure 
metrics against 
MOU SLOs

Measure and 
trend metrics

Include in Dec QoS 
Report (Closure: Mid 
Dec)

Cannot provide 
consistent superior 
service across the 
enterprise.

Combining 
agency IT 
departments 
resulted in non-
standard 
systems/process  

Standardization 
being pursued, but 
transformed systems 
required to provide 
consistent enterprise 
service.

Service Delivery 
must assimilate 
Transformed 
projects.

Transformation 
projects will be 
moved to Service 
Delivery 
incrementally.

Prepare plan for the 
incremental 
assimilation of 
transformed 
projects. (Closure: 
Mar 07)

Other Influencing Factors

Agency Metrics
Nov        Dec
85.9%   90.0%
3.8%      3.7%

10.3%      5.4%R

G
Y

Central Metrics
Nov      Dec

92.9%   100%
7.1%     0%

0%      0%R

G
Y
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IT Infrastructure Partnership Program (ITP)

Central IT Infrastructure Services
December 2006 Post 

TransformFunctional 
Area Prior 

Coverage

Coverage Action

36%

Central actual 37%
Field actual 24%
Total actual 61%

Enterprise goal 83%

Central actual 21%
Field actual 51%
Total actual 72%

Enterprise goal 95%

Central actual 16%
Field actual 59%
Total actual 75%

Enterprise goal 95%

Central actual 8%
Field actual 70%
Total actual 78%

Enterprise goal 90%

VOIP coverage and 
Verizon metrics 

21%

13%

6%

100%

90%

0%

100%

Help Desk

Messaging

Desktop

Server

Mainframe

Data

Voice

Security

SLAs

19

10

14

21

13

25

19

Security 
Services 100% 1 9

Domain
Current 

Coverage Measures Performance

37% 5

21% 2

100% 2

0% 0

16% 3

8% 2

90% 1Network 
Services

Data 
Center 

Services

End User 
Services
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IT Infrastructure Partnership Program (ITP)

Central Operations Measures
Service 
Domain Measure MOU-

SLO M J J A S O N

22 14 22

2.0%

16

16

67%

100%

100%

100%

100%

99.9%

99.9%

99.7%

100%

100%

.75%2.1%

16

16

21%

100%

99.9%

100%

99.9%

99.9%

99.3%

99.4%

100%

18

16

61%

99.99%

100%

100%

100%

99.8%

100%

99.8%

99%

100%100%

D

18

1.5%

16

16

73%

99.98%

99.98%

100%

100%

99.9%

99.4%

n/a

100%

100%

Network Circuits Availability*  99.2% 99.5% 99.40% 99.2% 99.5%

ACF2 Logon Requests 95%

Security

End User 
Services

Data 
Center 

Services

Average Speed to 
Answer  <30 sec 27 32 29 33

Call Abandon Rate  < 5% 9.16% 5.41% 6.3% 6.1%

Email Response  <60 
mins 14 15 15 15

Voicemail Response  <30 
mins 14 15 15 15

First Call Resolution * >70% 23% 21% 20% 20%

VITA  Messaging 
System Availability >99.0% 100% 99.97% 99.98% 99.99%

Shared Messaging 
System Availability >99.0% 99.99% 99.80% 100% 100%

IBM Mainframe 
Availability  >99.9% 99.98% 99.95% 100% 99.98%

Unisys Mainframe 
Availability  >99.9% 100% 100% 100% 100%

UNIX Server 
Availability  >99% 99.95% 99.87% 99.82% 99.82%

Windows Server 
Availability  >99% 99.93% 99.88% 99.83% 99.96%

Security Incident 
Reporting 95%

FCR – Start Oct measure is (Resolved on First Call/Can be Resolved on First Call.  Previous measure was (Resolved on First Call/Total Calls)
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IT Infrastructure Partnership Program (ITP)

Field IT Infrastructure Services
December 2006 Post 

TransformFunctional 
Area Prior 

Coverage

Coverage Action

0%

Central actual 37%
Field actual 24%
Total actual 61%

Enterprise goal 83%

Central actual 21%
Field actual 51%
Total actual 72%

Enterprise goal 95%

Central actual 16%
Field actual 59%
Total actual 75%

Enterprise goal 95%

Central actual 8%
Field actual 70%
Total actual 78%

Enterprise goal 90%

0%

0%

0%

N/A

N/A

N/A

N/A

Help Desk

Messaging

Desktop

Server

Mainframe

Data

Voice

Security

SLAs

19

10

14

21

13

25

19

Security 
Services N/A N/A 9

Performance 
ActionDomain

Current 
Coverage Measures

Performance

G/Y/R

Tax: Call Abandonment 
Rate at 6% for 3 
months, Goal 5%

Primary Issue DSS: 
High historic PC/Tech 
ratio (700/1), improving 
handoff from receipt of  
ticket to dispatch

DHRM: Single report 
Unix Server actual 
98.8%, goal 99%

24% 7 31/1/2

51% 1 30/0/0

N/A N/A

N/A N/A

59% 3 72/9/14

70% 6 139/1/0

N/A N/A
Network 
Services

Data 
Center 

Services

End User 
Services
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IT Infrastructure Partnership Program (ITP)

Service Delivery Incidents
• Since July 1, 2006:

– 18,377 incidents, 125 critical, 129 Incident 
Reports

– 60 Root Cause Analysis Opened; 46 Root 
Cause Analysis Closed

• Significant Incidents in December:
– 12/11,12/18, total 26 hours, DMV: Two outages 

on the same router caused slowdown in 
services at 33 CSCs, NG authorized 
replacement with transformation model due 
1/31/07

– 12/11-12, total 25 hours, VDH: Two cable cut by 
nearby construction resulting in 90% of phones 
at Suffolk site down.

– 12/19, total 15 hours, DOA:  Security certificate 
missing not allowing remote sites access to 
servers.  Had to connect by 7am 12/20  to 
process payroll.0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

J F M A M J J A S O N D

%

Percent Critical Tickets

Distribution of Incident 
Severity Since July 1, 2006 

Low, 
23.5%

Medium, 
61.6%

High, 
14.3%

Critical, 
0.6%



IT Infrastructure Partnership Program (ITP)

Transformation
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IT Infrastructure Partnership Program (ITP)

Enterprise Exchange/Outlook Email
Enterprise Collaboration Tools

Active Directory, DNS
$25M Investment

Messaging Services
Desktop

Mass Desktop Refresh Projects
Network Printer Consolidation and Refresh
Enterprise Desktop Management Systems

$35M Investment

Enterprise Help Desk in Russell and Chesterfield
Field Based Agents and Technicians for Level 3

Enterprise Help Desk System (Peregrine)
$10M Investment

Help Desk

New IBM and Unisys Mainframes 
Consolidation and Refresh of Servers

Migration of servers to the Data Center
$50M Investment

Mainframe
and Servers

Enterprise Security Operations Center
Computer Security Incident Response Center

Secure Internet Gateway
$10M Investment

Security

New Data Center/Office Building in Chesterfield
New Disaster Recovery Center and Help Desk 

in Russell County
$60M Investment

Facilities Tier 3 and Tier 2

New Commonwealth-wide MPLS Core WAN
LAN upgrades to Local Switches/Routers as Needed

Network Re-addressing of IP, DHCP
$60M Investment

Network

Voice over IP Network Optimized for 
Voice and Video Traffic

$20M Investment

Voice / Video

People – Process – Tools
Reliable, High Performance,

Enterprise-Wide IT Infrastructure
$270 Million Investment
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IT Infrastructure Partnership Program (ITP)

Transformation Rollout Overview
• Current rollout activities are centered around:

– Desktop Refresh

– Incident Management

– GAL (Global Address List) updates

– Network

– Facilities

• Pilot Agencies have been contacted

• Kickoff for Service Delivery team Jan 5th

• Kickoff for Justice/Corrections Agencies Jan 9th

• Kickoff for Museum of Fine Arts Jan 11th

• “Communication Tracker” developed for transformation communication 
activities pending and executed at a program level
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IT Infrastructure Partnership Program (ITP)

Schedule (Pilot)
Desktop
Refresh

Incident
Management

EMAIL
GAL Synch

Estimated
Seat 
Count

125

65

30

190

Start Start

Jan 07 complete

complete

Jan 07

Feb 07

Feb 07

Mar 07

Feb 07

Agency Name Start End End End

Veterans 
Services, 
Department of

Jan 07 Jan 07 Feb 07 complete

Museum of 
Natural 
History, 
Virginia

Jan 07 Jan 07 Mar 07 complete

Minority 
Business 
Enterprise, 
Department of

Jan 07 Jan 07 Mar 07 Feb 07

Criminal Justice 
Services, 
Department of

Jan 07 Jan 07 Mar 07 Mar 07
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IT Infrastructure Partnership Program (ITP)

Schedule (Planned)
Desktop
Refresh

Incident
Management

EMAIL
GAL Synch

Estimated
Seat 
Count

249

1793

5719

1790

Start Start 

Jan 07 Mar 07

complete

complete

Feb 07

Mar 07

Mar 07

Mar 07

Agency Name Start End End End 

Virginia 
Museum of 
Fine Arts

Feb 07 Feb 07 Feb 07 Mar 07

Dept. of 
Correctional 
Education

Feb 07 Mar 07 Mar 07 complete

Dept. of 
Corrections Feb 07 May 07 Mar 07 complete

Dept. of 
Juvenile 
Justice

May 07 June 07 Apr 07 Mar 07
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IT Infrastructure Partnership Program (ITP)

Schedule (Planned)
Desktop
Refresh

Incident
Management

EMAIL
GAL Synch

Estimated
Seat 
Count

314

51

260

178

4736

Start Start 

Apr 07 Mar 07

Mar 07

complete

Mar 07

Dept. of Mental 
Health, 
Mental Ret. & 
Sub. Abuse 
Svcs.

May 07 Jul 07 May 07 Jun 07 Jan 07 Jan 07

Apr 07

May 07

May 07

Agency Name Start End End End 

Dept. of Game 
and Inland 
Fisheries

May 07 Jun 07 Apr 07 Mar 07

Charitable 
Gaming 
Commission

Jun 07 Jun 07 May 07 Mar 07

Dept. Forestry May 07 Jun 07 May 07 complete

Dept. Labor & 
Industry May 07 Jun 07 Jun 07 Mar 07
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IT Infrastructure Partnership Program (ITP)

2006 2007 2008                   2009+
SAJ DNO FJ M SAJM DNOJA

Service Commencement  Date
7/1/06General

Transformation Phase  (36 Months to June 2009)Domains

ESOC Complete
SCD+23 (6/1/08)

Security Interim Security
Incident tracking
and Mgmt System
SCD+3 (10/1/06)

Enterprise Vulnerability Assessment 
Program Operational SCD+20 (3/1/08)

CSIRC Complete
SCD+20 (3/1/08)

MPLS Core Complete 
SCD+14 (9/1/07)

Complete Agency LAN migration 
(90%)SCD+30 (1/1/09)

Enterprise NOC
SCD+16 (11/1/07)Data

Network
Temp. NOC
(11/1/06)

Voice VoIP Architecture Design
And Recommendations 

SCD+9 (4/1/07)

VoIP Completion (90%)
SCD+63  10/01/11

Procedures Manual (10/1/06)

ITIL Process Optimization 
Complete SCD+23 (6/1/08)

DR Test at SWESC SCD+22 (5/1/08)

FJ M SAJM DNOJA FJ M A

Messaging

months

+12 +18 +24 +30+6

D
C

S
N

W
S

SS

RPB Migration
Complete
SCD+19 
(2/1/08)

CESC  Ready for 
Occupancy

SCD+12   (7/1/07)
SWESC Ready
For Occupancy

SCD+16 (11/1/07)

Facilities

Server Consolidation
90% Complete

SCD+35 (6/1/09)

Mainframe /
Server

Mainframe /  server workload 
migration from RPB to CESC

SCD+18 (1/1/08)

Help Desk Production Incident Mgmt System
/ SPOC Help Desk (SWESC)

SCD+24 (7/1/08)

Complete Desktop Refresh
SCD+32 (3/1/09)

Desktop

Single Statewide Address List
SCD+9 (4/1/07)

Enterprise messaging
90% complete

SCD+ 35 (6/1/09)

DNS / WINS 
Infrastructure
SCD+13 (8/1/07)

EU
S

SCD

Infrastructure Ops Center
(Interim) 11/1/06)

Begin Desktop Refresh (3/1/07)

Incident Mgmt.
Web Accessible (8/1/06)

Knowledge Mgt. System 
Operational 10/1/06

Procedures Manual Plan (8/1/06)

Process Cutover (Internal Apps)

Desktop & asset mgmt system operational (1/1/07)

Arch Network Blueprint Addressing Plan (2/1/07)

= Delivered, awaiting final VITA acceptance        = Delivered Delayed
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IT Infrastructure Partnership Program (ITP)

End User Services Transition
• 40+ separate 

help desks
• 20 incident 

management 
systems

• Limited call 
metrics

• Desk side 
agency support 
centric

• Multiple 
manufactures 
and support 
models

• 40+ email 
systems

• 40+ Global 
Address Lists

• Unsecured 
Messaging

• Enterp
desk

• Single I
manage
system

• Established call 
metrics

• Regionalized 
manage
services

• Standard
system
centralized 
software 
delivery, rem
suppor

• Centralized 
messaging 
system

• Single G
addres

• Secu
Messaging

rise help 

ncident 
ment 

ment 

 
s, 

ote 
t

lobal 
s list

re 

End User Services Transition

2006 2007 2008 2009

Incident 
Mgmt.
Web 

Accessible 
(8/1/06)

Knowledge 
Mgt. System 
Operational 

10/1/06

Desktop & 
asset mgmt 

system 
operational 

(1/07)

Begin 
Desktop 
Refresh 
(3/1/07)

Incident Mgmt 
System

/ SPOC Help 
Desk (SWESC) 

(7/1/08)

Single 
Statewide 
Address 

List 
(4/1/07)

Complete 
Desktop 
Refresh

50% 
(3/1/08)

Complete 
Desktop 
Refresh

90% 
(3/1/09)

Enterprise 
messaging

90% complete 
(6/1/09)

DNS / WINS 
Infrastructure 

(8/1/07)

Notes:
• SWESC – Southwest Enterprise Solutions Center, Russell County
• SPOC – Single Point of Contact Help Desk solution

SWESC 
Staffed 

and 
trained
(1/1/08)

As Is To Be

= Delivered, awaiting final VITA acceptance        

= Delivered / Complete

= Delayed
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IT Infrastructure Partnership Program (ITP)

Data Center Services Transition
• 3000+ servers 

75% distributed  
throughout 
agencies

• 3 mainframes 
located at RPB 
and VDACs

• Minimal 
performance 
monitoring

• Disaster 
recovery within 
72 Hours

• No standard 
server tools or 
processes

• Multiple point 
storage 
solutions

• Remote high 
volume print 
operations

• Manual 
operations and 
tape 
management

• Consolidated 
storage servers 
and tape

• 75% centralized 
versus agency 
based server 
location

• Enterprise 
monitoring 
performance 
data

• 24 Hour 
disaster 
recovery

• Centralized 
operations and 
printing

• Automated tape 
processing and 
operations

Data Center Services Transition

2006 2007 2008 2009

To BeAs Is

Infrastructure 
Ops Center -

Interim (11/1/06)

RPB Server 
consolidation 

in-place 
complete
(4/1/07)

CESC  
Ready for 

Occupancy 
(7/1/07)

Server 
consolidation 
25% complete 

(11/1/07)

SWESC 
Ready

For 
Occupancy
(11/1/07)

Tape 
Automation 
Complete 
(3/1/08) Server 

consolidation
90% complete

(6/1/09)

Mainframe Print 
Consolidated 

(6/1/08)
Mainframe /  

server workload 
migration from 
RPB to CESC 

(1/1/08)

Server 
consolidation 
65% complete 

(8/1/08)

Notes:
• CESC – Commonwealth Enterprise Solutions Center, Chesterfield County
• SWESC – Southwest Enterprise Solutions Center, Russell County
• RPB – Richmond Plaza Building Data Center

= Delivered, awaiting final VITA acceptance        

= Delivered / Complete

= Delayed
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IT Infrastructure Partnership Program (ITP)

Network Services Transition
• Agency Centric 

Approach to 
Network 
Design, 
Management 
Operations

• Network 
Solution Not 
Scalable

• Varying Levels 
of Network 
Technology

• Multiple 
Connections 
(85+) to the 
Internet

• IP Address 
Duplication 
Across 
Agencies

• Frame Relay / 
ATM Network

• Enterprise-
Managed Single 
Multi-Service 
Network

• Centralized 
Network 
Operations 
Center

• Reliable, 
Scalable and 
Secure Network 
Infrastructure

• Converged 
Communication
s (e.g., VoIP, 
QoS, MPLS / 
VPN)

• Increased 
Performance 
and SLAs 

• Consolidated 
Internet 
Connections 
and WAN Links

Network Services Transition

2006 2007 2008 2009

Temporary 
NOC 

(11/1/06)

Architecture 
Blueprint and 

Network 
Addressing

Plan
2/1/07

Enterprise 
NOC

(11/107)

Connectivity  
to SWESC 
(11/1/07)

Connectivity to 
CESC (7/1/07)

75% LAN
Migration 
(10/1/09)

Complete 
LAN

Migration 
(1/1/09)

MPLS Core
Established 

(9/1/07)

To BeAs Is

45% LAN
Migration
(4/1/08)

60% LAN
Migration
(7/1/08)

= Delivered, awaiting final VITA acceptance        

= Delivered / Complete

= Delayed

Notes:
• NOC – Network Operations Center
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IT Infrastructure Partnership Program (ITP)

Security Services Transition

Notes:
• CSIRC – Computer Security Incident Response Center
• ESOC – Enterprise Security Operations Center

• 85 or More 
Internet 
Entrances to 
Defend to Varying 
Degrees, 40+ 
intrusion 
detection systems

• Various Levels of 
Security 
Monitoring

• Various Levels of 
Security incident 
Response

• No Enterprise 
Wide View of IT 
Security Status

• No Central 
Management of 
Enterprise 
Security 
Environment

• Two Internet 
Gateways, 
Strongly 
Defended

• 24x7 Enterprise 
Security Posture

• Centralized 
Highly Trained 
Incident 
Response Team

• Enterprise 
Security 
Dashboard 
Governance, 
Operational 
Control

• Centralized 
Management, 
Standardized 
Enterprise 
Security 
Protection 

Security Services Transition

2006 2007 2008 2009

Interim Security 
Incident Tracking 
and Management 

System
(10/1/06)

CSIRC 
complete
(3/1/08)

Enterprise 
Vulnerability 
Assessment 

Program Operational 
(3/1/08)

ESOC transitional 
(11/1/07)

ESOC complete 
(6/1/08)

Certification & 
Accreditation 

Planning 
Document
(9/30/06)

Transitional 
ESOC Design 

Complete
(12/15/06)

ESOC System 
Detailed 
Design  
(6/1/07)

CSIRC System 
Detailed Design  

(5/15/07)

As Is

= Delivered, awaiting final VITA acceptance        

To Be

= Delivered / Complete

= Delayed



IT Infrastructure Partnership Program (ITP)

Customer Satisfaction



26

IT Infrastructure Partnership Program (ITP)

Improving Customer Satisfaction
• Customer satisfaction is a top priority

• VITA and Northrop Grumman are working together to develop and 
coordinate customer-focused strategies and initiatives

– Improve customer satisfaction

– Improve quality of services

– Establish effective measurements (quantitative and qualitative) and feedback 
channels
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IT Infrastructure Partnership Program (ITP)

Improving Customer Satisfaction
• Engaging our customers

– Partnership Advisory Council

– All AITR Meetings 

– Procurement Workgroup 

– Customer Account Teams

• Addressing top issues
– Procure to Pay (P2P)

– Request for Service (RFS)

– Service Delivery
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IT Infrastructure Partnership Program (ITP)

Procurement Work Group Initiatives
Based on customer feedback and involvement we have made or have 
planned improvements to the RFS and P2P process that have resulted in 
improvements.  Some examples are:

Requests for Services
– Improved requirements gathering and 

processing

– Coordinated, frequent review of pending 
requests

– Communication and clarification of RFS 
versus P2P with stakeholders

– Define Service Level Objectives (2/07)

– Measure, monitor and report 
performance (3/07)

– Document processes in the Procedures 
Manual (4/07)

Procure to Pay
– Reduced procurement cycle time streamlining the 

review process, definition of scope and HW and SW 
standards and weekly review of PRs.

– Developed and implemented standard processes for 
Expiring Contracts, Urgent Procurements, Escalation 
of Issues and Procuring Assets with Federal Funds

– Implemented metrics to measure performance of 
processing purchase requests through the eVA system

– Continue to utilize the Procurement Working Group to 
identify issues and ways to improve the procurement 
process.

– Define Service Level Objectives (2/07) 
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IT Infrastructure Partnership Program (ITP)

Improving Service Delivery
• Engaging service delivery employees

– Creating a mindset for excellent customer service and continuous improvement

– Ongoing initiative to solicit and implement employee inputs

– Identified 33 potential practices to improve customer experience

– Measured enterprise wide compliance against 10 standard infrastructure 
practices (73% compliance) and establishing plans to upgrade remainder

• Developing targeted service-based surveys
– Succinct, Web-based surveys to measure service delivery effectiveness

– Help desk support (February)

– Desktop support (March)

– Enterprise Messaging (April)
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IT Infrastructure Partnership Program (ITP)

Service Delivery Improvements 
• Central and Field Quality of Service Report issued monthly

• All critical tickets analyzed (129 reports) and root cause analysis accomplished on most 
significant critical tickets (60 opened, 49 closed)

• Service Delivery management notified of all critical tickets for immediate escalation of 
significant incidences

• More rapidly communicate incremental status information on vital service interruptions 
to stakeholders

• Hold weekly Telco issue review meetings and monthly management meetings with 
Verizon

• Improved Central Operations change control processes

• Measured enterprise wide servers against Center for Internet Security Configuration 
Standards and identifying improvements

• Evaluated our yearly mainframe patch process, consistent with best practices 

• Drafted Emergency IT Operations Support Plan



IT Infrastructure Partnership Program (ITP)

Independent Verification & Validation
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IT Infrastructure Partnership Program (ITP)

Independent Verification and Validation (IV&V)

Positive IV&V Findings

180 180 12 192

0

50

100

150

200

250

First Review Sustained Incremental Net

• CACI conducted it’s second, follow-
up review Nov 27 – Dec 22

• Maturity level at 2+ (Repeatable)
– No major negative findings

– Significant progress on previous minor 
negative (62% closure)

– Best practice cited regarding Committees, 
Forums and Workgroups

• Assessment expanding in two 
dimensions

– Additional program theme of Stakeholder 
Management

– Measured against next maturity level

– Third review scheduled for April

Minor Negative IV&V Findings

138 86
63 115

0
20
40
60
80

100
120
140
160

First Review Remediated Incremental Net

62% closure



DMAS Internal Audit -
ISOAG Meeting

DMAS Internal Audit -
ISOAG Meeting

Thursday, January 25, 2007
Information Security Audit 

Program

Thursday, January 25, 2007
Information Security Audit 

Program

Virginia Department of Medical Assistance Services
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ISOAG MeetingISOAG Meeting
--Medicaid is the largest health care  
system in Virginia (and the U.S).

--In FY 2005, the Virginia Medicaid 
Management Information System 
issued provider reimbursement to 
55,000 active providers for the care 
of an average  691,000 recipients per 
month at a total cost of $4.4 billion. 

--In FY 2006, Medicaid claim 
payments increased to $4.9 billion.

--Medicaid is the largest health care  
system in Virginia (and the U.S).

--In FY 2005, the Virginia Medicaid 
Management Information System 
issued provider reimbursement to 
55,000 active providers for the care 
of an average  691,000 recipients per 
month at a total cost of $4.4 billion. 

--In FY 2006, Medicaid claim 
payments increased to $4.9 billion.
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ISOAG MeetingISOAG Meeting
--Program costs are shared by the 

state and Federal government—the 
federal share is higher in states with 
lower per capita income.

--Eligibility Categories:

-Aged blind or disabled
-Member of a family with children
-Certain Medicare beneficiaries

--Program costs are shared by the 
state and Federal government—the 
federal share is higher in states with 
lower per capita income.

--Eligibility Categories:

-Aged blind or disabled
-Member of a family with children
-Certain Medicare beneficiaries
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ISOAG MeetingISOAG Meeting
--This immense claim and transaction volume can 
only be effectively audited using automated 
approaches to pre and post payment review.  

--DMAS must pay quickly and, if we make a 
mistake, chase quickly, hence, the need for 
concurrent audit approaches. 

-- In this environment information systems 
security audits are essential.

--This immense claim and transaction volume can 
only be effectively audited using automated 
approaches to pre and post payment review.  

--DMAS must pay quickly and, if we make a 
mistake, chase quickly, hence, the need for 
concurrent audit approaches. 

-- In this environment information systems 
security audits are essential.
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ISOAG MeetingISOAG Meeting

--DMAS is required by Federal law to 
perform a review of MMIS security at 
First Health Services Corporation 
(our Fiscal Agent) and of the DMAS 
information systems resources 
operating at our headquarters (600 
East Broad Street in Richmond) 
every two years.

--DMAS is required by Federal law to 
perform a review of MMIS security at 
First Health Services Corporation 
(our Fiscal Agent) and of the DMAS 
information systems resources 
operating at our headquarters (600 
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ISOAG MeetingISOAG Meeting
--The DMAS audit program we’re 

discussing this morning covers the 
following Health Insurance 
Portability and Accountability Act of 
1996 (HIPAA) security standards - 45 
CFR - Parts 160, 162, and 164.  The  
program was reviewed by the APA 
and found adequate for their reliance 
during their 2006 DMAS examination.

--The DMAS audit program we’re 
discussing this morning covers the 
following Health Insurance 
Portability and Accountability Act of 
1996 (HIPAA) security standards - 45 
CFR - Parts 160, 162, and 164.  The  
program was reviewed by the APA 
and found adequate for their reliance 
during their 2006 DMAS examination.
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ISOAG MeetingISOAG Meeting
--The audit program divides the 
review into four categories:  

-Organizational Requirements
-Administrative Safeguards
-Physical Safeguards
-Technical Safeguards 

For example…

--The audit program divides the 
review into four categories:  

-Organizational Requirements
-Administrative Safeguards
-Physical Safeguards
-Technical Safeguards 

For example…
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ISOAG MeetingISOAG Meeting

Organizational Requirements

- Policies, Procedures and 
Documentation Requirements, etc.

Organizational Requirements

- Policies, Procedures and 
Documentation Requirements, etc.
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ISOAG MeetingISOAG Meeting

Administrative Safeguards

- Security Management Process 
Standard – Policy Making Process
- Security Management Process 
Standard – Risk Analysis – Risk 
Management, etc.

Administrative Safeguards

- Security Management Process 
Standard – Policy Making Process
- Security Management Process 
Standard – Risk Analysis – Risk 
Management, etc.



42

ISOAG MeetingISOAG Meeting
Physical Safeguards

- Facility Access Controls Standard –
Contingency Operations

- Facility Access Controls Standard –
Facility Security Plan, etc. 

Physical Safeguards

- Facility Access Controls Standard –
Contingency Operations

- Facility Access Controls Standard –
Facility Security Plan, etc. 
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ISOAG MeetingISOAG Meeting

Technical Safeguards

- Access Control Standard – Unique 
User Identifier

- Access Control Standard –
Emergency Access Procedure, etc.

Technical Safeguards

- Access Control Standard – Unique 
User Identifier

- Access Control Standard –
Emergency Access Procedure, etc.



Agency Encryption Requirements Survey Results

Agency Encryption Requirements Survey
Don Kendrick

Senior Manager of Security Operations

January 25, 2007
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Agency Encryption Requirements Survey Results

Agency Encryption Requirements Survey

• As of January 10th:
– 39 Agencies have responded.

– Requirements:

• 46% Encrypting email.

• 33% Secure remote access.

• 31% Secure internal or external web site traffic.

• 29% Secure file transfer.

• 27% Data at rest (laptops, USB, database)

• 23% Wireless Security.
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Agency Encryption Requirements Survey Results

Agency Encryption Requirements Survey

• Next Steps:
– Requirements have been distributed based on functional towers.

– Teams forming to include NG Tower Lead, NG Security representative, and 
VITA SMO SLD manager.

– Map “included” product sets to requirements, do gap analysis on remainder.

– Bring recommended product set to Architecture team.

– Distribute to this forum for comment.

– Produce rates for add on services.



Agency Encryption Requirements Survey Results
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2007 General Assembly Session

IT Legislation Update

Peggy Ward
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HB1603
Multiline telephone systems; owner or operator thereof ability 

to identify location from 9-1-1 call.

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+HB1603

Multiline telephone systems. Requires owners or operators of 
multiline telephone systems serving residential facilities, hotels 
and motels, business locations, and educational institutions to 
ensure that a public safety answering point is able to identify the 
location from which a call to 9-1-1 is placed. Patrons: Rapp, 
O'Bannon and Orrock
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HB 1885
Voice-over-Internet protocol service; revises definition.

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+HB1885

Voice-over-Internet protocol service. Revises the 
definition of Voice-over-Internet protocol service to 
eliminate references to the public switched telephone 
network and a requirement for the use of Internet protocol-
compatible customer premises equipment. Providers of 
Voice-over-Internet protocol service are exempt from 
regulation by the State Corporation Commission. Patron:
Marshall, R.G. 
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HB 2140/SB 1244
Identity theft; notification of breach of information system.
http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+HB2140
http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+SB1224
Database breach notification. Requires an individual or a commercial 

entity that conducts business in Virginia and that owns or licenses 
computerized data that includes personal information to conduct in good 
faith a reasonable and prompt investigation when it becomes aware of a 
breach of the security of the system. If the investigation determines that 
misuse of information has or is reasonably likely to occur, the individual or 
commercial entity shall give notice to the Virginia resident as soon as 
possible. Notification must be made in good faith, in the most expedient 
time possible and without unreasonable delay, consistent with the 
legitimate needs of law enforcement and with any measures necessary to 
determine the scope of the breach and to restore the reasonable integrity 
of the computerized data system. The bill also contains alternative 
notification provisions. The Office of the Attorney General may bring an 
action in law or equity to address violations of this section and other 
appropriate relief. The provisions of this bill, as they apply to 
governmental entities, become effective July 1, 2008. House Patron: Brink 
Senate Patron: Howell
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HB 2196
Chief Information Officer; powers and duties.

http://leg1.state.va.us/cgi-
bin/legp504.exe?071+sum+HB2196

Powers of the CIO. Gives the CIO of the Commonwealth the 
power to enter into contracts with one or more other public 
bodies, or public agencies or institutions or localities of the 
several states, of the United States or its territories, or the 
District of Columbia for the provision of information 
technology services. Patron: Nixon 
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HB 2198
HB 2198 Electronic health records; requires those purchased 

by state agency to adhere to accepted standard.

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+HB2198

Electronic health records. Requires any electronic health records 
system or software purchased by a state agency to adhere to 
accepted standards for interoperability or to be certified by a 
recognized certification body. Patron: Nixon 
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HB 2306/SB 1342
Public institutions of higher education; operational authority.

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+HB2306

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+SB1342

Public institutions of higher education; operational 
authority. Provides operational authority for public institutions 
of higher education in the areas of information technology and 
procurement pursuant to the Restructuring Act of 2005. House 
Patron: Callahan Senate Patron: Houck
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HB 2870
Cellular telephones; encouraged to program with ICE 

numbers

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+HB2870

Programming cell phones with ICE numbers. Requires providers 
of commercial mobile telecommunications service to 
implement a program, in accordance with criteria developed 
by the Wireless E-911 Services Board, of encouraging its 
subscribers to program one or more ICE numbers into their 
mobile telephones. An ICE number is a telephone number 
that is programmed into a mobile telephone, and labeled ICE, 
which when called by a firefighter, paramedic, emergency 
medical technician, rescue worker, or ambulance when the 
subscriber is nonresponsive or impaired, will connect to the 
person who the subscriber desires to be contacted in case of 
an emergency. Patron: McEachin
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HB 2496
Chief Information Officer; powers and duties.

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+HB2946

Powers of the CIO; information technology recycling. Requires 
the CIO to contemporaneously account, to the greatest extent 
possible, for the recycling and disposal of information technology 
investments when developing policies and procedures for the 
procurement of such investments.  Patrons: Plum and Nixon
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HB 2973
Unsolicited bulk electronic messages; changes scope of 

State's spam law

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+HB2973

Unsolicited Bulk Electronic Messages; cell phone spam; 
penalty. Changes the scope of Virginia's spam law from electronic 
mail to electronic messages by defining electronic message as any 
text, image, or other communication transmitted to a computer. 
The bill also adds wireless communications devices to the type of 
devices defined as computers. The bill reduces the number of 
messages necessary for a person to meet the requirements of this
section to 2,500 attempted recipients in any 24-hour period, 
25,000 attempted recipients in any 30-day time period, or 
250,000 attempted recipients in any one-year time period. 
Additionally a new provision would make sending unsolicited bulk
electronic messages a Class 6 felony if a single recipient of an
electronic message or multiple electronic messages incurs 
damages in excess of $250 during any one year time period. 
Patron: Bell
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HB 3148
Compromised Data Disclosure Act; created

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+HB3148

Compromised Data Disclosure Act. Creates the Compromised 
Data Disclosure Act, which requires state agencies to notify 
residents of Virginia when their personal information maintained
by a state agency has been compromised through a breach of a 
security system or otherwise acquired by an unauthorized person.
The bill requires the Virginia Information Technology Investment
Board to establish policies and procedures to implement the 
provisions of the bill. The bill defines personal information. Patron:
Bulova Sickles 
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SB 845
State agencies; Chief Information Officer to develop policies, 

etc. relating to security data.

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+SB845

Security of confidential state data. Requires the Chief 
Information Officer of the Commonwealth to develop policies, 
procedures, and standards relating to the security data 
maintained and used by state agencies. The policies, procedures,
and standards must include requirements that a user be required 
to provide a password or other means of authentication to access
a computer and to access a state-owned or operated computer 
network or database through the computer, and that a digital 
rights management system be used to control access to electronic
records containing confidential information. Patron: Devolites
Davis 
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SB 1004

Telecommuting; use of personal computers.

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+SB1004

Telecommuting; use of personal computers. Authorizes a state 
agency to allow employees to use computer equipment not owned 
or leased by the Commonwealth to telecommute, so long as such 
equipment is not used to access or store data made confidential 
by state or federal law. The bill contains an emergency clause. 
Patron: Devolites Davis 
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SB 1029

Chief Information Officer; to incorporate computer security 
into 4-year strategic plan.

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+SB1029

Powers of the Chief Information Officer (CIO); information 
security. Requires the CIO of the Commonwealth to monitor 
trends in information security and incorporate computer security
into the four-year strategic plan for information technology. 
Patron: O'Brien 
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SB 1111
Freedom of Information Act; closed meetings 

and security of public buildings.

http://leg1.state.va.us/cgi-bin/legp504.exe?071+sum+SB1111

Freedom of Information Act; closed meetings; security 
of public buildings. Adds a closed meeting exemption for 
the discussion of reports or plans related to the security of 
any governmental facility, building or structure, or the 
safety of persons using such facility, building or structure.  
Patron: Houck
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IREC Summary
• Cost: $20,000
• Includes access for all state employees
• https://www.irec.executiveboard.com/Public/Register.aspx
• If you have problems contact:

– Jason Dolan
– (202) 587-3626

• Respond to let us know if you are or are not interested by 
January 30, to: VITASecurityServices@VITA.VIRGINIA.GOV

If you have questions call Cathie Brown at (804) 786-2467
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Other Business
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IT Security Audit Standard
1. Does it cover standalone systems/databases?

YES if it contains sensitive data

2. Should Internal Audit or IT staff develop the IT 
Security audit plan?

Either as the agency sees fit.  VITA is having 
Internal Audit prepare the plan.

3. My agency already has audits conducted of every 
sensitive system.  Do we have to have 
additional audits?

No.  Simply submit your IT Security Audit Plan. 
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IT Security Audit Standard
4. My agency cannot have the plan submitted by Feb. 1 

because……………. What do I do?

The Agency should submit an except request stating why 
& when it will be done (Form on-line).

5. My agency completed IS templates for VITA identifying 35 
systems as being sensitive with unique security 
requirements but I only have 5 sensitive systems on my 
IT Security Audit Plan. What should I do?

Provide an explanation to VITA of the discrepancy or only 
the systems on the IT Security audit plan will be 
considered as needing unique security controls.
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UPCOMING EVENTS!
ISOAG MEETING DATES

Thursday, February 15, 2007 9:00 -12:00
Tentative Agenda
Encryption Solution Ordering Specifics
SJR 51 Action Plan
VITA COOP/IT DR
MOAT (Security Awareness)
Information Security Assurance Plan
IT Legislation 

Thursday, March 22, 2007 1:00 - 4:00 
Agenda TBD
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Upcoming Events

Virginia Digital Government Summit 

March 15, 2007  Richmond Marriott

http://www.govtech.net/events/index.php/VirginiaDGS2007
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ADJOURN

THANK YOU FOR 
YOUR TIME AND 

THOUGHTS
!!!


