Virginia Information Technologies Agency

|
v A Cloud Service Committee

CESC, Monroe Conference Room
August 15, 2011 - 2:00 to 3:00

Members Attending Meeting:
Lourdes Lunsford *Cameron Caffee
David Hines Michael McDaniel

Also Attending:
*Bill Freda *Via Teleconference

Define criteria for the web site. http://www.vita.virginia.gov/security/default.aspx?id=5598

o Include:
o Overview
o Deliverables

Topics Discussed:

e Define Cloud Based Services
e Scope of Cloud Based Services

e How is this available to agencies?
o Emphasis on Storage Based Services.
o Agencies are exploring storage of data.
o Public vs. Private Cloud

e Discussion of Cloud Based Services in use by member agencies
o 1365 Appliance on site with encrypted backup to the cloud.
o Exploring Services provided by Virginia Interactive
o COV Agencies define and include contract verbiage 3™ party compliance with the
standard

e Define Cloud Based Services Available

o Storage
o Web Services
o Platform

e Committee guidance provided should include Security of the data assets

e Cloud Based Services Resources
o Cloud Security Alliance https://cloudsecurityalliance.org/
o Nist 800-144, Guidelines on Security and Privacy in Public Cloud Computing
http://csrc.nist.gov/publications/drafts/800-144/Draft-SP-800-144 cloud-
computing.pdf

e Side task - Review proposed standard revision

Next Meeting: TBD
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