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Compliance Requirements are a:

G Distraction from the value-add portions of the security program.
a Necessary evil (emphasis on the evil).
e Key component of moving the security program forward.

Compliance requirements? | thought this was the “Dancing
with the Stars™ auditions!
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Add Value by Aligning Compliance Efforts

Organizations frequently approach compliance in a piecemeal manner
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Add Value by Aligning Compliance Efforts

Aligning compliance efforts drives higher value

Lower
Com-
pliance
Costs

Develop Create Plan
Compliance to reach
Maturity desired
Model Maturity

Use
compliance
to raise
profile

Document
Compliance
Inventory
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Use compliance to raise profile

“There’s never budget until there’s an audit point” — use it to your advantage!
Internal
Reporting/\\

Compliance
Plan

Compliance
Priorities

Compliance
Assessment

Corrective
Action Plans

External

\\/Repor“r‘g northhighland.
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Start by documenting a compliance inventory

Document Requirements Select Requirements to Assess

o A
22222

Quantify Results

Assess Compliance

R
S e

Develop Dashboard Communicate Results Results are input to Maturity Model
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Use inventory as input to Maturity Model

Level 5: Optimized
* Process is pervasive, consistent and meets all operating and service level requirements
« Continuous process improvement is enabled and is aligned with business objectives
« High degree of automation exists within and between processes and/or services
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Level 1: Ad-Hoc

« Agreement on how to achieve consistent process performance is not in place
* Redundant activities and manual efforts are prevalent within the process and/or service lifecycle

« Documentation is lacking, outdated, or non-existent
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Document specific maturity characteristics

Example: Development and maintenance of BIA, RA, CP, etc.

Level 5: Optimized
Plan development and maintenance activities are consistent across the organization
There is a plan for improving plan development and maintenance activities at each iteration

Plan development and maintenance activities are highly automated
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Level 1: Ad-Hoc
« There is not clarity regarding roles and responsibilities for plan development and maintenance
« There is not a consistent, repeatable process for documenting and updating plans
« Documentation of plans is incomplete and plans are out of date
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|dentify the appropriate maturity level

Organizations will not necessarily aspire to the optimized Ievel

—
Optimized

Process if fully

Managed I optimized
y —I + Focus s fullyor

Some process continuous

_ Deflned automation is in process
. p place improvement
rocess i
_ Repeatable documentation is Effggjtg}:f{f, from
. Process is mature improvement
Ad Hoc documented * Skilled
practitioner can
* Limited process * Rolesand execute process
documentation responsibilities based on
« Execution defined documentation
depends on
individual
knowledge

Many organizations will find a point between “Defined” and
“Managed” strikes the best balance between cost and value
added
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Determine current and target maturity for each

compliance area
Example: SEC501 Control Families

8.2
8.3
8.4
8.5
8.6
8.7
8.8
8.9
8.10
8.11
8.12
8.13
8.14
8.15
8.16
8.17

Access Control

Awareness and Training

Audit and Accountability

Security Assessment and Authorization
Configuration Management
Contingency Planning

Identification and Authentication

Incident Response

Maintenance

Media Protection

Physical and Environmental Protection

Planning

Personnel Security

Risk Assessment

System and Services Acquisition

System and Communications Protection

System and Information Integrity

Ad Hoc
Repeatable
Defined
Repeatable
Managed
Ad Hoc
Repeatable
Managed
Ad Hoc
Repeatable
Managed
Managed
Ad Hoc
Repeatable
Managed
Ad Hoc

Repeatable

Current and target maturities are examples only

Managed
Managed
Optimized
Defined
Optimized
Managed
Managed
Optimized
Managed
Managed
Optimized
Optimized
Managed
Managed
Optimized
Managed
Managed

A
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Create plan to reach desired maturity

A number of factors will influence the maturity plan

Effect on
agency’s
mission

Dependencies
among plan
initiatives
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Include narratives and roadmaps in plans

Conduct Renovate-Replace-Retire analysis of all VCU software applications to provide

their value is with associated support efforts and costs.
Short Title Conduct Replace-Retire Analysis
Definition Identify all currently-supported VCU software applications, evaluate

the status of the technology on which they are based and their
strategic and/or tactical value to VCU.

University Strategic University Efficiency

Goals Supported
Related Strategic Develop Enterprise Information Integration Architecture L L
Initiatives Complete Strategic Transportation System Projects Prerequlsne Initiatives
Support FMS Replacement Project rsity Business
i i j duct o e
- Complete S‘Ta‘eg'.‘ Trans"fmam," Symmv Pm!ws - . Conduct As-Is Intelligence Inititive
Requirements 1. Conducting this analysis requires detailed information regarding novate- Data Exchange
each application. Replace-Retire Ara g
2. Requires understanding of enterprise architecture goals. Analysis Ve
3. Conducting this analysis also requires information from users of
each application regarding their reliance on and use of the [«
application. :
4. Depends on Business Process Reengineering work to identify
process/technology changes in advance of renovation, Architectural Initiatives - .
replacement, or retirement. (Service Oriented Architecture) I n Itl atlve
Implications 1. AlIVCU enterprise applications will be affected, potentially
including aplications under development. N e e j .
2. Replacement, renovation, or retirement of each application could 3 " Enterprise
- rmation Application
affect other applications. F || " l«»| Technology
3. Replacement and renovation of applications will require significant Ime_gra“on '”'99'3"0“ Architecture
commitment of funding. Architecture Architecture
4. Planning the replacement, renovation, and retirement of . T . . . T . . . .
applications subsequent to this analysis will require significant o [ ] i ‘ | ‘
investment of VCU staff time for planning and execution. t l v p oo R - - H I * : . .
Component Projects | 1. Coordinate planning with Enterprise Information Integration ) . pre- w L e e e
Architecture initiative. Information Management Initiatives Bl-related e I ! ! | ] ‘ ]
2. Identify applications, develop evaluation criteria, and conduct Y. Initiatives ﬁ?’;yé‘jﬁf‘gi i 2 P | — e | 1
evaluation, including evaluation of in-progress projects. ance Implement " ‘ Ansbts ﬁ"{ Schedule stratege T intatves i
i i i prise Data 4 v — H ; ; ; :
3. Devel.op r.enova.tlon, replacement, refllrer.ng.\t s.chedule in Modernize Data. Business ﬂ’W“m ] ] ] ] ‘ ]
coordination with other VCU strategic IT initiatives. Vianageme Warehoies - Intelligence - tech env.
4. Obtain approval for renovation, replacement, retirement projects and Da gl ‘_m‘mimtm:" rchfechiel ’{ T T T T
and execute projects in coordination with other VCU strategic IT areho Tools megraon s j T j ] ] JT ‘ i
- et T H H . H
Samicaton
Scheduling 1. Must be coordinated with Enterprise Information Integration Iniatves .:?Df?l:‘x,", e R " e B e e
D i Architecture initiative. | | | | :I } |
Estimated Savingsor | 1. Estimated net savings of $850,000 in maintenance costs for Devel‘?p = H P ——————
Costs applications that will be retired. omplete Enterprise [ T T
o) pgrade Information p— — v v
Portal it || oo | e |
. - . Sraegy Pl i
;i
[ [y
Initiative Narrative = - =

- o et 1 ; ”—‘—‘;
Diagram Key v || o = Toon

Implication = Recuirement ooy e L] oo o
Far o e
s
2

tive in

Progress

Initiative Relationship
Map
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Document initiative narratives

Using the list of Level 0 Essential Business Functions (EBFs) previously defined,
develop a full Business Impact Analysis (BIA) that identifies business processes that
support EBFs, delineates people, process, and technology resources that support these
processes, and document requirements to recovery processes and supporting

Document Business Impact Analysis (BIA)
Identify and document all processes that support EBFs, people,

process, and technology resources that support these
processes, and requirements for their recovery in a disruption.

resources.

Short Title

Definition

Requirements 1.

Implications 1.
2.
3.

Component 1.

Activities
2.
3.
4,
5.
6.
7.

All CAl business continuity planning documentation
completed to date will be required to support this
initiative.

The business continuity plan development initiative
depends on this initiative to identify processes and
supporting resources which require recovery.

The business continuity plan development initiative
depends on this initiative to identify recovery
requirements in the form of recovery time objectives
(RTOs) and recovery point objectives (RPOs).

The testing, training, and revision initiative depends on
this initiative as one of its inputs.

Decompose Level 0 Essential Business Functions (EBFs)
to constituent Level 1 and/or Level 2 business processes.

Determine direct or indirect support for EBFs.

Determine dependency among EBFs and supporting
processes.

Based on EBFs supported and dependency determine
Recovery Time Objectives (RTOs) for business processes
that support EBFs.

Determine supporting resources (people, process,
technology) for all business processes that support
EBFs.

Determine Recovery Point Objectives (RPOs) for
processes that support EBFs.

Document overall recovery requirements (people,
process, technology, RTOs, RPOs) in BIA report.

Initiative narrative should
include:

Definition

Requirements
Downstream Implications
Component activities
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Decompose Document
Level 0 EBFs ; BIA
Develop BUSIneSS Determine support ‘ Determine supporting
. ‘ for EBFs resources
Impact Analysis \ /
Determine ‘ Determine
‘ RTOs RPOs
Identify BCP team Document
and conduct kickoff, BCP
Deve I (0] p B usiness Develop BCP Develop contact
CO nti nu ity Pla n scenarios lists
‘ Develop Develop specific
CONOPS business recovery plans
Identify IT DRP team Document IT
& conduct kickoff DRP
Develop IT
o i CP f
2R Ry
Plan
Develop specific IT
disaster recovery plans
Document test
B us i ness scenarios, plans, process,
inui v
CO ntl nu |ty » | dentify testing, revision, and\| Document revision plans
Testing ReViSion g training requirements and process
7 ’
and Training
and process

Roadmaps should reflect functional and schedule dependencies
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We have templates to share!

1 Introduction
2 Information Security Roles and Responsibilities
3 Business Impact Analysis
4 IT System and Data Sensitivity Classification
5 Sensitive IT System Inventory and Definition
6 Risk Assessment
7 IT Security Audits
8.1 Access Control
8.2 Awareness and Training
8.3 Audit and Accountability
8.4 Security Asssessment and Authorization
8.5 Configuration Management
8.6 Contingency Planning
8.7 Identification and Authentication
8.8 Incident Response
8.9 Maintenance
8.10 Media Protection
8.11 Physical and Environmental Protection
8.12 Planning
8.13 Personnel Security
8.14 Risk Assessment
8.15 System and Services Acquisition
8.16 System and Communications Protection
8.17 System and Information Integrity

Applicable DGIF Policy Number(s)

3 14
3 4
1
14 17
1 17
10 1
13
14 15 22
2 26
13
12
5 14
6 25
7
8
20
9 14 15
23 24
2 21
2 10
1
19 25
14 15 16
18 23 25

23

23

25

25

.. .. Current
Vision, Mission, & Values
Target
Board Maturity & Current
Governance Compliance Target
Current
Board Roles & Strategy

Target
Staff Capacity & Current

Capability Target
Plan, Processes & Current

Management Technology Target
Talent Recruiting & Current

Retention Target
© t

Program Outcomes fien

Target
Pr?gram Alignment to Strategy & Current
Delivery & st Target

Impact

X C t

Program Effectiveness arey

Target

Maturity
Model

SEC501 Mapping

Prerequisite Initatives ! Current
ni ity Business
%’:"zi Conduct As-ls Intelligence Inititive
Replace-Retire Data Exchange
2 Analysis

Analysis

Current

Narratives
(Service Oriented Architecture) C t
. . urren
d e e Strategic Finance
an Integration inegration "] rechinolooy Target
Architecture Architecture 10
q . g Current
Roadmaps ; S| FinancialLeadership |
Information Management Intiatives Bi-related arget
Initiatives
ance 5 5
rprise Data [ ORI i Financial Management & | Current
Ll aeouse ] imetigenee R o
d Dat: eportin,
o Tools D! g Target
— [
| Develop
Complete Enterprise
MOSS Upgrade Information
Portal

Diagram Key

—— R

Etc.
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Further Discussion
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For More Information

Scott Hammer, Principal Consultant

Scott.Hammer@northhighland.com
(804) 306-9685

The North Highland Company
7275 Glen Forest Drive, Suite 208
Richmond, VA 23226
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About North Highland



North Highland is a full-service global

consulting firm
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FOUNDED

in 1992 by three
consultants
who wanted

Y
to revolutionize IF -,
consulting ! ‘

v

g | PROFESSIONALS i
ordence 000+ | c e3sees
e Avg. 151+?/?S.+El:p;hrieetli:cse 'n"n"n‘ww

a global management
consulting group

19

PRIVATE FIRM
Employee owned

OFFICES
58 locations around the world

GLOBAL HEADQUARTERS
Atlanta

100%

northhighland.
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) )
North Highland’'s Key Differentiators Help Us
Drive Value For Clients

We are a smarter We bring high We’re easy
investment caliber consultants to work with

- < & -~

* We guarantee our work We tackle clients’ * We do the right
toughest, most complex thing for our client
business challenges

* 100% of our clients
would recommend us » Clients love our
We bring years of collaborative,

* Pragmati m ; - [
agmatic, custo collective experience collegial style

solutions that integrate
well within your Our professional We simplify the complex
integrity instills trust
over long-standing
* Proven record of client relationships

producing great

organization Private, employee
owned company
that stresses team
Global expertise — Over ownership and

returns on our 50 offices worldwide accountability

clients’ investment _ _
Passionate about to our clients

* Projects completed creating collaborative Ensure knowledge
faster and with more atmosphere transfers to clients and
measurable impact they own the solution

northhighland.
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North Highland’s Specialist Expertise

North Highland provides a growing portfolio of specialized expertise through individually
branded divisions — organized into delivery models that align seamlessly to address the

diverse business needs of our clients.

northhighland.
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MANAGED
SERVICES

Each division shares the common culture and values of North Highland and works
together in an integrated “one team” approach to make it easy for our clients to engage

services across different lines of business

northhighland.
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North Highland Offerings By Functional Area

Strategic Planning & Implementation
Merger Planning & Integration

Operations

Information
Technology

STRATEGY + ADVISORY

Human
Resources

A

Enterprise Performance Management

Outsourcing & Shared Services

Sales Finance

Customer Operational IT Strategy HR & Sales Finance Function Data Discovery
Research Strategy Workforce Effectiveness Transformation & Insights
and Insight Infrastructure, Strategies _ _
Process & Architecture Contact Centre Org Effectiveness & Information
Marketing & Performance & Design HR Effectiveness Resource Planning Strategy
Channel Strategy Improvement : Performance : : : :
Sourcing Service Planning, Budgeting Design,
Marketing Supply Chain : : Workforce Effectiveness Financial Reporting = Development and
Communications Optimization Solution Planning Performance _ Implementation
& Integration Customer Risk
Marketing Organizational Relationship Management
Operations Design Management
& Execution Regulgtory
Compliance

Change Management

STRATEGIC
EXECUTION

MANAGED

Complex Process and
Program Management

Business Analysis

Project Management

SERVICES

TRUEBRIDGE

Recruiting and Staffing Contract to Hire




Who Is North Highland?

We’'re a different kind of consulting firm

We have one simple premise — to do what'’s right for our clients and our people. After all,
relationships matter.

That belief has guided us to become a global consulting firm that builds its success on the value
we provide for our clients. We bring BIG ideas and challenge the expected way of doing things.

We want to change the way the world thinks about Consulting
— not an easy task. But it’s okay, we’re ambitious.

- 2,500+ professionals across the globe; over 1,100 in the U.S.
- Over 50 offices in the U.S., Europe and Asia-Pacific

- Our global headquarters are in Atlanta in the U.S

- We are a employee-owned, private company

about us - We are also one of the top four firms in the world on Consulting
Magazine’s list of Best Firms to Work For: 2007, 2008, 2009,
2010, 2011, 2012, & 2013

Some

key facts
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Who Is North Highland?

We are a global consulting firm that has changed the model of how a consultancy serves its clients.
We guarantee our work, hire top notch talent and work with some of the largest organizations in
the world — to achieve exceptional results.

Headquarters
Atlanta, GA

Professionals

» 2,500 worldwide

* Average 15+ years
consulting experience

Private company
100% employee owned

Best Firm to Work For
Ranked 3rd in Consulting
Magazine’s 2013 list of
“Best Firms to Work For”
— our seventh consecutive
year in the top 4

50 offices in the U.S., Europe and Asia-Pacific
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