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The Challenge

* Just like a thief can easily steal a car with its doors
open and engine running, the solution is not to ban
cars. Instead, we use simple layered security
procedures, locking the ignition, steering wheel, and
doors to present series of problems to thieves.

Likewise a layered approach to protecting computing
environments needs to be developed.
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The good news

® There is an increased level of awareness
regarding information security. Security
awareness typically figures relatively high on
the corporate agenda and businesses are
proactively engaged in getting the word out
to their employees.
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The bad news

*» Being aware is NOT EQUAL to being
secure.There is a problem with the nature
and scope of security awareness training.
Information security is complex.
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However

®* How many times have you been tempted to
open the email with the following subject line:

“Returned mail: see transcript for details”
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Total Spam: August 2010 Top Subject
Lines Days | Total Spam: July 2010 Top Subject Lines Days

ur wife photos attached Blank Subject line -
lank Subject line Delivery Status Notification (Failure)

Your Order with Amazon.com You have received an Greeting eCard

Resume Returned mail: see transcript for details

ur private photo attached Undelivered Mail Returned to Sender

QualityCIALI

Join my network on LinkedIn My Pics

Amazon.com: Please verify your new e-
4 | Meet Local Girls mail address
Earn Your M.E(
-

You have notifications pending failure notice

Give your partner a one-way ticket to
10 | Best Sales 2010! ecstasy-land.
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Dictionary.com

® Single visit results in:

® |59 cookies
® 4| Beacon
| I First Party

of the Day

168 No Opt Out
143 May share info

121 May collect Fin.
Health data

|33 Keep Info
indefinitely
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Single visit reSUItS in: 2 NIGHTS FREE? IN LONDON ]
! WHEN YOU FLYFROMS2067,° © o

I
News Sport Weather Travel TV Rac

. 1
22 cookies \

| 7 Beacon
6 First Party s B

33 No Opt Out
20 May share info

|5 May collect Fin.
Health data

|9 Keep Info
indefinitely
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MmsSn.com

® Single visit results in:

® I 3 I COOkieS % 'Exorcist' to 'Psycho":
The 10 Scariest
® 23 Beacon

53 First Party

135 No Opt Out
52 May share info

46 May collect Fin.
Health data

98 Keep Info
indefinitely
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Consider this

Google a
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Abacus Deal Is Quaint in Today's Data
Era

New Ad Age Newsletter Will Cover How Marketers Tap "Big Data' Like Never Before
By: Published:

"7 2 | share this page =

It was the first online ad-privacy scandal.

In 1999, DoubleClick bought catalog-data firm Abacus for $1.7 billion. Privacy advocates flipped. They

petitioned the Federal Trade Commission and scared DoubleClick into announcing it would not
connect personal information from Abacus with online-browsing data.

If the deal happened today, the story would be different. It's not uncommon for offline data -- retail
transactions, CRM data, loyalty-card data and more -- to be connected to digital data to enhance online
targeting.

In pre-bust 1999, investor dollars were flowing and DoubleClick was years away from its acquisition
by Google, still operating as a mere "ad network" -- an almost quaint term in light of today’s data-
driven marketplace and its behavioral targeting, social media and ad and data exchanges.

The concern when DoubleClick bought Abacus -- which it sold at a loss to for $435 million

in 2006 -- was that personally identifiable information would be linked with online info.

The industry was young, and DoubleClick failed at first to acknowledge privacy concerns.
"DoubleClick was tone deaf in how they handled it," said Dave Morgan, founder of one of the first
successful behavioral-targeting firms, Tacoda, and CEO and founder of Simulmedia.

It wasn't clear exactly what DoubleClick wanted to do with Abacus data, and the privacy scare and
subsequent FTC investigation essentially crimped its ability to exploit the full potential. (The FTC
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The Challenge

15% of US 2% of the8-29
adults are still year olds are
not online not online

lgnore (| don'’t care)

92% of the 15% Embrace (That’s a way of life) 4 out of 10
nonconnected

Stay informed (| need to know)  EECEEEEENE
to go online

have no desire
to go online

Learn (Proactively do something about it
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What are we dealing with!?

Bugs

Configuration
Defects

Vulnerabilities - Breaches

Design Flaws
Social Engineering
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There are however a lot

Of unanswered questions

why, what, who, how
React

—-<s be proactive &
& Plug the hole
Undertake vulnerability and business impact
assessment and/or risk management
Configuration
Defects

Vulnerabilities Breaches

Design Flaws

Social Engineering Leee b ;
et’s be prepare
&

Define controls perhaps via checklists of sorts
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The new order

New Order

Old Order

Unexpected inputs

Unexpected combinations Cross site scripting

Cross site request forgery

Configuration

Defects Default configurations

Unwarranted services Phishing

Information leakage

Incorrect specification

Design Flaws il

. 3
1 |

Phishing v

Pharming
Etc

Social Engineering

Insufficient anti-automation
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Management Myths
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MYTH 1

WE HAVE A GOOD SECURITY
POLICY
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Security Policy??

® Think again.

® Majority of organizations do not have
one

® Even if it is there, it’s archaic, useless and
does not fit the organization
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Means Fundamental
Objectives Objectives
Overall objective:
Maximize IS Security
Personal needs Work situati
fulfiliment ork situation )
Authority > Maximize
structures awareness
Personal
financial situation Human resource
practices
Individual o
characteristics Communication > Ethical
environment
Legal & Work allocation Integral business
procedural practices processes
compliance
Responsibility & -
accountability > Management
development
practices
Personal beliefs
Data integrity
Information >
ownership
Information (¢] izational
availability rganizationa
integrity
Empowerment Privacy
Trust >
Censure
Individual ethics
Access control
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Promote Awareness

Ensure Ethical Values are
Maintained

Honor Individuality

Ensure Identity

Appreciate Reciprocity Management is Optimized Overall

Objective:
— Ensure high
security in
emerging
environments
Encourage Compliance Ensure that a Positive

Employee Attitude is
Maintained

Clarify Accountability
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Problem

® Based on our work across Sweden (3
companies), Portugal (7 companies) and the
US (23 companies), we found there to be a
30% correspondence between security
objectives and what their security policies
espoused.
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Profiling Companies

w©
0
€0
[T
Ed
Lo 7]
T =
c O
50
o

Instill ethical Values
Assure identity management |
Promote positive attitude |
Improve technology competency
Elevate awareness
Honor individuality 7
Establish censure
Appreciate reciprocity

Promote openness

Objectives

Encourage compliance

Reduce apathy

Clarify accountability

Develop mutual understanding
- Study Sample =« = Cancer Institute Medical College
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Fortune Cookie Advice

® Security policy is like
a seatbelt. It will not
protect you every
time, but it is
guaranteed to fail if
you choose not to
use it.

Moreover, it needs
constant evaluation
and reassessment.
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MYTH 2

WE HAVE STRICT
CONFIDENTIALITY RULES
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Confidentiality Rules??

® You assume that there are strict
confidentiality rules that are typically not
broken.

Surprise! Surprise! Confidentiality, as
defined in the old environment, does not
necessarily match the largely decentralized
and virtualized org. structure of the new
environment
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Confidentiality

in a web of an enterprise

External Connections

S
Q
=

Internal Connections
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On the horizon...

User-to-service authentication
Service-to-service authentication
Delegated authorization

Emergence of the likes of OpenlD and
OAuth, albeit become a target of phishing
attacks

Individual trust
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Which one!

ISO/IEC 15408

BS7799 ISO17799 1SO27001
1SO27002
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Standardization??

NIST 800 series
Ne)
SSE-CMM

Unfortunately these are all outdated ... even
before the international community
adopted them.
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THEOREM
Every horse has an infinite number of legs.

PROOF
At the back a horse has two legs, and at the front a horse
has fore legs.

So the total number of legs on any horse is two plus fore
= six, an even number.

But six is an odd number of legs for a horse to have!
Hence we have shown that a horse has a number of legs
that is both even and odd.

The only number that is both even and odd is infinity,
therefore a horse must have an infinite number of legs.
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Flawed assumption

THEOREM
Every horsf Interpretation error

he front a horse

2 is two plus fore
Derivation error
grse to have!
umber of legs
Usefulness error
odd is infinity,
ite number of legs.
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WE HAVE A GOOD SECURITY
AWARENESS PROGRAM
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Get Technical Get No Technical

Training Training

Gp 2: Organizational (social)
training

Get Organizational/
SocialTraining

Gp 3:Technical Training

Get No Organizational/
SocialTraining
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(1) Ensure password protection is fully
utilized
(2) Ensure training covers employee
integrity
(3) Ensure data confidentiality policies
are in place
(4) Ensure a trust relationship between
employees and the organization
(5) Ensure appropriate ethics training
(6) Ensure TECHNOLOGICAL
competence
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What we learned...

I . Form vs. content  Nearly & % ¢ “ security
- breaches br gin wit\ an insider

2. Type of content ~ “tweakiig” aroun1 with a
~ busine ss process ¢ antrol

3. secu rity training is  |ERGEERE LS
like building a sub- | -
culture stituted 55%

:nts.
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Questions
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