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I. Welcome & Opening Remarks              Mike Watson, VITA 

 
II. Understanding cyber threat                 Tim Sanouvong & Swapan Arora, Deloitte 
     landscape &  data classification 

 
  
III. Upcoming Events                                 Bob Baskette/Mike Watson, VITA   
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Agenda 

• Setting the stage — cyber risks in state governments 

• Cyber attack vectors 

• Preparing for a breach: Becoming Secure.Vigilant.Resilient.TM  

• Lessons learned post-breach 

• Understanding data classification 

• Data classification framework & process 
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Cyber risks in state 
governments 
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The cyber threat landscape 

• Cyber attacks have evolved into very 
sophisticated attacks fueled by profit 
motive, geopolitics, and political activism 

• Connectivity is significantly increasing via the 
Internet of Things, providing new attack 
channels 

• Governmental and industry regulations and 
standards are increasingly addressing the 
growing cyber threat and risks to our Nation’s 
economy and national security 

• Significant rise in Supervisory Control and 
Data Acquisition (SCADA) hacking across 
various industries and systems 

92% 
of breaches are 
perpetrated by 
outsiders 

14% 
of breaches are 
by insiders and 
are rising 

55%  
Organized Crime 

2% 
Activist 

21%  
State affiliated 

1%  
Former employee 

Known external  
actors  

Source: 2013 Verizon Data Breach Investigations Report with the U.S. Secret Service, FBI, Deloitte, DHS and others 
http://www.verizonenterprise.com/resources/reports/rp_data-breach-investigations-report-2013_en_xg.pdf 
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States collect, share and use large volumes of the most 
comprehensive citizen information 
Cyber incidents impact state business by affecting citizen services, revenue collections, 
or result in unplanned spending. In addition, the impact to citizen trust could have a 
significant consequence 

This volume of information makes states an attractive target for both 
organized cyber criminals and hacktivists 

Cybersecurity responses are most effective when coordinated at the 
governor or business executive level 

State governments are a target... 
Citizen trust impact is a top concern 
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Citizen data is a component in every facet of business 

County 
agencies 

Financial 
services 

Utilities 

Transportation 

Critical 
infrastructure 

Third-party 
contractors 

Human  
services 

programs 

Health care 
partners 

Higher 
education  

institutions 

Citizen data 

Local 
agencies 

Federal 
agencies 
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Cyber attack vectors 
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Organizations should identify emerging risks as part of an effective, 
integrated governance, risk and assurance program. 

 

Five common attack vectors 
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Phishing attacks / malware  

Social media 

Mobile devices / Bring your own device (BYOD) 

Privileged accounts 

Third parties 

1 

2 

3 

4 

5 
These vectors are not only important individually; when combined, they are critical 
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Factors in managing cyber risks 
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Cyber 
Risk 

Factors 

Technology-
related 

Process-
related 

People-
related 



Copyright © 2015 Deloitte Development LLC. All rights reserved. 

Process-related factors 
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.  

Poor patch 
management 

Weak change 
management/ 

ITIL 

No asset inventory 

 
No security framework/ 

Enterprise Risk 
Management (ERM) 

 

Lack of data 
classification 

Elements adding to inefficient cybersecurity management 
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People-related factors 
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Awareness  
 

training 

Cyber-
security 

 

gaps 

Specialized 
training 

Cyber 
Skill 
Sets 

Elements adding to inefficient cybersecurity management 

Incident 
response 
training 
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Technology-related factors 

14 

Flat networks Authentication/ 
authorization 

Elements adding to inefficient cybersecurity management 

Encryption/ 
key  

management 

Process  
automation  

tools 

Legacy systems 

Cybersecurity 
gaps 



Preparing for a breach: 
 Becoming 
Secure.Vigilant.Resilient.TM 
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While it is not possible to prevent all cyber attacks, you can significantly 
limit damage by quickly detecting and dealing with a compromise. 

Speed in detection is critical 
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Source: Verizon 2013 Data Breach investigations Report  

Seconds Minutes Hours Days Weeks Months Years 

11% 13% 

18% 
3% 

11% 

41% 14% 

12% 62% 

60% 13% 
2% 

1% 

10% 18% 15% 

18% 

4% 

0% 
2% 

36% 

22% 

0% 

9% 
1% 0% 

2% 

0% 

At
ta

ck
 

R
es

po
ns

e 

Initial attack 
to initial 

compromise 

Initial 
compromise to 
data exfiltration 

Initial 
compromise to 

discovery 

Discovery to 
containment 
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…to better understand cyber risks to the business and citizen 
trust to your state environment: 

Ask the right questions… 
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• What are my high-risk assets? 

• Where are my high-risk assets? 

• Where does the data reside? 

• What are the citizen privacy issues? 

• Why does the citizen data need to be protected? 

• What are the possible motives of an attack based? 

• What is the business implication of a breach within the agency,  
state and external parties? 

• What systems are in place to manage risks and where are they? 



Copyright © 2015 Deloitte Development LLC. All rights reserved. 

Threat data, alone, does not enable detection 
Incorporate threat intelligence 
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A range of threat “indicator” 
data is required… 

• Phishing URL/email blacklists 
• Trojan/botnet watch lists 
• Suspicious domain registrations 
• Infected IPs from malware victims 
• Honeypot threat intelligence 
• C&C/botnet communications 

monitoring 
• Phishing dropsite monitoring 
• Malicious nameserver watch lists 
• DNS monitoring 
• Cloud-based validation scanners 
• Fast flux monitoring 
• Dynamic DNS communication 
• HTTP Referrer and User Agent 

Profiling 
• Social media monitoring 

Analytics &  
Correlation 

Intelligence 
Research 

Active Threat 
Validators 

Malware  
Collectors 

Trusted Source  
Collectors 

Anonymous  
Feed Collectors  

• Asset data 
• HR data 
• PII inventory 
• Transaction 

controls 

• System logs 
• Input from 

security 
technologies 

• Other IT data 

… and other forms of business and reference data. 

Business 
context data 

IT device and 
systems data 



Lessons learned post-
breach 
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Organizations should embrace a broad Incident Response approach 
across disciplines, stakeholders and environments 

Incident response programs require coordination 
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Strategy Technology 
 

Business 
Operations 

Risk & 
Compliance 

 

Governance 

Remediation 
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Take a programmatic approach, communicate and practice 
What’s your next move? 
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Secure 

Establish risk-prioritized 

controls to protect against 

known and emerging 

threats, and comply with 

standards and regulations 

Vigilant 

Establish situational risk 

and threat awareness 

across the environment  

to detect violations and 

anomalies 

Resilient 

Establish the ability to 

handle critical incidents, 

quickly return to normal 

operations, and repair 

damage to the business 
 

Cyber threat response 

Cyber threat risk 
assessment 

Cyber event  
monitoring Cyber threat war  

gaming 



Data classification 
strategy 
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Information security is nearly impossible without correct information 
classification. 
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Objectives 
• Define the requirements for classifying 

and securing an organization’s 
information 

• Determine what information can be 
disclosed to non-employees, as well as 
that should not be disclosed outside of 
the organization 

• Design information security controls 
around information that is processed, 
transmitted, and stored 

Problem 
• Confidential and sensitive information 

may be handled in an inappropriate and 
insecure manner 

• Customer or employee related 
information, or financial information may 
be disclosed to unauthorized individuals 

• Privacy and other regulatory laws might 
be breached, which may lead to financial 
losses or negative publicity 

Understanding data classification 
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Different data classifications 
Data classification and allocation of responsibilities can help ensure that 
the most valuable information assets have the highest level of 
protection. 
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Public 
Information 

1 

 
        

  
 

 
        

  
 

 
        

  
 

Business Use 
Information 

Confidential 
Information  

Restricted 
information  

2 

3 

4 

• No authentication or authorization requirements and is freely available to the 
general public with ease through the use of the Internet and other media 
sources. 

• Intended for use by associates when conducting company business. All 
information should be considered Business Use Information by default, and 
when warranted and necessary it should be classified as Public Information, 
Confidential Information, or Restricted Information. 

• Sensitive internal information that is restricted based upon job responsibility. 
Unauthorized disclosure would have an adverse impact to the organization, 
its customers, its associates, or its business partners. 

• Information that has strict limitations placed upon its internal access and 
external disclosure due to the critical nature of the information – Restricted 
Financial Information, Restricted Personal Information, and Restricted 
Customer Proprietary Network Information (CPNI). 
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Business Continuity 
Continuous availability 
and recoverability of 
sensitive information 

Privacy and 
Intellectual Property 

Maintaining the 
confidentiality of 
customer data 

Information Security 

Safeguarding of 
corporate information 
assets 

Business Unit 
Execution Model 

Hybrid Execution 
Model 

Central Execution 
Model 

Establish Program 
Team 

Define Information 
Assets Identify Asset Owners 

 
 

 

 
 

 
 
 

Classification scope 

Implementation approach 

Classification process 
Classify Information 
Assets 

Implement 
Classification Controls Maintain Program 

Data classification framework 
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Identify high-level 
information categories 

Socialize and train  on 
information 

classification program 
concepts 

Develop information 
classification criteria 

and labels 

Prepare protection and 
handling control 

matrices 

D
at

a 
C

la
ss

ifi
ca

tio
n 

Pr
oc

es
s 

Step 1: Identify high–level information categories 
Data classification process 
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Categories Example(s) 

Client / Customer Personally 
Identifiable Information (PII) and 
Account Related Information 

Customer social security numbers, bank 
card numbers, names, spouse names, 
and addresses, etc. 

Internal Company Financial 
Information SEC filings, Financial Statements, etc. 

Personal / Human Resources 
Information 

Personnel files, personnel action forms, 
benefit selection information, etc. 

Food & Product Safety 
Information 

Nutrition information, food and product 
specification, etc. 

Business Sensitive Information Proprietary pricing, contracts, legal 
information, patent, trade secret, etc. 

Operational Information 
Customers sales orders, employee 
directory information, process flows, 
customer lead information, etc. 

Public Information 

Publicly available brochures, catalogs, 
company website, external HR job 
postings, publicly released financial 
information 
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Identify high-level 
information categories 

Socialize and train  on 
information 

classification program 
concepts 

Develop information 
classification criteria and 

labels 

Prepare protection and 
handling control 

matrices 

D
at

a 
C
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tio
n 
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Step 2: Classify information and label assignment 
Data classification process 
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Categories Example(s) 

Restricted 
Trade secret information, pre-release 
financial statements, acquisition 
information, contracts, passwords, etc. 

Confidential 

Customer information (e.g., credit card 
numbers, social security numbers, 
account numbers, etc.), staff salary 
figures, personnel records, proprietary 
software/technology manuals etc. 

Internal Employee directory information, internal 
org. charts, policies and manuals, etc. 

Public 

Publicly available brochures, catalogs, 
company website, external HR job 
postings, publicly released financial 
information, etc. 
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Identify high-level 
information categories 

Socialize and train  on 
information 

classification program 
concepts 

Develop information 
classification criteria 

and labels 

Prepare protection and 
handling control matrices 
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Step 3: Protection and handling control matrices 
Data classification process 
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Baseline protection control matrix 

Controls based on information’s classification level (i.e., Restricted, 
Confidential, Internal, Public) 

Information handling matrix 

Guidelines on handling information (e.g., applying label, duplication of 
information, storage of information, third-party exchange agreements, 
distribution or transmission of information) based on its classification level (i.e., 
Restricted, Confidential, Internal, Public) 
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Identify high-level 
information categories 

Socialize and train  on 
information classification 

program concepts 

Develop information 
classification criteria 

and labels 

Prepare protection and 
handling control 

matrices 
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Step 4: Socialize and train users on program concepts 
Data classification process 
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Socialization and training strategy 

Two primary factors to be considered while developing the socialization and 
training strategy: 

• The recipient’s employment level within department (e.g., executive, staff or 
contractor) 

• The frequency and volume of sensitive information being handled by the 
recipient within the department 



Question & answer 
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Contact info 
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Tim Sanouvong 
Public Sector (State Government) ─ Cyber Risk Services  
Deloitte & Touche LLP 
tsanouvong@deloitte.com  
 
 Connect with me on LinkedIn 
 
 
Swapan Arora 
Cyber Risk Services  
Deloitte & Touche LLP 
swarora@deloitte.com  

https://www.linkedin.com/pub/srini-subramanian/5/309/750
mailto:tsanouvong@deloitte.com
mailto:swarora@deloitte.com
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This presentation contains general information only and Deloitte is 
not, by means of this presentation, rendering accounting, business, 
financial, investment, legal, tax, or other professional advice or 
services. This presentation is not a substitute for such professional 
advice or services, nor should it be used as a basis for any 
decision or action that may affect your business. Before making 
any decision or taking any action that may affect your business, 
you should consult a qualified professional advisor. Deloitte shall 
not be responsible for any loss sustained by any person who relies 
on this presentation 



About Deloitte 
Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee (“DTTL”), its network of member firms, and their related entities. 
DTTL and each of its member firms are legally separate and independent entities. DTTL (also referred to as “Deloitte Global”) does not provide services to clients. Please see 
www.deloitte.com/about for a detailed description of DTTL and its member firms. Please see www.deloitte.com/us/about for a detailed description of the legal structure of Deloitte 
LLP and its subsidiaries. Certain services may not be available to attest clients under the rules and regulations of public accounting. 
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36 USC 220506 
Member of Deloitte Touche Tohmatsu Limited 
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Future ISOAG 
 
 

 
  

     December 2, 1:00 - 4:00 pm @ CESC 
     Speaker:  Mike Snodgrass  
     
 
 
 
                                              
 
 
 
 
 
  
 
   
   

   
 
 
 
 
 
 

ISOAG meets the 1st Wednesday of each month in 2015 
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ADJOURN 
THANK YOU FOR ATTENDING 

Picture courtesy of www.v3.co.uk 
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