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MACH37 Project 
Project Presentations 

 
• 1. Eunomics  
• 2. Shevirah  
• 3. Anatrope 
• 4. Atomicorp 
• 5. MSB 
• 6. Axon 
• 7. Syncurity 
• 8. Bijoti 

 



Industrial Networks 
(Cybersecurity for the real world) 

John Nelson 
john@eunomicnetworks.com 

 



Eunomic Team 

• Founders: John Nelson and Jim Harris 
• 20+ years manufacturing product management 
• 10+ years cybersecurity for critical infrastructure  
• Security software suite designed for industrial networks 



Industrial Modernization Stalled 

• Current control systems are obsolete 
• New control systems are vulnerable 



Eunomic Software Solution 

SDN 
Switch 

SCADA / 
ICS 

Devices 

Business  
Network 

Automation 
System 



Cyber Threats are Real 

Origin of Threat 

Da
m

ag
e 

Hackers 

Unintentional 

APT / Espionage 

Cyber War / Sabotage 

“Cyberattack on German Steel Plant 
Caused Significant Damage” 



Industrial Networks ≠ Business Networks 

Industrial Control System (ICS) Availability 

Integrity 

Confidentiality 

IT Cyber solutions  
are misdirected for ICS 

Availability 

Integrity 

Confidentiality 

ICS Priorities 



Eunomic ICS Network Controller 

SDN Switch SCADA / ICS 
Devices 

Business  
Network 

Virtualized Security Applications 

Dynamic Micro-segmentation 

Automation 
System 



Pilot System 
Eunomic ICS Network Controller (ICS-NC) 

Integrates network management 
with ICS Automation System 

Replaces 
Network Switch 



Pilot Tests of Eunomic ICS-NC 

Customers 
• New micro-turbine 

power plants 
• Plant modernization 
• Utility clients in the 

Americas 

Strategic Partners 
• Automation systems 
• SDN hardware and 

software 
• Virtualized security 

appliances 

John Nelson 
john@eunomicnetworks.com 
Phone: +1 703-402-0753 
 



Do you feel the presenter explained 
their product thoroughly? 

1. Strongly Agree 
2. Agree 
3. Neutral 
4. Disagree 
5. Strongly Disagree 

Stro
ngly 

Agree
Agre

e

Neutra
l

Disa
gree

Stro
ngly 

Disa
gree

0% 0% 0%0%0%



Do you think you this product will provide 
benefit directly to your environment? 

1. Strongly Agree 
2. Agree 
3. Neutral 
4. Disagree 
5. Strongly Disagree 

Stro
ngly 

Agree
Agre

e

Neutra
l

Disa
gree

Stro
ngly 

Disa
gree

0% 0% 0%0%0%



Do you think there are other parties within the State 
or Local government that would benefit from this 

type of product? 

1. Strongly Agree 
2. Agree 
3. Neutral 
4. Disagree 
5. Strongly Disagree 

Stro
ngly 

Agree
Agre

e

Neutra
l

Disa
gree

Stro
ngly 

Disa
gree

0% 0% 0%0%0%







Phone? 



Super Computer? 



Shevirah 
 Vulnerability assessments around BYOD 
  
 Reports on security posture of mobile 
devices 
  
 Remediation recommendations 
  
 Integrates into SEIMs and other security 
tools 



Enterprise Mobile Threats 



Mobile Threats 
 Remote Attacks – Default SSH password, SIM 
card attacks 
  
 Client Sides – Webkit, Document Readers 
  
 Social Engineering – text message phishing, QR 
codes 
  
 Malicious Apps – backdoored version of 
legitimate app, master key issues  

  



What Attackers Can Do on 
A Phone 
 Remote Control 

 Steal data 

 Undermine security controls 

 Discover nearby devices 

 Pivot attacks onto nearby devices 



 Mobile Device Management 

 Mobile Antivirus 

 Data Containers 

 Other apps that have stored data or 
functionality that can be manipulated (2 
factor SMS app, VPN app) 

 

 Mobile Security  



Gartner 
 By 2019, 80% of vulnerability assessment (VA) vendors will offer 
enterprise mobility management (EMM) integration capabilities 
to assess mobile devices, up from 20% today.  

  

 By 2017, 40% of enterprises will deploy or extend their VA 
solution to cover  smartphones and tablets, up from 5% today. 

  
 Article: Four Ways to Close the Gap Between Enterprise 
Mobility and Vulnerability Management 

  
 Mobility and security specialists who assume enterprise 
mobility management tools are mature and work like legacy PC 
management tools can lose control of their devices. 

  
 Article: How to Avoid the Top 10 EMM/MDM Deployment 
Mistakes 

 
 



The Team 



Pilots 
 www.shevirah.com  

 georgia@shevirah.com  

 @shevirahsec 
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Anatrope 
Business Intelligence Through Wireless 

Automotive Technologies 





What 
Your customers’ cars  

 
Why 
Targeted consumer advertising with location-based services 
 Fleet management 
Perimeter access 

 
How 
Radio signals emanating from vehicles MMY 2005+ 
 Sensors placed on bollards, fences, gates to park lots and 

garages, toll collection booths, locations with high-crime 
 



The Technology 
Identify vehicles 
remotely using signals 
emanating from the 
vehicle 





 
 

Image: http://www.npr.org/programs/watc/features/2002/jan/security/020126.security.html 



Location 
based services 

Images: “The Italian Job” and DOT 

 





Sensors at 
gas stations, 
truck stops, 
fast food 
restaurants 

Images: http://www.ctpost.com/news/article/State-checks-trucker-violations-as-part-of-
safety-1421102.php#photo-1049436 
http://detroit.cbslocal.com/2011/02/14/gas-station-tv-sees-record-breaking-revenues-
profits/ 

 
 







Image: http://www.legacy.widelite.com/slideshow/rivers-casino 





Tiffany Rad, BS, MBA, JD 
Independent security research, 10+ years of industry 

experience including Forbes 20 companies and US 
defense contractors for vehicle research 
Board Member of the National Academies of 

Science’s Protection of Transportation Infrastructure 
from Cyber Incidents Panel 
Co-author of Cyber-Enabled Economic Warfare 

Against the Transportation Sector report for the US 
Senate Intelligence Committee  
Computer Security Engineer for Battelle Institute’s 

Center for Advanced Vehicle Engineering (CAVE), 1.5 
years 

 

 



 

Teague Newman, GIAC-GPEN, GIAC-GCIH 
 

• Independent security researcher 
• SANS Advanced Penetration Testing Subject 

Matter Expert 
• Professional penetration tester 
• Lead Training Partner for Core Security 

Technologies 
• Physical/Electronic security consultant 
• Vehicle racing, computer tuning & modification 

hobbyist for over 15 years 



Tiffany Rad, CEO 
Tiffany@anatrope.com 
 

Contact  Anatrope, Inc. 
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Atomicorp 

Security for Everyone 



www.atomicorp.com 

● Security solutions 
are complicated  

 
● No defense in depth 

 
● Lack fundamental 

foundations 
 

● No compatibility 



www.atomicorp.com 



 
 
 
 
 
 

● Grown to over 1200 global 
customers in 24 months 

www.atomicorp.com 



● Build defense depth 
 
● Automate routine security functions 

 
● Reduce costs 

 
 

 

www.atomicorp.com 



•Hardened Kernel 
 

•Web Application 
Firewall 
 

•Host Intrusion 
Detection System 
 

•Virtual patching 
 

•Threat intelligence 

www.atomicorp.com 



● AS/L installs on your existing server 
 

 
● Hardens existing infrastructure without additional hardware 

 
 

● Works in harmony with other security products (Symantec, 
McAfee, Palo Alto, etc.) 
 

 
● Real-time defense as threats are detected across the AS/L 

network of users 
 
 
 

 www.atomicorp.com 





www.atomicorp.com 

51% 

20% 

13% 

10% 
6% 

% of Sales 

Web Hosting
Services

E-Commerce

Higher Education

Governments

DevOps

● Partners  
 
 
 
 
● Customers (currently serving customers on all 7 continents)  



From Terra Firma to the Cloud 
 

We’ve got you covered  
 

ATOMIC SECURED by ATOMICORP 

Contact Cliff Richardson @ 703-266-6006  
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68 Copyright 2015, MSB. All rights 
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Prioritize Security Risk. Intelligently. 



Copyright 2015, MSB. All rights reserved. MSB Proprietary and Confidential 

Do you ever feel like this guy? 

* t.scudiero.com 

69 
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Overwhelming security threats & changes 
Example: 400-1000 new vulnerabilities identified 

every month 
 

70 
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This is not a new problem… 

71 
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…But it’s getting worse 

72 

Minneapolis Post 

Shareholder advisory firm: Target 
should drop most board members 
Institutional Shareholder Services suggested that members of Target’s 
audit and corporate responsibilities committees, including Austin, 
should not be re-elected since risk assessment and oversight of 
reputational risk were part of their duties. 

The Gazetter 

Target's 1Q profit down 16% as it 
deals with customer data breach 
fallout 
Target cut its annual profit outlook Wednesday and said its first-quarter 
earnings fell 16 percent as it took another hit from a massive customer 
data breach and a troubled expansion in Canada  
 
Target cut its annual profit outlook Wednesday and said its first-quarter 
earnings fell 16 percent as it took another hit from a massive customer 
data breach and a troubled expansion in Canada 

Associated Press 

Target CEO Gregg Steinhafel 
resigns following last year's 
security breach 
Target Corp. CEO is the latest casualty of the widespread data breach 
that saw hackers steal personal data and credit card information from 
millions of customers. 
On Monday, the Minneapolis-based retail chain announced that 35-year 
company veteran Gregg Steinhafel had stepped down effective 
immediately. 
 

Target Seeks New Chief 
Information Officer After Data 
Breach 
Target Corp, still reeling from a security breach that exposed the 
personal information of tens of millions of customers, is seeking a new 
top technology executive to help prevent future attacks.  
The company is searching externally for a candidate to replace Beth 
Jacob, who resigned today after holding the chief information officer 
post since 2008. The new executive will help revamp 

NEGLIGENCE PROFITS DOWN 

FIRINGS 
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Data analysis requires legions of staff 

73 

Environmental 
Factors 

Vulnerabilities 

Threats 

EXTERNAL DATA 

SIEM 

Asset Management 

Policies & Procedures 

Vulnerability Scanning 

Consulting 

Compliance 

INTERNAL DATA 
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Security i-Cue™ solves this problem 
 
 

Automated analysis for risk prioritization 

74 

Environmental 
Factors 

Vulnerabilities 

Threats 

EXTERNAL DATA 

SIEM 

Asset Management 

Policies & Procedures 

Vulnerability Scanning 

Consulting 

Compliance 

INTERNAL DATA 

A
U
T
O
M
A
T
E 
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Security i-Cue™ delivers… 

75 

Continuously 
Monitors 
Security Provides 

Transparency 

Automates 
Compliance 

What-if/ 
Trade off 
Analyses 

Prioritizes 
Workload 

Identifies  
Critical 
Risks 
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Automated calculation of business risks 

76 

Proprietary 
Analytics Engine 

Reports & 
Trends 

What-if/ 
Trade off 
Analyses 

Identifies 
Critical Risks 

Prioritizes 
Workload 
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Boards are demanding security risk 
information 

77 
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Security i-Cue™ is the answer to: 

78 

• Understanding and analyzing 
cybersecurity data 
 

• Providing a common language for 
business and security 
 

• Identifying the critical business 
risks 
 



79 Copyright 2015, MSB. All rights 
reserved. 

CEO Alfred Seifert, CISSP 
aseifert@msbai.com  
703-553-2571 

Prioritize Security Risk. Intelligently. 



Back up Slides 

 

Copyright 2014, MSB. All rights 
reserved. 80 
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Large market opportunity 
 

• Targeting Fortune 1000 & large government entities 

• Market size is $5B – growing to $9.9B by 2018 

• Timing is right  

 
 
 

81 
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Customer Interest 

82 
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Product Roadmap and Go-To-Market Milestones 

83 

Q3 2013 
Gov’t Appliance Release ■ 

Q4 2014 
Commercial Beta Appliance Release 
Cloud Subscription Service ■ 

■ 

Q2 2015 
Enterprise Appliance Release ■ 

ENTERPRISE 
AGGREGATOR 

APPLIANCE 

GLOBAL AGGREGATOR 
APPLIANCE 

■ DHS Contract Win 

DIVISION LEVEL 
APPLIANCE 
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Founding team 
 
 
• Four startups 
• Successful exits 
• Long work history 
• Security credentials 

84 

Al Seifert 

Stuart Kurkowski, PhD 

Eric Garnett 



Copyright 2015, MSB. All rights reserved. MSB Proprietary and Confidential 

Financial Assumptions 
Projected sales cycle – 9 to 18 months 
 
License Fees 

• Enterprise suite– comprehensive installations at $2.0M to $3.9M  

• Large company– 6 to 10 Units at $1.3M to $1.95M  

• Medium size company– 2 to 5 Units $310K to $730M 

• Maintenance Fee – 20% per installation price 

     Revenue Targets 
 

85 

Year Units Revenue 
2014 1 $50,000 
2015 15  $2.6 million 
2016 36   $6.3 million 
2017 110   $19.2 million 
2018 175   $30.6 million 
2019 300  $52.5 million 
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BiJoTi 
 SECURITY PERFORMANCE MANAGEMENT 

BiJoTi.be Info@BiJoTi.be 



Midmarket Cybersecurity 
Challenges 

“Forty percent of the data-security 
breaches experienced by 
organizations arise from attacks on 
their suppliers.” - The Information Security Forum (ISF)  

 



Case Study 

475 PERSON DEFENSE CONTRACTOR 

5 TECHNOLOGY PEOPLE 

2 IT PEOPLE 

1 NETWORK ADMIN 

1 APP DEVELOPER 

1 DIRECTOR 



“Logs?” 
 

Case Study 



BiJoTi.be Info@BiJoTi.be 

Compliance 

Security  
Monitoring 

Long Term 
Log Storage  

Modular 
 Partner  
Toolbox 

Case 
 Management 

Security  
Performance 
 Management 

SPM 

Actionable  
Intelligence 



 Security as a Service 
 Easy-To-Use Web Based Dashboard 
 Maximize existing security infrastructure 
 Reduce your cost 
 Prove your compliance 
 Maximize the efficiency of your team! 

Security Performance 
Management 



Competition 
Splunk 

Arcsight 

Papertrail 

Loggly 

Dell Secureworks 

Managed Security Correlation 
Causation 

Log Management Intrusion Detection 

BiJoTi 
Hits the mark 

Sophos 
Fortinet 

Mosaic 

LogLogic 

Alienvault 

Ease of Implementation 
Provable Compliance 

Use your existing Security Infrastructur  



Traction 
Product Release! 

Customer! 

Channel Partner! 



Market Movement 



The Gift 



Thank you! 
BiJoTi.be 

Josh@BiJoTi.be 



APPENDIX 
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MACH37 Project Presentations 

Summary Questions 



Do you feel you received enough detail about the 
products and/or services to decide whether to invest in it 

or not? 

1. Strongly Agree 
2. Agree 
3. Neutral 
4. Disagree 
5. Strongly Disagree 

1. 2. 3. 4. 5.

0% 0% 0%0%0%



Pick one product which you would 
recommend investing in first 

1. Presenter #1- Eunomics  
2. Presenter #2- Shevirah  
3. Presenter #3- Anatrope 
4. Presenter #4- Atomicorp 
5. Presenter #5- MSB 
6. Presenter #6- Axon 
7. Presenter #7- Syncurity 
8. Presenter #8- Bijoti 

1. 2. 3. 4. 5. 6. 7. 8.

0% 0% 0% 0%0%0%0%0%



If there is one product you would be interested in 
being a POC/Beta evaluator, which one would it be? 

1. Presenter #1- Eunomics  
2. Presenter #2- Shevirah  
3. Presenter #3- Anatrope 
4. Presenter #4- Atomicorp 
5. Presenter #5- MSB 
6. Presenter #6- Axon 
7. Presenter #7- Syncurity 
8. Presenter #8- Bijoti 

1. 2. 3. 4. 5. 6. 7. 8.

0% 0% 0% 0%0%0%0%0%



MACH37 

Thank you! 
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SEC501-09 

Mark Martens 
Information Assurance Specialist 
 
ISOAG 
May 6th, 2015 
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Dates 
• ORCA  

– December 24th 2014 
• Final Revision  

– February 22nd 2015 
• Effective Date 

–  May 1st  
• Compliance Date 

– August 1st 
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Changes 
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Changes Continued 
• Not applicable to COV 

– Cost, Effectiveness, Security Posture, etc.. 
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Comments 
• 118 Comments 
• 14 Commenters 
• 9 agencies  
• 1 private company 
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Title not Relevant 

Questions 
  

????????????? 
 

You may also send any questions to : 
CommonwealthSecurity@VITA.Virginia.Gov 
 

mailto:CommonwealthSecurity@VITA.Virginia.Gov


145 www.vita.virginia.gov 145 

Upcoming Events 
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2015 IS Security Conference 
    
   Presentations from last month's Second Annual 

Commonwealth Security Conference now are posted on 
the VITA website for security and other IT professionals 
to use as references. The sold-out event was highly 
successful. 

 
 The presentations can be viewed at the link below: 

      
http://www.vita.virginia.gov/itac/default.aspx?id=6442472004 

   
 
   
      
 

http://www.vita.virginia.gov/itac/default.aspx?id=6442472004
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Spring 2015 CISM and CISA Review Courses 
Spring 2015 CISM and CISA Review Courses 

  
    The ISACA Virginia Chapter is sponsoring our annual 3-day intense 

Spring CISM and CISA Review Courses. The review program has 
been developed to assist those who plan to sit for the CISM or 
CISA exam. This 3-day review course focuses on the key points 
covered in the exam then followed by class practice questions and 
discussions. All of this at a very affordable rate. 

 
   Register here: 

  CISM: CISM 2015 Spring Registration 
   CISA:  CISA 2015 Spring Registration 
 
 

http://www.cvent.com/events/spring-2015-cism-review-course/event-summary-ad87c8bd6a174ead8aa78d878c855ccf.aspx?i=841df866-486d-4090-b5f5-b26416f6778c
http://www.cvent.com/events/spring-2015-cisa-review-course/event-summary-88373183cffb41f6aa0a8cf526e8d32b.aspx?i=a74b6742-62e3-4048-9171-c4765536cfd8
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Spring 2015 CISM and CISA Review Courses 
       
      
  

  When:  Saturday, May 9, 2015 -   from 8:30am to 4:30pm  
                                              Saturday, May 16, 2015 - from 8:30am to 4:30pm  
                                              Saturday, May 30, 2015 - from 8:30am to 4:30pm  
 
  Where: Hilton Richmond Hotel at Short Pump 
                                              12042 West Broad Street 
                                               Richmond VA 23233 
 
  Fees :   Member $450.00 
                                              Non-Member $500.00 
 
Course price includes Continental Breakfast, lunch and refreshments during 
breaks. Anyone who fails to make payment online will not be considered an 
attendee unless special arrangements are made with VA ISACA Chapter 
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IS Orientation 
 
 

  
 
   
      
 

  When:   Thursday, June 16th, 2015 
  Time:    1:00 pm to 3:00 pm 
  Where:  CESC , Room 1211 
 
  Register here:   
 http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10 
 
  

http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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Future ISOAG 
 
   

 

 June 3, 1:00 - 4:00 pm @ CESC 
 Speaker: Bruce Bryant, CA Technologies 
 
     
  
     
 
 
 
                                              
 
 
 
 
 
  
 
   
   

   
 
 
 
 
 
 

ISOAG meets the 1st Wednesday of each month in 2015 
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ADJOURN 
THANK YOU FOR ATTENDING 

Picture courtesy of www.v3.co.uk 
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