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ISOAG June 2013 Agenda 
I. Welcome & Opening Remarks         Michael Watson, VITA 

 
II. Who Doesn’t Want to Be Lean & Agile?  Andrea Ross, DOC & 
        Zacc Allen, DOC 
 
III. SEC501-07 Top 20 Critical Controls Ed Miller, VITA 
 
IV. Preview-Risk Management Standard Jonathan Smith, VITA 
 
V. Encryption Techniques   Bob Baskette, VITA        
         
VI. Upcoming Events & Other Business      Michael Watson, VITA 

 
VII. Partnership Update          Bob Baskette, VITA  

      Michael Clark, NG 
    
       
 
     

 



   
ZACC ALLEN 
APPLICATION DEVELOPMENT MANAGER 

Andrea Ross 
Business Systems Analyst 



 Projects go over budget and over deadline  
 Bloatware 
 Security is an afterthought 
 Don’t adapt well to change 
 Resource constraint 
 IT Process  

 



Kanban 

Agile 

Lean  



Value 

Value Stream 

Flow 

Pull 

Perfection 



 Lean Manufacturing 
 Lean Construction 
 Lean Medicine 
 Lean Government 
 Lean Corrections 
 Lean IT Security 
 Lean IT (Agile, Scrum, XP, TDD, Kanban) 

 





1. Visualize the work  
2. Limit Work in Progress 
3. Manage flow 
4. Make policies explicit 
5. Improve collaboratively 



Flow 

X 



Flow 



1. Visualize the work  
2. Limit Work in Progress 
3. Manage flow 
4. Make policies explicit 
5. Improve collaboratively 



Stop Starting, Start Finishing 



1. Visualize the work  
2. Limit Work in Progress 
3. Manage flow 
4. Make policies explicit 
5. Improve collaboratively 
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1. Visualize the work  
2. Limit Work in Progress 
3. Manage flow 
4. Make policies explicit 
5. Improve collaboratively 



 Establish a performance baseline 
 Team Retrospective Meetings 
 Use metrics to improve 



 CapitalKanban.org 
 AgileRichmond.org 
 Kanban: Successful Evolutionary Change for 

Your Technology Business by David Anderson 
 Local Consulting firms provide coaching 
 Zacc Allen and Andrea Ross at DOC 
 http://www.giac.org/paper/gsec/3069/lean-

thinking-information-security/105102 
 
 



DEPARTMENT OF CORRECTIONS 
   
 
 
 
 
 
 

ZACC ALLEN 
APPLICATION DEVELOPMENT MANAGER 

 



Topics to Cover: 
 
1. What area of business we are piloting and 
why. 
 
2. Improvements in performance through the 
use of Kanban 
  
3. Retrospectives (Continuous improvement)  
 

  
 
 
  
 



Report Building 
Problems: 

 
 
 

  
 
 
  
 
 

Problems include: 
•Users frustrated that reports were taking too long (45 
days) 
•Some users frustrated that their reports were not 
prioritized 
•Analyst frustrated at the lack of a defined process 
•Developers unsure what priority is 
•Developers indicate no one tests their reports 
•Team is frustrated that reports are built, but no one is 
using them 
•Managers say every one is understaffed 



Report Building 
Process Improvements: 

 
 
 

  
 
 
  
 
 

•Statistics 
• We receive approximately 24 report request per 

month 
• 288 on average per year   
• Average time to implement report prior to Kanban 

was 45 days 
•Improvements 

• Stand ups and Visible board increase visibility for 
technicians, managers and business stakeholders 

• Continue……  



Report Building 
Process Improvements: 

 
 
 

  
 
 
  
 
 

•Improvements 
• We have reduced the amount of expedited reports 
• Business users are now negotiating among 

themselves on prioritization instead of IT making 
the decision  

• Customer Satisfaction has increased 
• Report turn around time is 28 days compared to 45 

days  
 



Picture of DOC Kanban Board 
 
 
 

  
 
 
  
 
 
 

•Backlog 
•Input Queue  
•Analysis  
•Development              Columns on Kanban Board  
•Testing  
•Deployment  



Picture of DOC Kanban Board 
 
 
 

  
 
 
  
 
 
 

•  VACoris Users 
•  Executive Staff 
•  Unit Heads                          Rows on Kanban Board  
•  Coris Project Releases 

WIP 
Limits 



Picture of DOC Kanban Board 
 
 
 

  
 
 
  
 
 
 

Kaizen 
Events 

Long Term 
Storage 

Wastebasket 

Card 
Description 



Retrospectives: 
 
 
 

  
 
 
  
 
 
 

•  Went from Quarterly Retrospective meetings to Bi-
weekly because the staff requested more frequent 
meetings for Continuous improvements  
•  We utilize a “Lean Coffee” technique in retrospectives 
(Explanation)  
 



Average Cycle Time: 
 
 
 

  
 
 
  
 
 
 

28 



Cumulative Flow 
Diagram: 

 
 
 

  
 
 
  
 
 



Conclusions: 
 
 
 

  
 
 
  
 
 
 

•  Easy to implement (KISS Principal)  
•  Low Cost to implement  
•  Increase visibility and communications  
•  Increase business participation  
•  Defines a process and encourages continuous 
improvement  
•  Clearly shows where barriers/blocks have occurred 



Resources: 
 
 
 

  
 
 
  
 
 
 

•  Learn more about Lean Coffee at http://leancoffee.org/ 
•  Learn more about Kanban http://www.meetup.com/Capital-
Kanban] or www.capitalkanban.com  
   

http://leancoffee.org/
http://www.meetup.com/Capital-Kanban
http://www.meetup.com/Capital-Kanban
http://www.capitalkanban.com/
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SEC501-07 & the Top 
20 Critical Controls 

(and the low hanging fruit) 
 

 
 Ed Miller 

CISA, CIA, CISM, CIPP/IT 

SEC501-07  
& the  

Top 20 Critical 
Controls 

(getting the low hanging 
fruit) 

 
Ed Miller CISA CIA CISM 

CIPP/IT 
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 What are the Top 20 Critical Controls? 
• In 2008, the Secretary of Defense asked the 

NSA for help in prioritizing the myriad security 
controls that were available for cyber security. 
 

• The objective was to help DoD prioritize its 
cyber security spending.  
 

• "first fix the known bads" became the mandate. 
That meant no control should be made a priority 
unless it could be shown to stop or mitigate a 
known attack.  
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Why use them 

• Experts contend that the Top 20 Control 
objectives will radically lower the cost of 
security while improving its effectiveness.  
 

• The US State Department demonstrated an 
80% reduction in "measured" security risk 
through the rigorous implementation, 
automation and measurement of the Top 20 
Controls. 
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The Methodology 

• Focusing on the top critical control objectives 
provides a prioritized, risk-based approach to 
security based on actual threats.  
 

• The objectives focus on cost efficiency, 
measurable results, scalability, and reliability.  
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The Methodology 
• Use knowledge of the past: Learn from actual attacks that have 

compromised systems to provide the foundation to build effective 
defenses.  
 

• Metrics: Establish common metrics to measure the effectiveness 
of security controls. 
 

• Continuous monitoring: Carry out continuous monitoring & 
auditing to test and validate whether security measures are 
working as intended. 
 

• Automation: As much as possible, automate defenses so that you 
can achieve reliable, scalable, & continuous measurements of their 
adherence to the controls and related metrics. 
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Relationship to NIST 
• NIST has provided us with a very 

comprehensive set of security controls in NIST 
Special Publication 800-53 which we have 
adapted to SEC501-07.  There are over 150 
main controls, most of them with multiple sub-
parts. 
 

• The Top 20 Critical Controls attempts to 
identify a subset of these security controls that 
we can focus on as the top control objectives 
that can help prevent an attack.  
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The Low Hanging Fruit 
• The 20 Critical Control objectives primarily address 

technical control areas.   
 

• However, there are many controls that must be 
implemented in order to address just one critical 
control objective.  Most of these controls can be 
mapped to NIST 800-53 or SEC501-07. 
 

• This presentation focuses on how to start addressing 
these critical control objectives by starting with the 
“low hanging fruit” and building from there. 
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Critical Control 1:  
Inventory of Authorized and Unauthorized Devices 

 • Rationale - Many criminal groups and nation 
states deploy systems that continuously scan 
address spaces of target organizations waiting 
for new, unprotected systems to be attached to 
the network.  

• Additionally, attackers frequently look for 
experimental or test systems that are briefly 
connected to the network but not included in 
the standard asset inventory of an 
organization. 
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Critical Control 1:  
Inventory of Authorized and Unauthorized Devices 

• Low hanging fruit: Maintain an asset 
inventory of all systems connected to the 
network and the network devices themselves, 
recording at least the network addresses, 
machine name(s), purpose of each system, an 
asset owner responsible for each device, and 
the department associated with each device. 
 

• Related Controls SEC501-07: CM-8 
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Critical Control 2:  
Inventory of Authorized and Unauthorized Software 

 • Rationale: Computer attackers deploy systems that 
continuously scan address spaces of target 
organizations looking for vulnerable versions of 
software that can be remotely exploited.  
 

• Some attackers also distribute hostile web pages, 
document files, media files, and other content via their 
own web pages or otherwise trustworthy third-party 
sites.  
 

• Without the ability to inventory and control which 
programs are installed and allowed to run on their 
machines, enterprises make their systems more 
vulnerable. 



44 

Critical Control 2:  
Inventory of Authorized and Unauthorized Software 

 • Low hanging fruit: Make a list of authorized 
software that is required in your agency for 
each type of system, including servers, 
workstations, and laptops of various kinds and 
uses.  
 

• Related Controls SEC501-07: CM-1, CM-2 
CM-3, CM-5, CM-7, CM-8, CM-9, SA-6, SA-7 
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Critical Control 3 - Secure Configurations for Hardware 
and Software on Laptops, Workstations, and servers 
 

• Rationale: On both the Internet and on 
compromised internal networks, automated 
computer attack programs constantly 
search target networks looking for systems 
that were configured with vulnerable 
software installed the way it was delivered. 
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Critical Control 3 - Secure Configurations for Hardware 
and Software on Laptops, Workstations, and servers 
 • Low hanging fruit: Strict configuration 
management should be followed. Have a secure 
image that is used to build or re-build all new 
systems that are deployed at your agency. 
Regular updates to this image need to be 
integrated into your agency’s change 
management processes.  
 

• Related Controls SEC501-07: CM-1, CM-2, 
CM-3, CM-5, CM-6, CM-7, SA-1, SA-4, SI-7  
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Critical Control 4:  
Continuous Vulnerability Assessment and Remediation 

 • Rationale: Soon after new vulnerabilities are discovered 
and reported by security researchers or vendors, attackers 
engineer exploit code and then launch that code against 
targets of interest.  
 

• Any significant delays in finding or fixing software with 
critical vulnerabilities provides ample opportunity for 
persistent attackers to break through, gaining control over 
the vulnerable machines and getting access to the sensitive 
data they contain.  
 

• Agencies that do not scan for vulnerabilities and address 
discovered flaws proactively face a significant likelihood of 
having their computer systems compromised. 
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Critical Control 4:  
Continuous Vulnerability Assessment and Remediation 

 • Low hanging fruit:  
• Subscribe to vulnerability intelligence services & 

vendor updates in order to stay aware of emerging 
exposures. 

• Run automated vulnerability scanning tools against 
all systems on your networks on a frequent basis. 

• Deploy automated patch management tools & 
software update tools for operating system and 
software/apps on all systems for which such tools 
are available and safe. 
 

• Related Controls SEC501-07: RA-3, RA-5  
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Critical Control 5:  
Malware Defenses 

 • Rationale: Malicious software is a very dangerous 
threat.  Malware can target end-users and agencies 
via web browsing, email attachments, mobile 
devices, and other vectors.  

• Malicious code may tamper with the system's 
contents, capture sensitive data, and spread to 
other systems.  

• Newer malware tries to avoid signature-based and 
behavioral detection, and may disable anti-virus 
tools running on the targeted system.  

• Anti-virus and anti-spyware software helps defend 
against these threats by attempting to detect 
malware and block its execution. 
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Critical Control 5:  
Malware Defenses 

 • Low hanging fruit:  
• Employ automated tools to continuously monitor 

workstations, servers, and mobile devices for 
active, up-to-date anti-malware protection. 

• All e-mail attachments entering the organization's 
e-mail gateway should be scanned and blocked if 
they contain malicious code or file types unneeded 
for the organization's business.  
 

• Related Controls SEC501-07: SC-18, SC-26, SI-
3 
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Critical Control 6: 
 Application Software Security 

 • Rationale: Attacks against vulnerabilities in web-based 
and other application software are a top priority for 
hackers.   
 

• Application software that: 
 
• does not properly check the size of user input,  
• fails to sanitize user input by filtering out unneeded but 

potentially malicious character sequences,  
• or does not initialize and clear variables properly  

 
could be vulnerable to remote compromise.  

 
• Attackers can inject specific exploits, including buffer 

overflows, SQL injection attacks, and cross-site scripting. 
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Critical Control 6: 
 Application Software Security 

 • Low hanging fruit:  
• At a minimum, developers need to create explicit error 

checking for all input. 
• Maintain separate environments for production and 

nonproduction systems. Developers should not typically 
have unmonitored access to production environments. 

• Test in-house-developed and third-party-procured web 
applications for common security weaknesses using 
automated remote web application scanners prior to 
deployment, whenever updates are made to the application 
and on a regular recurring basis. 
 

• Related Controls SEC501-07: CM-7, RA-5, SA-3, SA-4, 
SA-8, SI-3, SI-10 
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Critical Control 7:  
Wireless Device Control 

 
• Rationale: Major data thefts have been initiated by attackers who have 

gained wireless access to organizations from nearby parking lots, 
bypassing organizations' security perimeters by connecting wirelessly to 
access points inside the organization.  
 

• Wireless clients that accompany travelling employees are infected on a 
regular basis through remote exploitation while in cyber cafes. Such 
exploited systems are then used as back doors when they are 
reconnected to the network of a target organization.  
 

• Still other organizations have reported the discovery of unauthorized 
wireless access points on their networks, planted and sometimes hidden 
for unrestricted access to an internal network.  
 

• Because they do not require direct physical connections, wireless devices 
are a convenient vector for attackers to maintain long-term access into a 
target environment. 
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Critical Control 7:  
Wireless Device Control 

 • Low hanging fruit:  Ensure that each wireless 
device connected to the network matches an 
authorized configuration and security profile, 
with a documented owner of the connection 
and a defined business need. Agencies should 
deny access to those wireless devices that do 
not have such a configuration and profile.  
 

• Related Controls SEC501-07: AC-17, AC-18, 
SC-9, SC-24, SI-4 
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Critical Control 8:  
Data Recovery Capability 

 • Rationale: When attackers compromise machines, 
they often make significant changes to 
configurations and software.  

• Sometimes attackers also make subtle alterations 
of data stored on compromised machines, 
potentially jeopardizing organizational effectiveness 
with polluted information.  

• When the attackers' presence is discovered, 
organizations without a trustworthy data recovery 
capability can have extreme difficulty removing all 
aspects of the attacker's presence on the machine. 
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Critical Control 8:  
Data Recovery Capability 

 • Low hanging fruit: 
• Ensure that each system is automatically backed up on 

a system owner approved schedule. 
• Data on backup media should be tested on a regular 

basis by performing a data restoration process to 
ensure that the backup is properly working. 

• Ensure that key personnel are trained on both the 
backup and restoration processes. 

• Ensure that backups are properly protected via physical 
security or encryption when they are stored. 
 

• Related Controls SEC501-07: CP-9, CP-10  
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Critical Control 9: Security Skills Assessment and 
Appropriate Training to Fill Gaps 

 
• Rationale: Any agency that hopes to be ready 

to find and respond to attacks effectively owes 
it to their employees and contractors to find the 
gaps in their knowledge and to provide 
exercises and training to fill those gaps. 
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Critical Control 9: Security Skills Assessment and 
Appropriate Training to Fill Gaps 

 • Low hanging fruit: 
• Develop security awareness training for various personnel job 

descriptions.  
 

• Awareness activities should be carefully validated with policies & 
training. Policies tell users what to do, training provides them the 
skills to do it, and awareness changes their behavior so that they 
understand the importance of following the policy. 
 

• Create metrics for all policies to measure employee understanding 
and compliance. 
 

• Related Controls SEC501-07: AT-1, AT-2, AT-3 
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Critical Control 10:  

Secure Configurations for Network Devices  

• Rationale: Attackers take advantage of the fact 
that network devices may become less securely 
configured over time as users demand exceptions 
for specific and temporary business needs, the 
exceptions are deployed, and those exceptions are 
not undone when the business need is no longer 
applicable.  
 

• Making matters worse, in some cases, the security 
risk of the exception is never properly 
analyzed, nor is this risk measured against the 
associated business need. 
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Critical Control 10:  

Secure Configurations for Network Devices  
• Low hanging fruit:  
• Compare firewall, router, and switch configurations against 

standard secure configurations defined for each type of network 
device in use by the agency.  

• Be sure that the security configuration of these devices are 
documented, reviewed, and approved.  

• Any deviations from the standard configuration or updates to the 
standard configuration should be documented and approved in a 
change control system.  

• All control exceptions must be properly documented and 
approved! 
 
 

• Related Controls SEC501-07: AC-4, CM-1, CM-2, CM-3, CM-5, 
CM-6, CM-7, IA-2, IA-5, IA-8, RA-5, SC-7,SC-9 
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Critical Control 11: Limitation & Control of Network 
Ports, Protocols, & Services 

 • Rationale: Attackers search for remotely accessible network 
services that are vulnerable to exploitation. Common 
examples include poorly configured web servers, mail 
servers, file and print services, and DNS servers installed by 
default on a variety of different device types, often without a 
business need for the given service.  
 

• Some software packages may automatically install services 
and then turn them on as part of the installation of the main 
software package without informing a user or administrator 
that the services have been enabled.  
 

• Attackers scan for such issues and attempt to exploit these 
services, often attempting default user IDs and passwords or 
widely available exploitation code. 
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Critical Control 11: Limitation & Control of Network 
Ports, Protocols, & Services 

 • Low hanging fruit:  
• Services needed for business use across the internal 

network should be reviewed routinely via a change control 
process.   

• Periodically require business units to re-justify the business 
use of a service.  

• Be sure that services that are turned on for projects or 
limited engagements are turned off when they are no longer 
needed and properly documented. 

• All services should be kept up to date and any unnecessary 
components uninstalled and removed from the system. 
 

• Related Controls SEC501-07: CM-6, CM-7, SC-7  
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Critical Control 12:  
Controlled Use of Administrative Privileges 

 • Rationale: According to many experts, the misuse of 
administrator privileges is the number one method for attackers to 
spread inside a target enterprise.  
 

• A very common attack takes advantage of uncontrolled 
administrative privileges.  In the attack, a user is fooled into 
opening a malicious email attachment, downloading and opening a 
file from a malicious web site, or simply surfing to a website 
hosting attacker content that can automatically exploit browsers.   
 

• If the exploit is successful and if the user's account has 
administrative privileges, the attacker can take over the victim's 
machine completely and install keystroke loggers, sniffers, and 
remote controls software to find administrator passwords and 
other sensitive data. 
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Critical Control 12:  
Controlled Use of Administrative Privileges 

 • Low hanging fruit:  
• Limit local admin rights. 
• Require that administrators establish unique, different 

passwords for their administrator & non-administrator 
accounts.  

• Administrative accounts should never be shared. Each 
person requiring administrative access should be given a 
separate admin account.  

• Passwords should be complex & changed frequently. 
• Ensure all service accounts have complex passwords that 

are also changed frequently. 
 

• Related Controls SEC501-07: AC-6, AC-17, AC-19, AU-2 
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Critical Control 13 –  
Boundary Defense 

 • Rationale: Attackers focus on exploiting 
systems that they can reach across the 
Internet, which include not only DMZ systems, 
but also workstation & laptop computers that 
pull content from the Internet through network 
boundaries.  

• In the Commonwealth, boundary lines between 
internal & external networks are diminishing 
because of increased interconnectivity within 
and between agencies & outside organizations. 
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Critical Control 13 –  
Boundary Defense 

 • Low hanging fruit: Deploy IDS that look for 
unusual attack mechanisms and detect 
compromise of these systems.  

• Deploy IPS devices to compliment IDS by 
blocking known bad signature or behavior of 
attacks.  
 

• Related Controls SEC501-07: AC-17, AC-20, 
CA-3, IA-2, IA-8, RA-5, SC-7, SI-4  
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Critical Control 14:  
Maintenance, Monitoring, and Analysis of Audit Logs 

 • Rationale: Deficiencies in security logging 
and analysis allow attackers to hide their 
location, malicious software used for remote 
control, and activities on victim machines.  
 

• Even if the victims know that their systems 
were compromised, without protected and 
complete logging records, the victim is blind 
to the details of the attack and to the 
subsequent actions taken by the attackers. 
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Critical Control 14:  
Maintenance, Monitoring, and Analysis of Audit Logs 

 • Low hanging fruit:  
• Validate audit log settings for each hardware device & the 

software installed on it.  Ensure that logs include a date, 
timestamp, source addresses, destination addresses, & various 
other useful elements of each packet and/or transaction. 

• Ensure that all systems that store logs have adequate storage 
space for the logs generated 

• Develop a log retention policy to make sure that the logs are kept 
for a sufficient period of time. 
 

• Related Controls SEC501-07: AC-17, AC-19, AU-2, AU-3, AU-
4, AU-5, AU-6, AU-8, AU-9, SI-4 
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Critical Control 15: 
 Controlled Access Based on Need to Know 

 • Rationale: Agencies must carefully identify and 
separate their most sensitive data from less 
sensitive, publicly available information on their 
internal networks.  

• In many environments, internal users have access 
to all or most of the information on the network. 
Once attackers have penetrated such a network, 
they can easily find and access important 
information with little resistance.  

• In several high-profile breaches over the past two 
years, attackers were able to gain access to 
sensitive data stored on the same servers with the 
same level of access as far less important data. 
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Critical Control 15: 
 Controlled Access Based on Need to Know 

 • Low hanging fruit:  
• The network should be segmented based on the 

trust levels of the information stored on the 
servers. 

• Enforce detailed audit logging for access to 
sensitive data. 

• Require additional special authentication for 
sensitive data.  
 

• Related Controls SEC501-07: AC-1, AC-2, AC-3, 
AC-4, AC-6, MP-3, RA-2 
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Critical Control 16:  
Account Monitoring and Control 

 • Rationale: Attackers frequently discover and 
exploit legitimate but inactive user accounts in 
order to impersonate legitimate users, thereby 
making discovery of attacker behavior difficult for 
network watchers.  

• Accounts of contractors and employees who have 
been terminated have often been misused in this 
way.  

• Former employees/contractors have been known to 
access accounts left behind long after they have 
left the organization.  
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Critical Control 16:  
Account Monitoring and Control 

 • Low hanging fruit: 
• On a periodic basis, agencies should require that 

managers match active employees & contractors with 
their associated user account. Then disable accounts 
that are not assigned to active employees or 
contractors. 

• Review all system accounts & disable any account that 
cannot be associated with a business process and 
owner.  

• Whenever possible, have an expiration date associated 
with accounts. 
 

• Related Controls SEC501-07: AC-2, AC-3 
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Critical Control 17: 
 Data Loss Prevention 

 • Rationale:  In recent years, attackers have been able to 
steal, in one way or another, terabytes of data, much of it 
sensitive.  
 

• Many attacks occurred across the network, while others 
involved the simple physical theft of laptops and other 
equipment holding sensitive information.  
 

• However, in most cases, organizations were not aware that 
significant amounts of sensitive data were leaving their 
systems because they were not monitoring data outflows.  
 

• The movement of data across network boundaries, both 
electronically and physically, must be carefully scrutinized to 
minimize its exposure to attackers. 
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Critical Control 17: 
 Data Loss Prevention 

 • Low hanging fruit: 
• For Physical loss: Deploy approved hard drive 

encryption software to mobile devices and systems that 
may hold sensitive data.  

• For Network loss: Deploy an automated DLP tool that 
monitors for certain sensitive information (i.e., 
personally identifiable information), keywords, and 
other document characteristics to discover 
unauthorized attempts to extract data across network 
boundaries & block such transfers while alerting 
information security personnel.  
 

• Related Controls SEC501-07: AC-4, MP-2, MP-4, SC-
7, SC-9, SC-13, SC-28, SI-4 
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Critical Control 18:  
Incident Response Capability 

 • Rationale: A great deal of damage has been done to 
agency reputations and a great deal of information has 
been lost in agencies that do not have fully effective 
incident response programs in place.  

• Without an incident response plan, an agency may not 
discover an attack in the first place, or, if the attack is 
detected, the agency may not follow proper procedures 
to contain damage, eradicate the attacker's presence, 
and recover in a secure fashion.  

• If that happens, the attacker may have far higher 
impact on the agency, causing more damage, infecting 
more systems, and possibly stealing more sensitive 
data than would otherwise be possible with an effective 
incident response plan. 
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Critical Control 18:  
Incident Response Capability 

 • Low hanging fruit:  
• Ensure that there are written incident response procedures 

that include a definition of personnel roles for handling 
incidents. 

• Assign job titles and duties for handling computer and 
network incidents to specific individuals. 

• Assemble and maintain information on third party contact 
information to be used to report a security incident. 

• Conduct periodic incident handling training sessions for the 
incident handling team to ensure that they understand 
current threats and risks, as well as their responsibilities in 
supporting the incident handling team. 
 

• Related Controls SEC501-07: IR-1, IR-2, IR-4, IR-5, IR-6,  
IR-8 
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Critical Control 19:  
Secure Network Engineering 

 • Rationale:  Implementing security controls is 
very important, but they can often be 
circumvented in networks that are poorly 
designed.  
 

• Without a carefully planned and properly 
implemented network architecture, attackers 
can bypass security controls on certain 
systems, pivoting through the network to gain 
access to target machines.  
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Critical Control 19:  
Secure Network Engineering 

 • Low hanging fruit: The network should be designed 
using a minimum of a three-tier architecture (DMZ, 
middleware, and private network). Any system 
accessible from the Internet should be on the DMZ, but 
DMZ systems never contain sensitive data. Any system 
with sensitive data should reside on the private 
network and never be directly accessible from the 
Internet.  
 

• Related Controls SEC501-07: IR-4, SA-8, SC-7, SC-
20 
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Critical Control 20:  
Penetration Tests and Red Team Exercises 

 • Rationale: Attackers penetrate networks and 
systems through social engineering and by 
exploiting vulnerable software and hardware. Once 
they get access, they often burrow deep into target 
systems and broadly expand the number of 
machines over which they have control. Most 
organizations do not exercise their defenses so 
they are uncertain about their capabilities and 
unprepared for identifying and responding to 
attack. 

* Pen testing helps us know if defenses are actually 
working.   
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Critical Control 20:  
Penetration Tests and Red Team Exercises 

 
• Low hanging fruit: Conduct regular external and 

internal penetration tests to identify vulnerabilities 
and attack vectors that can be used to exploit 
enterprise systems successfully. Penetration 
testing should occur from outside the network 
perimeter (i.e., the Internet or wireless frequencies 
around an organization) as well as from within its 
boundaries (i.e., on the internal network) to 
simulate both outsider and insider attacks.  
 

• Related Controls SEC501-07: CA-7, RA-3, RA-5 
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Summary 
• Critical Control 1: Inventory of Authorized and 

Unauthorized Devices  
• Critical Control 2: Inventory of Authorized and 

Unauthorized Software  
• Critical Control 3: Secure Configurations for 

Hardware and Software on Mobile Devices, 
Laptops, Workstations, and Servers  

• Critical Control 4: Continuous Vulnerability 
Assessment and Remediation  

• Critical Control 5: Malware Defenses  
• Critical Control 6: Application Software Security  
• Critical Control 7: Wireless Device Control  
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Summary 
• Critical Control 8: Data Recovery Capability  
• Critical Control 9: Security Skills Assessment and 

Appropriate Training to Fill Gaps  
• Critical Control 10: Secure Configurations for 

Network Devices such as Firewalls, Routers, and 
Switches  

• Critical Control 11: Limitation and Control of 
Network Ports, Protocols, and Services  

• Critical Control 12: Controlled Use of 
Administrative Privileges  

• Critical Control 13: Boundary Defense  
• Critical Control 14: Maintenance, Monitoring, and 

Analysis of Audit Logs  
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Summary 
• Critical Control 15: Controlled Access Based on 

the Need to Know  
• Critical Control 16: Account Monitoring and 

Control  
• Critical Control 17: Data Loss Prevention  
• Critical Control 18: Incident Response and 

Management  
• Critical Control 19: Secure Network Engineering  
• Critical Control 20: Penetration Tests and Red 

Team Exercises  
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For further information 
• More information about addressing the 20 

critical controls can be found at the SANS 
website:  
 

 http://www.sans.org/critical-security-
controls/ 

 
Questions? 
 
 

http://www.sans.org/critical-security-controls/
http://www.sans.org/critical-security-controls/
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Preview – IT Risk Management 
Standard 

85 

Jonathan Smith 
Sr. Risk Manager 



86 

Authority 
Code of Virginia, §2.2-2009 
(Additional Powers of the CIO relating to security): ...  
 
H. the CIO shall also develop policies, procedures, and standards that 

shall address the creation and operation of a risk management 
program designed to identify information technology security gaps 
and develop plans to mitigate the gaps. All agencies in the 
Commonwealth shall cooperate with the CIO. Such cooperation 
includes, but is not limited to, (I) providing the CIO with 
information required to create and implement a Commonwealth 
risk management program; (ii) creating an agency risk 
management program; and (iii) complying with all other risk 
management activities. 
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Introduction  
• The intent of this Information Risk Management 

Standard is to establish a baseline for information risk 
management activities for agencies across the 
Commonwealth of Virginia (COV).  
 

• These risk management activities will provide 
identification of sensitive system risks, their associated 
business impact, and a remediation/recommendation 
strategy that will help mitigate risks to agency 
information systems and data.     
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Risk Management Program 
Contents: 
•Business Impact Analysis (BIA) 
•Sensitive System Inventory and Definition 
•Risk Assessment (RA) 
•Vulnerability Scanning 
•Intrusion Detection System (IDS) Reporting 
•Threat, Vulnerability and Risk Definitions 
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Business Impact Analysis 
Reporting requirements: 
 Each agency ISO shall submit the results of the periodic review 

and revision of the agency BIA annually. 
 An online template will be provided to capture the required 

information.  
 Document the required Recovery Time Objective (RTO) based 

on agency and COV goals, objectives, and Mission Essential 
Functions (MEFs), as outlined in the agency Continuity Plan. 

 Document the Recovery Point Objectives (RPO) as outlined in 
the agency Continuity Plan. 
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Business Impact Analysis (con’t) 
Reporting requirements (con’t): 

Document the following additional BIA data objects: 
 Business Function Name.  
 Business Function Owner Name.  
 Date BIA completed.  
 Person Completing the BIA.  
 Primary Objective of the Business Function.  
 Business function internal customers, Commonwealth Agency 

customers, government entity customers, public customers and 
other types of customers, for example vendors.   

 Description of the data used as input to the business function. 
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Business Impact Analysis (con’t) 
Reporting requirements (con’t): 

 The source of the data used by the function, internal, external 
or external and internal to the agency. 

 The destination of the data provided by the function, internal, 
external or external and internal to the agency. 

 The internal systems required by the function. 
 The external systems required by the function.  
 Identify Mission Essential Functions (MEFs).    
 Indicate whether the business function uses sensitive data.  

 



92 

Sens. System Inventory & Definition 
Requirements:  
  

Each agency ISO shall: 
 

Document each sensitive IT system owned by the agency, 
including its ownership and boundaries, and update the 
documentation as changes occur.   

 
 



93 

Risk Assessment 
Reporting Requirements: 

The Agency Head or designee shall submit to the CISO the 
following information: 
 A record of all completed IT Risk Assessments conducted by or 

on behalf of the Agency 
 Agencies are required to use the Risk Register Templates 
 The Risk treatment plan for completed risk assessments must 

be submitted within 30 days of issuing the final risk 
assessment report. An updated risk treatment plan must be 
submitted quarterly (at the end of the quarter), until all 
corrective actions are completed. All corrective action 
quarterly updates submitted must have evidence of agency 
head approval. 
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Risk Assessment 
 IT Risk Assessment Template Fields:  

– Risk Assessment Name 
– Risk ID 
– Risk Summary 
– Vulnerabilities 
– Threats 
– Sensitivity type (e.g. Confidentiality, Integrity and availability) 
– Probability of Threat Occurrence (e.g. low, Moderate, High, Critical) 
– Magnitude of impact (e.g. low, Moderate, High, Critical) 
– Controls in place (brief description) 
– Recommendation due date   
– Exception on file 
– Risk Register - a status of outstanding corrective actions.   
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Vulnerability Scanning 
Requirements: For each IT system classified as sensitive, the 
data owning agency shall: 
 
• Conduct a vulnerability scan of the information system and 

hosted applications at least once every 90-days for publicly 
facing systems and when new vulnerabilities potentially 
affecting the system/applications are identified and reported. 

• Document and report scanned vulnerabilities and related 
remedial actions to CSRM once every 90-days.   

• Report vulnerability scan findings using the template provided. 
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Vulnerability Scanning 
Vulnerability scan reporting template fields: 
• Date of Scan 
• Host Name 
• IP or DNS Entry 
• Vulnerability description 
• Severity level (high, medium, low) 
• CVE # and score 
• Remediation action (e.g. what’s needed … disable port, etc.) 
• Copies of the scan report 
• Results of follow-up scan after remediation action is taken 
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Intrusion Detection System 
Quarterly IDS Reporting Requirements: 
• Name of Agency 
• Date Range for the Report 
• Total number of attacks per month 
• Total number of high attacks per month 
• Total number of medium attacks per month 
• Total number of low attacks per month 
• Top 10 high attacks & number of attacks seen 
• Top 10 Source IPs 
• Top 10 Destination IPs 
• Top 10 Countries of Origin of Attacks with percentages per month 
• Top 10 types of attacks 
• Top 10 inbound attacks by protocol/service/port 
• Top 10 outbound attacks by protocol/service/port 
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Next Steps 
 

June 17, 2013 – IS Council Review 
 
Approx. End of June – ORCA: 30 days 
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Questions 
 

 
 
 

Questions? 
 

You may also send any questions to : 
CommonwealthSecurity@VITA.Virginia.Gov 

 
 

mailto:CommonwealthSecurity@VITA.Virginia.Gov


100 www.vita.virginia.gov 

Encryption Techniques: It’s Not 
One Size Fits All  

Bob Baskette 
Senior Manager, Security Operations 
and Architect 

www.vita.virginia.gov 100 
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SC-13 USE OF CRYPTOGRAPHY 
• Control: The information system 

implements required cryptographic 
protections using cryptographic modules 
that comply with applicable laws, 
directives, policies, regulations, standards, 
and guidance 
 

• Agencies must consider the use of 
encryption to meet applicable laws  

www.vita.virginia.gov 
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AES Basics 
• Advanced Encryption Standard 

 
• Established by NIST in 2001 as a 

specification for the encryption of 
electronic data  
 

• Uses a symmetric-key algorithm and 
requires the same key to be used for both 
encrypting and decrypting the data 

www.vita.virginia.gov 
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AES Specifications 
• Based on the principle known as a 

substitution-permutation network 
 

• Works well when implemented in both 
software and hardware 
 

• Uses a fixed block size of 128 bits 
 

• Used a key size of 128, 192, or 256 bits  
www.vita.virginia.gov 
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AES Specifications 
• The key size determines the number of 

repetitions of transformation rounds that 
convert the plaintext into ciphertext  
 

• The number of cycles of repetition are as 
follows: 
– 10 cycles of repetition for 128-bit keys 
– 12 cycles of repetition for 192-bit keys 
– 14 cycles of repetition for 256-bit keys 

www.vita.virginia.gov 
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Block Cipher Background 
• AES is a Block Cipher 

 
• Block Ciphers encrypt plaintext one block 

at a time 
 

• If the plaintext cannot be divided by the 
block size, padding must be used 
 

• Uses the concept of Modes 
www.vita.virginia.gov 
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Block Cipher Modes 
• Electronic Codebook (ECB) 

 
• Cipher Block Chaining (CBC) 

 
• Counter Block (CTR) 

 

www.vita.virginia.gov 
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Electronic Codebook Mode 
• Most basic form of a block cipher 

 
• Each block is encrypted with the same key 

 
• No entropy or “Randomness” is added 

during the encryption process 
 

• Same block of plaintext will yield the same 
block of ciphertext  

www.vita.virginia.gov 
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Electronic Cookbook Issues  
• Since the same plaintext will yield the 

same ciphertext, repetitious blocks of 
plaintext can be identified 
 

• Can be a significant issue with large blocks 
of 0’s or padding found in network 
protocols and files 
 
 

www.vita.virginia.gov 
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Cipher Block Chaining Mode 
• Adds “Randomness” to the encryption 

process to prevent duplicate blocks of 
plaintext from generating duplicate blocks 
of ciphertext 
 

• The “Randomness” is the result of an XOR 
operation on the next plaintext block using 
the previous block of ciphertext 
 
 
 www.vita.virginia.gov 
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Cipher Block Chaining Mode 
• To encrypt the initial block of plaintext the 

process uses an Initialization Vector since 
no ciphertext block yet exists for the XOR 
operation 
 

• The IV must be the same size as the 
plaintext block size 
 

• The IV must never be repeated 

www.vita.virginia.gov 
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Counter Mode  
• Also uses an Initialization Vector to 

introduce “Randomness” 
 

• The IV is concatenated with a counter 
value that represents the input for the 
encryption algorithm  
 

• The IV has to be less than the block size 
to accommodate the counter value 

www.vita.virginia.gov 
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Counter Mode 
• Counter value starts at zero and is 

incremented by one for each block of 
plaintext that is encrypted 
 

• The IV and counter are encrypted to 
generate the keystream  
 

• The keystream is then XOR with the 
plaintext to generate the ciphertext 

www.vita.virginia.gov 
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Counter Mode 
• Since the “Randomness” is generated 

through the use of a IV + counter the 
algorithm can encrypt all blocks in parallel 
 

• Counter Mode prevents duplicate 
ciphertext so long as the IV is not 
duplicated 
 
 

www.vita.virginia.gov 
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Mode Considerations 
• ECB can be compromised by a Frequency 

Analysis attack since most large datasets 
contain duplicate plaintext data 
 

• CBC can be compromised by a Bit-Flipping 
attack where the ciphertext or IV is 
altered prior to decryption to manipulate 
the resultant plaintext data 

www.vita.virginia.gov 
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Questions??? 
 

For more information, please contact: 
CommonwealthSecurity@vita.virginia.gov 

 
Thank You! 
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Upcoming Events 
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IS Orientation 

  When: Thursday, June 6, 2013 
  Time: 1:00 pm to 3:00 pm 
  Where: CESC , Room 1221 
 

  Register here:  
 http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10 
 
 Next IS Orientation will be held on Sept 5, 2013 
 

 
 
 
 

http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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AITR Meeting 

 
 
 

   
 
 
 
 
  
 
   
   

   
 
 
 

When:  Wednesday, June 12, 2013 
 
Time:  9:00am to 12:00 pm 
 
Location:  CESC 
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Information Security System Association 

  ISSA 
 DATE:  Wednesday, June 12, 2013 
 

 LOCATION:  Maggiano’s Little Italy 
  11800 West Broad Street, #2204, Richmond, VA 23233 
 TIME: 11:30 - 1:00pm. Presentation starts at 11:45.      
                        Lunch served at 12. 
 COST: ISSA Members: $20 & Non-Members: $25 
 
 SPEAKER:  Joe Segreti, Co-Founder, KoreLogic 
 
    TOPIC: Who is watching the code? Source Code Repo Anti-Tampering 
 
 More info located here:  http://www.issa-centralva.org/central-va-issa-june-12-2013 
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Future ISOAG Dates 

 
 

 

   
   July 10 1:00 – 4:00 pm @ CESC                             
  Keynote Speaker:   Rosario Igharas, Virginia529  
             on “Data Loss Prevention” 
   
  Aug 7               1:00 – 4:00 pm @ CESC                             
  Keynote Speaker:   Bennie Moore,   Fed Reserve Bank  
   on “Crisis Management in Incident Response ” 

     

                                              

ISOAG meets the 1st Wednesday of each month in 2013 
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Certified Ethical Hacker Bootcamp 

 
 

 

Global Knowledge is hosting a Certified Ethical Hacker boot camp onsite at Northrop 
Grumman’s CESC facility the week of June 24th and we have seats available!   
  
Certified Ethical Hacker v7 
  
Dates: Monday June 24th – Friday June 28th   
Time: 8:00 am –  6:00 pm 
Cost:   $ 2,675 
  
*The course fee includes student course materials and the exam offered on Friday 
afternoon if student is ready (otherwise you can take at local VUE test facility).   
  
Exam/Pass Guarantee Notes for Commonwealth of Virginia employees:  
If a student takes the initial exam within 30 days after class and fails, they may request one additional exam 
voucher and take at a local pearson VUE test facility.  Proof of failing original exam is required.  Students 
shall contact Kristen Miller for the 2nd voucher. 
 
If you would like to register, please contact Kristen Miller at 252-756-4757 / 
Kristen.miller@globalknowledge.com with payment ($2,675 per student) or 
if you have any questions.  Payment in the form of a company funded PO 
or credit card will secure your seat and is required before class starts and 
no later than May 31st.  
 
 

http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=15870&country=United+States
mailto:Kristen.miller@globalknowledge.com
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SANS 2013 Aggregate Buy Reminder 
• 2013 Pricing through the SANS “Government Partnership” 

Aggregate Buy.  Now thru 07/31/2013 
 

 The program offers two opportunities, SANS Security 
Awareness Training and SANS OnDemand classes via the 
SANS group flex pass method. 

 
• **This is a good opportunity, but agencies need to follow the 

Virginia Public Procurement Act (VPPA) and their agencies’ 
procurement rules.  

 
• For more information please contact: 

– CommonwealthSecurity@VITA.Virginia.Gov 

 
 

mailto:CommonwealthSecurity@VITA.Virginia.Gov
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Submit Events  
• If your group or organization is promoting 

a security related event and would like to 
have it communicated to the Information 
Security Officer community: 
 

 Please submit all upcoming events to: 
CommonwealthSecurity@VITA.Virginia.Gov 
 

mailto:CommonwealthSecurity@VITA.Virginia.Gov


124 

ISOAG-Partnership Update  
  

IT Infrastructure Partnership Team 
Bob Baskette 

 5 June, 2013 
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ADJOURN 

Source: www.studios566.wordpress.com 
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