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At a Glance........

The Virginia529 College Saving Plan is...
= Anindependent state agency

=  An administrator of Internal Revenue Code §529 Qualified
Tuition Programs

= The country’s largest 529 plan with more than 2.3 million

accounts and $44B assets under management as of May
31,2013

Investment options:
= Virginia529 prePAID”"
" Virginia529 inVEST "
» CollegeAmerica®
» CollegeWealth*®
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f Data Loss Prevention (DLP) is a system that is designed to detect potential data
breach/data ex-filtration transmissions and prevent them by monitoring,
detecting and blocking sensitive data while in-use (end-point actions), in-motion
(network traffic) and at-rest (data storage) ~ Wikipedia

Data Loss Prevention

Virginia529

College Savings Plan

Confidential Data Types Data Loss Prevention
= Customer Data Drivers
= SSN

=  Credit Card Numbers
= Protected Health Info

= Corporate Data
= Financials

= 1:400 messages contain
confidential data

= 1:50 network files is wrongly

= Merger and Acquisitions eXposed

= Employee Data = 4:5 companies lost data on
= |ntellectual Property laptops

= Source Code = 1:2 companies lost data on

= Design Documents USB drives

= Pricing
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login | signup CREm @

open security foundation Ve Protect Wikat Matters
ABOUT SEARCH SUBMIT NEW PRIMARY SOURCES ;  REPORTS ATS NLOAD  MAIL LIS THE BLOTTER  FRINGE
SUPPORTERS

Main Largest Incidents Most Discussed Incidents Recently Updated Incidents

ID- 3209: Lost portable drive exposes 260.000 names. addresses and health information
Date: 2010-10-20 Records Lost: 280,000 Source: Inside Accidental Submitted by: kirniki Location: PA, US

Organizations: Keystong Mercy Health Plan

0 3210: Stolen digital camera containing newborn baby pics with id tags with names. addresses. dates of birth. medical insurance

numbers

Date: 2010-10-19 Records Lost: Unknown Source: Quizide Submitted by: kirniki Location: Little Reck AR, US
Organizations-Univerzityof Arkanzasfor Medical Sciences

D 3201: Temporary employee stole county workers names and Social Security numbers

Date: 2010-10-12 Records Lost: 30 Source: Inzide Malicious  Submitted by: Christine Location: Milwaukes W, US

Organizations: Milwaulkee County Human Resources

0 3199 Third party contractor downloads patients medical defails to USB then incorrectly emails the records to wrong person
Date: 2010-10-17 Records Lost: 1,500 Source: Ingide Accidental Submitted by: admin Location: Duklin Fingal, IE

Organizations: Health Service Executive

|0 3197 File posted on public facing server exposes 3000 Social Security numbers
Date: 2010-10-16 Records Lost: 3,000 Source: Ingide Accidental Submitted by: kirniki Location: Socorre NM, US

Organizations: New Mexico Tech

1D 3205 Financial documents of about 900 patients stolen from courier
Date: 2010-10-16 Records Lost: 500 Source: Qutzide Submitted by: pidrce Location: Sacramento CA, US

Organizations: Univerzity of California Daviz, UtraEx Courier

ID: 3196 Hacked server exposes 106.864 Names. Social Security numbers and dates of birth
Date: 2010-10-15  Records Lost: 105,384 Source: Qutzide Submitted by: kirniki Location: Jackzonville FL, US
Organizations: Univerzity of North Florida

M 3104 Pronrammina/mailinn arenr pynneec /R 200 Snocial Secnrity nnimhers 6
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= Why DLP?

STOLEN
DOCUMENT

DISPOSAL
DOCUMENT

DISPOSAL
DOCUMENT

1D 3194 Programming/mailing error exposes 6299 Social Security numbers

Date: 2010-10-14 Records Lost: 6,259 Source: Inzide Accidental Submitted by: kirniki Location: US
Organizations: U.5. Department of Veterans Affairz, Office of Performance Analysis & Integrity

1D 3195 Accomack County lapiop siolen from employee on vacation exposes 35 000 names. addresses and S5H compromised

Date: 2010-10-14 Records Lost: 35,000 Source: Outzide Submitted by: Chriztine Location: Accomac VA, US
Organizations: Accomack County Yirginia

ID: 3190 Employee steals 17 customers financial information to transfer funds

Date: 2010-10-13 Records Lost: 17 Source: Inzide Malicious  Submitted by: kirniki Location: Patuxent River MD, US
Organizations: Navy Federal Credit Union

ID: 3189 Credit Card Numbers and medical information exposed after attack provides unauthorized access to the password-protected

section of website

Date: 2010-10-11 Records Lost: Unknewn Source: Outzide Submitted by: jkounz Location: Winnipeg MB, CA
Organizations: Collcge OF Phyeiciona & Surgocona Of Maniteba

ID: 3181 Flawed website exposes thousands of volunteers names addresses and Social Security numbers
Date: 2010-10-08 Records Lost: Unknown Source: Ingide Accidental Submitted by: Chriztine Location: Washington DC, US

Organizations: AmeriCorps

ID: 3183 3.000 personnel records posted onling for several weeks

Date: 2010-10-08 Records Lost: 3,000 Source: Inzide Accidental Submitted by: Christine Location: Jackzon M3, US
Organizations: Mis=siz=ippi Matienal Guard

ID: 3180 Stolen documenis expose 121 cusiomers personal financial information

Date: 2010-10-07  Records Lost: 121 Source: Unknown Submitted by: kirniki Location: Beaument Tx, US
Organizations: Carolina Wegt Wirsless

ID: 3173 Patient medical records found in recycling dumpster

Date: 2010-10-05 Records Lost: Unknown Source: Inzide Accidental Submitted by: Chriztine Location: Omaha NE, US
Organizations: Gastroenterology Conzsultants

D 3154 Closed hospital building auctioned with former employees personal record

Date: 2010-10-04 Records Lost: Unknewn Source: Inzide Accidental Submitted by: pi3rce Location: Port 5t Jog FL, US
Organizations: Gulf Pingz Hospital

_ ID: 3165 POS terminals hacked unknown number of customers credit card details stolen

&l Trkarnet
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Virginia529 2012 Cost of Cyber Crime Study

College Savings Plan by the Ponemon Institute
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e Cyber crimes continue to be costly

Average annualized cost of cyber crime:
2012: $8.9m per year, with a range of $1.4m - $46 million
2011: $8.4 million. Increase of 6 percent or $500,000

e Cyber attacks have become common occurrences

2012: 102 successful attacks per week
1.8 successful attacks per company per week.
2011: 72 successful attacks on average per week
42% increase
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@% Cost of a Data Breach
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College Savings Plan

*Brand damage and loss of reputation

°Loss of competitive advantage

L oss of costumers

*Erosion of shareholder value

*Fines and civil penalties

eLitigation and legal action

eRegulatory action and sanctions

Significant cost and effort to notify affected parties
and recover from the breach

~Ernst and Young, Data Loss Prevention: Risk Assessments and Considerations
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& Prevent inadvertent, unintentional data leaks by employees

within the organization

=  Wrong email address and trailing emails
= Hidden fields in documents

= Lost USB sticks or laptops

= Cloud storage/applications

Prevent against malicious, intentional theft of data by insiders

= Disgruntled employees
= Access to sensitive data

Prevent data loss through external attacks
= Key loggers and other malware
= Hacking
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DLP Project Tasks

<EKData Classification

= |dentify sensitive data in various business units throughout the Agency
= |dentify legitimate uses of sensitive data

Policy Formulation

= Defineincidents

= Define process for handling incidents
Technical design and Installation

= Design

= Acquisition of DLP solution

= |nstallation

= Audit/Monitoring mode

Training and Communication
= Communicate. Communicate. Communicate.
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=

Customer Service
Program Processing
Program Benefits
Program Distributions
Investment Operations
Accounting Operations

Marketing and
Communications

Administrative Services

DLP Project Team

Legal

Human Resources
Compliance
Information Security

Information Technology
Operations

Compliance
Information Security

Information Technology
Operations
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% Vendor Selection

challengers leaders
4 M
Symantec
fée
~——\Websense
L “RSA (EMC)
Q
0]
>
o Trustwave
= CA
=
= o / Vercésys Code Green Networks
2 Fidelis Security Systems
_ Palisade Systems.__
Trend Micro
GTB Technologies
\ J
niche players visionaries
- | completeness of vision F————p~
Source: Gartner (June 2010) As of June2010

We evaluated all four leaders and visionaries in the
Gartner Magic Quadrant for content-aware data loss prevention.



Symantec DLP Products

STORAGE ENDPOINT NETWORK

Management Platform
Symantec Data Loss Prevention Enforce Platform




Symantec Data Loss Prevention Architecture
Secured Corporate LAN DMZ

- >

MTA or Proxy

SPAN Port or Tap



Incidents Per Week

1000

800

600

400

200

Continuous Risk Reduction

Risk Reduction Over Time
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Lessons Learned

<{Zldentify sensitive data
= What data do you want to protect? How are they used?
= This will determine which DLP components need to be installed

Consider hiring a consultant
= DLPis acomplex set of solutions

=  Weigh in house experience and skill set against cost
Involve all stakeholders
= Make sure each area in the organization is involved in the project
= Get management buy in as early as possible
= Solicit end user input for policy formulation
= Communicate and Train. Rinse. Repeat.

Continue to refine DLP policies over time

DLP is not a silver bullet but a very useful tool in the
Information security arsenal.
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=

DLP Demo

The next few slides will be screen shots of
various modules of the Data Loss Prevention
Modules.
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Reply Reply Forward | Delete Hw.lg'l-a Create Biack 1 Met henk Categarize Follow erl.'l.:
b All Folder= Rule ﬂ.muns' Sender = Up~ Unresd o Sefect~
Reipond Attkams Jank E-mal E Ciptians I Fird
Fram a0 PysieemByingmasad. com
T RoRD ighEds
e
Lfubject Gramm-Lesch-Eliley vwas violated by
£ Draisy Team,

The Gramm-Leach-Bliley was violated b -

The palicy was violared by sending a data mansmission via Endpoint HTTPS with a march count of 2

Please follow up with the department head to clanfy the secunty policy around this tvpe of data.
For further details please look at Incident =Incident Snapshot
Thank vou

VISP Secunty Team

1

Sert:  Kan
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(O = R (EDM) SSN of Beneficiary or Account Owner was violated by - Me
! C H

Message

LG XYY P esess Bl €
>

Reply FReply Forward | Delete Moveto Create  Other Block [ ) Mot Junk Categarize Follow Mark as

to All Folderr Rule Actions~ || Sender - Up~ Unread || W delect~
Respond Actions Junk E-mail ] Ciptions ! Find
Fram: dlp_system@virginia529.cam
To: Rosario Igharas
ol
Subject: (EDM) 55M of Beneficiary or Account Owner was violated by
Daisv Team,

The (EDM) SSN of Beneficiarv or Account Owner was violated bv .
The policy was violated by sending a data transmission via HTTP with a match count of 1.
Please follow up with the department head to clarifv the securitv policv around this tvpe of data.

For further details please look at Incident =lncident Snapshot

Thank vou,

VCSP Security Team

20
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lﬂ'Favnrites “ﬁ ESuggested Stes v BWeb Sice Gallery =
JOSymantecDataLossPreventinn ﬂ m R é v Page v Safety r Tools - 0 .

q! Logout | Profile | Help g]

E
ko

(hoose a type of policy to add, then click next

(v Addzbank poly
Creste 2 policy from scratch

(* Add 2 policy from 2 template
Create 2 policy basad on  template, which can then been modlfied to sl your needs

21



{E} Svwmanktec Daka Lass Prewention | |

Policies Policy List Configure Policy
| C‘.am:dJ Save |

General

Mammse I-C:red'rt Carnd Mumbers

Drescription | Policy to protect Credit Card Mumbers of Customers
Policy Group Regulstory Enforcement for Web | %

St=tus

Confidential Data Protection
Dizcowver Policies

= Endpozint Policies

Detection Groups Regulatory Enforcement (ECM)
Regulatory Enforcement for Web

Last Modified

Add Add System Wide
Testing Policy Group
Rules: TestProxy

This policy contains no rules.

Exceptions:

This policy contains no exceptions.

Export this policy as a template

22



Policy List

| Response Rules | Endpoint User Groups |  Discover Scanning

Protected Content

Policies > Policy List > Configure Policy - Add Rule

< Previous | Mext = |

Add Detection Rule

Rule Type
Content
i Content Matches Regular Expression
Datact incidants wsing reguizr axpressions.
. Contant Matches Exact Dtz From: I.ﬁe.:-::::'unt. 55N and Creners Mame b
Defect incidents fram axact defz profiles. Selact the sporoprisfe exact deiz profie.
i Content Matches Keywiord
Datact incidents comtaining keywords or keyphrases,
o Content Matches Diocumeant Signature From: | Mo Document Profiles Avsilable |
Mzich content comtained in indexed document profie.
- Content Matches Dats Idantifiar: I Choose Data Identifier... b

Detect incidants by searching for dala identiers.

File Properties

i Messzge Attzchment or File Type Match
Lisa this rule o fnd specific fypes of documents, such a5 Office or PDF Fles.
i Messzge Attachrmant or File Size Match
Match aftachment or files over or undear 3 cortain size.
i Messzge Attzchment or File Name Match
Mzich afizchment flanames by axact name or by patiern.
Protocol
i Protocol or Endpoint Destination
Datacts incidents on the Network or Endpaint. Based on method of detechion or commumication.
i Endpoint Location

Detact Endpoint incidants depending on the netweork location of the endpoint.

Product

e B e
#u 2
5 B e
-,

o 2 @

an 2 @
an 2 @
an 2 @

Technology

[ (ocM)
[ (EcM)

[ (ocM)
[@l (1oM)

[E (DcM)

[ (ocm)
By (DcM)
[ (ocm)

[ (ocM)
B (oom)
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Policy List

| Response Rules | Endpoint User Groups |  Discover Scanning

Protected Content

Policies > Policy List > Configure Policy - Add Rule

< Previous | Mext = |

Add Detection Rule

Rule Type
Content
i Content Matches Regular Expression
Datact incidants wsing reguizr axpressions.
. Contant Matches Exact Dtz From: I.ﬁe.:-::::'unt. 55N and Creners Mame b
Defect incidents fram axact defz profiles. Selact the sporoprisfe exact deiz profie.
i Content Matches Keywiord
Datact incidents comtaining keywords or keyphrases,
o Content Matches Diocumeant Signature From: | Mo Document Profiles Avsilable |
Mzich content comtained in indexed document profie.
- Content Matches Dats Idantifiar: I Choose Data Identifier... b

Detect incidants by searching for dala identiers.

File Properties

i Messzge Attzchment or File Type Match
Lisa this rule o fnd specific fypes of documents, such a5 Office or PDF Fles.
i Messzge Attachrmant or File Size Match
Match aftachment or files over or undear 3 cortain size.
i Messzge Attzchment or File Name Match
Mzich afizchment flanames by axact name or by patiern.
Protocol
i Protocol or Endpoint Destination
Datacts incidents on the Network or Endpaint. Based on method of detechion or commumication.
i Endpoint Location

Detact Endpoint incidants depending on the netweork location of the endpoint.

Product

e B e
#u 2
5 B e
-,

o 2 @

an 2 @
an 2 @
an 2 @

Technology

[ (ocM)
[ (EcM)

[ (ocM)
[@l (1oM)

[E (DcM)

[ (ocm)
By (DcM)
[ (ocm)

[ (ocM)
B (oom)
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. Content Matches Document Signature From: | Mo Document Profiles Available | Eqn" g -q-_f ﬁl {IDM)

Mzich confent contained in indaxed document profila.

" Content Mztches Dats Identfier: | Choose Dats Identifier v gy B IE B {ocm)
Datact incidents by searching for e =-R e =g h NG g
Norih American Fersonal identify -

File Properties - US Sooizl Security Mumber (SSH)
- Canadian Socisl Insurance Mumber .
. T??Eff‘:;rﬁf;tf:t -;"f S US Individuzl Tax Identification Mumber (ITIM) g5 2 @ [E oo
et T M e - Driver's License Mumber- CA State
{~  Message Attechmentor Fle Size N - Driver's License Number- IL State 2= B 4 [E ccw)
Maich attachment or files aver or - Driver's License Mumber- N State )
r Message Attschment or File Mams] - Driver's License Mumbes- WY State EI:ET g & @l {DCM)
Mzich afiachment flanames by ax - Driver's License HNumbes- FL, MI, MN States -
Financial :
Protocol - Credit Card Number
¢ Protocol or Endpoint Destination | _ iﬁ‘;‘,ﬁﬁf:';;:.”m“ | By (oom)
Datacts incidents on the Nebwork . - i,
- SWIFT Code
("  Endpoint Location . - Credit Card Magnetic Stripe Data J= @J [DCM)
Defact Endpaint incioents depend - |BAN West
- IBAN Central
- |BAN Ezst
Hezithcare -

a5 Network DLP 42 Endpoint DLp (4

- Mational Drug Code (NDC) B
- Australizn Medicare Mumber
{nformation Technology -
- |F Address
Euvropean Persons! dentify -
- Codice Fiscale
- Spanish DNl 1D
- Burgerservicenummer

Iﬁ-l Indexed Dooument Matching @l =

- UK Driver's Licence Number
- UK Tax ID Mumber bt




General

Rule Mams

Severity
Defzult

Conditions
gz Content Matches
D=tz Id=ntifier:

Datz Tdentifar:

Optiona! Validators:

Add Severity

IS Social Security Mumber [SSNY)

Personal identificztion number issued by the Social Security Administration of the United States government.
Although primarity used for administering the Socdial Security program, it s widehy used 25 a personal identification
nuriber in manmy purposss, {more info)

{* wide  Detects 9 digit numbers with the psttern DOD-DD-DDOD s=parsted with dashes, spaces, pericds,
slashes, or without separators, Must be in valid assigned number ranges. Eliminates common test
nurbears, such as 123456783 or 2l the same digit,

{~ medium Detects 9 digit numbers with the pattern DDD-DD-DDDD separated with dashes, spaces, or pericds.
Must be in valid assigned number ranges. Eliminates common test numbers, such a5 123486789 or sl
the same digit.

{~ narrow Detects 9 digit numbers with the psttern DOD-DD-DDOD separated with dashes or spaces or without
separstors, Must be in valid sssigned numbser rangss, Eliminstss comman test numbers, such a2
123456789 or zll the same digit. Also reguires the presence of & Social Security-related keyword,

[T Require beginning characters

WiEh this opfion selected, any of the following It of valves are required at the beginning of the matched d=iz.
Enter 3 comma-saparated st of values
WAITHOUT anw dashes or other
saparators. Each valve can be of any
hangth.

26



Severity
Default

Conditions

[ Add Seventy

High %

& Protocol or Endpoint Destination

Endpoint or Netwerk

Brofocal

Matwork Brofocs!

Endpoint Destination

Mafch O

Detect incidents over the Network and at the Endpoint using selected protocols:

™ EmailsmTe I meamm

r HTTR r IM:Yzhoo
™ hrresyssL ™ e

™ mM:msn

Detect incidents over the Network using selected protocols:

I_ NMTF I_ TCP:MNapster
I_ TCPiBitTarrant I_ TCP:Pop3
I_ TCPiDirectConnect I_ TCP:S5H
I_ TCP:EDonkey I_ TCP:S5L
[ vpiFastTrack [ rcpiTeinat
™ Tcp:Gnutsls ™ Tcpiip-based
™ reparc

Detect when users move data on the endpoint to these places:

r Local Drive r Printer/Fax
™ cojovo ™ Clipboard

r Removablz Storage

I Envelops
il Body
'l &ttzchments

Also Match: I Match...

v |_Add

27



Severity
Default

Conditions

[ Add Seventy

High %

& Protocol or Endpoint Destination

Endpoint or Netwerk

Brofocal

Matwork Brofocs!

Endpoint Destination

Mafch O

Detect incidents over the Network and at the Endpoint using selected protocols:

™ EmailsmTe I meamm

r HTTR r IM:Yzhoo
™ hrresyssL ™ e

™ mM:msn

Detect incidents over the Network using selected protocols:

I_ NMTF I_ TCP:MNapster
I_ TCPiBitTarrant I_ TCP:Pop3
I_ TCPiDirectConnect I_ TCP:S5H
I_ TCP:EDonkey I_ TCP:S5L
[ vpiFastTrack [ rcpiTeinat
™ Tcp:Gnutsls ™ Tcpiip-based
™ reparc

Detect when users move data on the endpoint to these places:

r Local Drive r Printer/Fax
™ cojovo ™ Clipboard

r Removablz Storage

I Envelops
il Body
'l &ttzchments

Also Match: I Match...

v |_Add

28
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Policy List Response Rules Endpoint User Groups Discover Scanning | Protected Content

Folicies > Policy List > Configure Policy - Add Exception

= F‘re'u'iuusJ Mext = |

Add Detection Exception

Exception Type Product Technology
Content
{~  Content Matches Regulsr Expression B = By (zcm)

Datect incidents using reguiar axpressions.

' Content Matches Keywiord =
Detact incidamts comtaining keywords or keyphrases.

B (ocM)
@ (1oM)

By iocm)

([ Content Matches Diocument Signaturs From: I Mo Document Profiles Available | 'ﬁgﬁ c@
Mztch content comtained in indaxved docurment profile.

B & 6 &

i Content Matches Deta Identifier: I Choose Data |dentifier. .. el ':'jgﬁ c@

Detad incidarmis by searching for daiz idantifers.

File Properties

' Mess=ge Attachment or File Type Match g (I {DCM}
Lisa this rutke fo Fnd specific Bpes of docurmeants, such as Office or BOF fles. ﬁ% @ ﬁl
f~  Massage Attachment or File Size Match 85 B (. B (ocM)

Match aftachment or flas over or under 3 cartain size.

{~  Massage Attachment or File Mame Match J= (DT}
Mzich afiachment flanames by axact name or by paftarn. Egﬁ @ ﬁl

Protocol
{~  Protocol or Endpeint Destination = By (ocm)
Detects incidants on the Nehwork or Endpoint. Based on method of defection or communicalion.
' Endpaint Location = @ (DCM)

Datect Endpoint incidents dapending on the network location of the endpoint.

_ﬁgﬁ Metwork DLP fE‘ Emndpoint DLP @ Storage DLP

Iﬁ-l Indexed Doounent Matching ﬁl Dresoribed Content Matching Iﬁ-l Exact Data Matching

lone



General
Exception Nams

Apphy Exception to

Conditions

g2 Content Matches
Regular Expression
Match

Mzatch Counding:

Mzfch O

|
i Entire Massage
{s Msatched Components CGnby

Reguler Exprassion: I
{~ Check for existence (don't count multiple matches)

iy Cmntﬂnﬂ&amdmlrrepnrthcidmlsvﬁdl&aﬂll rmetches

FErweIupE
v B=dy
Fﬂl:lal:l'm'lmls

Also Match: | Match...



Content Matches Data ldentifier:

IBAN Central

LY
Content Matches Data |dentifier: |IBAN East B
Content Matches Data |dentifies: IBAN West
2olicy List |ContentMatches Datz [dentifier |F Address Canning { Protected Content
| Content Matches Data [dentifier: Mational Drug Code (MDC)
oclicies > Poll content Matches Data dentifier: People’s Republic of China 1D
cancel | oK Content Matches Data I::Ient?f?E': Singapore NRIC . . .
Content Matches Data ldentifier;: South Korea Resident Registration Mumber
Content Matches Data ldentifier: Spanish DNI 1D
Content Matches Data |dentifier: SWIFT Code
General Content Matches Data |dentifier: Swiss AHY number
. _| Content Matches Data ldentifier: Taiwan ROC 1D
Exception M= o ) )
Content Matches Data |dentifies: Uk Drivers Licence Number
Apply Except| Content Matches Data |dentifies: UK Electoral Roll Number
Content Matches Data |dentifies: UK National Heslth Service (WHS) Number
Content Matches Data |dentifies: UK National Insurance Number
Content Matches Data ldentifier: UK Passport Number
Conditions| Content Matches Data |dentifier; UK Tax ID Number
& Conten Content Matches Data |dentifier: US Individual Tax |dentification Mumber {ITIN)
Content Matches Data ldentifier; US Social Security Number {S5M) _
Reguiar Bxprg Content Matches Keyword 7
Content Matches Regular Expression
Afz#| Endpoint Locstion
Message Attschment or File Name Match
Meszage Aftschment o File Size Match fehes
Mes=age Attschment or File Type Match
Protocol or Endpeoint Destination
Recipient Matches Psttemn
SenderUser Matches Fattern =
U=ser Matches Endpoint User Groups b
Also Match: | Match... v | Add |

31



General

Mams

D=tz Source
For 3 Directory Profila. include ane or more sender/recipient
idantifing falds.

Colurin Mames

Error Threshold {meax % of rows
with errors before indexing stops)

Column Separator Char

File Encoding

{~ Uploed Dsta Source to Server Mow

| Browse... I

{a Refzrence Dsts Source on Mansger Host

|Mone Selectes %

{~ Us= This Filz Nams

|
Mumber of Colu mns:l—

|_ Rezd first row 25 column names
|5 B
Tab () |™

IS0-8858-1 (Latin-1) ¥
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Rule . .
Black Capy to Remavable Media

Block Endpaint
Block SMTP Email

Black SMTP for Encrypted and Password Protected Files

Black Web Communication

Copy Stored File

Dismiss, Bus, Process [ssue
Dismiss, False Positive

Endpaint Pop-Up Notification
Escalate for Investigation
Maotify and Resalve

Matify Incident Team on Violation and Escalate

Matify Manager
Matify of Medium Severity Inddent and Escalate

Open Investigation

Remove Web Content

Actions

Endpoint Prevent: Block
All: Set Status: Ezcalated

Endpoint Prevent: Block

Network Prevent: Block SMTP Message
All: Set Status: Ezcalated
All: Send Email Notification

All: Send Email Notification
Network Prevent: Block SMTF Message
All; Set Status: Ezcalated

All: Set Status: Escalatzd
Network Prevent: Block HTTP/HTTFS

Network Protect: Copy File
All; Set Attribute: Dismissal Reason
All: Set Status: Eroken Business Process

All: Set Attribute: Dismissal Reason
All: Set Status: False Positive

Endpoint Prevent: Notify
All: Set Status: Investigation

All: Set Status: Resolved
All: Send Email Notification
All: set Attribute: Resolution

All: Send Email Notification
All; Set status: Escalated

All: Send Email Notification

All: Send Email Notification
All; Set Status: Ezcalated

All: Set Attribute: External Reference
All: et Status: Investiogation

Conditions

when Severity Is Any Of High
and Protocol or Endpoint Destination Is Any Of Endpeint CD/OVD, Endpoint Removable Storage Device

Execute Always

wihen Protocal or Endpaint Destination Is Any Of SMTP

wihen Protocal or Endpoint Destination Is Any Of SMTP

wihen Protocal or Endpoint Destination Is Any Of FTP, HTTP, HTTPS
and Severity Is Any Of High

when Severity Is Any Of Medium

Manually Executed
Manually Executed

wien Endpaint Location Is Any Of Off the Corporate Metwork
Manually Executed
wihen Severity Is Any Of Low

Execute Aways

Manually Executed
wihen Severity Is Any Of Medium

Manually Executed

Network Prevent: Remove HTTP/HTTPS Content  w7e7 Protocol or Endpoint Destingtion Is Any OFHTTR, HTTPS, IM:MSN, IM:AIM, IM:¥ahoo, FTP, NNTP

All: Set Status: Escalatzd

and Severity Is Any Of High
everity Is Any i 33
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METwors

Policy Summary

(EDM -
Web ...
(27%

EDM)
Acco ...
i31%)

Total Wadial Low =l Info Matches

Dscover
Target Summary
Endpaint
T..
TOAD .
i e
Beginnin
g ... 2%
Other
2%

Info Matches

Mo

Incidents per Protocol

HTTPS
HTTF
SMTF
41% 25%
Tﬂta| Loww 2= Info Matches

Crscower
Policy by Target
Orther
(8.2%)
Incident
Actuarial
R.. tE?ﬂ :{;
Engpotnt Beginnin

Total gl Low o Info Matches
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System User Management Roles

Add Role

Mamse

Accounting

Administration

Administrative

CFO

Compliance

Description

This rale is for the Accounting and Inves
This Role allows view of incidents from t
Role to view Scholarships, Marketing, Mz

This role has access to the Finance, Cus

This role is to view incidents that are frc
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Scan RunTime  Iems Scanned Bytes Scanned  Errcns  Incidents

V §F Actuarial Data ready ICIENIER
7/11/12 12:12PM 00:00:00:04 3 11,107,196 0
71112 12:01PM 00:00:00: 18 3 11,107, 196 o
7/5/12 2:19PM 00:00:00:04 3 11,107,196 o
ghow ol scans...

V § BegrmingSalances  Ready ICININIER
3/2/119:21 AM 00:00:00:01 2 1,843,473 0
3/2/119:15AM 00:00:00:08 2 1,843,513 o
3/1/11 4:05PM 00:00:00:01 2 1,843,513 o
show al scans..,

V B edontTetson  RumegenEndeont] I D B0L405
1/25/11 4:00 PM 54:22:36:08
ghow all scans. .,

V §P Incdent Regort resdy ICIENIER
7/11/12 12:06 PM 00:00:00: 13 @ 20,415,749 0
7/6/12 8:10 AM 00:00:00: 13 ] 0,415,749 ]
7/6/12 8:09 AM 00:00:00:20 49 20,415,748 o
show all scans..,
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JELZETT Mesnsg e Imcudants
Status Sarserd gt 10 sec) (Todmy) (Today) Incidert Quaue
p Running Enforce Server Ny NjA NjA 0
p Running Discover®  r{Network Discover) o 17 a
p Running Descover | % [DMZ){Network Discover) o 0
p Running Endpoint” “(Endpoint) 153,455 i
p Running Manitor INetwork Manitor) 24 160,511 0
J Runring Emal Preventetsork Prévent for E-mal) Q 597 4 Q
p Running (Wieh PraventNatwork Pravent for Web) 1 1,628 0 0
Recent Error and Waming Events |show all =
ﬁ' July 9, 2013 1:45:59 PM EDT Monitor Tramp 192, 165, 200, 150 3310 No TCP: FastTrack Traffic Caphured
(3] July 9, 2013 1:45:59 PM EDT Monitor Tramp 192, 168, 200, 150 3310 Mo TCOP:DirectConnect Traffic Caphured
ﬁ- July 8, 2013 1:45:59 PM EDT Monitor Tramp 192, 168, 200, 150 3310 No TCP:Mapster Traffic Captured
@- July 9, D013 1:45:59 PM EDT Moniter Tramg 192, 163, 200, 150 3310 No TCP:BitTarrent Traffic Captured
[x] July 9, 3013 L4559 PM EDT Monitor Tramp 192. 163, 200, 150 3310 No TCP:Grutella Traffic Captured
License

Broducts  Nebwork MonRor, Network Disccvern, Nebwork Protect Sndpoint Prevent. Endpoint Dacower, Mad Pravent. Wab Prevert. Dats insight
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Virginia529

College Savings Plan

righaras@virginia529.com

SM

9001 Arboretum Parkway
Richmond, Virginia 23236
Toll Free:1-888-567-0540

On the web:Virginia529.com

ijFacebook.com/Virginia529

&Twitter.com/VAszg
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Undercover Clicker

Ed Miller CISA, CISM,
CIA, CIPP/IT

Www.vita.virginia.gov 39



Undercover Clicker Rules

e ODbject of the game is to identify the
hidden image that is “undercover”.

« A picture or an image will be uncovered
piece by piece.

« When you recognize the picture, choose
the best answer.

www.vita.virginia.gov 40
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This Image represents

something that Is unwanted

In your email.
1. Virus
2. Hoax
V3. SPAM

4. Phishing email

5.  Mother-in-law coming to
visit

27% 27%
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Undercover Clicker Rules

1. Compete by teams.

2. Correct answers are worth a maximum of 15
points.

3. Incorrect answers score 0.
4. Score is based on the average score of the team.

5. Speed scoring in effect (i.e. the quicker you
answer the more points you score).

6. First response only counts.

www.vita.virginia.gov
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Pick your team.

What day of the month were you born on?

1. Team 1: if you
were born on days
1 through 15

2. Team 2: if you
were born on days
16 through 31

N

1. 2. 45
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What Is this

security apparatus?

1. Personal Security Token
‘/2. Fingerprint Scanner
3. Anti-Virus Console

4. Degausser
5. Intrusion Detection System




Name that

hacker

1. Robert Morris

2. Lloyd Blankenship
0/3. Kevin Mitnick

4. Wil Ferrell

5. David L. Smith

0% 0% 0% 0%




logias Agancy

Virginia Infarmation Technok

Name that Logo

McAfee
EMC?
SANS
Symantec

1.
2.
3.
4,
5. Cisco




Identify this diagram of
an encryption process:

1. Key Escrow Administration
2. Crypto Key Management
3. Key Bit Flipper Attack
6/4. Public Key Encryption
5. 2-Factor Key Authentication




What Is this

screenshot from?

1. Mister McDashboard
‘/ 2. RSA Archer eGRC
3. Cisco Communications Console
4. MS Management Console
5. 1Risk Vulnerability View




What security framework
does this represent?

1. System Development Life Cycle
2. COBITS5.1

6/3. NIST Security Life Cycle
4. PCI-Data Security Standards

5. Mauri Shaw Risk Management
Framework

0% 0% 0% 0%




This 1991 malware

coincidentally shared the same
name as this fictional character.

Nimda
Michelangelo
Pikachu
Sasser
Koobface




Team Scores

Points Team Points Team

54



Participant Leaders

Points Participant Points Participant

55
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What security concept does
this graphic represent?

1. OSI Security Model
/2. Defense-in-Depth

3. OWASP Top 10

4. Network Security Model

5.  SANS Critical Controls




What hacker group

IS represented?

Syrian Electronic Army
Legion of Doom
Chaos Computer Club
V4. Anonymous

5. Level Seven

W e




What hacker group

IS represented here?

NCPH

UGNazi

Cult of the Dead Cow
Honker Union
LulzSec

1.
2
3,
4,
V5.




What does this security
graphic represent?

1. Multi-Factor Authentication

2. Public Key Infrastructure
/3. 0SI Model

4. Intrusion Layers

5. Network Segmentation




What best describes this risk
management tool?

1. Data Sensitivity Analysis

2.  Threat-Vulnerability Dashboard
j. Mission Essential Functions Matrix

4. Risk Heat Map

5. Commonwealth Essential Functions




What backup strategy
IS represented here?

1.
2.
3.
4.
D.

Incremental
Differential

Full

Towers of Hanol
Sequential




Team Scores

Points Team Points Team

63



Participant Leaders

Points Participant Points Participant

64
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In contingency planning,
what Is represented here?

1.
2.
3.
4.
S.

Business Impact Analysis
VDEM Continuity Functions
Business Process Analysis
Mission Essential Functions
Risk Assessment Workflow




Who said: “We know where you

are. We know where you've been.
We can more or less know what
you're thinking about.”

Mark Zuckerberg/Facebook
Reid Hoffman/LinkedIn
Will Ferrell/SNL

Eric Schmidt/Google
Edward Snowden/NSA

1.
2.
3.
A
5.

0% 0% 0% 0% 0%




What does this

DOP-UpP represent?

6/1. Virus Warning

Data Overwrite Warning
Patch Notification

Critical Updates Available
Encryption Enabled

ok W




Peter Norton
Brian Krebs
Will Ferrell
John McAfee
Bruce Schneier




What kind of

controls are these?

1. System Specific Controls
2. Common Controls

6/3. NIST Control Families
4. Hybrid Security Controls
5. Control Domain Attributes




In this movie, a programmer was
trapped inside a computer.

A
2.
3.
4,
S.

Tron
Swordfish
WarGames
Terminator
Hackers




Team Scores

Points Team Points Team
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Bonus Question

25 points!

Www.vita.virginia.gov 73



What Will Ferrell character said:

“I don’t know how to put this, but
I’m kind of a big deal.” ?

Steve Butabi

Ricky Bobby

Ron Burgundy

Chazz Michael Michaels
Cam Brady

S
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Game over!

www.vita.virginia.gov 75




Team Racing Scores

76



Team Scores

Points Team Points Team

77



Participant Leaders

Points Participant Points Participant

78
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Thanks for playing
Undercover Clicker!
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UAC and DEP: Protection
Mechanisms for Windows

Bob Baskette

Senior Manager, Security Operations
and Architect

www.vita.virginia.gov 80
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e Prior to User Account Control (UAC) an
end-user logged on to a system as an
administrator was automatically granted
full access to all system resources.

e While utilizing an administrator account
the end-user could unintentionally or
Intentionally install a malicious program.
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e UAC Is a system facility used to inform the
end user when an application requests a
system change that requires
administrator-level permission.

e UAC provides the ability to adjust the
permission level of current user account to
match the requirement of the executing
application.
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e UAC can be configured to “dump”
privileges If tasks such as reading e-mail
or creating documents are performed
using an account with administrator
privileges.
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e UAC provides a facility to temporarily
provide the needed administrative rights
to complete the requested task and then
reduce privilege levels back to that of a

standard user.

e This facility can prevent unintended and
unannounced changes to the system.
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e UAC utilizes one of four types of dialog
boxes to notify the user of an
administrative-level change.

e Each dialog box will provide guidance on
how to respond to the request.
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e Native Windows Settings or Features

e This type of update will have a valid digital
sighature that verifies that Microsoft Is the
publisher.

e Microsoft recommends that It I1s safe to
proceed.
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e A Program that not supplied by Microsoft

e This type of update will have a valid digital
signature from the software vendor.

e Microsoft recommends verifying that the
software should be implemented as well
as that the software vendor Is trusted by
the organization.
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L +
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e A Program from an unknown publisher

e This type of update does not a valid digital
signature. Many legacy software packages
are not signed by the software vendor.

e Microsoft recommends that extra caution
be used and the software should only be
permitted If from a trusted source.
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e Software update blocked by administrator

e This type of update has been determined
to be not trustworthy.

e Microsoft recommends that the user
contact the system administrator.



m Virginia Information Technologies Agency

L +
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e The standard user account should be used
for everyday activities such as browsing
the Internet, sending e-mails, or utilizing
an office suite.

e The standard user account can also be
used when installing a new program or
changing a system setting since the
system will prompt for permission to
perform the task.
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e Things to consider when the UAC box pops
up (software installation/configuration
change):

— Check the name of the program, the publisher
Information, and the certificate information.

— Is the software from a trusted source such as
the original CD or a publisher's website.

— Research the software to determine if it’s a
known program or malicious software.
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e Increased the number of tasks that the
standard user can perform that do not
prompt for administrator approval.

e Allow a user with administrator privileges
to configure the UAC experience In the
Control Panel.



m Virginia Information Technologies Agency

e Provide additional local security policies
that enable a local administrator to
change the behavior of the UAC messages
for local administrators in Admin Approval
Mode.

e Provide additional local security policies
that enable a local administrator to
change the behavior of the UAC messages
for standard users.
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e By default, standard users and
administrators access resources and run
applications in the security context of
standard users.

e The system will create an access token for
the standard user. The access token
contains information about the level of
access granted, including specific security
Identifiers (SIDs) and Windows privileges.
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e The system will create two separate
access tokens when an administrator logs
Into the system: a standard user access
token and an administrator access token.

e The standard user access token contains
the same user-specific information as the
administrator access token, but the
administrative Windows privileges and
SIDs have been removed.
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N
e

e The standard user access token iIs used to
start applications that do not perform
administrative tasks.

e When the application must perform an
administrative task the user must change
or "elevate" the security context to an
administrator (called Admin Approval
Mode).
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U u %

e Any tasks that require administrator
privileges will generate a UAC prompt

e The event are marked by a security shield
icon with the 4 colors of the Windows logo

for Vista and Windows Server 2008 or
with two panels yellow and two blue for

Windows 7 and Server 2008 R2.
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e Executing the application as an
Administrator

e Changes to system-wide settings or to
files IN 20SystemRoot% or
%ProgramkFiles%o

e Installing and uninstalling applications
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e Installing device drivers

e Installing ActiveX controls

e Changing settings for Windows Firewall

e Changing UAC settings

e Configuring Windows Update




m Virginia Information Technologies Agency

e Adding or removing user accounts

e Changing a user’s account type

e Configuring Parental Controls

e Running Task Scheduler

e Restoring backed-up system files
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e Viewing or changing another user’s folders
and files

e Running Disk Defragmenter

e Changing the system time itself since the
system time Is commonly used In security
protocols such as Kerberos.
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e DEP Is a security feature included in most
modern operating systems including
Microsoft Windows, Linux, Mac OS X, 10S,
and Android.

e DEP Is designed to prevent an application
or service from executing code from a
non-executable memory region, thus
preventing exploits that store code In that
region via a buffer overflow.
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e DEP Is based on the Linux Write XOR
Execute memory protection facility.

e Marks areas of memory as either writeable
or executable, but not both.

e DEP Is designhed to prevent code execution
of code loaded onto the process stack or
the function’s heap area.
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e Executable code should only be loaded
Into pages explicitly marked for code
execution such as the code segment.

e Any attempt to run code from a page
marked non-executable will generate an
exception and the process will terminate.
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e Program code Is loaded into an area of
memory known as the Heap.

e The Heap contains four memory
segments:

—Code Segment
—Data Segment
—BSS Segment

—Heap Segment
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e The Code segment holds the executable
Instructions for a program.

e The Code segment is often loaded Iinto a
lower memory location than the other
segments.

e Since the Code segment holds executable
code It should be non-writeable.
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e The Data segment holds the initialized
global variables used by the program.

e This segment holds initialized variables:
—inty = 1;
— char *MyString = “Hello World”;

e Since the Data segment holds variables it
should be non-executable.
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e The BSS segment holds the uninitialized
for the program such as:

—intY;
— char *OpenString;

e Since the BSS segment holds variables it
should be non-executable.

e SO0 what does BSS stand for???
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e The Heap segment Is a very dynamic area
of memory.

e Used to hold user data or feature-rich
application content

e Since the Heap segment holds variables
and other application content it should be
non-executable.
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e DEP supports two modes:

— Hardware mode enforces DEP via registers in
the CPU that mark memory pages as not
executable

— Software mode enforces DEP on those systems
that do not provide hardware support in the
CPU.

— Software mode does not protect against
execution of code in data pages but instead
counters SEH overwrite




m Virginia Information Technologies Agency

0y
H u s
Bl =

e Hardware mode DEP enables the NX (No
Execute) bit on AMD processors and the
XD (Execute Disable) bit on Intel
processors.

e Hardware mode DEP requires the use of
the PAE kernel for 32-bit Windows and is
supported natively on 64-bit kernels.
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e The function must be compiled with
Software DEP/SafeSEH enabled.

e The vast majority of Microsoft Windows
DLLs and Microsoft programs have been
compiled to support Software
DEP/SafeSEH.

e To fully secure a program all related files



m Virginia Information Technologies Agency

e Software DEP iIs also known as SafeSEH In
the Microsoft Windows world.

e Software DEP/SafeSEH builds a table of
trusted exception handling routines during
code compilation and then verifies that
any exception raised by the running
function Is registered In that function’s
exception table.
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e If a function generates an exception only
the trusted exception handling routines
will be allowed to execute.

e If a trusted exception handler cannot be
found for the raised exception, the
“Unhandled” exception handler will be
Invoked to terminate the process.
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For more information, please contact:
CommonwealthSecurity@vita.virginia.gov

Thank Youl!
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Upcoming Events
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COVITS is a forum to discuss technology requirements, share
valuable lessons from actual case studies, and glimpse the future
of government interaction with its customers.

September 9 & 10

Richmond Marriott
500 East Broad Street, Richmond, VA 23219

Reqister Here: http://www.govtech.com/events/COVITS-2013.html
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When: Thursday, Sept 5, 2013
Time: 10:00 am to Noon
Where: CESC, Room 1221

Register here:
http://vita2.virginia.gov/registration/Session.cfm?MeetinglD=10

Next IS Orientation will be held on Dec 5, 2013



http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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Aug 7 1:00 —4:00 pm @ CESC
Keynote Speaker: Bennie Moore, Fed Reserve Bank
on “Crisis Management in Incident Response”

Sep 4 1:00 —4:00 pm @ CESC
Keynote Speaker: Dr. Larry Wortzel, Asia Strategies & Risk, LLC
on “Chinese Cyber-Security Threat”

Oct 2 1:00 —4:00 pm @ CESC
Keynote Speaker: Hank Leininger, Kore Logic
on “Passwords & Password Cracking”

ISOAG meets the 1st Wednesday of each month in 2013




m Virginia Information Technologies Agency

SANS 2013 Aggregate Buy Reminder

e 2013 Pricing through the SANS “Government Partnership”
Aggregate Buy. Now thru 07/31/2013

The program offers two opportunities, SANS Security
Awareness Training and SANS OnDemand classes via the
SANS group flex pass method.

e **This is a good opportunity, but agencies need to follow the
Virginia Public Procurement Act (VPPA) and their agencies’

procurement rules.

e For more information please contact:
— CommonwealthSecurity@VITA.Virginia.Gov



mailto:CommonwealthSecurity@VITA.Virginia.Gov
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e |f your group or organization is promoting
a security related event and would like to
have it communicated to the Information
Security Officer community:

Please submit all upcoming events to:
CommonwealthSecurity@VITA.Virginia.Gov



mailto:CommonwealthSecurity@VITA.Virginia.Gov

ISOAG-Partnership Update

IT Infrastructure Partnership Team
Bob Baskette

10 July, 2013

' INFRASTRUCTURE
PARTNERSHIP

V' A NORTHROP GRUMMAN
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