VA
Virginia Information Technologies Agency

Recommendations to Reduce
Phishing Attacks

Michael Watson
Chief Information Security Officer

Information Technology Advisory Council
May 4, 2015

Www.vita.virginia.gov 1



m Virginia Information Technologies Agency

CY2014 Attack Attempts

BN

N VY

Millions

O FRr N W H» O O N

Jan-14 Feb-14 Mar-14 Apr-14 May-14 Jun-14 Jul-14 Aug-14 Sep-14 Oct-14 Nov-14 Dec-14




i
v A Virginia Information Technologies Agency

50 -
45 -
40 -
35
30 -
25 -
20 -
15 -

10 -
0 ]

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec



vm A Virginia Information Technologies Agency

Security Investigations by Entity
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e Denial of service - Loss of availability of a
COV service due to malicious activity

e Malware - Execution of malicious code such
as viruses, spyware and key loggers

e Phishing - Theft or attempted theft of user
INformation such as account credentials

e Physical loss - Loss or theft of any COV
resource that contains COV data

e Unauthorized access - Unauthorized access to
COV data/accounts

— This category includes successful phishing incidents
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