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Printers 
   5,311 network  
 22,000 desktop  

CoVA IT Infrastructure 

2,247 Locations  

Communications 
  55,000 desk phones 
  6,100 handhelds (PDAs) 
  11,000 cell phones 
Networks 
 2,039 circuits 
Data Centers (2) 
 CESC 
 SWESC 

Computers 
 59,374 PCs 
   3,356 servers 
 

Mailboxes 
 58,948 accounts 
Data storage  
 1.5 petabytes 
 

Mainframes (2) 
 IBM 
 Unisys 
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Verizon Data Breach Investigation Report 
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Information Security in the Commonwealth 
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 VITA is tasked with security governance of all three branches of 
 Commonwealth Government.  
 
 VITA controls the infrastructure of the executive branch agencies.  
 Agencies remain responsible for application management.   
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COV Information Security Program 
• IT Security Audit Program 

– Sensitive systems audited every 3 years 
• Risk Management Program 

– Business impact analysis 
– Risk assessment 
– Vulnerability and intrusion detection data 
– Assessment and audit analysis 
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71,637,858 Attack Attempts on COV Systems 
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73,129 Malware Blocked 
Jan 2014 – April 2015 
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Cyber Security Incident Trends 
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Security Incidents by Type  
Jan 2014 – May 2015 
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2014 Information Security Audit Program 
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22% 

21% 
57% 

Complete
Partially Complete
Insufficient
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Questions? 
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