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Date:  Enter date
Agency Name:  Enter Agency Name
Request Number:  Enter Request Number

Summary 
This document is a standard form for eligible customers, “Customer,” to request Enterprise Remote Connectivity Service (ERCS). This form allows Customers to utilize secure tunnels across the internet to connect to the Commonwealth network.  This technology offering allows the use of common broadband internet services as a means to achieve private Wide Area Network (WAN) connectivity.  This service implements Dynamic Multi-point Virtual Private Network (DMVPN) technology and creates dynamic IPSEC tunnels making this service highly scalable.  Wi-Fi service can be requested and implemented as a single non-mobile Access Point (AP) embedded in the router. The details expressed in the Project Information section of this form will be used by Northrop Grumman, “Vendor,” to fulfill the request. The services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement (CIA).
Conditions
The following conditions must be met for this form to be used:
1. Customer currently must be receiving services under the CIA.
2. This request is not part of incident resolution (i.e.: to resolve and close an incident ticket).
3. This request is not being processed through the VCCC (Q-ticket).
4. Customer must order internet service (i.e. Broadband, DSL, Cable, or wireless) from local provider.
5. A DSL bridge or cable modem that is provided by the DSL/Cable provider as part of their service must provide for an Ethernet connection to the router supplied by the Vendor.
6. All user traffic must traverse encrypted tunnels (IPSEC) to the Commonwealth Enterprise Service Center (CESC) or other ERCS sites.  No direct access to the internet (split tunneling) is allowed.
7. All traffic destined for the internet will flow through the Internet Secure Gateway (ISG) at CESC providing central firewall and web filtering protections.
8. Form can only be used for one site.  Requests for ERCS service at multiple sites or as a redundant connection to an existing site must be submitted as a Custom Work Request.  Project management labor may apply.
9. This form may not be used to address the relocation of ERCS service.  
Stakeholders
The following table lists the stakeholders for this solution.
	Name
	Role
	Work Phone
	Email

	Enter Name	Agency Information Technology Resource (AITR)
	Enter telephone number	Enter email address
	Enter Name	Agency Point of Contact (POC)
	Enter telephone number
	Enter email address

	Enter Name - Optional	Customer Account Manager (CAM)
	Enter telephone number
	Enter email address

	Enter Name - Optional	Agency Operations Manager (AOM)
	Enter telephone number
	Enter email address


Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	Request Type (select only one)
	|_| New Service
|_| Disconnection of Service (within 12 months of service initiation)

	
	If additional relocation services are required, a custom work request should be submitted.

	Disconnection and Early Termination Fee
	If the Customer requests the disconnection of the service and the deployment period is less than 12 months, an early termination fee will apply.  Disconnection of ERCS service after 12 months may be ordered via the VCCC at no cost.  The Customer may move the service from one site to another site without penalty as long as the combined deployment at the two sites is greater than 12 months.  

	Facility Address 
	Enter physical street address with Suite #.
Enter City, State, zip code. 

	Customer POC at Facility
	Enter Name.
Enter (area code) phone number, extension.
Enter E-mail address.

	Number of Network Ports
	Enter the estimated number of network ports needed to connect all users and devices here.
	xxx

	Anticipated Implementation Timeframe
	63 calendar days

	Requested Implementation Date
	Enter requested implementation date
	mm/dd/yy.

	
	Note: The period between the date when the form is submitted to VITA and the requested implementation date must include the number of days indicated in the Anticipated Implementation Timeframe.

	Basis for Implementation Date
	Detailed reason for this requested implementation date.

	
	Enter comments here - optional.

	Broadband Information
	Name of broadband provider:
	Enter provider name here.

	
	Support phone number of provider:
	Enter phone number here.

	
	Is the IP address being provided static or dynamic?
	Static or Dynamic.

	
	If using a static IP address, please provide the IP address, subnet mask, and default gateway here:
	Enter Static IP address, subnet mask, and default gateway here.

	
	Is DSL being used
	Yes/No

	
	If DSL, provide the phone number of the telephone line over which DSL is being provided:
	Enter phone number here.

	
	Upload and download speed as stated in the broadband service offering

	
	Upload speed:
	Enter speed here - optional

	
	Download speed:
	Enter speed here - optional

	Other Customer Comments
	Provide comments that may assist with the implementation of this request

	
	Enter comments here - optional


Project Assumptions
	Assumption
	Description

	Site Surveys
	The IT Partnership will perform a site survey (if necessary) to identify the demarcation location for the WAN circuit.  The site survey will ensure that the location is prepared to accept delivery of the circuit and installation of the network equipment.

	Physical Access to Facilities
	The Vendor assumes the Customer will provide access to the necessary areas of the facility through completion of the implementation of this request.

	Cabling Infrastructure
	The Customer will provide the cabling infrastructure at the facility to the demarcation point.  This cabling infrastructure will include:  electrical, telephone, and network cabling (including fiber). Cabling at the facility will meet COV standards and be a minimum CAT-5E.

	Broadband or Wireless Service
	The Vendor assumes that the Customer has procured broadband (cable or DSL) or wireless service from the local provider.  Vendor solution does not provide for broadband service. 

	Bandwidth
	Vendor solution is limited to 15Mbps.

	ERCS Router
	Does not support 4G.

	Data Security Standards
	The Vendor is not responsible for adherence to data security standards (e.g. HIPPA, PCI, FIPS 140-2).  The Agency is responsible for ensuring it meets any prescribed data security standards.



Technical Approach
[bookmark: _Toc284247572]The following section describes the technical approach for the Agency’s request for Enterprise Remote Connection Service. 
Broadband Service:  Customer locations will be required to have an existing broadband service (DSL or Cable) or wireless service subscription in place prior to the deployment of this service.
[bookmark: _Toc232395765][bookmark: _Toc232406171][bookmark: _Toc284247573]Components:  The solution consists of the following components:
a. Broadband (DSL or Cable) service ordered separately by the Customer:
· A standard telephone line over which DSL can be acquired or cable connectivity into the site location via a common cable provider.
· A DSL bridge or cable modem that is provided by the DSL/Cable provider as part of their service.
· An Ethernet cable to connect from the bridge/modem to the router provided by Vendor.
b. Wireless service ordered separately by the Customer:
· A wireless card provided by wireless subscription provider that will be embedded in the router provided by Vendor.
c. Router supplied by Vendor:
· The Vendor will supply a router capable of accepting Ethernet as its WAN interface.  The router will be Virtual Routing and Forwarding (VRF) aware and able to perform Dynamic Multipoint Virtual Private Networking (DMVPN).
· As requested by Customer, Wi-Fi connectivity is available within the router. 
ERCS is a fully managed service, and as such Vendor handles all installation, maintenance, monitoring, support, configuration and software upgrades for Vendor Supplied equipment.   

For the ERCS service, Vendor’s demarcation point is the internet facing Ethernet port. Anything beyond that point is the responsibility of the Agency or Commonwealth. Vendor will serve as the single point of contact inside the demarcation points. 
Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	WAN Circuit
	The facility can establish connectivity to CESC.  

	Core Network Infrastructure
	The IT Partnership has provided an ERCS router for network connectivity. LAN connectivity is established.



Signed Approval and Authorization to Proceed
By signing this document, the Customer provides VITA with the authorization to proceed with the implementation and delivery of the services described herein and agrees to pay VITA the associated fees listed in the below table. Costs will be billed as they are incurred.  VITA rates are required to be developed using state and federal guidelines and are reviewed by JLARC. Customers' bills may change as/when VITA statewide rates change.

It is acknowledged and agreed that the services delineated herein shall be provided in accordance with and are subject to the provisions of the CIA.  

If this work request is cancelled for any reason by the agency prior to completion, the agency is responsible for all expenses, including labor charges, incurred prior to the cancellation notice.

VITA pricing of services:
	Nonrecurring Charges (one-time)

	Service (select only one)
	RU Rate
	Cost

	ERCS Installation (per router)
	$745.25
	xxx

	ERCS De-installation (per router)1
	$745.25
	xxx

	Monthly Recurring Charges

	Service (select only one)
	RU Rate
	Cost

	ERCS (per router)
	$285.48/month
	$xxx

	ERCS with Wi-Fi enabled (per router)
	$428.12/month
	$xxx


1. See disconnection and early termination fee language on page two.

Please contact your agency’s customer account manager with any questions or concerns.  VITA is pleased to work with you to provide IT and services that enable the business of government.

Approval
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________
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