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1.0 Introduction  
Uif!Dpnnpoxfbmuiǃt!Jogpsnbujpo!Ufdiopmphz!Qspdvsfnfou!Nbovbm!)JUQN*!jt!qvcmjtife!cz the VITA under the 
authority granted to it by § 2.2-2012 of the Code of Virginia. The ITPM complies with §2.2-2012(A) which provides 
for the CIO to develop policies, standards, and guidelines for the procurement of information technology. 
 
This ITPM establishes policies, standards and guidelines to be followed by every executive branch agency (as 
defined in Virginia Code § 2.2-2006), within the limits  of delegated authority as determined by VITA. 
 
Please see Appendix A for a list of terms and abbreviations that are used frequently throughout this ITPM. 
 
All VITA procurement policies and procedures contained within this manual comply fully with the Virginia Public 
Procurement Act (VPPA), Virginia Code § 2.2-4300 et seq.. Throughout this manual, appropriate references are 
made to those procurement requirements  specifically required by statute. 
 
The Virginia General Assembly established VITA as the statutory central procurement agency  for IT. In addition to 
complying with statutory requirements, the policies, standards and guidelines included in this manual are based 
on generally accepted government and industry best practices for the procurement of IT. 
 
This manual aims to integrate the VPPA with  WJUBǃt!qspdvsfnfou!qpmjdjft-!tuboebset, and guidelines, and the IT 
joevtuszǃt!cftu!qsbdujdf concepts, guidance, and tools, for these purposes: 

¶ to empower Commonwealth procurement professionals in IT acquisition, contractual risk mitigation and 
project complexities 

¶ to promote a consistent IT procurement approach 

¶ to encourage Commonwealth procurement professionals who participate in IT acquisitions to adopt 
WJUBǃt!lfz!pqfsbujoh!qsjodjqmft!gps!JU!qspdvsfnfou 

Please refer to Appendix 1.0 gps!b!mjtu!pg!WJUBǃt!lfz!pqfsbujoh!qsjodjqmft!gps!JU!qspdvsfnfou/ 

 

1.1 WJUBǃt!tubuvupsz!JU!qspdvsfnfou!bvuipsjuz!boe!sftqpotjcjmjuz 
Pursuant to Virginia Code § 2.2-2012, VITA has sole authority to procure all IT for executive branch agencies and 
institutions of higher education except those exempted by law, including institutions  of higher education which 
have signed management agreements with the Commonwealth. All procurements conducted by VITA are 
pursuant to the VPPA and any VITA-promulgated applicable procurement policies and  guidelines. 
 
All agencies, institutions, localities, and public bodies may utilize any statewide IT contracts developed by VITA or 
request WJUBǃt!bttjtubodf with IT procurement services. 
 

1.2 In-scope to WJUBǃt procurement  authority  
VITA provides IT infrastructure services for executive branch agencies. VITA is also responsible for the 
procurement of all IT for all executive branch agencies (excluding those institutions  of higher education which 
have signed management agreements with the Commonwealth.) Visit this VITA SCM webpage for further 
information: https://www.vita.virginia.gov/procurement/policies --procedures/procurement -procedures/ 
 

1.3 Delegated IT procurement authority for executive branch agencies and  institutions  
Executive branch agencies do not have the authority to procure IT on their own behalf over 
$250,000, unless such authority is explicitly delegated to them by VITA. When an agency is given delegated 
authority from VITA for any IT procurement, the agency is required to follow the WQQB!boe!WJUBǃt!qspdvsfnfou!

1.10 Compliance with Federal Security and Privacy Rules and 
Regulations 

1.11 Compliance with Cybersecurity Policies 

1.12 Compliance with Virginia Code § 2.2-5514 

1.13 Exemptions from CIO approval or WJUBǃt oversight pursuant to the Appropriations 
Act 

https://www.vita.virginia.gov/procurement/policies--procedures/procurement-procedures/
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policies, standards, and guidelines in conducting the procurement. 
 
Use pg!WJUBǃt!tubufxjef!dpousbdut!jt!nboebupsz!gps!uif!bdrvjtjujpo!pg!bmm!JU!hppet!boe!tfswjdft/ If there is not a 
VITA statewide contract available for the needed IT good or service, a competitive procurement will be 
dpoevdufe/!Up!cspxtf!WJUBǃt!tubufxjef!dpousbdut-!hp!up; https://vita.cobblestonesystems.com/public/ . 
 
Agencies have varying delegated authority for IT goods and services depending on whether such goods and 
services are in scope to VITA. These delegation thresholds are provided in the Authority and Delegation policy 
found at this webpage location: https://www.vita.virginia.gov/procurement/policies --procedures/procurement-
policies/ .  
 
IT procurement requests and orders shall not be split to circumvent delegation limits. For a list of in-scope and 
out of scope IT goods and services go to: https://vita.virginia.gov/supply -chain/place-an-order/ . 
 

1.4 Qspdftt!gps!sfrvftujoh!bo!fydfqujpo!up!b!WJUBǃt!JU!qspdvsfnfou!qpmjdz!ps procedure 
An agency head may request approval to deviate from a VITA procurement requirement by submitting  a written 
exception request to the CIO after determining that compliance with such a provision would result in a significant 
adverse impact or hardship to the agency, 
 
Such a request must include a statement detailing the reasons for the exception needed, the significant adverse 
jnqbdu!ps!ibsetijq!uif!bhfodz!xpvme!fyqfsjfodf!jg!WJUBǃt!qspdvsfnfou  requirement was followed, and how the 
agency intends to procure the needed IT good or service. All exception requests shall be evaluated and decided 
upon by the CIO, and the requesting agency shall be informed of  the decision and action taken. 
 

1.5 Qspdvsfnfout!tvckfdu!up!WJUBǃT!qspdvsfnfou!bvuipsjuz 
 
1.5.1 Public-Private Education Facilities and Infrastructure Act (PPEA) 

All IT goods and services procured by an executive branch agency for the benefit of the Commonwealth pursuant 
to any PPEA effort are also svckfdu!up!WJUBǃt!qspdvsfnfou!bvuipsjuz, in accordance with Virginia Code § 2.2-2007 
and §2.2-2012. Further detail is provided in Chapter 10 of this manual, General IT Procurement Policies. 
 

1.5.2 Purchase of personal computers 
VITA may establish contracts for the purchase of personal computers and related devices by licensed teachers 
for use outside the classroom in accordance with Virginia Code § 2.2-2012(D). The computers and related 
devices shall not be purchased with public funds but shall be paid for and owned by teachers individually 
provided that no more than one such computer and related device per year shall be so purchased. VITA has 
developed processes for ordering and tracking the purchase of personal computers and related devices by public 
school teachers. VITA will provide assistance with the resolution of customer (teacher) complaints and contract 
issues. VITA will negotiate modifications to existing PC contracts, if necessary, or establish new PC contracts as 
needed to provide for the use of PC contracts by licensed public school teachers. Further information can be 
found at this website location: https://www.vita.virginia.gov/procurement/teacher -pc-purchase-program/  
 

1.5.3 Acquisition of Information technology including telecommunications goods and services 
The provisions of this chapter shall not be construed to hamper the pursuit of the missions of the institutions in 
instruction and research. Acquisition of computer or telecommunications equipment or services means the 
purchase, lease, rental, or acquisition in any other manner of any such computer or telecommunications 
equipment or services. Qmfbtf!wjtju!WJUBǃt!xfbsite for additional, helpful information about placing orders for IT 
goods and services: https://vita.virginia.gov/supply -chain/place-an-order/.  
 
B!mjtu!pg!WJUBǃt!statutory offerings are attached here as Appendix 1.5.3. The complete catalog of IT goods and 
services offered by VITA is also available here:  https://www.vita.virginia.gov/technology -services/. 
 

1.6 Qspdvsfnfout!opu!tvckfdu!up!WJUBǃT!qspdvsfnfou!bvuipsjuz 
Equipment, software or services for a specialized application whose primary function or purpose is other than IT 
and for which any IT functionality or component is secondary or jodjefoubm!up!uif!frvjqnfouǃt!primary function 

https://vita.cobblestonesystems.com/public/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
https://vita.virginia.gov/supply-chain/place-an-order/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2007/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2012/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2012/
https://www.vita.virginia.gov/supply-chain/place-an-order/teacher-pc-purchase-program/
https://www.vita.virginia.gov/procurement/teacher-pc-purchase-program/
https://vita.virginia.gov/supply-chain/place-an-order/
https://vita.virginia.gov/supply-chain/place-an-order/
https://www.vita.virginia.gov/technology-services/
https://vita.virginia.gov/supply-chain/place-an-order/
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nbz!cf!pvutjef!uif!qvswjfx!pg!WJUBǃt procurement authority. Such procurements are delegated to agencies and 
do not need to be processed through VITAǀonly uispvhi!uif!Dpnnpoxfbmuiǃt!electronic procurement system, 
eVA. 
 

1.7 Authority to contract for IT goods and services  
 

1.7.1 DJPǃt!Bvuipsjuz!up!cjoe!Dpnnpoxfbmui!up!bo!JU!dpousbdu!xjui!puifs!qvcmjd!cpejft!ps!tubuft-!QQFB!dpousbdut!
and IT services contracts 

Pursuant to Virginia Code §2.2-2007(B)(9), the DJP!ibt!ǆuif!bvuipsjuz!up enter into and amend contracts  . . . for 
uif!qspwjtjpo!pg!jogpsnbujpo!ufdiopmphz!tfswjdft/Ǉ  Under § 2.2-3118)D*-!uif!DJP!nbz!ǆnbz!foufs!joup!qvcmjd-
private partnership contracts to finance or implement information  technology programs boe!qspkfdut/Ǉ 
 

1.7.2 Authority to bind VITA to an IT contract 
Only the CIO has statutory authority to bind VITA to a contract  or to contract  for the payment of VITA funds to any 
entity. The CIO may delegate contract signature authority to specific named positions or individuals, who may 
then bind VITA contractually within the limits of their delegation. 
 

1.8 CIO approval required for certain IT Procurements  via the Procurement Governance 
Review (PGR) process 

The CIO reviews and approves proposed IT investments (IT projects and IT procurements) with a value of 
$250,000.00 and over, requests for proposals (RFPs), Invitations for bid (IFBs) and contracts for IT projects. 
Agency IT project procurements are reviewed and approved for those projects and procurements that are $1 
million dollars or more in cost. Additionally, the CIO, via the Division of Project Management, requires that any 
contract requiring CIO approval over $1 million dollars shall be approved by the Office of the Attorney General 
prior to submission to VITAǃt!Qspkfdu!Nbobhfnfou!Ejwjtjpo!(PMD )for the CIO's review and approval. 
 

1.8.1 CIO approval and oversite required for certain IT projects 
The CIO shall review certain projects and recommend whether they be approved or disapproved, or require VITA 
oversight (see Virginia Code § 2.2-2017). The CIO will disapprove any procurement that does not conform to the 
Commonwealth strategic plan for information  technology developed and approved pursuant to § 2.2-2007 or to 
the individual IT strategic plans (ITSPs) of agencies or public institutions of higher education. 
 
IT investments by agencies must be added to their respective ITSP by requesting Investment Business Case 
(IBC) approval  by the CIO, coordinated by the IT Investment Management (ITIM) group. 
 
After receiving IBC approval, the agency must request CIO approval to begin the procurement process via the 
Procurement Governance Review (PGR) process. VITA staff will review to ensure that the procurement conforms 
to the bhfodzǃt!JUTQ,  the statewide IT strategic plan, and compliance with required Commonwealth Policies, 
Standards and Guidelines (PSGs) and certain IT and VITA related statutory laws. The VITA divisions who conduct 
the review are: Enterprise Architecture, Security, SCM, PMD, and Customer Account Managers (CAM). Additionally, 
WJUBǃt!Foufsqsjtf!Dmpve!Pwfstjhiu!Services (COV Ramp) will review all procurements that involve off -premise 
hosting (i.e., SaaS). PMD has the responsibility to coordinate the review and deliver, to the CIO, a 
recommendation for his action. Visit this website for more information  on the PGR process and agency 
requirements: https://vita.virginia.gov/supply -chain/scm -policies-forms/summary -of-. 
 
For more information  on WJUBǃt governance and oversight of certain IT projects, refer to the ǆQspkfdu Management 
Standard (CPM 112-14*Ǉ!gpvoe at: https://vita.virginia.gov/it -governance/itrm-policies-standards/ . 
 

1.8.2 Submission for approval 
All agency governance approval requests for Procurement Governance Reviews, RFPs, IFBs, contracts, and 
projects will be submitted to PMD through the  IT Technology Portfolio and designated PMD analyst. 
 

1.8.3 CIO recommendation for approval and termination of major IT projects 
Pursuant to Virginia Code § 2.2-2016.1, the CIO shall have the authority to ǆsfwjfx!boe!bqqspwf!ps!ejtbqqspwf!uif!
selection or termination of any Commonwealth information technology project.Ǉ 
 

https://vita.virginia.gov/supply-chain/place-an-order/
https://www.eva.virginia.gov/
https://law.lis.virginia.gov/vacode/title2.2/chapter6/section2.2-604/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2017/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2007/
https://vita.virginia.gov/supply-chain/scm-policies-forms/summary-of-vitas-procurement-delegation/
https://vita.virginia.gov/supply-chain/scm-policies-forms/summary-of-vitas-procurement-delegation/
https://vita.virginia.gov/it-governance/itrm-policies-standards/
https://vita.virginia.gov/it-governance/itrm-policies-standards/
https://vita.virginia.gov/it-governance/itrm-policies-standards/
https://vita.virginia.gov/it-governance/itrm-policies-standards/
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1.8.4 CIO approval for joint and cooperative procurement arrangements or purchases from another public cpezǃt!
contract  

If any agency desires to participate in or sponsor a joint and cooperative procurement arrangement for the 
procurement of IT goods and services, that arrangement must be approved by the CIO, regardless of the amount 
of the procurement. If a public body desires to purchase IT goods and services, regardless of amount, from 
another pubmjd!cpezǃt!dpntract, that procurement may be permitted if approved in advance by the CIO (§ 2.2-
4304(B) of the Code of Virginia). 
 

1.8.5 CIO approval for GSA procurements 
Procurements of IT goods and services of any amount using GSA or any other GSA contract approved for use by 
states or localities must be approved by the CIO prior to being procured by any authority, department, agency or 
institution of the Commonwealth (Virginia Code § 2.2-4304(C)). 
 

1.8.6 CIO approval for public auction procurements 
Any public bodythat desires to purchase IT and telecommunications goods and services from a public auction 
sale, including an online public auction, must have the purchase approved in advance by the CIO, regardless of 
the amount of the purchase. Although agencies must request CIO approval for some but not all IT procurements, 
the CIO may disapprove any procurement, regardless of amount, that does not conform  to the statewide 
technology plan or to the individual plans of agencies or public institutions of higher education (Virginia Code § 
2.2- 2012(A)). 
 

1.9 Enterprise cloud oversight  policy and approvals 
Jo!bddpsebodf!xjui!WJUBǃt!cloud policies and procedures, now known as COV Ramp, , agencies desiring a cloud-
based solution (i.e., Software as a Service) for any procurement, must comply with the procedures and obtain the 
approvals described. See https://www.vita.virginia.gov/cov -ramp/  for more information.  
 

1.10 Commonwealth Compliance with Federal Security and Privacy Rules and Regulations 
The CIO of Virginia is required to develop policies, standards and guidelines that require that any procurement of 
jogpsnbujpo!ufdiopmphz!nbef!cz!uif!Dpnnpoxfbmuiǃt!fyfdvujwf- legislative, and judicial branches and 
independent agencies be made in accordance with federal laws and regulations pertaining to information  
security and privacy, as defined by Virginia Code  § 2.2-2009. Agencies are required to validate their statutory 
compliance with these policies and standards. 
 

1.11 Compliance with  Cybersecurity Policies 
All agencies are required to have cybersecurity policies that meet or exceed the Dpnnpoxfbmuiǃt!dzcfstfdvsjuz!
policy. Pursuant to Virginia Code § 2.2-2009, the CIO is required to conduct an annual comprehensive review of 
cybersecurity policies of every executive branch agency, with a particular focus on breaches in information  
technology that occurred and any steps taken by agencies to strengthen cybersecurity measures. 
 

1.12 Compliance with  §2.2-5514 of the Code of Virginia 
No IT goods or services may be procured by VITA or any Commonwealth public body in violation of Virginia Code 
§ 2.2-5514.  See SEC528 (Prohibited Hardware, Software and Services Policy) for more information. 
 

  

https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4304/
https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4304/
https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4304/
https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4304/
https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4301/
https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4303/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2012/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2012/
https://www.vita.virginia.gov/cov-ramp/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2009/
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Chapter highlights  
 

Purpose: This chapter provides guidance on how the acquisition of IT goods and services is 

different than the procurement of non-IT commodities and also provides guidance on the IT 

procurement process. 

 

Key points: 

¶ IT sourcing is constantly changing and requires the application of specialized best 

practices. 

¶ Technology risks must be analyzed and mitigated during solicitation development and 

prior to contract execution. 

¶ Applying strategies and principles to technology procurement, positions the 

Commonwealth to maximize the benefits it receives from technology and reduces the 

risk of supplier and technology failures. 

 

Table of contents 

2.0 Introduction 

2.1 Uif!Dpnnpoxfbmuiǃt!efqfoefodf!vqpo!ufdiopmphz!hspxt!boe!fwpmwft 

2.2 Critical factors in IT procurement 

 

2.0 Introduction  
This chapter focuses on how the process of technology acquisition is different from other types of commodities  

and services sourcing. It also explains why IT procurements require special diligence and the application of 

specialized best practices to obtain best-value IT solutions for the Commonwealth. IT procurement differs in 

complexity and analysis from commodit y-driven procurements because technology is constantly changing due to 

new service offerings like cloud computing, constant technical improvements, software changes like open source 

software and security enhancements Unlike general commodities, IT goods and services may have very complex 

interdependencies, continuity requirements or serious risk considerations that support the operational backbone 

pg!uif!Dpnnpoxfbmuiǃt!qvcmjd!tbgfuz!boe!djuj{fo!tfswjdft/ 

 

Refer to Chapter 1 for discussion on IT procurement delegation and authority and unique processes and 

procedures that agencies are required to comply with. 

 

VITA is committed to using technology procurement processes supported by the VPPA and industry best 

practices. These IT procurement business processes will enable VITA and the Commonwealth to achieve an IT 

sourcing environment which: 

 

Chapter 2 ǵ How Is Procuring Information 
Technology Different? 
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¶ mfwfsbhft!Wjshjojbǃt!bnqmf!JU!cvzjoh!qpxfs!xijdi!fobcmft!uif!qspdvsfnfou!pg!joopwbujwf!JU!uppmt!boe!

solutions at competitive prices and terms 

¶ promotes the increased use and usefulness of statewide technology contracts 

¶ provides fast and flexible sourcing processes 

¶ drives positive business relationships between the Commonwealth and its IT suppliers 

¶ promotes an evaluation process for IT goods and services which is value-oriented, not price-oriented 

¶ encourages sourcing processes which are business-driven and enterprise-oriented 

¶ results in fair, standardized contract vehicles which are performance-based and can easily define the scope 

of the IT purchase 

¶ improves the ability of suppliers to do business with the Commonwealth 

¶ promotes a consistent IT procurement approach across the Commonwealth 

 

2.1 Uif!Dpnnpoxfbmuiǃt!efqfoefodf!vqpo!ufdiopmphz!hspxt!boe!fwpmwft 
The Commonwealth is increasingly dependent on data, systems and communications that deliver information and 

services to its citizens and stakeholders, including systems that integrate and share data with other federal, state 

and local agencies. 

 

Our dependence on technology necessitates that procurement professionals use efficient and repeatable 

procurement and project-related processes that comply with the VPPA; industry best practices; Commonwealth 

security, data privacy, project management and other technical standards; and that prompt careful analysis and 

njujhbujpo!pg!ufdiopmphz!sjtlt!bsf!dbsfgvmmz!dpotjefsfe!xijmf!tubzjoh!xjuijo!uif!Dpnnpoxfbmuiǃt!cvehfu!boe!

strategic technology plan. 

 

The increase in value of IT means a corresponding increase in risk to the Commonwealth and the services it 

provides to its citizens. Commonwealth IT procurement professionals must assess these risks and adapt agency 

IT strategies and outcomes to match business objectives. IT procurement professionals are experiencing 

fundamental changes in their roles and responsibilitiesǀtransitioning from commodity buyers to negotiators and 

from transactional order placers to strategic IT solution managers. 

 

WJUBǃt!ufdiopmphz!qspdvsfnfou!qspdftt!fodpnqbttft!nvdi!npsf!uibo!tpvsdjoh!boe!cvzjoh!JU!hppet!boe!

services. It includes planning; developing requirements; compliance with Commonwealth and federal, technology 

standards or regulations, assessing risk factors; preparing the solicitation, evaluation, award and contract 

documents; approval, formal acceptance and receipt of deliverables; payment; inventory tracking and disposition 

and post-award supplier performance and compliance management. Regardless of whether the technology 

product or service required is procured by the agency under its delegated authority, purchased off a statewide 

contract or procured by VITA, the workflow is essentially the same. Appendix 2.0 sets forth some key factors to be 

considered in making a technology purchase. 

 

2.2 Critical factors in IT procurement  

The Commonwealth can maximize the value it receives from technology and reduce the risk of supplier and 

technology failures by using smart sourcing and contract strategies. Listed below are examples of IT sourcing and 

contract strategies to mitigate some potential IT procurement difficulties: 
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Challenge Impact/risk  IT sourcing principles to 

employ 

IT contract approaches to mitigate 

Complexity of 

business functions, 

technology and legal 

issues make 

procurement 

long and difficult 

major omissions 

from a business, 

technical or legal 

standpoint are 

anticipated and 

prevented 

use a structured IT acquisition 

process that provides a 

framework to ensure all areas 

are part of the screening and 

selection process 

draft a clear, easy-to-use contract 

that documents the business 

relationship, and includes only 

mandatory and specialized IT terms 

and conditions and the essence of 

the deal 

Industry 

consolidation/ 

monopoly suppliers 

key products lie 

with powerful 

suppliers 

use solution-based 

solicitations that focus on 

business problems and 

solutions, not technical 

specifications or requirements 

adopt meaningful service level 

agreements (SLAs) and business 

performance commitments and 

measurements to monitor  if 

solution continues to meet 

business need 

 

assign incentives/remedies in the 

contract to incentivize 

Supplier performance 

Products and 

solutions are 

intangibles 

difficult to specify 

and evaluate 

products 

collaborate in an evaluation 

process that incorporates all 

areas needed for successful IT 

solution: business, technical, 

legal and financial 

 

include subject matter experts 

(SMEs) on evaluation team 

who will only evaluate their 

area(s) of expertise 

 

provide contract template with 

solicitation, not prepared after 

selection 

 

incorporate offeror response 

to contract  

template as part of the 

evaluation 

use strong warranty language with 

significant business remedies 

 

give significant attention to 

intellectual property rights and 

alternatives to ensure the right to 

use, access, transfer to other 

Commonwealth entities 
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Rapid and planned 

obsolescence 

versions out of 

date 

 

new entrants into 

market 

conduct market research to 

evaluate market risk 

 

evaluation based on value-to-

cost ratio 

 

include total life cycle costs in 

evaluation 

tie contractual commitments to 

providing solution, not product 

 

provide support of version and 

upgrades for appropriate period of 

time 

Significant barriers to 

exit 

customer is locked 

into products or 

services 

decision-making process 

 

anticipate transitions/exit  

strategies 

provide system data, back-up; 

ownership of work product or 

perpetual license to work product, 

including third party products 

needed to run systems/solutions; 

provide a strong transition/exit plan 

for agency 

Complexity of IT 

products and services 

difficult selecting 

the best from value 

solution due to 

complexity of 

needed IT good or 

service 

collaborate in a team-based 

process to ensure all 

necessary requirements are 

appropriately evaluated 

 

address all project, security, 

data privacy and cost risk 

factors  

base contract on solutions, not 

buying of specific product or 

version 

 

include protections against product 

splitters or bundling 

 

include risk mitigation project 

activities and contract language to 

align with risk potentialities 

  use data-driven evaluation 

processes to coalesce many 

different perspectives 

 

IT must support 

business function 

evaluation criteria 

focused on 

business value and 

needs; not 

specification- 

driven process 

use solution-based 

solicitations that focus on 

solving business problems 

and incentivizing Suppliers to 

offer solutions, not just 

meet technical specifications 

include meaningful SLAs and 

performance commitments and 

measures to monitor solution 

continues to meet business need 

 

assign incentives/remedies in the 

contract  

Solutions being 

procured are highly 

interdependent 

No accountability 

for full solution 

 

the weakest 

component will 

drive your risk 

profile 

take a full supply chain view of 

solutions 

 

evaluate suppliers and 

components on strength of 

solution, 

give prime contractor accountability 

for performance, but also allow 

Commonwealth to reach through to 

subcontractors to maintain services 
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both independently and 

collectively 

Contracts must 

protect 

Commonwealth data 

and systems 

compromise of 

sensitive 

Commonwealth 

data 

 

unauthorized 

disablement of 

Commonwealth 

data and citizen 

services 

understand the data sensitivity 

of the procurement/projec t 

 

collaborate with your business 

owner, project manager, 

information security officer 

and other SMEs 

VITA SCM has cloud terms 

available if the procurement is for 

Software as a Service 

Agency may inquire at: 

scminfo@vita.virginia.gov 

 

A structured IT sourcing process provides a comprehensive framework to ensure agencies that: 

 

¶ omissions from a business, technical or legal standpoint are anticipated and prevented 

¶ the costs and resources for the IT sourcing process are appropriate and are efficiently deployed 

¶ the business case in support of the IT procurement is reaffirmed prior to selecting a solution 

¶ across the board executive buy-in to the new system or technology is measurable as a result of user group 

involvement throughout the IT sourcing process 

 

Regardless of the nature of the anticipated IT procurement, its size, cost and complexity, the following core 

principles of IT sourcing apply: 

 

¶ Use a structured solicitation process which incorporates multiple complex domains, e.g., legal, technical, 

business functionality, financial. 

¶ Sourcing should be a data-driven business process, which incorporates and balances concerns across 

multiple domains. 

¶ Contract formation and negotiation are part of the decision process. It is critical to include an appropriate 

contract in the solicitation. If the supplier is not committed to providing the Commonwealth with value 

through the negotiation process, the Supplier should be evaluated accordingly. 

¶ Business needs must be supported in the solicitation requirements and any statement of work. Focus less 

on specification-driven solicitations for major systems/solutions and write solicitations that are structured 

for IT suppliers to offer innovative and cost-effective solutions. 

¶ The sourcing evaluation process should include a comprehensive cost analysis that includes the total cost 

of ownership and all cost components including maintenance and not just the price of software or 

hardware. 

¶ Long-term issues such as obsolesce, technology replacement and compatibility must be part of the 

evaluation, negotiation and decision-making process. 

¶ Negotiations must be conducted prior to the selection of a particular IT solution or supplier. 

¶ Intangible rights, software ownership and other critical terms and conditions must be considered in 

evaluation and negotiation. 

mailto:scminfo@vita.virginia.gov
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¶ Risk analysis and trade-offs must consider the security of Commonwealth systems/data and continuity of 

pqfsbujpot!gps!uif!Dpnnpoxfbmui!boe!uif!tpmvujpo!boe0ps!tvqqmjfsǃt!qpufoujbm!jnqbdu!po!uif!

Dpnnpoxfbmuiǃt!bcjmjuz!up!qspufdu!Dpnnpoxfbmui!bttfut!boe!tfswice its citizens without interruption. 
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Chapter highlights  

 

¶ Purpose: This chapter pvumjoft!WJUBǃt!Tvqqmz!Dibjo!Nbobhfnfouǃt!)TDNǃt*!wjtjpo-!njttjpo-!

core values and guiding principles. It also discusses the services that SCM provides to the 

Commonwealth. 

 

¶ Key points: 

o SCM is the division of VITA charged with developing, implementing and leading the 

Dpnnpoxfbmuiǃt!ufdiopmphz!qspdvsfnfou!qpmjdjft-!tuboebset!boe!hvjefmjoft/ 

o SCM is the central purchasing office for IT goods and services for the Commonwealth. 

o SCM seeks to achieve its mission of developing and managing supplier relationships to 

nbyjnj{f!uif!sfuvso!po!Dpnnpoxfbmui!JU!jowftunfout!cz!joufhsbujoh!jut!dvtupnfstǃ!

business needs with its strategic suppliers. 

 

Table of contents  

3.0 Introduction 

3.1 TDNǃt!wjtjpo-!njttjpo!boe!dpsf!wbmvft 

3.2 TDNǃt!tusbufhjd!hpbmt 

3.3 TDNǃt!guiding principles 

3.4 Who does SCM serve? 

3.5 What services does SCM offer? 

3.6 What business functions does SCM provide? 

3.7 TDNǃt!pohpjoh!JU!qspdvsfnfou!jojujbujwft!boe!jnqspwfnfout 

3.8 TDNǃt!eftjsfe!gvuvsf 

 

3.0 Introduction  
WJUBǃt!Tvqqmz!Dibjo!Management Division (SCM) is the division of VITA charged with developing, 

jnqmfnfoujoh!boe!mfbejoh!uif!Dpnnpoxfbmuiǃt!ufdiopmphz!qspdvsfnfou!qpmjdjft-!tuboebset!boe!hvjefmjoft/!

SCM is the central purchasing office for all IT goods and services for the Commonwealth. SCM develops IT 

policies, standards and guidelines and conducts and/or approves IT procurements for VITA and on behalf of 

agencies of the Commonwealth. SCM integrates data and information throughout its processes to ensure 

information is availabmf!boe!bddvsbuf!up!tvqqpsu!bobmztjt-!qmboojoh!boe!sfqpsujoh/!TDNǃt!qspdvsfnfou!

responsibilities range from the ordering/purchasing process to the management and/or facilitation of major IT 

procurements. 

 

 

 

Chapter 3 ǵ XKVCǸu" 
Supply Chain Management (SCM) 
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3.1 TDNǃt!hvjejoh!qsjodjqmft 
SCM has established a set of guiding principles that create the framework within which all of its activities are 

conducted. Those guiding principles are as follows: 

¶ SCM is responsive to customers in terms of cost, quality and timeliness of the delivered products or 

services. 

¶ TDNǃt!gvodujpot-!qspdfttft!boe!tfswjdft!bsf!usbotqbsfou/ 

¶ SCM promotes competition by offering a level playing field to all suppliers. 

¶ SCM minimizes administrative operating costs by streamlined and repeatable processes and 

procedures. 

¶ SCM personnel conduct all business with integrity, fairness and openness. 

¶ TDN!jnqmfnfout!qspdvsfnfou!qspdfttft!xijdi!gvmgjmm!uif!Dpnnpoxfbmuiǃt!qvcmjd!qpmjdz!boe!tusbufhjd!

technology objectives. 

Further details on the SCM guiding principles can be found in Appendix 3.1. 

 

3.2 Who does SCM serve? 
SCM provides services to multiple audiences because it is a central pivot point in IT acquisitions for the 

Commonwealth. SCM customers span many business areas and include: 

¶ Commonwealth of Virginia taxpayersǀSCM aggressively implements competition for IT procurements. 

Suppliers are asked to provide the best value at the best price for Virginians. 

¶ Wjshjojbǃt!JU!tvqqmjfstǀSCM provides a welcoming, fair, inclusive IT procurement opportunity process 

that encourages participation by DSBSD certified small businesses, including those small businesses 

owned by women, minorities- and service-disabled veterans, and micro businesses. 

¶ Executive branch agencies, other public bodies and institutions of higher education within the 

CommonwealthǀSCM procures IT goods and services required to fulfill their missions and goals 

through standardizing many infrastructure services, by establishing pre-negotiated, VPPA-compliant 

statewide technology contracts to mitigate technology risks, reduce the procurement process and 

cvehfu-!mfwfsbhf!uif!JU!joevtuszǃt!cftu!tpmvujpot!boe!qsjdjoh0wpmvnf!ejtdpvout!boe!cz!qspwjejoh!

guidance or approval for agency-specific IT procurements. 

 

3.3 What services does SCM offer? 
SCM provides agencies with the following IT procurement services: 

¶ Statewide IT agreements for use by all Commonwealth executive branch agencies, other public 

bodies and private institutions of higher education. Supplier and contract management methodology, 

processes, policies and guidelines unique to IT contracts. 

¶ Procurement policies, standards and guidelines which provide a fair and open sourcing process 

based on the Virginia Public Procurement Act regulations and established best practice tools and 

procedures. 

¶ Enterprise IT contract policies, standards, guidelines and administration. 

¶ Dbufhpsz!tusbufhjft!uibu!efgjof!uif!Dpnnpoxfbmuiǃt!bqqspbdi!up!JU!tfswjdft!tvdi!bt!cvjme0cvz!

decisions, multiple or single supplier and degree of geographic concentration. 

¶ Research on suppliers, IT markets, analysis of IT markets and development of supplier strategies 

including financial evaluation of potential suppliers. 

¶ IT strategic sourcing based on knowledge of past and future IT projects, solicitations and contracts 

bdsptt!uif!Dpnnpoxfbmui-!boe!uif!Dpnnpoxfbmuiǃt!pwfsbmm!JU!tusbufhjd!qmbot 
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¶ Leading and facilitating procurement project teams through sourcing initiatives. 

¶ Assistance in the development of requirements, statements of work, requests for information, 

invitations for bids, requests for proposals, evaluation scorecards, negotiation strategies, etc. 

¶ Provide consulting services and advise agencies initiating high-risk solicitations and contracts, 

conduct reviews of high-risk solicitations and contracts, and provide training on SCM procurement 

policies and procedures. 

¶ Support agency major IT projects with contract review and feedback. 

¶ Support agency cloud procurements by providing contract language, review, and feedback and 

assistance with cloud contract negotiations. 

¶ Standardized and approved IT-specific solicitation and contract template documents  

¶ Risk assessment and mitigation of IT suppliers, IT markets and IT-specific projects. 

¶ Assistance in developing contract negotiation strategies. 

¶ E-procurement and IT ordering assistance. 

¶ Sourcing-related tools, templates and training. 

¶ Strategic planning on how to structure the IT procurement to achieve maximum value and efficiency. 

¶ Assistance in advancing appropriate strategic partnerships with IT suppliers and shaping the supplier 

selection process. 

¶ Assistance in negotiating with IT suppliers and with effectively managing relationships with value-

added reseller (VAR) suppliers. 

¶ Strategy assistance in determining the appropriate solicitation type and the appropriate contract type 

(multiple award, performance-based, short term) to improve the chances of success for a particular 

IT procurement. 

¶ Participation in customer compliance and governance activities and processes aligned with VITA 

statutory requirements and other VITA divisions including Relationship Management & Governance, 

Platform Relationship Management, Legal & Legislative Services, Service Management & Delivery, 

Internal Technology & Portfolio Management, Enterprise Services, PMD, Commonwealth Security & 

Sjtl!Nbobhfnfou-!boe!joufsobm!boe!dvtupnfs!tvqqpsu!xjui!WJUBǃt!boe!bhfodjftǃ!qvsdibtjoh!offet!

and requirements. 

 

3.4 What business functions does SCM provide? 
Bo!pwfsbmm!pckfdujwf!xjuijo!TDNǃt!cvtjoftt!gvodujpo!jt!up!qspwjef!uif!joufhsbujpo!pg!ebub!boe!jogpsnbujpo!

uispvhipvu!TDNǃt!qspdfttft!up!fotvsf!jogpsnbujpo!jt!bwbjmbcmf!boe!bddvsbuf!up!tvqqpsu!bobmztjt-!qmboojoh-!boe!

reporting. The skilled and specialized procurement staff within SCM offers many IT-related business and 

service-oriented functions that include: 

¶ Category management ƿ Developing the strategic plan for sourcing and contracting in alignment with 

business needs and the IT marketplace to optimize value and reduce risk. 

¶ Strategic sourcing ƿ Integrating IT technical, business, financial, and contractual requirements to 

select suppliers and negotiate agreements that fulfill IT business functions. 

¶ Platform Sourcing -- Platform Sourcing is responsible for the strategic sourcing of IT infrastructure 

tfswjdft!uibu!tvqqpsut!uif!Dpnnpoxfbmuiǃt!dfousbmj{fe!nvmuj!tvqqmjfs!joufhsbufe!JU!tfswjdf!efmjwfsz!

and management model. This includes collaborating with and leading cross-functional teams through 

the market research, negotiation, development and execution of multi-dimensional contracts that 

consider the current marketplace, customer, financial, technical, information security, architecture and 

organizational impacts. 
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¶ Procurement ƿ Managing the processes by which goods and services are identified, ordered, and 

received; and monitoring compliance guidelines and policies. 

¶ Supplier Relationship Management (SRM) ƿ Efwfmpqjoh!boe!nbobhjoh!WJUBǃt!joufsbdujpot!xjui!jut!

suppliers. Coordinating efforts across VITA to realize the value of the supplier relationship. 

¶ Policy and integration ƿ Developing policies, standards and guidelines; researching emerging best 

practices; defining new approaches to enhance the value of supply chain services throughout the 

Commonwealth; leading analysis and integration of new legislation and emerging procurement 

methods and models. 

¶ Procurement governance ƿ Ensuring executive branch agency compliance with strategic planning and 

related projects and VITA policies and standards; and reviewing/recommending approval of major and 

delegated procurements and projects. 

¶ COV Ramp review and approval services ƿ Supporting agencies with cloud procurement compliance 

and guidance by offering required Cloud Services Terms and Conditions to include with their 

solicitations and contracts; reviewing supplier redlines to those terms and coordinating with VITA  to 

assist an agency with successful negotiations of those terms with the agency and supplier.  

¶ Procurement review ƿ Determining the effectiveness and compliance with VITA SCM policies, 

standards and guidelines and internal processes and procedures. 

¶ Customer IT training and guidance ƿ Providing valuable IT-geared online tools, group training classes 

and sessions, as well as individual guidance to our customer agencies. 

 

3.5 TDNǃt!pohpjoh!JU!qspdvsfnfou!jojujbujwft!boe!jnqspwfnfout 

IT sourcing and contract management is focused on business value and source of innovation versus price-

based or transactional procurement. Several key jojujbujwft!uibu!tvqqpsu!TDNǃt!wbmvf-focused organization 

include: 

¶ Managing IT spend through a proactive sourcing strategy. 

¶ Managing the delivery of IT services through category management plans and category owners. 

¶ Developing and managing flexible contracts that form the foundation of the relationship; specifically, 

creating and managing performance-based contracts. 

¶ Qspdvsjoh!ǆtpmvujpotǇ!up!cvtjoftt!qspcmfnt!sbuifs!uibo!qspdvsjoh!qspevdut!boe0ps!tfswjdft!xjui!

extremely detailed specifications and limited technical requirements. 

¶ Dibohjoh!bdrvjtjujpo!qmboojoh!qfstqfdujwft!gspn!ǆtjohmf-bhfodzǇ!up!ǆfoufsqsjtf-Ǉ!ǆtfswjdf-psjfoufe-Ǉ!

ǆtibsfeǇ!boe!ǆDpnnpoxfbmui!tusbufhjd!pckfdujwftǇ!jo!psefs!up!jowjuf!boe!fobcmf!hsfbufs!wbmvf!boe!

cfofgju!gspn!uif!JU!nbslfuǃt!fwfs-changing innovation offerings. 

¶ Processes which consistently manage contracts through the life of the contract. 

¶ Provide maximum effectiveness and efficiency for the procurement process, with appropriate controls 

and compliance. 

¶ Manage suppliers appropriate to their strategic importance. 

¶ Increase the diversity and quality of suppliers providing services. 

¶ Utilizing measurement of internal performance including compliance, process cycle times and costs, 

material cost savings and spend management. Implement a balanced score card for measuring and 

usbdljoh!uif!Dpnnpoxfbmuiǃt!JU!tvqqmjfstǃ!tfswjdf-!rvbmjuz-!efmivery and pricing. 

¶ Driving analysis based on total cost and ensuring compliance through integration of contract 

management, transaction management, spend data management and supplier performance 

management. 
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¶ Training IT Sourcing Specialists to be technology savvy consultants empowered with the skill sets 

needed to be efficient problem-solvers, technology risk mitigation/negotiation experts who are able to 

translate business needs into efficient and effective IT contracts. 

¶ Cfjoh!qspbdujwf!jo!uif!joevtuszǃt!tijgu!up!Dmpve-based solutions and contracts by research, training and 

developing appropriate procurement documentation. 

¶ Tvqqpsujoh!WJUBǃt!jogsbtusvduvsf!qspdvsfnfout-!usbotjujpo-in and transition-out activities and supplier 

relationship management. 

¶ Assessing opportunities to develop future statewide procurements to make more cloud- based 

offerings available to commonwealth agencies, institutions of higher education and localities. 

¶ Providing formal training to Commonwealth procurement officers and project managers. 
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Chapter highlights  
 

Purpose: This chapter sets forth background information and policy that should be followed by 

agencies and institutions. Adherence to this policy will ensure compliance with statutory 

regulations, protect the trust established between procurement officials and citizens of the 

Commonwealth, and establish fair and equal treatment of all suppliers who are interested in doing 

business with the Commonwealth. 

 

Key points: 

¶ VITA is committed to developing procurement policies and maintaining procurement 

processes which are fair, ethical, non-biased and in strict compliance with the laws of the 

Commonwealth. 

¶ Procurement professionals have the responsibility to ensure that all information and 

documentation relative to the development of a solicitation or contractual document for a 

proposed procurement or anticipated contractual award remains confidential until 

successful completion of the procurement process. 

 

Table of Contents 

5.0 Introduction 

5.1 Responsibilities of Commonwealth procurement professionals and project team members 

involved in an IT procurement 

5.1.1 Confidentiality 

5.1.2 Ethics 

5.1.3 Collusion awareness 

5.2 Fyqfdubujpot!pg!WJUBǃt!tvqqmjfst 

5.3 Additional statutory prohibitions regarding contributions and gifts 

5.3.1 Contributions and gifts prohibited during PPEA or PPTA approval process 

5.3.2 Return of gifts during approval process 

5.3.3 Contributions and gifts prohibited during procurement process 

Appendix A VITA SCM Procurement Project/Evaluation Team Confidentiality and 

Conflict of Interest Statement Confidentiality & Conflict of Interest Statement 

 

5.0 Introduction  
WJUBǃt!SCM Ejwjtjpo!jt!sftqpotjcmf!gps!ftubcmjtijoh!tubufxjef!dpousbdut!up!nffu!bhfodjftǃ!offet!gps!JU!hppet!boe!

services and for delegating procurement authority back to agencies, where appropriate. SCM is also responsible 

for developing policies, standards and guidelines for the procurement of information technology. Since 

Chapter 5 - Ethics in Public  
Procurement 
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information technology procurement involves the expenditure of significant tax dollars, a trust is created between 

procurement officials, suppliers and the citizens of the Commonwealth. 

 

Uijt!dibqufs!qspwjeft!WJUBǃt!qpmjdz!sfhbsejoh!cfibwjps!pg!qspdvsfnfou!qspgfttjpobmt!boe suppliers and other 

project team members involved in the procurement of information technology. The Code of Virginia dictates a 

higher standard of conduct for procurement officials than for other public employees due to the extraordinary 

trust and responsibility exercised by public officials conducting procurement transactions, and because of the 

expectation by the public that this trust and responsibility be exercised properly. Procurement professionals and 

suppliers, as well as IT project team members involved in any IT procurement, must be cognizant of these laws 

which include the Virginia Public Procurement Act, the State and Local Government Conflict of Interests Act, and 

the Governmental Frauds Act. All personnel having official responsibility for procurement transactions should be 

familiar with Article 6, Code of Virginia, § 2.2-4367 et seq.-!foujumfe!ǆFuijdt!jo!Qvcmjd!Dpousbdujoh/Ǉ 

 

VITA expects all procurement professionals and project team members involved in any IT procurement to 

maintain the public trust by conducting themselves with integrity and in a manner above reproach, with complete 

impartiality and without preferential treatment. All procurement professionals should avoid acts which are 

improper, illegal, or give the appearance of impropriety and shall pursue a course of conduct that does not raise 

any appearance of impropriety or suspicion among the public or potential Commonwealth suppliers. 

 

5.1 Responsibilities of Commonwealth procurement professionals and project team 
members involved in an IT procurement  

 

5.1.1 Confidentiality 

Procurement professionals involved in an IT procurement have a duty to maintain certain information as 

confidential before and during the course of a solicitation. Procurement professionals have the responsibility to 

ensure that all information and documentation relative to the development of a solicitation or contractual 

document for a proposed procurement remains confidential until successful completion of the procurement 

process. All information and documentation relative to the development of a specification or requirements 

document will be deemed confidential in nature until award of a contract. A signed confidentiality statement is 

required for all project procurement team members, a version of which can be found here: 

https://www.vita.virginia.gov/procurement/policies --procedures/procurement-forms/  . 

 

5.1.2 Ethics 

All Commonwealth procurement professionals are subject to the Ethics in Public Contracting provisions of the 

VPPA (Virginia Code § 2.2-4367 et seq.), as well as the provisions of the State and Local Government Conflict of 

Interests Act (§ 2.2-3100 et seq.) (COIA), the Virginia Governmental Frauds Act (§ 18.2-498.1 et seq.) and Articles 2 

(§ 18.2-438 et seq.) and 3 (§ 18.2-446 et seq.) of Chapter 10 of Title 18.2. 

 

In addition to these statutory requirements-!WJUBǃt!qspdvsfnfou!qspgfttjpobmt!boe!uiptf!bdujoh!po!cfibmg!pg!any 

VITA-delegated agency procurement shall: 

¶ Seek to abide by the National Institute of Governmental Purchasing, Inc. (NIGP) Code of Ethics. 

¶ Exhibit the highest ideals of honor and integrity in all public and personal relationships in order to merit the 

sftqfdu!boe!jotqjsf!uif!dpogjefodf!pg!uif!Dpnnpoxfbmuiǃt!bhfodjft!boe!tvqqmjfst!boe!uif!djuj{fot!cfjoh!

served. 

¶ Provide and foster a procurement environment where all business concerns, large businesses or DSBSD 

https://www.vita.virginia.gov/procurement/policies--procedures/procurement-forms/
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certified small businesses and small businesses owned by women- minorities and service-disabled 

veterans (SWaM) businesses, or micro businesses certified small, women-owned, minority-owned, 

service-disabled veteran- owned businesses, or micro businesses are afforded an equal opportunity to 

dpnqfuf!gps!uif!Dpnnpoxfbmuiǃt!cvtjoftt/ 

¶ Avoid unethical or compromising practices in actions, relationships, and communications, while also 

avoiding the appearance of impropriety or any action which might reasonably result in the perception of 

impropriety. 

¶ Conduct all procurement activities in accordance with the laws of the Commonwealth, remaining alert to 

any and all legal ramifications of procurement decisions. 

¶ Refrain from any private or professional activity that would create a conflict between personal interests 

and the interests of the Commonwealth as defined in Virginia Code § 2.2-3106 and § 2.2-4367 et seq., and 

avoiding any appearance of a conflict, and continually evaluating their outside interests which have the 

potential of being at variance with the best interests of the Commonwealth. 

¶ Promote positive supplier relationships through professionalism, responsiveness, impartiality, and 

objectivity in all phases of the procurement cycle. 

¶ Foibodf!uif!qspgjdjfodz!boe!tubuvsf!pg!uif!Dpnnpoxfbmuiǃt!purchasing community by adhering to the 

highest standards of ethical and professional behavior. 

¶ Ensure all procurement project team members are aware of these principles and sign any required 

confidentiality and conflict of interest documents for the procurement file.  

 

VITA procurement professionals and those acting on behalf of any VITA-delegated agency procurement shall not 

engage in any activity that violates the ethics and gifts provisions of the VPPA or COIA, which may include: 

¶ Engaging in outside business or employment by any outside company that encroaches upon their primary 

responsibilities as a procurement officer of the Commonwealth; 

¶ Engaging in any private or business relationship or activity that could result in a conflict of interest or 

could reasonably be perceived as a conflict of interest; 

¶ Engaging in business with, or employment by, a company that is a supplier to the Commonwealth; 

¶ Lending money to or borrow money from any Commonwealth supplier; 

¶ Maintaining an interest in a firm that does business with VITA; 

¶ Providing inside information to prospective suppliers; 

¶ Accepting trips, lodging, meals, or gifts from suppliers. 

 

5.1.3 Collusion awareness 

As procurement watchdogs and citizens of the Commonwealth, procurement professionals have a duty to prevent 

boe!sfqpsu!dpmmvtjpo!cfuxffo!tvqqmjfst!dpnqfujoh!gps!uif!Dpnnpoxfbmuiǃt!cvtjoftt/!Uif!qvsqptf!pg!uif!boujusvtu!

laws is to promote the free market system in the economy of this Commonwealth by prohibiting restraints of 

trade and monopolistic practices that decrease competition. The following could be construed as collusive activity 

or suspected antitrust violations: 

¶ Any agreement or mutual understanding among competing firms that restrains the natural operation 

among market forces is suspect; 

¶ Fyjtufodf!pg!bo!ǆjoevtusz!qsjdf!mjtuǇ!ps!ǆqsjdf!bhsffnfouǇ!up!xijdi!tvqqmjfst!sfgfs!jo!gpsnvmbujoh!uifjs!pggfst< 

¶ Sudden change from competitive bidding to identical bidding; 

¶ Simultaneous price increases or follow-the-leader pricing; 

¶ Rotation of bids or proposals so that each offeror takes a turn as the low bidder; 

¶ Division of the market so that certain competitors bid low only for contracts led by certain agencies or for 
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contracts in certain areas or on certain products; 

¶ Establishment by competitors of collusive price estimating systems; 

¶ Incidents suggesting direct collusion. (Assertion by employees of a supplier, etc., that an agreement to 

restrain trade exists.); 

¶ Identical bids that appear to be the result of collusion. 

 

Practices that eliminate or restrict competition usually lead to excessive prices and may warrant criminal, civil, or 

administrative action by the Commonwealth against the supplier. Procurement personnel should therefore be 

sensitive to indications of unlaxgvm!cfibwjps!cz!tvqqmjfst-!tvqqmjfsǃt!dpousbdupst-!boe!puifs!qspdvsfnfou-!ufdiojdbm-!

or administrative personnel. Suspected antitrust or collusive activities shall be reported to the Office of the 

Buupsofz!Hfofsbm-!ps!up!uif!bhfodzǃt!buupsofz!bewjtps!jodmuding any bids or proposals that show evidence or 

suspicion that an antitrust law violation has occurred. (See §§ 59.1-9.1 through 59.1-9.8 and §§ 59.1-68.6 through 

59.1-68.8). 

 

5.2 Fyqfdubujpot!pg!WJUBǃt!tvqqmjfst 

VITA expects its IT suppliers to deal with public officials in a manner that upholds the expectations of the public 

and reassures their confidence in the public procurement process. To that end, VITA expects suppliers to: 

¶ Avoid all situations where propriety or financial interests, or the opportunity for financial gain, could lead to 

favored treatment for any organization or individual; 

¶ Avoid circumstances and conduct that create the appearance of impropriety, even if that conduct might 

not constitute actual wrongdoing or a conflict of interest ; 

¶ Avoid offering or providing any interest, financial or otherwise, direct or indirect, in the business of the 

supplier or professional activity in which the supplier is involved with the officer or employee; 

¶ Avoid causing or influencing, or attempting to cause or influence any Commonwealth officer or employee 

in his or her official capacity in any manner which might tend to impair the objectivity or independence of 

judgment of that officer or employee; 

¶ Avoid offering any Commonwealth official or employee any gift, favor, service or other item of value under 

circumstances from which it might be reasonably inferred that such, gift, service or other item of value 

was given for the purpose of influencing the recipient in the discharge of his or her official duties; 

¶ Accept responsibility for representations made on behalf of their company by employees or agents; 

¶ Provide accurate and understandable pricing, schedules and terms and conditions; 

¶ Treat competitors and employees of the Commonwealth with respect and professionalism, refraining 

from making any disparaging comments or accusations; 

¶ Sfgsbjo!gspn!qspwjejoh!njtmfbejoh!jogpsnbujpo!ps!vogbwpsbcmf!jnqmjdbujpot!bcpvu!b!dpnqfujupsǃt!qspevdut!

or services. 

 

5.3 Additional statutory prohibitions regarding contributions and gifts  
The State and Local Government Conflict of Interests Act (Virginia Code §2.2-3100 et seq.) includes 

comprehensive standards for conduct by government employees, including language that directly addresses the 

solicitation and acceptance of gifts, grants and contracts by an agency at any time. All Commonwealth employees 

engaging in procurement activities should be familiar with the terms of this Act. 

 

5.3.1 Contributions and gifts prohibited during PPEA or PPTA approval process  
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Conduct prohibited by law affects all procurements, bids and proposals under the Virginia Public Procurement Act, 

Public-Private Transportation Act, or the Public-Private Education Facilities and Infrastructure Act. Appendix 5.3.1 

sets forth each of these standards by either direct quote or summary. 

 

5.3.2 Return of gifts during procurement process 

Gifts received by a Commonwealth governmental employee may be returned, and the employee will not be in 

violation of the Code, if accomplished in accordance with the provisions of Virginia Code § 2.2-3103.2. 

 

5.3.3 Contributions and gifts prohibited during procurement process 

Pursuant to Virginia Code § 2.2-4376.1, a supplier is prohibited from making contributions or giving gifts in excess 

pg!%61!up!uif!ǆGovernor, his political action committee, or the Governor's Secretaries, if the Secretary is responsible 

to the Governor for an executive branch agency with jurisdiction over the matters at issue, during the period 

between the submission of the bid and the award of the public contractǇ!xifsf!uif!tubufe!ps!fyqfdufe!wbmvf!pg!uif!

public contract is $5 million or more.  

 

Any supplier or person who knowingly violates this requirement is subject to a civil penalty. Any person who 

willfully violates this requirement and is convicted is guilty of a Class 1 misdemeanor. A convicted public employee 

will have to forfeit his or her public employment and is subject to other fines or penalties provided by law. 
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Chapter highlights  
 

Purpose: This chapter includes procurement policies that ensure that IT procurement and 

contracting practices in the Commonwealth are consistently executed in a manner that promotes 

fair and open competition. 

 

Key points: 

o VITA is committed to fair and open competition through the implementation of 

procurement policies and procedures that are transparent to agencies, suppliers and the 

public. 

o Fair and open competition creates and drives value, reduces costs, and enables greater 

choices as increased supplier participation necessitates delivery of innovative solutions 

and improved supplier performance. 

 

 

 
Table of contents  

6.0 Introduction 

6.1 WJUBǃt!dpnqfujujpo!qsjodjqmft 

6.2 Promoting competition  

6.3 Enabling competition 

6.4 Aggregating or disaggregating IT procurements 

6.5 When waiver of competition is necessary 

6.6 Specific non-competitive actions prohibited by the Code of Virginia 

 

6.0 Introduction  

In alignment with the VPPA, all Commonwealth IT procurements must be based on the principles of fair and 

open competition, neutrality in contracting and the effective and efficient use of tax dollars. IT procurement 

decisions should be neutral and geared toward seeking the highest quality IT goods and services at the best 

qsjdf-!uivt!fotvsjoh!uibu!uif!Dpnnpoxfbmui!jt!b!sftqpotjcmf!tufxbse!pg!djuj{fotǃ!uby!epmmbst/!JU!qspdvsfnfou!jo!

the Commonwealth must be fair and open to ensure that all suppliers, including small businesses and small 

businesses owned by women, minorities and service-disabled veterans can compete for business on a level 

playing field. VITA promulgates competitive market procurement policies and standards that drive IT value for 

Chapter 6ǵ Fair and Open Competition  
in IT Procurement 
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the Commonwealth through sourcing IT goods and services from a range of suppliers and which encourage 

tvqqmjfst!up!cf!joopwbujwf!boe!jowftu!jo!uif!Dpnnpoxfbmuiǃt!ufdiopmphz!tvddftt!xijmf!ifmqjoh!tnbmmfs!gjsnt!

overcome barriers to competition. 

 

Competitive pricing, product innovation and performance improvements are some of the benefits that come 

from fair and open procurement practices. Open procurement ensures that state government gets the best 

value and maximizes taxpayer dollars. The VPPA reinforces the goal of fair and open competition. 

 

VITA is committed to fair and open competition through the implementation of IT procurement policies, 

procedures and processes that are transparent to its IT suppliers and the public. All VITA IT procurement 

professionals and those given delegated IT procurement authority from VITA should understand and accept 

their accountability to the taxpayers. All IT suppliers should be provided the opportunity to do business with the 

Commonwealth. 

 

VITA will use and encourage the use of competition as much as possible to achieve maximum value for the 

Dpnnpoxfbmuiǃt!JU!epmmbst/ 

 

6.1 WJUBǃt!dpnqfujujpo!qsjodjqmft 
The following principles facilitate fair and open competition and should be used in the sourcing of all VITA and 

VITA-delegated IT procurements: 

 

Promote full and open competition to the maximum extent practicable. 

Allow acquisitions without competition only when authorized by law or policy. 

Restrict competition only when necessary to satisfy a reasonable public requirement. 

Provide clear, adequate and sufficiently defined information about public needs to allow offerors to enter 

the solicitation process on an equal footing. 

Publicize requirements and provide timely access to solicitation documents (including amendments, 

clarifications and changes to requirements) for all suppliers. 

Solicitations should state the basis to be used for evaluating bids and proposals and for making the award. 

Evaluate bids and proposals and make award(s) based on the criteria in the solicitation and applicable law.  

Enable transparency and public access to procurement information consistent with the protection of trade 

secrets, proprietary or confidential source selection information and person privacy rights. 

Ensure that all parties involved in the procurement process participate fairly, honestly and in good faith. 

Recognize that adherence to the principles of competition is essential to the maintenance of the integrity of 

the IT procurement process. 

Promote the expansion of contracting opportunities for small businesses, including small businesses 

owned by women, minorities, and service-disabled veterans (SWaM), and micro-businesses. 

 

VITA operates on the premise that fair and open competition in IT procurement achieves the following 

objectives for the Commonwealth: 

¶ Instills public and supplier confidence about the integrity and cost effectiveness of public sector 

procurement. 
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¶ Maximizes the most economically beneficial outcome for the taxpayers ensuring that the procurement 

process produces an optimal solution at a reasonable price. 

¶ Ensures that all IT suppliers desiring to conduct business with the Commonwealth are given a 

reasonable opportunity to do so. 

¶ Guards against favoritism, fraud and collusion and allows qualified suppliers an opportunity to obtain 

Commonwealth business. 

¶ Ensures that all solicitation documents reflect the requirements and desired outcome of the 

Commonwealth and that all bidders and offerors are subject to equivalent terms, conditions and 

requirements. 

 

6.2 Promoting competition  
To achieve maximum value for its IT dollars, the Commonwealth needs a sufficient number of strategic 

suppliers to ensure competition. Procurement officials should attempt to understand the marketplace to identify 

and promote the involvement of the maximum number of eligible suppliers to promote maximum competition. 

Knowledge of the marketplace also helps identify and minimize any barriers to participation that suppliers may 

face. The greater the number of suppliers participating in the IT procurement processǀthe greater the 

competition. Agency requests for assistance in obtaining sourcing information may be sent to: 

scminfo@vita.virginia.gov. 

 

6.3 Enabling competition  
VITA utilizes the following guidelines to promote competition and increase the number of participating suppliers 

xjmmjoh!up!dpnqfuf!gps!uif!Dpnnpoxfbmuiǃt!JU!tqfoe; 

¶ Requesting source information from VITA SCM at: scminfo@vita.virginia.gov and conducting a search 

of VITA statewide contracts at: https://vita.cobblestonesystems.com/public/  

¶ Requesting source information about DSBSD-certified suppliers through eVA 

¶ Consulting with suppliers during the procurement planning stage to understand the range of services 

and options available in the market and to learn of projects that have already been successfully 

delivered. 

¶ Issuing a Request for Information (RFI) when little market information exists or when unsure of what 

exactly is being procured but knowing the business objectives that need to be met. 

¶ Publicizing long-term IT project and expenditure plans and listening to feedback from suppliers on 

potential constraints. 

¶ Staggering, rather than delaying, work (or phases of a technology project) where IT suppliers may face 

delivery or capacity constraints in order to remove performance barriers for overloaded suppliers who 

want to participate. 

¶ Developing solicitations that are designed to provide a solution to an IT need and result performance-

based contracts where agency/project objectives are met, rather than those where detailed how-to 

requirements are provided. Such an approach promotes supplier innovation and limits constraints or 

barriers to suppliers. 

¶ Recruiting DSBSD-certified small businesses, including small businesses owned by women, minorities, 

and service-disabled veterans (SWaM), and micro businesses, to compete for state contracting 

opportunities. 

¶ Providing feedback to suppliers on their past performance, including why they were not selected for a 

particular award and what they need to do to increase their chances of future success. 

mailto:scminfo@vita.virginia.gov
mailto:scminfo@vita.virginia.gov
https://vita.cobblestonesystems.com/public/
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¶ Btljoh!gps!pckfdujwf!gffecbdl!gspn!tvqqmjfst!po!uif!tubufǃt!qfsgpsnbodf!bt!b!dmjfou!boe!mfbsojoh!mfttpot!

from this feedback. 

 

6.4 Aggregating or disaggregating IT procurements  
Aggregating or disaggregating IT procurements can provide benefits and maximize competition in a number of 

different ways. Aggregation of business requirements occurs when multiple public bodies combine their 

individual requirements to procure common goods and services to achieve increased buying power and value. 

 

Disaggregating IT procurements can benefit smaller or specialist suppliers by allowing them to participate in 

only a portion of the solicitation when they might not otherwise be able to compete. Disaggregation can be used 

to motivate suppliers into participating in future solicitation opportunities by linking their past or current 

contractual performance to opportunities for future awards. 

 

6.5 When waiver of competition is necessary  
Competition may be waived only in certain circumstances and only when deemed to be in the best interest of 

the Commonwealth as specified below: 

¶ When competition is not practical for an IT purchase. The procurement request, along with the 

justification, must be signed by the agency head or designee and sent to VITA for review and approval 

prior to the agency taking any further action. 

¶ When a needed product is only available from one source. For additional information refer to Chapter 16 

of this manual, Sole Source Procurement Method. 

¶ When standardization or compatibility is the overriding consideration. Proprietary procurements are 

uiptf!jo!xijdi!uifsf!jt!pomz!pof!tpmvujpo!bwbjmbcmf!up!nffu!bo!bhfodzǃt!offet<!ipxfwfs-!nvmujqmf!

suppliers may be able to provide the IT goods and/or services required for the solution. Competition 

may or may not be available for proprietary procurements; therefore, the sole source process does not 

always apply to these procurements. 

¶ When the amount of the purchase is too small (less than $10,000) to justify the issuance of a 

solicitation or where a purchase is being made and a satisfactory price is available from an existing 

contract. 

¶ Competition is waived for purchases less than $10,000 as they are set aside for small businesses 

including micro-businesses. In addition, purchases less than $100,000 are set aside for small 

businesses including small businesses owned by women, minorities and service-disabled veterans. 

¶ When an emergency procurement is needed to remedy a situation to protect the health, welfare or 

tbgfuz!pg!uif!Dpnnpoxfbmuiǃ!djuj{fot!boe!uifsf!jt!op!ujnf!gps!b!dpnqfujujwf!qspdvsfnfou<!bmuipvhi!

competition should be sought to the maximum degree possible. Rfgfs!up!WJUBǃt!JU!Fnfshfodz!

Procurement Policy, located on our website at: https://www.vita.virginia.gov/procurement/policies --

procedures/procurement-policies/  for further information.  

¶ When purchases from joint and cooperative contracts available through the federal government; other 

states, their agencies; and public bodies are available and such purchase has been pre-approved by the 

DJP/!Sfgfs!up!WJUBǃt!IT Procurement: Joint and Cooperative Procurement Policy, located on our website 

at: https://www.vita.virginia.gov/procurement/policies --procedures/procurement-policies/ .   

 

 

 

https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
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¶ When purchases are under $50,000 and for used materials and equipment, if the purchase is pre-

bqqspwfe!cz!uif!Dpnnpoxfbmuiǃt!DJP/ 

¶ When procurements are made from competitively procured VITA statewide IT contracts. These 

contracts have been through the competitive procurement process. Purchases from these contracts are 

allowed in any amount without further competition being required. 

 

6.6 Specific non-competitive actions prohibited by the Code of Virginia 
Discrimination against any bidder or offeror because of race, religion, color, sex, national origin, age, disability, 

sexual orientation, gender identity or expression, political affiliation, or status as a service disabled veteran or 

any other basis prohibited by state law relating to discrimination in employment is strictly prohibited by Virginia 

Code § 2.2-4310, which also encourages the inclusion of DSBSD certified small, women-owned, minority-owned, 

service-disabled veteran-pxofe!cvtjofttft-!ps!njdsp!cvtjofttft!jo!uif!Dpnnpoxfbmuiǃt!qspdvsfnfou!

opportunities. Public bodies shall  not discriminate against faith-based organizations, in accordance with Virginia 

Code § 2.2-4343.1. These prohibitions against discriminatory procurement practices and barriers to 

procurement participation are designed to encourage all suppliers interested in doing business with the 

Commonwealth to do so freely. 
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WJUBǃt!Tusbufhjd!qmbo!po!diversity, equity, and inclusion 

Chapter highlights  
Purpose: Uijt!dibqufs!qspwjeft!uif!qpmjdjft!boe!hvjefmjoft!uibu!uif!Dpnnpoxfbmuiǃt!fyfdvujwf!
csbodi!bhfodjft!boe!jotujuvujpot!tibmm!gpmmpx!up!qspnpuf!uif!Dpnnpoxfbmuiǃt!tpdjp- economic 
goals while procuring IT. 
Key points: 

¶ Executive Order 35 (2019) establishes a goal that the Commonwealth should exceed its 
target goal of 42% of its purchases from small businesses including small businesses 
owned by women, minorities, service-disabled veterans and micro- businesses. 

¶ Boz!fyfdvujwf!csbodi!bhfodzǃt!hpbmt!voefs!§ 2.2-4310 of the Code of Virginia for 
participation by small businesses shall include within the goals a minimum of 3% 
participation by service disabled veteran businesses as defined in §§ 2.2-2001 and 2.2-
4310 when contracting for goods and services. 

Executive Order 77 (2021) sets a statewide goal to reduce plastic pollution and eliminate the need 
for new solid waste disposal facilities in Virginia. 

¶ VITA has developed procurement policies and guidelines designed to encourage eligible 
contract users and state agencies to procure IT products and services which help to 
minimize the environmental impact from the use and disposal of those products. 

Chapter 7ǵ Rtqoqvkpi"vjg"EqooqpygcnvjǸu"
Socio-Economic Initiatives 
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7.2 Green Procurement 

7.2.1 Overview 

7.2.2 Petitioning for less toxic goods or products 

7.2.3 Procurement of recycled goods and products 

7.2.4 Agency guidelines 

7.3 Preferences 

7.4 Executive Order 47 ƿ Expanding opportunities for Virginians with Disabilities 

 

7.0 Introduction  
Using the considerable procurement leverage of the Commonwealth, VITA is committed to achieving the 
following socio-economic goals, as appropriate to the procurement: 

¶ Encouraging the participation of a more diverse supplier base of small businesses, 

including small businesses owned by women, minorities, and service-disabled veterans in 

IT procurement transactions, as well as micro-businesses. 

¶ Promoting the procurement of energy-saving and environmentally-friendly IT products. 

¶ Substantially increasing the procurement of recycled content/products, including the procurement of 

energy- and water-efficient products, 

¶ ǇMfbe cz!fybnqmfǇ!up!sfevdf!qmbtujd!qpmmvujpo!boe!tpmje!xbtuf through the elimination of the buying, 

selling, or distribution of non-medical single use plastic and expanded polystyrene objects. 

 

7.1 Small businesses, including  small  businesses owned by women, minorities  

and service-disabled veterans and micro -businesses 

 
7.1.1 Overview 

In conjunction with its objective to provide world class IT goods and services, VITA is committed to increasing 
procurement opportunities for small businesses, including small businesses owned by women-, minority- and 
service-disabled veteran-owned businesses and micro-businesses. These small businesses can often provide 
innovative IT goods and services not readily available through larger corporations while fostering opportunities 
for small business growth. In line with these efforts, VITA is committed to enabling a minimum of three percent 
(3%) participation by service-disabled veteran businesses as defined in Virginia Code §§ 2.2-2000.1 and 2.2-4310 
xifo!dpousbdujoh!gps!hppet!boe!tfswjdft!cz!WJUB!boe!cz!fyfdvujwf!csbodi!bhfodjft/!Gps!npsf!efubjmt!po!WJUBǃt!
efforts to encourage small business participation, refer to Appendix 7.1. Small, small women-, minority- and 
service disabled veteran-owned businesses are defined in Virginia Code § 2.2-4310(E); micro-businesses are 
defined in Executive Order 35 (2019). 
 

7.1.2 Required agency small business plans 

Each executive branch agency and institution of the Commonwealth shall prepare and adopt an annual race- and 
gender-neutral small business plan that specifies its small business goals for procurement. 
 
Each agency is responsible for submitting an annual Small, Woman-Owned and Minority- Owned (SWaM) 
cvtjoftt!qmbo!up!uif!Efqbsunfou!pg!Tnbmm!Cvtjoftt!boe!Tvqqmjfs!Ejwfstjuz!)ETCTE*!boe!uif!bhfodzǃt!bqqspqsjbuf!
cabinet secretary by September 1 of each year. Each plan shall include the annual designation of a SWaM 
Champion to ensure nondiscrimination in the solicitation and awarding of contracts. 
 
Agencies which have been delegated procurement authority by VITA to conduct IT procurements shall establish 
internal procedures consistent with the provisions of the VPPA, Executive Order 35 (2019) and DSBSD 
requirements to facilitate the participation of small businesses in IT procurement transactions. Such IT 
procurement procedures shall be in writing, comply with law and actions required by the Governor, and include 
specific plans to achieve goals established therein. 
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7.1.3 Removal of barriers 

All IT solicitations issued by VITA will be reviewed to identify and remove, when possible, any potential barriers or 
limitations to participation by small businesses prior to posting in eVA/!Jo!beejujpo-!WJUBǃt!boovbm!TXbN!qmbo!xjmm!
beesftt!WJUBǃt!pohpjoh!buufnqut!up!fotvsf!uibu!bmm!cbssjfst!ps!mjnjubujpot!up!uif!qbsujdjqbujpo!pg!tnbmm!cvtjofttft!
in IT procurement opportunities have been removed. Agencies operating under delegated authority should also 
review their solicitations to ensure removal of any possible barriers or limitations to small business participation. 
 

7.1.4 Ordering against optional use and mandatory use statewide contracts 

Set asides for small businesses (including set asides for micro-businesses) do not apply when ordering from a 
previously competitively procured mandatory use or optional use statewide IT contract established by VITA. 
 

7.1.5 Set-asides for small businesses 

The goal of the Commonwealth is that 42 percent or more of its discretionary spend be made from small 
businesses. Small businesses include, but are not limited to, DSBSD- certified micro-businesses, and women-
minority- and service-disabled veteran-owned small businesses. 
 
Tfu!btjeft!boe!tnbmm!qvsdibtf!sfrvjsfnfout!bsf!beesfttfe!jo!WJUBǃt!Tnbmm!Qvsdibtf!Qpmjdz-!at 
https://www.vita.virginia.gov/procurement/policies --procedures/procurement-policies/  , and more information 
may be found in Appendix 7.1.5 of this manual. 
 

7.1.6 Award to other than the lowest price bidder or highest-ranking offer or over $100,000 

All potential awards to other than the lowest price bidder or highest-ranking offeror must be approved in writing 
by WJUBǃt SCM Director or their designee before issuance of such award.  
 

7.1.7 Small business enhancement program 

Virginia Code § 2.2-4310(C) provides that any enhancement or remedial measure authorized by the Governor for 
state public bodies may allow for small businesses certified by DSBSD or a subcategory of small businesses 
established as a part of the enhancement program to have a price preference over noncertified businesses 
competing for the same contract award, provided that the certified small business or the business in such 
subcategory of small businesses does not exceed the low bid by more than five percent. 
 

7.1.8 Solicitation sizing to encourage small business participation 

Agencies shall work to identify solicitations that may incentivize bundling and analyze those procurements to 
gauge their impact on small business suppliers. Agencies and institutions should work to facilitate participation 
by small businesses, as well as micro-businesses, through appropriate contract sizing including the use of small 
business partnering opportunities and the use of small businesses as subcontractors. When appropriate, 
agencies and institutions may divide potential IT acquisitions into reasonably small lots or packages to permit 
offers on quantities or services less than the total requirement or project so that more than one small business 
may provide the needed IT goods or services. 
 
Delivery schedules should be realistic to encourage small business participation, and solicitations should be 
worded to encourage prime contractors, when appropriate, to subcontract with small businesses. 
 
Beejujpobmmz-!b!qvcmjd!cpez!nbz!jodmvef!b!qspqptfsǃt!fnqmpznfou!pg!qfstpot!xjui!b!ejtbcjmjuz!bt!b!gbdups!jo!
evaluating the submitted proposal. See Chapter 24 for further guidance on evaluating proposals. 
 

7.1.9 Consultation with the Department of Small Business and Supplier Diversity (DSBSD) 

Each contracting agency, in consultation with DSBSD and VITA where practical, shall seek to identify those 
purchases in which contract sizing may influence the availability of purchasing opportunities to micro- 
businesses or small business suppliers (a "size- related contract"). 
 
Where these purchases are identified, the agency shall determine whether there are a number of small 
businesses capable of meeting the purchasing requirements. If the agency identifies no DSBSD-certified small 
businesses capable of performing the contract requirements, then the agency shall consult with DSBSD to help 
identify available suppliers unless contract timing issues require the agency or institution to complete the 

https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
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contract process before DSBSD input can be obtained. For any size- related contract for which the agency 
determines that contract timing issues require contract award without identifying any small business suppliers or 
consultation with DSBSD, the agency may consult with DSBSD promptly after award of the contract to develop 
potential small business suppliers for the next similar procurement. Agencies shall work together with DSBSD 
and the Department of Business Assistance (DBA) to seek to increase the number of DSBSD- certified IT small 
businesses that are available to do business with the Commonwealth. 
 
Additionally, VITA and other executive branch agencies shall strive to develop procurements and collaborate with 
DSBSD to locate available small businesses owned service-disabled veteran businesses to encourage their 
participation in order to meet the target of at least 3% participation by such service disabled veteran businesses. 
 

7.1.10 Establishing mandatory use statewide contracts 

In the event VITA awards a statewide contract for IT goods or services to a qualified DSBSD-certified small 
business, VITA may, at its discretion, make the use of such contract mandatory for agencies and institutions of 
higher education, except those explicitly exempted by the Code of Virginia. Mandatory contracts are designated 
bt!tvdi!jo!uif!bduvbm!dpousbdu!epdvnfou-!xijdi!nbz!cf!bddfttfe!gps!wjfxjoh!po!WJUBǃt!Xfc!tjuf!bu;!
https://vita.cobblestonesystems.com/public/  
 

7.1.11 Prime contractor requirements 

VITA solicitations for contracts, regardless of amount, have contractual language that requires the prime 
contractor who receives the contract award include reports on the following information throughout the term of 
the contract: 

¶ Monthly Report of Sales and Supplier Procurement and Subcontracting Report showing  (1) a monthly 
report of all sales for which the prime contractor has received full and complete payment for under 
each contract; and (2) a report of monthly subcontracting spend for all subcontractors who provide 
direct performance for the prime contractor under each contract.  

¶ Supplier Procurement and Subcontracting Plan:  All prime contractors are required to include a 
Supplier Procurement and Subcontracting Plan in their proposals setting forth anticipated 
subcontractor spend percentages with SWaM businesses. Subsequent monthly reports are required 
to wfsjgz!uif!qsjnf!dpousbdupsǃt compliance with its Supplier Procurement and Subcontracting Plan, 
and explain any variances of greater than 20% between the plan and actual subcontractor spend. 

 
A copy of the Supplier Procurement and Subcontracting Plan form jt!bwbjmbcmf!voefs!uif!Qpmjdz-!ǆJU!Qspdvsfnfou!
Policy for Enhancing Opportunities for Small, Women- and Minority-Pxofe!CvtjofttftǇ!at 
https://www.vita.virginia.gov/procurement/policies --procedures/procurement-policies/  

 

7.1.12 WJUBǃt!Tusbufhjd!qmbo!po!ejwfstjuz-!frvjuz-!boe!jodmvtjpo 

The CIO will establish and maintain a comprehensive strategic plan and report on that plan, pursuant to Virginia 
Code § 2.2-602(B) and in coordination with Governor's Office personnel. 
 
The strategic plan will include best practices that: (i) proactively address potential barriers to equal employment 
opportunities pursuant to federal and state equal employment opportunity laws; (ii) foster pay equity pursuant to 
federal and state equal pay laws; (iii) address hiring, promotion, retention, succession planning, and agency 
leadership opportunities; and (iv) promote employee engagement and inclusivity in the workplace. 
 

7.2 Green procurement  

 
7.2.1 Overview 

VITA and the Commonwealth are committed to encouraging the procurement of IT goods and services which 
use fewer resources, including energy, to decrease pollution and energy costs. Such IT goods must also meet all 
price and performance requirements of the Commonwealth. VITA has developed procurement guidelines 
designed to encourage state agencies and institutions to procure IT products and services which help to 
minimize the environmental impact from the use and disposal of those products. 

https://vita.cobblestonesystems.com/public/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
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IT products are an important focus of environmentally-friendly purchasing activities their high prominence in the 
waste stream, their numerous hazardous chemical components and their significant energy use. More details 
bcpvu!WJUBǃt!hsffo!qspdvsfnfou!pckfdtives are listed in Appendix 7.2. The overall energy costs, as well as the 
environmentally friendly disposal costs, for IT equipment may be considered in overall lifecycle costs. 
 
7.2.2 Petitioning for less toxic goods or products 

Any supplier, who manufactures, sells or supplies IT goods or services may petition VITA to include requirements 
for less toxic goods and services into its procurement process. The supplier shall submit, prior to or during the 
procurement process, documentation which establishes that the IT goods or services being offered meet the 
applicable performance standards. If VITA determines that the documentation establishes that the less toxic 
products meet or exceed the performance standards set forth in the applicable specifications, VITA shall 
incorporate the specifications for the less toxic goods and products into its procurement process. Agencies 
procuring IT goods and services under their delegated procurement authority are instructed to revise their 
procedures and specifications on a continuing basis to encourage the use of less toxic goods and products; 
however, agencies are not required to purchase, test or evaluate any particular good or product other than those 
that would be purchased under regular purchasing procedures. (Code of Virginia, § 2.2-4314). 
 

7.2.3 Procurement of recycled goods and products 

VITA and the Commonwealth are committed to the reduction of energy use and waste products through the use 
of recycled materials. Agencies are encouraged to promote the procurement and use of recycled goods and 
agencies shall, to the greatest extent possible, adhere to any recycled products procurement guidelines 
established by VITA (Code of Virginia, § 2.2-4323(C)). 
 

7.2.4 Agency guidelines 

Pursuant to Virginia Code § 2.2-4328.1, if an agency receives two or more bids in response to an IFB for IT goods 
gspn!pggfspst!uibu!bsf!Fofshz!Tubs!Dfsujgjfe-!nffu!uif!Gfefsbm!Fofshz!Nbobhfnfou!Qsphsbnǃt!)GFNQ*!eftjhobufe!
efficiency requirements, appear on the FEMP Low Standby Power Product List, or are WaterSense Certified, the 
agency may only select among those offerors. 
 
VITA has developed the following guidelines to assist IT procurement professionals in identifying IT suppliers 
and IT goods and services which have demonstrated product improvement on key environmental attributes and 
initiatives. Nothing in these guidelines shall be construed as requiring the Commonwealth, VITA or any executive 
branch agency or institution or supplier to procure IT products or services that do not perform adequately for 
their intended use or are not available at a reasonable, competitive price in a reasonable period of time: 
 

Attribute Guideline 

Nbovgbduvsfs!ǆublf!cbdlǇ!pg!

equipment 

This can be accomplished through a lease or a contractual provision 

whereby the seller agrees to be responsible for taking back the products 

and providing for appropriate re-use or recycling when the buyer no longer 

needs the product.  Many manufacturers have trade-in or buy-back 

programs.  Use of such programs is permissible when done in compliance 

xjui!WJUBǃt!ebub!sfnpwbm!tuboebset; 

https://www.vita.virginia.gov/it -governance/itrm-policies- standards/ . 

 

Reduction of toxic 

components 

IT good manufacturers must demonstrate they are complying with the 

Fvspqfbo!Vojpoǃt!Ejsfdujwf!ƿ Restriction of Hazardous Substances 

ƿ which requires the phase out of lead, mercury, hexavalent chromium, 

cadmium and certain brominated flame retardants (PBBs and PBDEs). 

Increased recycled content Purchasing consideration should be given to IT products that use recycled 

content and products that can easily be recycled. 

https://www.vita.virginia.gov/policy--governance/itrm-policies-standards/
https://www.vita.virginia.gov/it-governance/itrm-policies-standards/
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Reduced packaging 

IT suppliers should be encouraged to use reduced and/or recycled 

packaging for shipping, to minimize quantity and weight of non-recyclable 

packaging and to produce user manuals that are easily recyclable. 

Shelf life and supportability IT goods should be evaluated on upgradeability and longevity to avoid 

short replacement cycles and reduce waste. 

 

 

 

 

Energy efficiency 

IT suppliers should be encouraged to produce equipment that meets 

Energy Star specifications including: 

¶ Offer equipment which meets the current U.S. Environmental 

Qspufdujpo!Bhfodzǃt!boe!Efqbsunfou!pg!Fofshzǃt!Fofshz!Tubs 

guidelines. 

¶ Equipment shall be configured so it automatically enters a low- power 

mode after a period of inactivity. When equipment in a low- power 

mode is used again, it automatically returns to active mode. 

¶ Computers shall be shipped with power management feature enabled. 

¶ Provide integrated computer systems, where the CPU and monitor will 

together enter a low-power mode of no more than 45 watts after a 

specified period of inactivity. 

¶ Deliver all products configured for automatic energy-saving features 

per current Energy Star specifications 

¶ (Required only for IFB and competitive sealed bidding procurement 

methods): Meet energy- and water-efficiency criteria established in 

§ 2.2-4328.1) 

Clean manufacturing 

Practices 

Identify and encourage IT suppliers who minimize the use of toxic and 

hazardous components in their manufacturing and production processes. 

Design for reuse and recycling Identify and reward suppliers of IT products that use recycled content and 

produce goods that can easily be recycled. 

 

7.3 Preferences 
The Virginia General Assembly has enacted statutory preferences for Virginia products with recycled content, for 
Virginia firms in the case of a tie bid with a non-state firm, for recycled paper and paper products used by state 
agencies and for local products and firms. There are other statutory preferences outlined in Virginia Code §2.2-
4324; however, they are not directly related to the procurement of IT goods and services. These preferences are 
to be used by agencies and institutions in solicitations and contract awards, when appropriate.  
 

7.4    Expanding Opportunities for Virginians with Disabilities  
Federal and state law and executive actions sfbggjsn!boe!fyqboe!vqpo!uif!Dpnnpoxfbmuiǃt!dpnnjunfou!up!uif!
increased inclusion of, and expansion of opportunities for, individuals with disabilities. This includes ensuring that 
uif!Dpnnpoxfbmuiǃt!xfctjuft!bsf!sfbejmz!bddfttjcmf!up!joejwjevbmt!xjui disabilities. 
 
VITA supports such effort s and continues to work with other state agencies to improve the accessibility of the 
Dpnnpoxfbmuiǃt!xfctjuft!gps!Wjshjojbot!xjui!ejtbcjmjujft/!WJUB!fodpvsbhft!Tvqqmjfst!up!tvqqpsu!uif!
advancement of opportunities for disabled Virginians by expanding and improving upon accessibility of the 
Commonwealth websites. 
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Chapter 8 - Describing the Need: 
Specifications and Requirements 
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Chapter highlights  
 
     Purpose: Uijt!dibqufs!tfut!gpsui!WJUBǃt!qpmjdjft!boe!hvjebodf!po!qsfqbsjoh!effective specifications and 
requirements for the procurement of IT goods and services. 
Key points: 

¶ By their nature, specifications set limits and thereby eliminate or restrict items that are outside 
the boundaries drawn. Technology specifications should be written to encourage, not 
discourage, competition consistent with seeking overall economy for the purpose and 
technology solution intended. 

¶ Specifications constitute the heart of a contract document that will govern the supplier of 
required goods or services in the performance of the contract as well as the basis for judging 
compliance. 

¶ Fixing a requirement error after delivery can cost up to 100 times the cost of fixing the 
implementation error. 

¶ Uif!qspdvsfnfou!sfrvjsfnfout!bsf!uif!gpvoebujpo!gps!uif!tpmjdjubujpoǃt!boe!dpousbduǃt!tdpqf!
and statement of work. 
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8.0 Introduction  
The IT procurement process includes all activities from planning, preparation of requirements and processing of 
a requisition, solicitation, evaluation, award and contract formation, to receipt and acceptance of delivery, 
payment, inventory tracking and goods and services disposition. Regardless of whether the technology product 
or service required is processed by the agency under its delegated authority, purchased off a statewide contract 
or sent to VITA for procurement, the workflow is essentially the same. 
 
Two preliminary and critical steps that need to be completed when preparing for any technology acquisition: 
 

¶ Identify the technology business need and the type of technology product or service that will best fulfill the 

technology need. Identify a technology solution, not a specific product, which would meet that technology 

need. Keeping in mind cost containment, what is the product or service that best fulfills the job 

requirements? This may require that the agency purchasing personnel or VITA personnel meet with end 

user(s) to identify needs, craft requirements and propose technology solutions. 

 

¶ Develop requirements and/or specifications that reflect the business objectives and describe the 

characteristics of the technology product, service or solution being sought. Consideration should be given 

to suitability and to overall cost effectiveness in addition to acceptability and initial price. Technology 

specifications should be written to encourage competition consistent with seeking overall economy for 

the purpose and technology solution intended. The goal is to invite maximum reasonable competition 

while procuring the best technology solution for the Dpnnpoxfbmui/!Gps!npsf!jogpsnbujpo!po!WJUBǃt!

Technology Sourcing Process, please contact scminfo@vita.virginia.gov.   

 

8.1 Information technology  specifications  
An IT specification is a description of a technology product or service a customer seeks to procure and is also a 
description of what a supplier must be prepared to offer to be considered for an award. Specifications describe 
the technical requirements for a material, product, or service and include the criteria for determining whether 
these requirements are met. A specification may describe the performance parameters which a supplier has to 
meet, or it may provide a complete design disclosure of the work or job to be done. 
 
Specifications provide the basis for judging whether or not the supplier has met the requirements in the 
solicitation. The nature of the technology good or service being procured will determine whether specifications 
will be long or short and what descriptive format should be used. Most specifications contain a description of 
the requirements and quality assurance provisions and will thoroughly define the minimum requirements of the 
needed technology. 
 
Specifications are the only way to obtain the IT goods or services required. Specifications constitute the heart of 
a contract document that will govern the supplier of required goods or services in the performance of the 
contract as become the basis for judging compliance. Good specifications promote full and unrestricted 
competition through setting forth actual, minimum requirements as opposed to desires. Specifications should 
also contain quality assurance provisions which provide a means of determining that the supplier has met the 
contractual requirements. Specifications should be clear and precise. If requirements are ambiguous or leave 
room for interpretation, suppliers are entitled to make interpretations that work to their own advantage. A good 
specification should: 
 

¶ Be based on the business need. 

¶ Emphasize performance rather than design. 

¶ Opu!sfrvjsf!gfbuvsft!opu!offefe!gps!uif!qspevdu!ps!tpmvujpoǃt!joufoefe use. 

¶ Identify the essential characteristics of the desired product or solution. 

¶ Not be written by a bidder/offeror or prepared with the assistance of a potential bidder/offeror.  

¶ Leverage commercial, off-the-shelf products. 

mailto:scminfo@vita.virginia.gov
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¶ Avoid requirements that favor a particular vendor. 

¶ Allow for competition to the maximum extent  possible. 

¶ Be quantifiable rather than qualitative. 

¶ Be verifiable. 

¶ Not overstate quality, but plainly define performance expectations and needs for the intended business 
purpose. 

¶ Bwpje!uif!vtf!pg!xpset!tvdi!bt!ǆnvtuǇ!ps!ǆtibmmǇ!bt!uiftf!sftusjdu!dpnqfujujpo!boe!pgufo!svmf!pvu!b!
supplier with a new and innovative solution. 

 

8.2 Characteristics  of effective  IT specifications  
Effective IT specifications will be written with certain characteristics that include: 
 

¶ Simple:  Avoid unnecessary detail, but be complete enough to ensure that requirements will satisfy 
their intended purpose. 

¶ Clear:  Use terminology that is understandable to the agency and suppliers. Avoid legalese type 
language and jargon whenever possible. Include definitions of terms where needed to mitigate 
conflicting  interpretations and to align with Commonwealth and/or agency-specific technology terms 
and definitions. 

¶ Informative:  Eftdsjcf!uif!bhfodzǃt!eftjsfe!tubuf!gps!uif!JU!tpmvujpo-!up!jodmvef!vtbhf!boe!bvejfodf and 
any technical/functional needs/restrictions, workflows or data flows, interface with other 
applications/systems and architecture for legacy systems, platforms, operating systems that must align 
xjui!Dpnnpoxfbmui!ps!uif!bhfodzǃt!pwfsbmm!JU!tusbufhz/ 

¶ Accurate: Use units of measure or performance compatible with industry standards. All quantities and 
packing, delivery and acceptance requirements should be clearly identified. Include all required state, 
federal and/or national technical, professional, industry standards, specifications and certifications, as 
needed. 

¶ Flexible:  Avoid inflexible specifications which prevent the acceptance of a proposal that could offer 
greater performance for fewer dollars. Use approximate values such as dimensions, weight, speed, etc. 
(whenever possible) if they will satisfy the intended purpose. If approximate dimensions are used, it 
should be within a 10% rule of thumb unless otherwise stated in the solicitation document. 

 
In order to promote fair and open competition among all suppliers and to motivate offerors to prepare creative 
and innovative proposals, specifications should be written as openly as possible. IT business owners and 
agencies should avoid writing restrictive requirements/specifications by: 
 

¶ Including only essential requirements of the IT product, service or solution needed. 

¶ Avoiding restrictive or impractical requirements such as those that are nonessential or obsolete. 

¶ Carefully check product delivery or project schedule requirements to ensure the turnaround time from 
tvqqmjfsǃt!sfdfjqu!pg!psefs!up!dpnqmfujpo!jt!opu!upp!sftusjdujwf!ps limiting. 

¶ Defining requirements to promote and encourage suppliers to propose standard, commercially 
available products, solutions or services where possible. 

¶ Not specifying a particular brand name, product or feature that is peculiar to one manufacturer, except 
for reference purposes. 

¶ Not dictating detailed design solutions prematurely. 

¶ Allowing sufficient time for suppliers to review the technology need, consider the requirements, and 
prepare and submit a proposal. 

 
One of the first considerations in preparing specifications should be determining what type of specifications will 
best describe the technology needed. There are certain types of specifications:  standard, design, performance, 
or brand. 
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8.3 Standard specifications  
Standard specifications are those that are used for most purchases. In order to develop standard specifications, 
an agency may examine the characteristics and needs for products, solutions or services of similar end usage 
and develop a single specification that will satisfy the need for most purchases. Standard specifications are 
created for the express purpose of establishing performance and quality levels. Standard specifications may be 
particularly useful for commonly used items. Standard specifications may also reduce the variety of items being 
purchased, thus facilitating the consolidation of requirements into larger volume bids. Standard specifications 
eliminate duplicative specification writing. 
 

8.4 Design specifications  
Design specifications set the requirements for the product or solution being purchased by detailing the desired 
characteristics in definitive terms. Design specifications may also include the dimensions, tolerances and 
specific manufacturing processes. Up!gvmmz!eftdsjcf!uif!bhfodzǃt!offe-!eftjho!tqfdjgjdbujpot!nbz!cf!wfsz!
lengthy, however, care must be taken to ensure that design specifications are not written so tightly that they 
unfairly preclude other suppliers from offering their supplies or services. 
 
Design specifications are not conducive to procuring commercial off-the-shelf products and the specifications 
are not tailored to the commercial market place. Design specifications, may, as a result of being over-specific, 
unnecessarily limit the competition for a particular product, solution or service. 
 

8.5 Performance specifications  
Performance specifications are more widely used and more flexible than design or standard specifications. 
Performance specifications describe the needed or desired capabilities of the product, solution, services and/or 
supplier, or performance requirements for deliverables. Performance specifications provide a description and 
purpose of the IT product or service needed but only include minimal functional specifications, usually including 
only those functions which correlate specifically with identified agency or Commonwealth business needs. 
Performance specifications should be compatible with existing equipment and should contain a description of 
the existing equipment along with any upgrade requirements or future needs. 
 
Performance specifications do not describe the best available item on the market but describe exactly what the 
agency needs to meet its business objectives. These specifications should state what the needed product or 
solution is to do without setting out specific technical detail. Performance specifications can include 
requirements for output, capacity, dimensional limitations, maneuverability, degree of tolerance or accuracy and 
other needs. If the performance specifications are restrictive, the solicitation should be specific as to why the 
restrictive requirements are necessary for the particular business need. If maintenance is a requirement, the 
specifications should include what maintenance arrangement would be most acceptable to the agency for the 
items being purchased. 
 
Performance specifications throw the responsibility for a satisfactory IT product, solution or service back to the 
supplier. Because performance specifications are results- and use- oriented, the supplier is left with the decision 
of which product, solutioo!boe0ps!tfswjdf!xpvme!cf!nptu!tvjubcmf!gps!uif!bhfodzǃt!offet/ 
 

8.6 Brand name specifications  
Brand name specifications are the most restrictive type of specification. Brand specifications should only be 
used when there is only one brand acceptable to meet a specific need. When it is determined to be impractical 
to develop a generic specification, a brand name may be referenced to convey the general style, type, character 
and quality of the article desired. Unless otherwise provided in the solicitation the name of a certain brand, make 
or manufacturer does not restrict potential suppliers to the specific brand or manufacturer named. In addition, a 
brand specification may be available from more than one source and should be competed. Any agency which is 
brand-specific in its IT needs should be mindful that any rejection of similar, but not brand-specific, products 
should be based solely on an equitable evaluation of comparable products and their failure to meet a specific 
stated need. 
 
If a brand specification is used, it should include the common generic identification of the IT product, the make, 
the model or catalog number and the name and address of the manufacturer as well as an itemization of the 
salient characteristics, performance or other criteria that are required of the brand name IT product. A brand 
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specification should only be used to purchase a standard IT product for which a complete definition is 
jnqsbdujdbm/!Vtf!pg!b!csboe!obnf!tqfdjgjdbujpo!dbo!qspnpuf!dpnqfujujpo!jg!uifsf!bsf!fopvhi!ǆfrvbmtǇ!up!uif!
brand in the marketplace. Brand name or equivalent specifications shall seek to designate three, or as many 
different brands as are practicable, as "or equivalent" references and shall further state that substantially 
equivalent products to those designated may be considered for award. 
 
A brand name proprietary specification restricts the acceptable IT products to those of one or more specified 
manufacturers. It is appropriate to use a proprietary specification when the desired product must be compatible 
with or is an integral component of existing equipment or products, or where prequalification of products is 
necessary to support specific needs of a program; is covered by a patent or copyright; must yield absolute 
continuity of results; or is one with which an agency has had extensive training and experience, and the use of 
any other similar piece of equipment would require considerable reorientation and training. Every effort should 
be made in the solicitation process to obtain full competition among value-added resellers or distributors which 
dbssz!uif!nbovgbduvsfsǃt!JU!qspevdu/ 
 
A written determination for the use of a proprietary specification must be made in advance of the procurement 
and be included in the procurement file. 
 
8.6.1 When to use brand name or equivalent specifications 
Brand name or equivalent specifications may be used when the IT purchasing professional or business owner 
determines that: 

¶ No other design, performance, or qualified product list is available; 

¶ Time does not permit the preparation of another form of purchase description, not including a brand 
name specification; 

¶ The nature of the product or the nature of the requirements makes use of a brand name or equivalent 
specification suitable for the procurement; or 

¶ Vtf!pg!b!csboe!obnf!ps!frvjwbmfou!tqfdjgjdbujpo!jt!jo!uif!Dpnnpoxfbmuiǃt!cftu interest. 
 
8.6.2 Required characteristics of brand name specifications 
Unless the IT purchasing professional or technology business owner determines that the essential 
characteristics of the brand name included in the specifications are commonly known in the industry or trade, 
the brand name or equivalent specifications shall include a description of the particular design, functional, or 
performance characteristics required. 
 
8.6.3 Nonrestrictive use of brand name or equivalent specifications 
Where a brand name or equivalent specification is used in a solicitation, the solicitation shall contain 
explanatory language that the use of a brand name is for the purpose of describing the standard of quality, 
performance, and characteristics desired and is not intended to limit or restrict competition. 

 

8.6.4 Determination of equivalents 
Any prospective supplier may apply in writing for a pre-bid/proposal determination of brand name equivalence 
by the agency purchasing professional who is assigned to the procurement. If sufficient information is provided 
by the prospective suppliers, the agency purchasing professional may determine, in writing and prior to the bid 
or proposal opening time, that the proposed product would be equivalent to the brand name used in the 
solicitation. Any IT product which the Commonwealth, in its sole discretion, determines to be the equal of that 
specified shall be accepted. 
 
8.6.5 Specifications of equivalents required for bid/proposal  submittal  
Suppliers proposing equivalent products must include in their bid/proposal submittal the manufacturer's 
specifications for those products. Brand names and model numbers are used for identification and reference 
purposes only. 
 

8.7 Qualified products/suppliers  specifications  and lists  
It is sometimes necessary to prequalify products or suppliers and only solicit those who have been prequalified. 
Jo!tvdi!dbtft-!b!mjtu!jt!nbjoubjofe!pg!tqfdjgjd!qspevdut!)ǆRvbmjgjfe!Qspevdu!MjtuǇ!ps!ǆRQMǇ*!ps!tvqqmjfst!)ǆRvbmjgjfe!
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Tvqqmjfs!MjtuǇ!ps!ǆRTMǇ*!xijdi!ibwf!cffo!fwbmvbufe!boe!efufsnjofe!up!cf!bddfqubcmf!jo!nffujoh!qsfefufsnjofe!
minimum acceptable levels of quality or performance (Code of Virginia, § 2.2-4317). This qualification is 
performed in advance of any particular IT procurement. By having a prequalification procedure, the time in the 
purchase cycle for specification development and testing can be reduced. The qualification requirements for 
supplier or product prequalification must be established and potential suppliers advised by letter and/or public 
posting sufficiently in advance of the anticipated procurement to allow for evaluation and qualification of 
potential suppliers and/or products. A supplier whose product or service has been determined not qualified will 
be advised in writing. Solicitations may be sent to only those suppliers determined to be qualified. 
 
B!RQM!ps!RTM!qspwjeft!bo!bewbodf!efufsnjobujpo!bt!up!xijdi!JU!tvqqmjfst!ps!qspevdut!dbo!nffu!uif!bhfodzǃt!
requirements. A QPL identifies various brands that have met specific criteria. Bidding may be limited to those 
suppliers whose products are on the list. Awards then may be made to IT products on the QPL. A supplier who 
submits a bid/proposal for a non-QPL product when a QPL product is required is deemed nonresponsive. 
 
There are many benefits in developing a QPL. Once a QPL is established, the solicitation may be used for 
submission of samples or products to be examined for initial inclusion on the list. Specifications should state 
the criteria that will be used to evaluate the IT products offered and should describe all requirements necessary 
gps!tvqqmjfsǃt!qspevdut!up!rvbmjgz!gps!uif!mjtu/!B!tqfdjgjdbujpot!esbgu!nbz!cf!djsdvmbufe!gps!sfwjfx!cz!tvqqmjfst!boe!
known interested bidders. Communication with interested suppliers when developing specifications and 
requirements may be very helpful. Potential suppliers may provide useful feedback on the feasibility of a 
particular requirement or specification, including performance requirements, statements of work and data 
requirements. 
 

8.8 Analyzing and planning the IT procurement  
Opsnbmmz-!uif!bhfodzǃt!cvtjoftt!pxofs!)j/f/-!qspkfdu!nbobhfs*!boe!b!ufbn!pg!ufdiojdbm!tvckfdu!nbuufs!fyqfsut!
will prepare the requirements definition, but procurement officials will want to ensure that the requirements have 
been well-planned and are adequate to define the procurement details in the scope statement and statement of 
xpsl!)sfgfs!up!dibqufs!23-!Tubufnfout!pg!Xpsl!gps!JU!Qspdvsfnfout*/!Uif!tpmjdjubujpoǃt!tdpqf!boe0ps!tubufnfou!
of work will reflect the results of the requirements definition, analysis and planning. Below is a table that offers 
various high-level questions that a project team may need to consider when identifying and planning the 
qspkfduǃt!sfrvjsfnfout/!Uif!ubcmf!cfmpx!qspwjeft!b!hfofsjd!uppm/!Npsf!efubjmfe!hvjebodf!dpotjtufou!xjui!WJUBǃt!
technology program directives may be found at the following website: https://www.vita.virginia.gov/policy --
governance/project-management/project -management-templates-tools/ .  
 

1 Xibu!bsf!uif!qspkfduǃt!qsjnbsz!

objectives/ goals? 

Determine the high-level goals of the procurement including all technical, 

functional, performance, performance or service-level expectations, 

schedule, user and customer audience objectives. Include services, 

hardware, software and licensing requirements. Consider modular or 

phased projects to accommodate your schedule/budget. Discuss long- 

term goals or life expectancy of the system/project. 

2 Xibu!bsf!uif!qspkfduǃt!

secondary objectives/ goals? 

Determine the mid- and lower-level objectives for technical, functional, 

performance, performance or service-level expectations, schedule, user 

and customer audience elements of the procurement. Include services, 

hardware, software and licensing requirements. 

3 What does the project need 

least? 

Be honest in evaluating all unnecessary elements in this procurement, 

possibly removing results of questions 1 and 2 and moving them to 

question 12. 

4 What is the current 

environment? 

Prepare textual and graphic descriptions of the current technical and user 

environment, including personnel, other programs, agencies/entities and 

services affected. 

https://www.vita.virginia.gov/policy--governance/project-management/project-management-templates-tools/
https://www.vita.virginia.gov/policy--governance/project-management/project-management-templates-tools/
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5 What dependencies exist or 

may evolve? 

Provide detail of other internal and external networks, servers, 

applications and/or systems, interfaces and legacy systems that will be 

affected by this procurement, including other agencies/entities/users and 

the VITA Partnership. 

6 Is this procurement consistent 

with agency- specific and the 

Dpnnpoxfbmuiǃt!tusbufhjd 

planning? 

Identify any direct or potential conflicts this procurement may create with 

zpvs!pxo!bhfodzǃt!ps!uif!Dpnnpoxfbmuiǃt!tipsu-term or long-term 

enterprise strategies or other objectives. Contact your current AITR for 

assistance with this question. 

7 What can be done in- house? Re-visit questions 1 and 2 and match current staff or roles to the detailed 

objectives. 

8 What does the agency need to 

procure from external 

sources? 

Answers should include all hardware, software, support services, 

implementation, design, interface development, training, maintenance, 

etc. Be sure to conduct a search of existing statewide contracts that 

may serve some or all of these needs: 

(https://vita.cobblestonesystems.com/public/ ). 

9 What is the budget? Efgjof!uif!qspkfduǃt!efgjojuf!boe!qspkfdufe!cvehfu!tpvsdft!boe!ujnjoh/!

Include budget sources for out-year support and maintenance and any 

phased procurement activity, and/or federal funding. 

10 What is the in-house estimate? Developing a work breakdown structure to use as the basis of your 

estimate is recommended, as this could parlay into the requirements 

and/or statement of work portions of the procurement documentation 

(i.e., solicitation and contract). This approach also helps to ensure that all 

efubjmt!pg!uif!qspkfduǃt!mjgf!dzdmf!bsf!dpotjefsfe!boe!nbz!pggfs!

justification during proposal evaluations. 

11 What is the schedule? Identify any hard and soft project schedule datesǀoverall and milestone 

events to use for any technical dependency concerns and for budget 

expenditure (and supplier payment) planning. 

12 What can we put off buying? Move answers from question 3 here. Include optional purchases for a 

next phase acquisition, if appropriate, and possible out-year support and 

maintenance depending on budget constraints. 

13 What are our risks? Brainstorm and identify all risks that could potentially affect the technical, 

functional and performance requirements including, installation, 

implementation, existing or relational applications/systems/user 

environments, interface development, production, testing, roll-out; budget 

and financial; schedule; licensing restrictions, supplier-hosted/cloud 

services  etc. Apply mitigation resolutions when possible that could affect 

your agency, supplier and/or other third-party agencies/agents. 

https://vita.cobblestonesystems.com/public/
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14 What specifications and 

standards must apply? 

Create a document that lists names, numbers, version, etc., and provide 

links, if available, of all agency-specific, Commonwealth, VITA and/or 

federal, if federal grants apply, specifications and standards that are 

required for proper contract performance for all solutions, services 

and/or products being procured. 

15 Is this a high-risk contract as 

defined by Code of Virginia § 

2.2- 4303.01? 

§ 2.2-4303.01 defines ǆijhi!sjtl!dpousbdutǇ!and any IT solicitation or 

dpousbdu!uibu!nffut!uif!efgjojujpo!pg!ǆijhi!sjtl!dpousbduǇ!nvtu!cf!

reviewed by VITA and the Office of the Attorney General. Employees 

designated as primary administrators of high-risk contracts are required 

to complete a training program on effective contract administration 

created by DGS and VITA pursuant to requirements of the bill prior to 

commencing high-risk contract administration duties . 

16 Have you ensured that your 

performance specifications 

contain distinct and 

measurable performance 

metrics and clear enforcement 

provisions? 

Bmm!qspdvsfnfout!uibu!nffu!uif!efgjojujpo!pg!ǆijhi!sjtl-Ǉ!bt!efgjofe!jo!
Virginia Code § 2.2-4303.01, must include clear and distinct performance 
measures and enforcement provisions, including remedies in the case of 
non-qfsgpsnbodf/!WJUBǃt!Dpousbdu!Sjtl!Nbobhfnfou!hspvq!xjmm!sfwjfx!
each high risk IT solicitation and contract and consult the requesting 
agency on what steps needs to be taken in order for the high risk IT 
solicitation and/or contract to become compliant with § 2.2-4303.01. For 
more information , please contact scminfo@vita.virginia.gov. 

 
Uif!sfrvjsfnfout!bobmztjt!tipvme!cfhjo!xjui!bo!bhfodzǃt!cvtjoftt!ps!pshboj{bujpobm!sfrvjsfnfout!boe!uiptf!
requirements should translate into project requirements included in the solicitation. If meeting the stated 
requirements will be unreasonably costly or take too long, the requirements may have to be negotiated down, 
down-scoped or down-sized, through discussions with SMEs, customers or users. The requirements analysis 
should cover the whole scope of the project. It must be comprehensive and thorough and must consider the 
views and needs of all the project stakeholders. 
 

8.9 Building IT requirements  
IT Procurement requirements are defined as the need or demand for personnel, equipment, hardware, software, 
application/design solutions, hosting/cloud services or solutions, telecommunications, facilities, other resources, 
or services, by specified quantities for specific periods of time or at a specified time. Requirements are defined 
cz!uif!bhfodzǃt!cvtjoftt!pxofs-!boe!usbotmbufe!joup!b!tqfdjgjdbujpo!cz!uif!cvtjoftt!pxofs!boe!uif!bhfodzǃt!
technical subject matter experts (SMEs). Requirements definition is the most crucial part of the IT project. 
Appendix 8.9 provides a helpful a checklist of factors to consider in formulating requirements. 
 
The requirements document component of the solicitation is the official statement of what is required of the IT 
procurement. As far as possible, it should set forth what the product, solution or supplier should do, rather than 
how it should be done. The requirements document should include both a definition and a specification of 
requirements and include both functional and technical data. The procurement requirements become the 
gpvoebujpo!gps!uif!tpmjdjubujpoǃt!boe!dpousbduǃt!tdpqf!boe!tubufnfou!pg!xpsl!)sefer to chapter 12). 
 
There are four basic types of technology procurement requirementsǀmandatory, functional, technical and work 
or performance. These may be based on agency-specific or, as applicable, on Commonwealth security, 
enterprise architecture, infrastructure and/or strategic requirements. The following subsections provide 
discussion of these four types. 
 
8.9.1 Mandatory requirements 
Nboebupsz!sfrvjsfnfout!bsf!bo!bhfodzǃt!Prerequisite requirements. If there are a large number of mandatory 
requirements included in the solicitation, competition will be reduced as each potential supplier must meet the 
intent of each mandatory requirement, thus reducing the number of eligible offerors. 
 

8.9.2 Functional requirements 

mailto:scminfo@vita.virginia.gov
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Functional requirements document the business functionality for the IT product, service or solution that will meet 
uif!bhfodzǃt!offet/!Uif!qspdvsfnfou!qspkfduǃt!TNFt!boe!cvtjoftt!pxofs!xjmm!qspwjef!uif!ofdfttbsz!
documentation of the needed functionality. The functional requirement documentation is complete when the 
defined functional requirements of the business need have been fully described and all team members have 
agreed to the documentation. 
 
Pre-solicitation planning time is the best time to validate the functional requirements. Incomplete functional 
requirements make it impossible to prepare accurate technical requirements documentation, invite misaligned 
supplier proposals and lead to extended project time and often failed implementation. Ensuring that 
comprehensive, complete and accurate functional requirements are included in the solicitation will increase the 
likelihood of a successful procurement. Functional requirements for an IT project include, but are not limited to: 
 

¶ Work flow or business processes, 

¶ Scope (what is included and what is not included), 

¶ Inputs, outputs (files, systems, programs, reports), 

¶ Databases 

¶ Interface requirements 

¶ Reporting requirements (hourly, daily, weekly, monthly hard or soft copy), 

¶ Work rules, 

¶ Performance standards, service levels, including remedies for non-performance, and regular reporting on 
performance standards and service levels. 

¶ Documentation deliverables (methods, hard or soft copy). 
 
8.9.3 Technical requirements 
Technical requirements for an IT product or solution must include complete descriptions of the technical needs 
pg!uif!tpguxbsf!ps!tpmvujpo!uibu!xjmm!nffu!uif!bhfodzǃt!cvtjoftt!boe!ufdiojdbm!offet!boe!WJUBǃt!ufdiojdbm!
tuboebset/!Uif!bhfodzǃt!JU!cvtjoftt!pxofs!boe!uif!qspkfduǃt!ufdiojdbm!TNFt!xjmm!cf!sftqpotjcmf!gps!efgjojoh!boe!
epdvnfoujoh!uif!qspkfduǃt!ufdiojdbm!sfrvjsfnfout/!WJUBǃt!Qspkfdu!Nbobhfnfou!Ejwjtjpo!mpdbufe!bu!uijt!mjol;!
https://www.vita.virginia.gov/it -governance/project-management/  can assist with this process. Technical 
requirements include items such as: 
 

¶ Hardware 

¶ Architecture 

¶ Software 

¶ Platforms 

¶ Materials 

¶ Space requirements 

¶ Maintainability, Reliability, Confidentiality 

¶ (Required only for IFBs and Competitive Sealed Bidding) Energy and Water Efficiency Requirements that 
meet the standards set forth in Virginia Code § 2.2-4328.1 

¶ Materials 

¶ Interfaces 

¶ Program libraries 

¶ Capacity limitations (scaling requirements) 

¶ Operating systems 

¶ Connectivity 

¶ Capacity 

¶ Construction 

¶ Brand standards 

 

https://www.vita.virginia.gov/it-governance/project-management/
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8.9.4 Performance requirements 
Performance requirements describe what the supplier must do to accomplish the work or deliver the required 
products, services or solution that may be unique to a particular IT project. These requirements may cover the 
required qualifications of a supplier and its project team, specific tasks and subtasks to be completed, 
parameters and restrictions on performance, time for completion of work (if not otherwise stated) and a list of 
deliverables the supplier must provide. See table in section 8.8 for more guidance. 
 
8.9.5 Requirements quality control 
Before any IT solicitation is released, the business owner, SMEs and the IT procurement professional should 
complete the checklist attached in Appendix 8.9.5 to verify completeness and quality of the requirements. 
 
8.9.6 Prohibition against wired requirements 
Jodpnqmfuf!sfrvjsfnfout!ps!ǆxjsfeǇ!sfrvjsfnfout!cjbtfe!upxbse!b!qbsujdvmbs!tvqqmjfs-!qspevdu!ps!tpmvujpo!xjmm!mjnju!
uif!ovncfs!pg!dpnqfujujwf!qspqptbmt!sfdfjwfe/!Jo!lffqjoh!xjui!uif!Dpnnpoxfbmuiǃt!dpnnjunfou!up!gptufs!pqfo!
and fair competition and to good faith dealings with suppliers, no agency should create or knowingly issue a 
wired solicitation. 
 
8.9.7 Assistance by suppliers or potential suppliers in developing procurement specifications or requirements  

A potential or existing supplier may provide technical assistance to an agency free of charge in developing 
procurement specifications or requirements. However, an agency may not accept a bid or proposal or award a 
contract to a supplier who received compensation from the agency to provide assistance in the preparation of 
the specifications on which the solicitation or contract is based. A supplier who assists an agency in developing 
specifications or requirements may not disclose to any potential supplier who plans to submit a bid or proposal 
information concerning the procurement which is not available to the public. (Virginia Code §2.2-4373). In 
addition, the supplier who provided such development services for payment may not be a subcontractor or 
qbsuofs!gps!uif!tvqqmjfs!xip!jt!bxbsefe!uif!dpousbdu!ps!boz!pg!uibu!tvqqmjfsǃt!tvcdpousbdupst!ps!qbsuofst-!ipxfwfs!
far removed. Any independent contractor employed or otherwise paid by an agency to design a project, develop a 
scope of work, write specifications, or otherwise define contract requirements is also not eligible to compete for 
or receive the resulting contract. 
 
Specifications or requirements may be provided to potential suppliers for comments and feedback before the 
solicitation is issued. Commonwealth agencies should leverage the expertise of suppliers in understanding the 
market for a particular IT good or service. 
 
Suppliers may provide helpful information to the agency by identifying restrictive or proprietary features included 
in the specifications or requirements which could be challenged by other potential suppliers causing delays 
and/or cancellations. Suppliers can also assist the Commonwealth in understanding what end users really need 
to achieve their desired business processes, what the commercial and government best practices are in a 
particular IT area and who the experts are in the marketplace for a particular technical solution. 
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Chapter highlights  

 

Purpose: This chapter covers the process for determining a fair and reasonable price related to IT 

procurements. 

 

Key points: 

¶ All IT procurement professionals have a fiduciary responsibility to analyze the price or 

cost the Commonwealth pays for its IT goods and services. 

¶ A fair and reasonable price is characterized by factoring industry and market pricing with 

the expected value and quality of products, solutions and/or services to be received. Fair 

and reasonable does not necessarily mean the lowest offer. 

¶ Fair and reasonable pricing is determined by conducting either a price analysis or cost 

analysis. 

 

Table of contents  

9.0 Introduction 

9.1 Fair and reasonable pricing 

9.1.1 Fair pricing 

9.1.2 Reasonable pricing 

9.1.3 Determining a fair and reasonable price 

9.2 Price or cost analysis requirement 

9.2.1 Price analysis 

9.2.2 Methods of price analysis 

9.2.3 Cost analysis 

9.2.4 When to perform a cost analysis 

9.3 Other price evaluation factors 

9.4 Evaluating warranty pricing 

9.5 Price reasonableness determination documentation requirements 

 

9.0 Introduction  
A fair and reasonable price can be reached by factoring industry and market pricing with the expected value and 

quality of the IT products, solutions and/or services to be received. Fair and reasonable does not necessarily 

mean the lowest price offer. All IT procurement professionals have a fiduciary responsibility to analyze the price 

or cost the Commonwealth pays for its IT goods and services and to pay no more than a fair and reasonable 

price for such goods and services. These are things to keep in mind when analyzing the pricing of IT goods and 

services: 

¶ Most commercial items are considered to be fairly priced. Buyers and suppliers have many product and 

supplier choices and there is a balance of market leverage. If there is adequate competition among 

Chapter 9 - Determining Fair  
and Reasonable Pricing 
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suppliers, then buyers can generally rely on market-based prices as being fair and reasonable. This might 

not be the case, however, in instances where there are few or only one supplier and many buyers. 

¶ Dpnnpoxfbmui!qspdvsfnfou!qspgfttjpobmt!bsf!ifme!up!b!ijhifs!tuboebse!uibo!kvtu!bddfqujoh!ǆxibu!uif!

nbslfu!xjmm!cfbs/Ǉ!Uifz!nvtu!efufsnjof!boe!wfsjgz!uibu!uif!qsjdf!uifz!ibwf!bhsffe!up!qbz!jt!b!gbjs!boe!

reasonable price. 

¶ Do not make the mistake of considering commercial or advertised pricing non-negotiable. Securing an 

optimum pricing agreement may require challenging the market for the best terms. 

¶ Tfswjdft!gps!dpnnfsdjbm!jufnt!nbz!fydffe!uif!Dpnnpoxfbmuiǃt!offe/!Ju!nbz!cf!qpttjcmf!up!ofhpujbuf!b!

qsjdf!sfevdujpo!cz!sfevdjoh!ps!fmjnjobujoh!tpnf!pg!uiftf!tfswjdft-!uivt!sfevdjoh!uif!tvqqmjfsǃt!dptu!boe!

the price charged to the Commonwealth, while still fotvsjoh!uibu!uif!jufn!nffut!uif!Dpnnpoxfbmuiǃt!

need. 

¶ Alternatives may not have been sufficiently reviewed. Areas overlooked may include cost benefit analysis 

of lease versus buy or analysis of spare or replacement parts pricing. 

¶ Dbubmph!qsjdjoh!nbz!cf!sftusjdujwf!cbtfe!po!uif!rvboujuz!cfjoh!qvsdibtfe!ps!uif!Dpnnpoxfbmuiǃt!

requirements may exceed normal commercial demand. The procurement professional should attempt to 

maximize possible discounts or rework the requirements to reflect market available IT goods and 

services. 

 

9.1 Fair and reasonable pricing 

 

9.1.1 Fair pricing 

Buyers and suppliers may have different perceptions on what price is fair. To be fair to the buyer, a price must be 

in line with the fair market value of the contract deliverable. To be fair to the supplier a price must be realistic in 

terms of the supplier's ability to satisfy the terms and conditions of the contract 

 

Below-cost prices are not necessarily unfair to the supplier. A supplier, in its business judgment may decide to 

submit a below-cost bid. Such a bid is not invalid. Whether the supplier can then perform the contract at the low 

price offered is a matter of responsibility which may pose a risk to the buyer. Be aware of suppliers who submit 

offers below anticipated costs and may expect to either increase the contract amount after award through 

change orders or to receive follow-on contracts at higher prices to recover losses incurred on the buy-in contract. 

In addition, the offered price may be unexpectedly low because the supplier has made gross mistakes in 

determining price. 

 

9.1.2 Reasonable pricing 

A reasonable price is a price that a prudent and competent buyer would be willing to pay given available data on 

market conditions. Economic forces such as supply, demand, general economic conditions and competition 

change constantly. Hence, a price that is reasonable today may not be reasonable tomorrow. Markets can be 

defined by considering the number of buyers, the number of suppliers, product homogeneity, and ease of market 

entry and exit. Market conditions include: 

 

¶ Supply and demand. The forces of supply and demand have a significant effect on the price of IT goods 

and services. 

¶ General economic conditions. General economic conditions affect the prices of all goods and services, 

but the effect will not be the same for every product. Inflation and deflation affect the value of the dollar. 

Economic boom, recession and depression affect available production capacity. 
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¶ Competition. When competition does not exist, the forces of supply and demand may not work 

effectively. The buyer or supplier may have an advantage in the pricing decision process. Solicitation 

specifications that are not well defined or are too restrictive, proprietary or aimed at one solution could 

restrict price competition. 

 

9.1.3 Determining a fair and reasonable price 

Fair and reasonable pricing is determined by conducting either a price analysis or cost analysis. 

 

9.2 Price or cost analysis requirement  
The most basic reason for requiring that a price or cost analysis be performed is to ensure Commonwealth funds 

are expended in the most cost effective manner. 

 

9.2.1 Price analysis 

Price analysis is the process of deciding if the asking price for an IT product, solution or service is fair and 

reasonable, without examining the specific cost and profit calculations the supplier used in arriving at its price. It 

is basically a process of comparing the price with known indicators of reasonableness. When adequate price 

competition does not exist, some other form of analysis is required. 

 

9.2.2 Methods of price analysis 

The most common methods or criteria used to determine whether a price is fair and reasonable are: 

 

¶ Price competition. When two or more acceptable offers are received and the lowest price is selected, the 

price of the lowest offeror can be assumed to be fair and reasonable. It is noted that generally where the 

difference in prices between the two offers ranges up to 15%, price competition is said to exist. A price 

which is very low must be checked to assure that the supplier understands what he is selling and has 

made no errors. 

¶ Catalog or established price list. Where only one offer is received and the supplier has a published or 

established price list or catalog which sets forth the price of an IT good that is offered generally, this fact 

can be used to find the price fair and reasonable. The catalog should be current (within one year, usually). 

These prices should be verified with another recent purchaser to confirm the accuracy of the listed 

prices. Often, discounts off of the price list are offered. If this is the case, it should be included in the 

written price analysis. The IT good to be purchased should generally be a commercially produced one 

sold to the general public in substantial quantities. 

¶ GSA contracts or pricing agreements. The federal government often enters into contracts with various 

companies as to the prices of items which will be sold to the government. Typically these are the highest 

prices that a supplier can sell a single unit to a federal government agency, and they often include fees 

and rebates back to the federal General Services Administration (GSA). A fair and reasonable price is 

typically lower than GSA prices. 

¶ Price based on prior competition. If only one supplier bids and the price of the item is relatively the same 

as the price of the item when it was purchased using an earlier competition, this may be acceptable. In 

such cases, the buyer must cite the price of the prior purchase and note if it was competitive or based on 

catalog price or other means. An increase in price, with no current catalog or competition, should be near 

the current rate of inflation. 

¶ Comparison to substantially similar item(s). Often an item is very similar to a commercial one but has 

added features, which are required. If the supplier can validate the price of the base item, by a catalog, 
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and then state the cost of the additional features, the buyer can determine the price is reasonable based 

on these two factors. The reasonableness of the extra cost can be checked from other purchases that 

had similar extras or be based on an evaluation of the extra cost by technical subject matter experts. 

¶ Sales of the same item to other purchasers. If the supplier has no catalog but has sold the same item to 

others recently, the price can be determined to be fair and reasonable by verifying with those other 

purchasers what price they paid. 

¶ Market prices: Where an item has an established market price, verification of an equal or lower price also 

establishes the price to be fair and reasonable. 

¶ Historical prices. If the buyer has a history of the purchase of the item over several years, use of this 

information, taking into account inflation factors, can be used to determine a price fair and reasonable. 

Refer to Appendix A for more details on historical prices. 

¶ Independent estimate. If an independent 3rd party estimate of the item has been prepared and other 

methods or information is available, a price can be compared to the estimate. If it compares favorably 

this can be the basis to find a price fair and reasonable. 

 

9.2.3 Cost analysis 

Cost analysis should be performed in situations where price analysis does not yield a fair and reasonable price. 

Uif!hpbm!pg!dptu!bobmztjt!jt!up!efufsnjof!xifuifs!uif!tvqqmjfsǃt!dptut!bsf!jo!mjof!xjui!xibu!sfbtpobcmz!

economical and efficient performance should cost. Cost or pricing data provided by the supplier is the means for 

conducting cost analysis and provides factual information about the costs that the supplier says may be incurred 

in performing the contract. Cost analysis techniques are used to breal!epxo!b!tvqqmjfsǃt!dptu!ps!qsjdjoh!ebub!up!

verify and evaluate each component. These costs can be compared with actual costs previously incurred for 

similar work, the cost or pricing data received from other suppliers, and independent cost estimate breakdowns. 

 

9.2.4 When to perform a cost analysis 

A cost analysis is required when: 

 

¶ Negotiating a contract with a sole source or on an emergency basis. 

¶ If during a competitive sealed bidding solicitation, only one bid is received and it differs substantially 

gspn!zpvs!bhfodzǃt!joefqfoefou!ftujnbuf!pg!uif!dpousbdu!qsjdf/!Jg!ju!jt!efufsnjofe!uibu!uif!cje!jt!

unreasonable and a decision is made to not re-compete (e.g., market survey indicates that you would not 

get competition), then the agency may formally cancel the solicitation and negotiate a contract price with 

the single bidder. A cost breakdown of the single bid price must then be obtained, analyzed and a 

efufsnjobujpo!nbef!bcpvu!uibu!qsjdfǃt!sfbtpobcmfoftt/ 

¶ Negotiating a contract price modification. If the modification changes the work authorized under the 

contract, and changes the price or total estimated cost either upwards or downwards, the buyer should 

obtain a detailed breakdown of the supplier's proposed costs before negotiating the change in contract 

price. 

¶ Jotjhiu!joup!uif!tvqqmjfsǃt!gjyfe!boe!wbsjbcmf!dptu!tusvduvsft!xpvme!bmmpx!uif!cvzfs!up!ofhpujbuf!wpmvnf!

discounts appropriate for the volume. 

¶ Jefoujgjdbujpo!pg!uif!lfz!esjwfst!pg!uif!tvqqmjfsǃt!dptut!xpvme!bmmpx!uif!cvzfs!bo!pqqpsuvojuz!up!jnqbdu!ps!

reduce one or more of these key cost elements in order to negotiate a lower price for the 

Commonwealth. 

¶ Price analysis is inadequate to determine a fair and reasonable price. 
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A cost analysis is not required when there is no price competition or when the price is set by law or regulation. 

 

9.3 Other price evaluation factors  

There are other price-related factors that need to be considered when determining the price to be used in 

fwbmvbujoh!b!tvqqmjfsǃt!qspqptbm!ps!cje/!Tpnf!fybnqmft!jodmvef; 

 

¶ Multiple awards or the costs associated with awarding multiple contracts. 

¶ Logistical support requirements including maintenance, warranty protection or repair, training, 

installation, technical manuals, spare parts and supplemental supplies. Request prices for all such 

services needed either on a per-service basis, package basis or some combination. 

¶ Life cycle costing including expected life, salvage value, discounted total cost of ownership. Select life 

cycle costing for equipment with an expected life greater than one year if there are sufficient data, from 

market research. 

¶ Economic price adjustments based on projected and historical data. 

¶ Transportation and/or shipping costs. 

¶ Packaging and marking costs. 

¶ Lease versus purchase costs. Perform an analysis to determine which is of greater overall value based 

on ownership, support and maintenance and life-cycle needs. 

¶ Options and/or multiyear costs. Sometimes alternate pricing is available for up-front committals of  an 

extended base term and/or minimal out-year support and maintenance terms; however, there are many 

project and/or budgetary considerations that must be taken into account with state agencies. 

¶ Incremental pricing or quantity discounts. 

¶ Energy conservation and efficiency criteria. 

¶ Estimated quantities. 

 

9.4 Evaluating warranty pricing to determine if price is fair and reasonable  

Common warranties include general warranty, express warranty, implied warranty of merchantability, and implied 

warranty of specifications. Warranty pricing may be greater on warranties other than general or express, which 

are likely built into the IT produduǃt!ps!tfswjdfǃt!nbslfu!qsjdf/ A detailed explanation of the different types of 

warranties is available in Appendix 9.4(A) of this manual. 

 

The principal purpose of warranties in a Commonwealth contract is to delineate the rights and obligations of the 

supplier to the Commonwealth for defective work or products and to foster quality performance. By agreeing to a 

warranty, suppliers accept the risk of deferred liability. That acceptance of risk has associated costs and a 

tvqqmjfsǃt!voxjmmjohoftt!up!bddfqu!uibu!sjtl!nbz!espq!uifn!gspn!uif!dpnqfujujpo/!Puifs!tvqqmjfst!nbz!jodsfbtf!

their prices to compensate for the risk. 

 

Before a warranty provision or requirement is included in a solicitation, the buyer should evaluate the benefits of 

the warranty against the effect on competition and price. The buyer should understand the relationship between 

warranty requirements, competition, the nature of the product, and trade practice. Warranty requirements that are 

unreasonable will reduce competition and increase price. Requirements that significantly exceed trade practice 

will also reduce competition and increase price. Agencies should identify and eliminate warranty requirements 

that will increase costs, unless to do so would incur further risk or liability on the IT project or the 

Commonwealth. Appendix 9.4(B) sets forth a number of factors that should be considered in a warranty analysis. 
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9.5 Price reasonableness determination documentation requirements  
A written price reasonableness determination is required to determine if offered prices are fair and reasonable 

when: 

¶ Competition is restricted or lacking, i.e., sole source purchases, emergency procurements, single 

response purchases, contract changes and renewals; 

¶ The prices offered do not appear on the face of the proposal or bid to be fair and reasonable; or 

¶ The decision is made to award to other than the lowest bidder or highest ranking offeror (appropriate 

award clause must have been included in the solicitation). 

 

The written determination of fair and reasonable price requires that the price is acceptable to both the agency 

and the supplier considering all circumstances, which may include the degree of competition, market conditions, 

quality, location, inflation, value, technology and unique requirements of the procuring agency. The written 

determination may be based on price analysis  or through the analysis of price-to-unit variations, value analysis 

(make-or-buy study), or cost analysis. The written analysis must be supported by factual evidence in sufficient 

detail to demonstrate why the proposed price is deemed to be fair and reasonable. If a determination is made 

that the prices offered are not fair and reasonable, a decision must be made whether to seek broader competition 

through a re- solicitation, to revise specifications and re-compete, or to negotiate a better price identified through 

the price analysis process. A combination of these methods may be necessary. 

 

9.6 Price analysis tools  
A table of elements to consider in historical pricing data as part of the price analysis is included for reference in 

Appendix 9.6 to this manual. 

 

Beejujpobmmz-!b!dpqz!pg!uif!WJUB!ǆQsjdf!Sfbtpobcmfoftt!Efufsnjobujpo!GpsnǇ!jt!bwbjmbcmf!bu!uif!gpmmpxjoh!mjol!gps!

your reference and use:  https://www.vita.virginia.gov/media/vitavirginiagov/supply -

chain/docs/Price_Reasonableness_Determination_Form.docx 

  

  

https://www.vita.virginia.gov/media/vitavirginiagov/supply-chain/docs/Price_Reasonableness_Determination_Form.docx
https://www.vita.virginia.gov/media/vitavirginiagov/supply-chain/docs/Price_Reasonableness_Determination_Form.docx
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10.4 Technology access clause 

10.4.1 Procurement requirements 

10.4.2 Exceptions to nonvisual access standards 

10.4.3 Executive Order 47 ƿ Expanding Opportunities for Virginians with Disabilities (2020) 

10.5 Commonwealth security requirements for IT solicitations and contracts 

10.6 Discrimination prohibited 

10.6.1 Small Business Enhancement Program 

Chapter highlights  
 
Purpose: This chapter contains general policies applicable to the procurement of IT goods and 
services. 
Key points: 

¶ Voefs!Wjshjojbǃt!Gsffepn!pg!Jogpsnbujpo!Bdu-!uif!qsftvnqujpo!jt!uibu!bmm!epdvnfout!jo the 
possession of any public body or public official and all meetings of state and local public 
bodies are open to citizens of the Commonwealth. 

¶ To the extent allowed by law, this public body does not discriminate against faith-based 
organizations in accordance with the Code of Virginia, § 2.2-4343.1 or against a bidder or 
offeror because of race, religion, color, sex, national origin, age, disability, sexual 
orientation, gender identity or expression, political affiliation, or status as a service disabled 
veteran or any other basis prohibited by state law relating to discrimination in employment. 

Placing multiple orders to one or more suppliers for the same, like or related goods or services in 
order to avoid having to utilize the appropriate method of procurement or to remain within 
delegated procurement authority or to avoid competition is prohibited. 

Chapter 10 
General IT Procurement Policies  
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10.6.2 Ex-offenders 

10.6.3 Faith based organizations 

10.7 Posting IT solicitations and awards 

10.8 Subsequent/additional bid or proposal for same procurement 

10.9 Prohibited participation 

10.10 Contract and purchase order modification restrictions 

10.11 Contract pricing 

10.12 Order splitting prohibition 

10.13 Prohibited contracts 

10.14 WJUBǃt!nboebupsz!ufsnt!boe!dpoejujpot!gps!qvcmjd!JU!dpousbdut 

10.14.1 Employment discrimination by contractor prohibited 

10.14.2 Drug-free workplace to be maintained by contractor 

10.14.3 Payment clauses 

10.14.4 Insurance 

10.15 Computer equipment performance specifications 

10.16 Taxes 

10.16.1 Excise tax 

10.16.2 State sales tax 

10.16.3 Sales and use tax for state government and political subdivisions 

10.16.4 Sales and use tax for contractors 

10.17 Commodity codes 

10.18 Freight 

10.19 Used equipment 

10.20 Evaluation products and testing 

10.21 Guarantees and warranties 

10.22 Procurements which require FCC licensing 

10.23 Unsolicited proposals 

10.24 Use of brand names 

10.25 Supplier advertising prohibition 

10.26 Public-Private Education and Infrastructure Act (PPEA) Procedures for State Agencies and 

Institutions 

10.26.1 PPEA process 

10.26.2 Fees for proposal review 

10.26.3 Proposal format for submission of proposals  

10.26.4 PPEA proposals and the Freedom of Information Act 

10.26.5 Agreement on protection of confidential information 

10.26.6 WJUBǃt!sftfswbujpo!pg!sjhiut 

10.26.7 Additional VITA provisions 

10.26.8 When is a similar proposal a competing proposal? 

10.26.9 PPEA proposal steps 

10.26.10 Applicability of other laws 
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10.0 Introduction  
These policies are applicable to all procurements of IT goods and services. These policies were developed to 
clarify and implement the various provisions and requirements of the Virginia Public Procurement Act and the 
Code of Virginia pertaining to IT procurement. 
 

10.1 Freedom of Information Act  
The Virginia Freedom of Information Act (FOIA) (Virginia Code §§ 2.2-3700 et seq.) ensures ready access to 
public records and to meetings of state and local public bodies. All IT procurement professionals should be 
aware of FOIA and comply with its requirements and their own agency's policies and procedures. In addition, 
before any agency can procure a system, equipment or software, the agency must consider whether it is capable 
of producing products that facilitate the rights of the public to access public records under FOIA (Virginia Code § 
2.2-2012(B)(4)). 
 

10.2 Confidentiality  
Confidentiality of information in the procurement process is vital to ensure fair and open competition for 
suppliers. The VPPA, in Virginia Code § 2.2-4342, addresses the confidentiality of procurement information 
before, during, and after procurement processes. Suppliers should note that, pursuant to § 2.2-4342, trade 
secrets or proprietary information that a supplier wishes to keep confidential must be specifically identified with 
a statement of the reason(s) the protection is necessary. Refer to Chapter 5, Ethics in Public Procurement, for 
more information and for a VITA- approved Confidentiality and Conflict of Interest Statement form. 
 
It is critical that procurement professionals preserve appropriate confidentiality for records or information from a 
tvqqmjfsǃt!qspqptbm!uibu!bsf!nbslfe!ǆDpogjefoujbmǇ!ps!ǆQspqsjfubsz-Ǉ!bsf!jodmvefe!jo!tvdi!tvqqmjfsǃt!sfebdufe!
proposal, ps!bsf!sftqpotft!jo!uif!tvqqmjfsǃt!COV Ramp/Security Assessment, including any security exceptions, if 
applicable. 
 

10.3 Section 508 Overview 
As specified in § 2.2-2012(B) of the Code of Virginia, procurement of all IT must be made in accordance with the 
electronic and information technology accessibility standards of the Rehabilitation Act of 1973 (29 U.S.C. § 
794(d)). 
 
Section 508 refers to a statutory section in the Rehabilitation Act of 1973 (found at 20 U.S.C. § 794d). The 
primary purpose of Section 508 is to provide access to and use of government electronic and information 
technology (EIT) by individuals with disabilities. Section 508 requires agencies to ensure that their procurement 
of electronic and information technology takes into account the needs of all end users ƿ including people with 
disabilities. The statutory language of section 508 is available online by accessing http://www.section508.gov . 
 
Section 508 applies to both goods and services and requires that when agencies develop, procure, maintain or 
use information technology - (1) individuals with disabilities who are employees have access to and use of 
information and data that is comparable to the access to and use of the information and data by employees who 
are not individuals with disabilities; and (2) individuals with disabilities who are members of the public seeking 
information or services from an agency to have access to and use of information and data that is comparable to 
the access to and use of the information and data by such members of the public who are not individuals with 
disabilities. Comparable access is not required if it would impose an undue burden on an agency. The law is not 
limited to assistive technologies used by people with disabilities, but applies to the development, procurement, 
maintenance, or use of all electronic and information technologies. 
 

10.3.1 WJUBǃt!bvuipsjuz!up!qspnvmhbuf!sfhvmbujpot!qfsubjojoh!up!Tfdujpo!619 
VITA has statutory authority to promulgate regulations to ensure that all procurements of information technology 
of every description meet electronic and information technology accessibility standards. VITA has chosen to 
implement the electronic and information technology accessibility standards of Section 508 through policy and is 
committed to ensuring that all procurements of information technology purchased by VITA or on behalf of other 
agencies meet, to the greatest extent possible, the electronic and information technology accessibility standards 
pg!Tfdujpo!619/!Sfgfs!up!WJUBǃt!JU!bddfttjcjmjuz!dpnqmjbodf!xfctjuft!gps!efubjmfe!hvjebodf!bu; 
https://www.vita.virginia.gov/policy --governance/policies-standards--guidelines/it-accessibility-and-website-
standards/.   

http://www.section508.gov/
https://www.vita.virginia.gov/policy--governance/policies-standards--guidelines/it-accessibility-and-website-standards/
https://www.vita.virginia.gov/policy--governance/policies-standards--guidelines/it-accessibility-and-website-standards/
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10.3.2 Section 508 standards 
Section 508 standards are technical specifications and performance-based requirements which focus on the 
functional capabilities covered by technologies. These standards are organized into six sections: 
 

¶ Software applications and operating systems 

¶ Web-based intranet and internet information and applications 

¶ Telecommunications goods and services 

¶ Video and multimedia goods and services 

¶ Self-contained, closed goods and services 

¶ Desktop and portable computers  
 
Section 508 affects what the Commonwealth acquires (i.e., the requirements development process) but not how 
the information technology is acquired (source selection). Section 508 does not require suppliers to manufacture 
EIT products that meet the Access Board, standards. However, by requiring the federal government to purchase 
FJU!qspevdut!uibu!nffu!uif!Bddftt!Cpbseǃt!tuboebset-!Tfdujpo!619!qspwjeft!bo!jodfoujwf!gps!FJU!nbovgbduvsfst!
and designers to ensure that their products are usable by people with disabilities. 
 

10.3.3 Defining requirements under Section 508 
When developing requirements for any IT procurement, the agency should be familiar with Section 508 
requirements and determine which technical provisions apply to the IT goods or services being procured. In 
addition, market research should be performed to determine the availability of products and services that meet 
the applicable technical provisions. The agency should determine if Section 508 products or services are 
available in the marketplace or if the product or service would be eligible for an exception such as non- availability 
or undue burden. 
 

10.3.4 IT Procurements not applicable to Section 508 
Section 508 does not apply to all IT goods and services which may be procured for the Commonwealth or public 
bodies. These exemptions may apply: 

¶ Built-in assistive technology is not required where it is not needed. Section 508 does not 

require that every IT product to be fully accessible for persons with disabilities. 

Products such as desktop computers do not have to have refreshable Braille displays 

but must be compatible with refreshable Braille displays so that a blind individual can 

vtf!uif!bhfodzǃt!tuboebse!xpsltubujpo!jg!offefe!bt!b!sfbtpobcmf!bddpnnpebujpo/ 

¶ Undue burden. Agencies do not have to procure IT products that satisfy the Section 

619!tuboebset!jg!epjoh!tp!xpvme!dsfbuf!bo!voevf!cvsefo!po!uif!bhfodz/!ǆVoevf!

cvsefoǇ!hfofsbmmz!nfbot!ǆtjhojgjdbou!ejggjdvmuz!ps!fyqfotf/Ǉ!Jg!bo!bhfodz!jowplft!uif!

undue burden exception, Section 508 requires that information and data be provided 

to individuals with disabilities by an alternative means of access. Agencies should not 

alter their technical requirements to comply with Section 508 if the alteration would 

result in the agency procuring IT that did not meet its needs. 

¶ Non-availability. This refers to circumstances where no Section 508 commercial items are available to 
nffu!uif!bhfodzǃt!JU!qspdvsfnfou!offet/ 
 

10.3.5 Section 508 exception 
All IT goods and services procured by the Commonwealth must comply with the accessibility standards of 
Section 508. The one exception to IT accessibility is if the agency includes a written explanation in the 
procurement file signed by the agency head which explains why, and to what extent, the standards impose an 
undue burden or exception. All contracts for IT goods and/or services should contain the term and condition 
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which requires that any goods or services provided by the contractor under the contract are Section 508- 
compliant. 
 

10.3.6 Suggested solicitation language to ensure Section 508 compliance 
Uif!gpmmpxjoh!tubufnfou!jt!sfdpnnfoefe!up!cf!jodmvefe!jo!bmm!SGQt;!ǆBmm!fmfduspojd!boe!jogpsnbujpo!ufdiopmphz!
(EIT) procured through this Request for Proposal (or Invitation for Bid) must meet the applicable accessibility 
standards of Section 508 of the Rehabilitation Act of 1973, as amended, and is viewable at the following URL: 
http://www.section508.gov .Ǉ 
 

10.3.7 Suggested contractual language to ensure Section 508 compliance 
Contracts signed with information technology suppliers should contain the provision set forth below or 
tvctuboujbmmz!tjnjmbs!mbohvbhf;!ǆTvqqmjfs!ifsfcz!xbssbout!uibu!uif!qspevdut!ps!tfswjdft!up!cf!qspwjefe!voefs!uijt!
agreement comply with the accessibility requirements of section 508 of the Rehabilitation Act of 1973, as 
amended (29 U.S.C. § 794d), and its implementing regulations set forth at Title 36, Code of Federal Regulations, 
part 1194. Supplier agrees to promptly respond to and resolve any complaint regarding accessibility of its 
products or services which is brought to its attention. Supplier further agrees to indemnify and hold harmless the 
Dpnnpoxfbmui!pg!Wjshjojb!ps!boz!bhfodz!uifsfpg!vtjoh!uif!tvqqmjfsǃt!qspevdut!ps!tfswjdft!gspn!boz!dmbjn!bsjtjog 
out of its failure to comply with the aforesaid requirements. Failure to comply with these requirements shall 
dpotujuvuf!b!csfbdi!boe!cf!hspvoet!gps!ufsnjobujpo!pg!uijt!bhsffnfou/Ǉ!Uijt!mbohvbhf!qvut!uif!cvsefo!boe!
expense of Section 508 compliance on the supplier supplying IT goods and services to the Commonwealth. 
 

10.4 Technology Access Clause 
 

10.4.1 Procurement Requirements 
Pursuant to the Information Technology Access Act (§§ 2.2-3500 et seq. of the Code of Virginia), all contracts for 
the procurement of information technology by, or for the use of, agencies all covered entities as defined by § 2.2-
3501, shall include a technology access clause which requires compliance with the non-visual access standards 
established in § 2.2-3503(B). 
 

10.4.2 Exceptions to nonvisual access standards 
Compliance with the nonvisual access standards shall not be required if the head of the procuring agency 
determines that (i) the information technology is not available with nonvisual access because the essential 
elements of the information technology are visual and (ii) nonvisual equivalence is not available. Visit these VITA 
websites: https://www.vita.virginia.gov/policy --governance/policies-standards--guidelines/it-accessibility-and-
website-standards/  for more information.  
 

10.4.3 Executive Order 47 ƿ Expanding Opportunities for Virginians With Disabilities (2020) 
Fyfdvujwf!Psefs!58!sfbggjsnt!boe!fyqboet!vqpo!uif!Dpnnpoxfbmuiǃt!dpnnjunfou!up!uif!jodsfbtfe!jodmvtjpo!pg-!
and expansion of opportunities for, individuals with disabilities. This includes fotvsjoh!uibu!uif!Dpnnpoxfbmuiǃt!
websites are readily accessible to individuals with disabilities. 
 
VITA supports the effort set forth in Executive Order 47 and continues to work with other state agencies to 
jnqspwf!uif!bddfttjcjmjuz!pg!uif!Dpnnpoxfbmuiǃt!xfctjuft!gps!Wjshjojbot!xjui!ejtbcjmjujft/!WJUB!fodpvsbhft!
Suppliers to support the advancement of opportunities for disabled Virginians by expanding and improving upon 
accessibility of the Commonwealth websites. 
 

10.5 Commonwealth security  requirements  for  IT solicitations  and contracts  
Section 2.2-2009 of the Code of Virginia mandates that the CIO is responsible for the development of policies, 
standards, and guidelines for assessing security risks, determining the appropriate security measures and 
performing security audits of government electronic information. Such policies, standards, and guidelines shall 
apply to the Commonwealth's executive, legislative, and judicial branches and independent agencies. Further, it 
requires that any contract for information technology entered into by the Commonwealth's executive, legislative, 
and judicial branches and independent agencies require compliance with applicable federal laws and regulations 
pertaining to information security and privacy. While agencies are required to comply with all security policies, 
standards and guidelines (PSGs), these PSGs are located at this URL: https://www.vita.virginia.gov/policy --
governance/itrm-policies-standards/  

http://www.section508.gov/
https://www.vita.virginia.gov/policy--governance/policies-standards--guidelines/it-accessibility-and-website-standards/
https://www.vita.virginia.gov/policy--governance/policies-standards--guidelines/it-accessibility-and-website-standards/
https://www.vita.virginia.gov/policy--governance/itrm-policies-standards/
https://www.vita.virginia.gov/policy--governance/itrm-policies-standards/
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For any procurements of third-party (supplier- hosted) cloud services (i.e., Software as a Service), there is a 
distinct process for obtaining VITA approval to conduct the procurement/!Zpvs!bhfodzǃt!Jogpsnbujpo!Tfdvsjuz!
Officer or AITR can assist you in understanding this process and in obtaining the required documentation to 
include in your solicitation or contract. There are specially required Cloud Services terms and conditions that 
must be included in your solicitation and contract, and a questionnaire that must be included in the solicitation 
for bidders to complete and submit with their proposals. You may also contact: 
enterpriseservices@vita.virginia.gov. 
 

10.6 Discrimination Prohibited  
The Code of Virginia prohibits discrimination based on race, religion, color, sex, age, disability, or national origin in 
procurement transactions as well as discrimination against ex-offenders, small, women and minority-owned 
businesses and faith-based organizations. All businesses and citizens are to have equal access to the 
Dpnnpoxfbmuiǃt!qspdvsfnfou!pqqpsuvojujft/  See the Virginia Human Rights Act, Virginia Code § 2.2-3900 et 
seq. 
 

10.6.1 Small Business Enhancement Program 
Section 2.2-4310 of the Code of Virginia provides that any enhancement or remedial measure authorized by the 
Governor for state public bodies may allow for small businesses certified by the Department of Small Business 
and Supplier Diversity or a subcategory of small businesses established as a part of the enhancement program 
to have a price preference over noncertified businesses competing for the same contract award, provided that 
the certified small business or the business in such subcategory of small businesses does not exceed the low bid 
by more than five percent 
 

10.6.2 Ex-offenders 
In the solicitation or awarding of contracts, no agency shall discriminate against a bidder or offeror because the 
bidder or offeror employs ex-offenders unless the state agency, department or institution has made a written 
determination that employing ex-offenders on the specific contract is not in its best interest. 
 

10.6.3 Faith-based organizations 
Virginia Code§ 2.2-4343.1 provides that agencies may enter into contracts with faith-based organizations on the 
same basis as any other nongovernmental source without impairing the religious character of such organization, 
and without diminishing the religious freedom of the beneficiaries of assistance provided under this section, and 
provides for displaying a nondiscrimination statement in procurement and contract documents. Agencies 
procuring IT goods or services or making disbursements shall comply with § 2.2-4343.1. 
 

10.7 Posting IT Solicitations  and Awards 
All IT solicitations, addenda and notices of award (including emergency and sole source awards) for IT goods 
and services over $30,000 shall be posted on eVA. When a solicitation is cancelled or amended, the notice of 
cancellation or amendment must be publicly posted on eVA. Written solicitation notices up to $30,000 are not 
required to be posted. Invitation for Bids notices over $30,000 may be also published in a newspaper of general 
circulation for ten (10) days prior to the date for receipt of bids. 
 
When an RFP is issued for an amount in excess of $30,000, the solicitation shall be posted on eVA for at least 10 
days and may also be published in a newspaper of general circulation in the area in which the contract is to be 
performed. If the RFP is cancelled or amended, a copy of the cancellation notice or addendum must be publicly 
posted on eVA. 
 
Award notices for all IT contracts in excess of $30,000 must be posted for ten (10) days following the date of the 
award. 
 
Emergency contract awards must state that the contract is being issued on an emergency basis. Sole source 
awards must state that only one source was determined to be practicably available. Both emergency and sole 
source award postings should state what is being procured, the contractor selected, and the date on which the 
contract was or will be awarded. All award notices shall be posted on eVA for ten days following the date of the 
award.  

mailto:enterpriseservices@vita.virginia.gov
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10.8 Subsequent/Additional  Bid or Proposal for  Same Procurement 
A supplier who submits a subsequent bid or proposal before the due date that is not specifically identified as an 
amendment to a previously submitted bid or proposal, shall be treated as having submitted a new bid/proposal 
in response to the original solicitation. 
 

10.9 Prohibited  Participation  
Section 2.2-4373 of the Code of Virginia places limitations on who may submit a bid after participating in the bid 
preparation for that same procurement.  
 

10.10 Contract and Purchase Order Modification  Restrictions  
A contract or purchase order may not be renewed, extended or otherwise modified unless provided for in the 
original contract. The contract price may not be increased, nor additional consideration given because of a 
contract renewal or extension, unless such increase is specifically authorized under the original contract. Virginia 
Code § 2.2-4309 provides specific requirements for modifications, including increases in fixed price contracts. 
Additionally, if the contract renewal must undergo certain VITA approvals, the agency must obtain those 
approvals prior to issuing a contract renewal. See this link for more guidance: 
https://www.vita.virginia.gov/supply -chain/scm -policies-forms/ . Refer to section 10.13 which discusses 
prohibited contracts. The same prohibitions will apply for any contract renewals. 
 

10.11 Contract Pricing 
VITA may award IT contracts on a fixed price or cost reimbursement basis, or on any other basis not prohibited 
by Virginia Code § 2.2-4331.  
 

10.12 Order Splitting Prohibition  
Placing multiple orders to one or more suppliers for the same IT goods or services in order to avoid conducting a 
dpnqfujujwf!qspdvsfnfou!ps!up!qvsdibtf!tvdi!jufnt!up!sfnbjo!xjuijo!bo!bhfodzǃt!efmfhbufe!qspdvsfnfou!
authority limit is prohibited. 
 

10.13 Prohibited  contracts  
The Code of Virginia prohibits the Commonwealth from entering into certain types of contracts and to contract 
with individuals or businesses who have defaulted on some obligation to the Commonwealth. These prohibitions 
are as follows: 
 
Section 2.2-4331 of the Code of Virginia provides that no contract shall be awarded by the Commonwealth on the 
basis of cost plus a percentage of cost except in the case of emergency affecting the public health, safety or 
welfare. 
 
Virginia Code § 2.2-4321, § 2.2-4321.1, and § 2.2-4311.2 prohibit agencies from contracting with any supplier or 
affiliate of the supplier who: 
 

¶ Fails or refuses to collect and remit sales tax 

¶ Fails or refused to remit any tax due unless the supplier has entered into a payment agreement with 
the Department of Taxation to pay the tax and is not delinquent under the terms of the agreement or 
has appealed the assessment of the tax and the appeal is pending. 

¶ Is not authorized to transact business in the commonwealth.  

¶ Jt!jodmvefe!po!uif!Dpnnpoxfbmui!pg!Wjshjojbǃt!Efcbsnfou!Mjtu!bu!uif!ujnf!pg award. 
 
Additionally, an agency may not award a contract to a supplier, including its affiliates and all subcontractors if 
uifz!bsf!fydmvefe!po!uif!gfefsbm!hpwfsonfouǃt!Tztufn!gps!Bxbse!Nbobhfnfou!)TBN*!bu: 
https://www.sam.gov/SAM/ , or who is not registered in eVA at time of award. 
 
Virginia Code § 2.2-5514 prohibits agencies from using, whether directly or through work with or on behalf of 
another public body, any hardware, software, or services that have been prohibited by the U.S. Department of 

https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
https://www.vita.virginia.gov/supply-chain/scm-policies-forms/
https://www.sam.gov/SAM/
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Homeland Security for use on federal systems. 
 
Except for the § 2.2-5514 prohibitions specified above, agencies may contract with these sources in the event of 
an emergency or if contractor is the sole source of needed goods and services. 
 

10.14 Mandatory Contract Terms and Conditions for  Public IT Contracts 
Certain contractual terms are required by statute to be included in every public IT contract. A complete list of 
these terms, the VITA Mandatory Contract Terms, jt!bwbjmbcmf!po!WJUBǃt!xfctjuf!bu;!
https://www.vita.virginia.gov/supply -chain/scm -policies-forms/mandatory -contract-terms/ .  
 

10.14.1 Employment discrimination by contractor prohibitedr 
In any contract of more than $10,000, all public bodies are required to incorporate the employment 
discrimination prohibition provisions set forth  in Virginia Code § 2.2-4311. 
 

10.14.2 Drug-free workplace to be maintained by contractor 
In any contract of more than $10,000, all public bodies are required to incorporate the drug-free workplace 
requirements of Virginia Code § 2.2-4312. 
 

10.14.3 Payment clauses 
Any contract awarded by any state agency, or any contract awarded by any agency of local government shall 
include a payment clause obligating the contractor to pay its subcontractors in accordance with  Virginia Code § 
2.2-4354. 

 

10.14.4 Insurance 
In order to mitigate risks to the Commonwealth, contractors are required to carry certain types of insurance 
coverage throughout the term of the contract. All contractors are required to maintain dvssfou!xpslfstǃ!
dpnqfotbujpo-!fnqmpzfsǃt!mjbcjmjuz-!dpnnfsdjbm!hfofsbm!mjbcjmjuz!boe!bvupnpcjmf!mjbcjmjuz!jotvsbodf!qpmjdjft!xifo!
work is to be performed on state owned or leased property or facilities. The Commonwealth of Virginia must be 
named as an additional insured when requiring a contractor to obtain commercial general liability coverage. 
 
Jo!tpnf!tqfdjgjd!dbtft-!xpslfstǃ!dpnqfotbujpo!jotvsbodf!boe!fnqmpzfsǃt!mjbcjmjuz!jotvsbodf!nbz!opu!cf!sfrvjsfe/!
Xpslfstǃ!dpnqfotbujpo!jotvsbodf!jt!sfrvjsfe!xifo!uif!dpousbdups!ibt!uisff!)4*!ps!npsf!fnqmpzfft/!Jg!xpsl!jt!
performed by a sole proprietor, the qfstpo!epft!opu!offe!xpslfstǃ!dpnqfotbujpo!jotvsbodf-!bt!uifz!ep!opu!ibwf!
fnqmpzfft/!Fnqmpzfsǃt!Mjbcjmjuz!Jotvsbodf!jt!sfrvjsfe!jg!bo!fnqmpzfs!ibt!fnqmpzfft!xip!bsf!qbje!b!xbhf!ps!
tbmbsz/!Fnqmpzfsǃt!mjbcjmjuz!jotvsbodf!jt!opu!sfrvjsfe!gps!qfstpot!jo!cvtjofss together, e.g., husband and wife, 
siblings or parents and children, as these persons would be considered owners not employees. 
 
All agreed upon and statutorily mandated insurance must be obtained by the supplier prior to commencing work 
and must be maintained during the entire term of the contract. 
 
Additionally, in IT services and solutions contracts, Errors and Omissions Insurance should always be required by 
Suppliers, except for simple computer-off -the-tifmg!)DPUT*!tpguxbsf!qspevdut/!Uijt!jotvsbodf!dpwfst!b!Tvqqmjfsǃt!
performance errors and intentional or accideoubm!pnjttjpot!jo!uifjs!qfsgpsnbodf!pcmjhbufe!cz!uif!dpousbduǃt!
technical/functional requirements. The coverage amount is based on the complexity of the specific procurement. 
Uzqjdbm!mbohvbhf!up!jodmvef!jo!b!dpousbdu!jt;!ǆTvqqmjfs!tibmm!dbssy errors and omissions insurance coverage in the 
amount of $5,000,000 per occurrence.Ǉ 
 
For cloud service procurements, it is recommended to require the contractor to also provide coverage for Cyber 
Security Liability Insurance to assist in data loss or security breach, which can result in losses valued in excess of 
millions of dollars. Typical language to include in a contract is;!ǆTvqqmjfs!tibmm!dbssz!Dzcfs!Tfdvsjuz!Mjbcjmjuz!
insurance coverage in the amount of $5,000,000 per occurrence.Ǉ This coverage amount can be increased based 
on your risk factor and project complexity and data/security sensitivity. The minimum coverage amount required 
by VITA Security remains at $5,000,000. Any reduction must be approved by VITA Security and/or the CIO. 
 

10.15  Computer Equipment Performance Specifications  
Virginia Code § 2.2-2012(E) provides that if VITA, or any executive branch agency authorized by VITA, may elect 

https://www.vita.virginia.gov/supply-chain/scm-policies-forms/mandatory-contract-terms/
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to procure personal computers and related peripheral equipment pursuant to a blanket purchasing arrangement 
under which public bodies may purchase such goods from any supplier following competitive procurement 
provided that the agency first establishes performance-based specifications for the selection of the equipment. 
 

10.16  Taxes 
 

10.1.1 Excise tax 
The Commonwealth of Virginia is generally exempt from paying federal excise taxes. 
 

10.16.2 State sales tax 
The Commonwealth of Virginia is generally exempt from paying Virginia's sales taxes on purchases of tangible 
personal property for its use or consumption. Agencies may receive requests for a tax exemption certificate or 
exemption number. When taxes are improperly included on the face of a bid, the bidder will be given the 
opportunity to delete them. Requests for exemptions from state sales taxes should be routed to: 
scminfo@vita.virginia.gov. 
 

10.16.3 Sales and use tax for state government and political subdivisions 
Virginia's sales and use tax does not apply to sales of tangible personal property to the Commonwealth of 
Virginia or to its political subdivisions, for their use or consumption, if the purchases are pursuant to required 
official purchase orders to be paid for out of public funds. The tax applies when such sales are made without the 
required purchase orders and are not paid for out of public funds. No exemption is provided for state or local 
government employee purchases of meals or lodging whether purchases are pursuant to required official 
purchase orders or not. 
 

10.16.4 Sales and use tax for contractors 
Persons who contract with the Commonwealth or its political subdivisions to perform an IT service and in 
providing the service also provide some tangible personal property are the consumers of such property and are 
not entitled to a sales or use tax exemption. This is true even though title to the property provided may pass to 
the Commonwealth and/or the supplier may be fully and directly reimbursed by the government. 
 

10.17  Commodity  Codes 
The list of commodity codes for IT products and services is posted on the VITA web site at the following link: 
https://www.vita.virginia.gov/media/vitavirginiagov/supply -chain/pdf/VITA -IT-Consumables-List.pdf.  
 

10.18  Freight 
Freight and delivery charges shall be included in the pricing schedule, if needed, in all bids and proposals. When 
necessary, freight and delivery charges are used in the evaluation and award and should be clearly reflected on 
all documentation in the procurement file. 
 
By signing an IFB, suppliers certify that the bid prices offered for F.O.B destination include only the actual freight 
rate costs at the lowest available rate and such charges are based upon the actual weight of the goods to be 
shipped. 
 

10.19  Used Equipment 
Vtfe!frvjqnfou!dbo!cf!b!wjbcmf!tpvsdf!pg!ufdiopmphz!qspwjefe!ju!jt!dfsujgjfe!bddfqubcmf!gps!nbovgbduvsfsǃt!
maintenance. All such costs for certification must be borne by the seller and must be included in the bid or 
proposal pricing. The same VITA review and approval that applies to new IT equipment (refer to Chapter 1 of this 
manual) also applies to used IT equipment. 
 

10.20  Evaluation Products and Testing 
Evaluation products may be requested to verify quality levels or to test equipment to determine conformance 
with the specifications stipulated in a solicitation and/or to determine ability to interface with existing equipment. 
Evaluation products may only be requested when conducting a formal solicitation. A request for an evaluation 
qspevdu!nvtu!cf!dmfbsmz!joejdbufe!jo!uif!tpmjdjubujpo/!Sfuvso!pg!fwbmvbujpo!qspevdut!tvcnjuufe!xjmm!cf!bu!tvqqmjfsǃt!
risk and expense. Evaluation products required in a bid or proposal must be submitted prior to the solicitation 

mailto:scminfo@vita.virginia.gov
https://www.vita.virginia.gov/media/vitavirginiagov/supply-chain/pdf/VITA-IT-Consumables-List.pdf
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due date. Failure to submit requested evaluation products may result in rejection of bid or proposal. Evaluation 
products should be properly labeled, stored and controlled by the receiving public body until no longer needed. All 
evaluation products submitted are subject to testing. Those not destroyed during testing may be returned at the 
cjeefsǃt!ps!pggfspsǃt!fyqfotf/!Fwbmvbujpo!qspevdut!pg!uif!tvddfttgvm!tvqqmjfs!nbz!cf!ifme!gps!dpnqbsjtpo!xjui!
deliveries. 
 
If, after 30 days, the evaluation products have not been picked up and suppliers fail to provide disposition 
instructions, evaluation products may be offered to other agencies or internal operating departments for use. 
Evaluation products not picked up by bidder within 30 days of award will become the property of the 
Commonwealth. If the items have significant reusable utility value, they should be disposed of using established 
property disposal procedures. The procurement file must be documented as to disposition of all evaluation 
products. 
 

10.21  Guarantees and Warranties 
The following guidelines should be taken into account when deciding the appropriate warranty or guarantee 
terms and conditions to include in IT solicitations and the final negotiated contract: 
 

¶ Determine if procuring agency wants to specify the length of time the warranty is to run; 

¶ Determine if warranty is needed to prevent damage to existing resource 
information from computer viruses or shut down  devices; 

¶ Select the guarantee or warranty special term and condition that best suits the 
needs of the agency for the particular solicitation; and 

¶ When considering a non-industry standard warranty, the agency should obtain the 
appropriate cost associated with the desired warranty; a written justification for the 
desired warranty and any additional cost to be included in the procurement file. 

 
Many IT suppliers will agree to provide greater than 90-day warranty periods during negotiation, or even a 12- 
month for solution/development type contracts. Computer -off - the-shelf manufacturers generally offer 30 or 60- 
day warranty periods. Larger IT companies often provide 90-day warranty periods. Agencies should not have to 
reimburse a supplier for errors corrected or fixes made during a warranty period. The warranty period should 
start after final acceptance by the agency, while any procured annual maintenance or support would begin once 
the warranty period is over. For a more in- depth discussion of warranties refer to Chapter 25 of this manual, IT 
Contract Formation: 

 

10.22  Procurements Which Require FCC Licensing 
All facilities, equipment and services that require Federal Communications Commission (FCC) licensing (e.g., 
uplinks, television and radio broadcast frequencies, microwave, two- way radio), etc., are the responsibility of 
VITA to coordinate and acquire. All agencies, whether in scope or not, must submit all supporting documentation 
up!uif!bhfodz!ps!jotujuvujpoǃt!bttjhofe!bhfodz!ufmfdpn!dppsejobups!)BUD*!ps!tvcnju!b!sfrvftu!uispvhi!WDDC prior 
to any acquisition of telecommunications equipment or service. There is no dollar amount associated with this 
requirement. Any device requiring FCC authorization or licensing must be approved by VITA. If the equipment or 
services are on a current VITA state contract, VITA will approve the procurement and return the request with the 
appropriate written approval. If the equipment or services are not currently available through an existing contract 
process, VITA will acquire the requested goods or services on behalf of the requesting agency or institution. 
 

 
VITA encourages its suppliers to submit new and innovative technology ideas by submitting unsolicited 
proposals. The submission of these proposals allows for VITA to consider unique and innovative ideas or 
approaches that have been developed in the private sector and to bring those innovations into state government. 
Any supplier who is considering submitting an unsolicited proposal to VITA for IT should adhere to the following 
rules: 

¶ The IT idea or concept being proposed must be innovative and unique. 

¶ The technology concept or idea must be independently originated and 
developed by the offeror submitting the unsolicited proposal. 
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¶ All unsolicited proposals must be prepared without Commonwealth assistance, 
endorsement, direction or involvement. 

¶ The unsolicited proposal must include sufficient detail to permit a 
determination if it would be worthwhile for the Commonwealth to study 
and/or consider. 

¶ The unsolicited proposal cannot be an advance proposal for a known agency or 
Commonwealth requirement that can be acquired through competitive methods. 
The proposal should not address a previously published agency requirement or 
need. 

¶ All solicited and unsolicited proposals and all solicited and unsolicited ideas for 
innovation or improvement are submitted at the risk of and expense of the offeror 
and create no financial or legal obligation on the part of the Commonwealth. 

¶ Any ideas or information contained in an unsolicited proposal may be used freely by 
uif!Dpnnpoxfbmui!boe!op!sftusjdujpo!po!uif!Dpnnpoxfbmuiǃt!vtf!pg!tvdi!jefbt-!
proposals or the information contained therein shall arise in connection with such 
submission. 

¶ A favorable comprehensive evaluation of an unsolicited proposal by VITA does not, in 
itself, justify awarding a contract without providing for competition. No preference 
shall be given to any offeror that initially offers the unsolicited proposal. If it is 
determined by the evaluation that goods or services required by the agency and 
offered in an unsolicited written proposal are practicably available from only one 
tpvsdf-!b!cvzfs!nbz!ofhpujbuf!boe!bxbse!b!dpousbdu!gpmmpxjoh!uif!WJUBǃt!tpmf!tpvsdf!
procedures. The buyer shall post a notice of award for ten (10) calendar days. 

 
All unsolicited proposals for IT and are submitted to VITA with the following proviso(s): 

¶ All unsolicited proposals are submitted at the risk of and expense of the offeror and 
with no obligation on the part of the VITA or the Commonwealth. 

¶ Votpmjdjufe!qspqptbmt!nvtu!dpoubjo!op!sftusjdujpot!po!uif!Dpnnpoxfbmuiǃt!ps!
WJUBǃt!vtf!pg!boz!jefbt-!qspqptbmt!ps!uif!jogpsnbujpo!dpoubjofe!jo!tvdi proposals. 

¶ VITA may charge a fee for review of an unsolicited proposal. 

¶ A minimum fee of $1,000 (or greater) may be charged for review of unsolicited 
proposals under a specified amount ($50,000) and an increased fee schedule 
over that amount. Proposals requiring technical review would be billed on an 
hourly basis as appropriate for time spent in review. 

¶ All unsolicited proposals will be evaluated for their participation and encouragement of 
small businesses including women and minority-owned businesses and businesses 
owned by service-disabled veterans. 

 
Unsolicited proposals shall be submitted in writing directly to SCM at scminfo@vita.virginia.gov.  
 

10.24  Use of Brand Names 
Use of a brand name or equal specification should only be used to indicate a desired quality level and should be 
cbtfe!vqpo!pof!ps!npsf!tvqqmjfsǃt!dpnnpejuz!eftdsjqujpo)t*-!npefm!ovncfs)t*!boe!rvbmjuz!mfwfm/!Uif!tvqqmjfsǃt!
commodity numbers should be easily identifiable in a current publication that is available to most suppliers. 
 
Commodity descriptions must be sufficiently detailed and specify only the required features needed as provided 
for in Virginia Code § 2.2-4315. 
 

10.25  Supplier Advertising  Prohibition  
Without the express written consent of VITA, IT suppliers are prohibited from advertising or utilizing sales 
nbufsjbm!xijdi!tubuft!uibu!b!Dpnnpoxfbmui!bhfodz!ibt!qvsdibtfe!b!tvqqmjfsǃt!JU!qspevdu!ps!tfswjdf/ 
 

mailto:scminfo@vita.virginia.gov
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10.26  Public-Private Education Facilities  and Infrastructure  Act (PPEA) Procedures 
for State Agencies and  Institutions  

The Public-Private Education Facilities and Infrastructure Act of 2002 (PPEA), §56-575.1 et seq. of the Code of 
Virginia, allows VITA to create public-private partnerships for the development of a wide range of projects for 
public use if VITA determines the project serves a public purpose and that private involvement may provide the 
project in a timely or cost-effective fashion. The PPEA serves as an alternative procurement method for IT in 
certain circumstances. The PPEA is designed to bring private funding and/or private risk to public projects in the 
Commonwealth. The PPEA is intended to provide a faster mechanism for the funding and completion of projects 
that are time sensitive. Like the Public Private Transportation Act, the PPEA allows for creative financing and 
allows private entities to bring innovative thinking and vision to public projects. 
 
The PPEA authorizes responsible public entities to use the PPEA procurement process. These entities include 
state agencies, public educational institutions, counties, cities and town and public authorities. 
 
In order for a project to be eligible under the PPEA, it must meet the definition of a qualifying project. For IT, the 
QQFB!ftubcmjtift!uif!gpmmpxjoh!bt!rvbmjgzjoh!qspkfdut;!ǆǍ!)wj*!ufdiopmphz!jogsbtusvduvsf-!tfswjdft!boe!bqqmjdbujpot-!
including, but not limited to, telecommunications, automated data processing, word processing and 
management information systems, and related information, equipment, goods and services; (vii) any services 
designed to increase productivity or efficiency through the direct or indirect use of technology, (viii) any 
technology, equipment, or infrastructure designed to deploy wireless broadband services to schools, businesses, 
ps!sftjefoujbm!bsfbt/!/!/Ǉ!)Virginia Code § 56-575.1) The PPEA establishes requirements for the review and 
approval of proposals received pursuant to the PPEA. In addition, the PPEA specifies the criteria that must be 
used to select a proposal and the contents of any comprehensive agreement between VITA and the private 
entity. 
 

10.26.1 PPEA Process 
The PPEA process can be initiated in two ways. An agency may issue a solicitation for PPEA proposals, like a 
traditional RFP, or an agency may receive an unsolicited proposal (see subsection 10.23 above) where a private 
entity submits a proposal not in response to a solicitation or notice. When an agency is considering issuing a 
notice for solicited proposals, it must first make a determination that it reasonably expects the PPEA process to 
be more beneficial than traditional procurement processes under the VPPA. A public notice soliciting PPEA 
proposals must allow for at least forty-five (45) days for proposals to be submitted. Notice must be posted on 
eVA. 
 
If an agency receives an unsolicited PPEA proposal, it must make a threshold decision as to whether the 
qspqptbm!gjut!xjui!uif!bhfodzǃt!cvtjoftt!pckfdujwft!boe!tipvme!cf!qvstvfe/!Jg!uif!bhfodz!efdjeft!up!bddfqu!uif!
unsolicited PPEA proposal, it must post a public notice for at least forty-five (45) days which details the subject 
matter of the proposal and requests that competing proposals be submitted. Notice must be posted on eVA. If 
the agency decides not to accept the unsolicited PPEA proposal, the agency should return the proposal to the 
private entity. 
 
The PPEA may be a useful tool to achieve certain objectives, but it is just another procurement method. Most 
PPEA proposals involve costly, high-profile projects so it is imperative that agencies closely follow the PPEA 
procurement procedures to ensure a fair competitive process. See Commonwealth of Virginia PPEA Guidelines 
and Procedures. https://dgs.virginia.gov/globalassets/business -units/deb/documents/ppea -adminstration-
guidelines-2008.pdf. 

 
 

  

https://dgs.virginia.gov/globalassets/business-units/deb/documents/ppea-adminstration-guidelines-2008.pdf
https://dgs.virginia.gov/globalassets/business-units/deb/documents/ppea-adminstration-guidelines-2008.pdf
https://dgs.virginia.gov/globalassets/business-units/deb/documents/ppea-adminstration-guidelines-2008.pdf
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Chapter highlights  
 

Purpose: This chapter discusses IT procurement planning, which include efforts by all personnel 

responsible for significant aspects of an IT project to ensure that they are coordinated and integrated 

in a comprehensive manner. 

 

Key points: 

¶ As an IT procurement best practice, comprehensive IT procurement planning is proven to 

provide multiple benefits to public procurement. 

¶ Market research is central to sound IT procurement planning and market research results 

should be understood by the entire procurement project team. 

¶ Strategic procurement planning helps the Commonwealth optimize performance, minimize 

price, increase achievement of socio-economic acquisition goals, evaluate total life cycle 

management costs, improve supplier access to business opportunities, and increase the 

value of each IT dollar. 

¶ VITA may have an existing mandatory-use or optional-use statewide contract that would 

tfswf!zpvs!JU!qspdvsfnfou!offe/!Bhfodjft!tvckfdu!up!WJUBǃt!JU!qspdvsfnfou!bvuipsjuz!nvtu!

determine whether one is available as a first step in the procurement planning process. 

 

 

Table of contents  

11.0 Introduction 

11.1 IT procurement planning principles 

11.2 Benefits of IT procurement planning 

11.3 IT procurement planning roles and responsibilities 

11.4 Market research 
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11.4.2 Methods of market research 

11.5 Key steps and milestones of IT procurement planning 

11.5.1 Define business objectives 

11.5.2 Develop requirements 

11.5.3 Issue and conduct solicitation 

11.5.4 Manage and administer contract 

11.6 Other considerations affecting the IT procurement planning process 

11.6.1 Lease vs. buy analysis 

11.6.2 

 

Build vs. buy analysis 

Chapter 11 - IT Procurement Planning and Strategic 
Sourcing 
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11.7 IT spend management 

11.8 Outcomes of IT procurement planning 

 

11.0 Introduction  
Procurement planning is the process by which all personnel responsible for significant aspects of a project have 

adopted specific roles and responsibilities and are integrated in a comprehensive manner. Procurement planning 

begins with the recognition of a specific IT business need. Procurement planning includes identification of what is 

needed, when it is needed, how it will be acquired and by whom. The amount of time necessary for the planning 

process is dependent upon the dollar value, risk, complexity and criticality of the proposed purchase. Procurement 

planning must also include budget planning. In general, the more costly and complex the IT procurement is, the 

more essential the need will be for a rigorous, well-planned, structured and disciplined procurement process. 

 

VITA may have an existing mandatory-use or optional-use statewide contract that would serve your IT 

qspdvsfnfou!offe/!Bhfodjft!tvckfdu!up!WJUBǃt!JU!qspdvsfnfou!bvuipsjuz!nvtu!efufsnjof!xifuifs!an existing 

statewide contract  is available as a first step in the planning process. Using a statewide contract(s) may 

significantly reduce the time and cost for the IT acquisition, as these contracts are competitively procured as a 

result of the VPPA-required procurement process and the contracts are VPPA compliant. Current VITA statewide 

contracts may be found at this link: https://vita.cobblestonesystems.com/public/ . 

 

In addition, the procurement planning process must allow for the time necessary to comply with all Code-required 

VITA, CIO, Project Management Division (PMD), Enterprise Cloud Oversight Services (COV Ramp), Security and 

approvals and governance and oversight requirements for agency IT procurements covered in Virginia Code § 2.2-

2007 through § 2.2-2021. 

 

11.1 IT procurement planning principles  
Here are several key IT procurement planning principles: 

¶ Sourcing should be consistent with market capabilities and available spend rather than driving solutions 
toward prescriptive requirements. 

¶ Strive for quick and easy IT solutions. 

¶ IT solutions should be forward facing and positioned for future supportability. 

¶ Procurement planning can prepare agencies for negotiating mutually collaborative agreements with IT 
suppliers. These agreements should reflect the best agreements in the marketplace. 

¶ Agency stakeholders including the business owner, project manager, information security officer and 
procurement lead should be in constant collaboration. 

¶ Consider all required processes and approvals (VITA, federal, other) in your procurement timeline for a 
realistic versus reactive procurement process. 

 

11.2 Benefits of IT procurement planning  
As an IT procurement best practice, IT procurement planning has been proven to generate multiple benefits for 

public procurement. IT procurement planning enables agencies to implement strategic IT sourcing concepts 

during the procurement process. Planning xjmm!bmtp!fobcmf!bhfodjft!up!mfwfsbhf!uif!Dpnnpoxfbmuiǃt!qvsdibtjoh!

power to obtain lower costs and better value. Developing a thorough IT procurement plan which assigns roles and 

responsibilities to the procurement project team members and defines the process steps will facilitate a better-

value IT procurement. The IT procurement planning process should be a collaborative and synergistic effort 

between procurement project team members. 

 

https://vita.cobblestonesystems.com/public/
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Please refer to Appendix 11.2 of this manual for other potential benefits procurement planning. 

 

11.3 IT Procurement planning roles and responsibilities  

Uif!bhfodzǃt!tpvsdjoh!tqfdjbmjtu!ps!bttjhofe!qspdvsfnfou!mfbe!jt!sftqpotjcmf!gps!uif!qsfqbsbujpo!boe!efmjwfsz!pg!

the procurement plan to the procurement project team. The table in Appendix 11.3 lists various key procurement 

team roles and the responsibilities of each role, Commonwealth procurement personnel should be familiar with 

the nature and duties of each role. These roles vary for each project but are considered critical to the success of 

the procurement plan. For complex major IT procurements, the agency may require VITA PMD and other VITA 

technical experts be involved. The planning and sourcing process is intended to be collaborative as many steps 

are shared among team members. For a more in-depth discussion on these roles, go to Chapter 24 of this manual, 

Requests for Proposals. 

 

11.4 Market research 
Market research is central to sound procurement planning and must be addressed and understood by the entire 

procurement project team. Market research sources must be substantial, credible, current and supportable and 

bmjhofe!xjui!uif!qspkfduǃt!cvtjoftt!boe!gvodujpobm!pckfdujwft/ 

 

11.4.1 The purpose of market research 

When little or no knowledge exists for the desired IT product, service or solution or available supplier resources, 

market research helps identify: 

¶ Products, services or solutions available in the marketplace to address the business problem. 

¶ Appropriate requirements based on how others have procured similar solutions. 

¶ Realistic cost estimates and schedules. 

¶ Customary practices such as warranty, financing, discounts for the IT product, service or solution. 

¶ Distribution and support capabilities of potential suppliers including alternative arrangements and cost 
estimates. 

¶ Availability and status of potential supplier sources. 

¶ Lessons learned and implementation pitfalls and/or resolutions. 

¶ The best deals/prices that have been obtained by other customers when acquiring a similar IT product, 
service or solution. 

 

11.4.2 Methods of market research 

The procurement project team may utilize any of (or a combination of) the following methods to conduct market 

research: 

¶ Acquire information about products, trends, product availability, business practices, product/service 
reliability and prices. 

¶ Qfsgpsn!b!Qpsufsǃt!Gjwf!Gpsdft!Joevtusz!Bobmztjt!boe0ps!b!Tusfohuit-!Xfblofttft-!Pqqpsuvojujft!boe!Uisfbut!
(SWOT) analysis to identify opportunities. 

¶ Contact knowledgeable individuals in government and industry regarding market capabilities to meet 
requirements. 

¶ Review the results of recent market research undertaken to meet similar or identical requirements. 

¶ Conduct unbiased industry briefings or pre-solicitation discussions with potential suppliers to discuss 
requirements and obtain recommendations. 

¶ Analyze the purchase history of requirements to determine the level of competition, prices and performance 

results. 
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¶ Research technical analysis publications. 

¶ Publish a formal RFI to survey the market on the complete and final requirements. 

¶ Research the status of applicable technology and the extent and success of its commercial application. 

 

11.6 Key steps and milestones of IT procurement planning  

For a full discussion on the principles and background of complex IT solution procurements, technical and 

functional requirements definition, evaluation guidelines, etc., refer to Chapter 24 of this manual, Requests for  

Proposals. For the purpose of this chapter, however, the high-level key steps in developing a thorough IT 

procurement plan are shown in subsections 11.6.1 through 11.6.4 below. 

 

11.6.1 Define business objectives 

 

Step Action 

1. Define scope and conditions of acceptance. The desired outcome of the objective is a 

clearly defined statement of the business problem(s) and the need(s) being procured, 

including the current technology and user environments. 

Considerations in defining the scope and conditions of acceptance include: 

¶ Requirements for compatibility with existing or future systems, programs, strategic plans 

or initiatives, 

¶ Cost, schedule and capability or performance constraints, or any enhancement phasing, 

¶ Stability of the desired technology or requirements, 

¶ Delivery and performance-based requirements, and 

¶ Potential risks and trade-offs. 

2. Prepare market analysis to gain awareness of products/services/solutions readily 

available in the marketplace for purchase. 

3. Qfsgpsn!b!ǆnblf!wt/!cvzǇ!bobmztjt/ 

4. Estimate investment costs: set established cost goals for the project and the rationale 

supporting them; discuss related cost concepts to be employed, including, when 

appropriate: 

¶ Life cycle costs including repair parts, upgrades and maintenance. 

¶ Fair cost estimate: develop a cost estimate given the requirements and current market 

trends. This estimate may be used as a benchmark for the evaluation of the 

reasonableness of the prices proposed. 

5. Create procurement project team. 

6. Define and assign team member roles and responsibilities. 

7. Develop a project plan/schedule. 

8. Discuss technical, cost and schedule risks and describe efforts to reduce risks and 

consequences of failure to achieve goals. 

9. Discuss any special security, data and/or confidentiality needs (i.e., HIPAA, VITA Security 

or Enterprise Solutions and Governance, SAS 70 audits, etc.). 

10. Address protections and remedies such as payment holdbacks, performance bonds, 

warranty provisions, liquidated damages provisions, intellectual property or insurance (i.e., 

errors and omissions, cyber security) requirements. 



Page 65 of 247 

11. Commit to the source-selection objectives for the procurement including the timing for 

submission and evaluation of proposals and the relationship of evaluation factors to the 

agency business needs. 

12. Prepare statement of objectives for the business owner/steering committee, if 

appropriate, and obtain business owner sign-off. 

 

11.6.2 Develop requirements 

 

Step Action 

1. Develop and agree upon product, service and/or solution requirements. 

2. Utilize approved solicitation documents and templates as discussed in Chapter 24, RFPs 

and Competitive Negotiations, and Chapter 25, IT Contract Formation. 

3. Establish evaluation criteria that provide clear, concise definitions for each criterion. 

4. Develop a detailed scoring plan that explains how proposals will be evaluated and 

provides the specific meaning of the scoring methodology. 

5. Determine if a pre-bidders/pre-proposal conference is justified. 

6. Identify major project milestones and deliverables and identify the key logistic milestones 

that may affect competition. Determine if supplier payments should be tied to the major 

milestones or deliverables and if any holdback is required prior to final acceptance. 

7. Jefoujgz!jg!uifsf!bsf!puifs!sfmbufe!qspkfdu!joufsefqfoefodjft!uibu!nbz!bggfdu!uif!qspkfduǃt!

schedule. 

8. Discuss which contract type is appropriate or whether a specialized contract is needed 

and any specific terms and conditions. For cloud/SaaS procurements, see additional 

information and recommended solicitation language here: 

https://www.vita.virginia.gov/procurement/policies --procedures/procurement-tools/   

 

9. Identify or determine what business-based service levels are needed to develop a 

performance-based contract and apply desired remedies. 

10. Develop a change management plan to manage expectations and communications. 

11. Create Request for Proposal/Invitation for Bid package, including any attached 

specifications, diagrams, etc. 

12. Obtain any necessary review and/or approvals (i.e., legal, CIO, PMD) prior to solicitation 

release. 

 

https://www.vita.virginia.gov/procurement/policies--procedures/procurement-tools/
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11.6.3 Issue and conduct solicitation 

 

Step Action 

1. Issue an RFP or IFB and fulfill all VPPA posting requirements. 

2. Answer questions received from suppliers in a public forum/posting. 

3. Receive bids/proposals. 

4. Facilitate collaborative team evaluation of bids/proposals. 

5. Evaluate and score each proposal received. 

6. Perform a price or cost analysis. 

7. Recommend top supplier(s). 

8. Negotiate contract(s). 

9. Prepare procurement files and award/post contract. 

10. Brief business owner/steering committee (as applicable), contract manager and de-brief 

team for solicitation closeout. 

11. Archive solicitation documents and procurement files. 

12 Conduct post-award orientation meeting with supplier and key stakeholders. 

 

11.6.4 Manage and administer contract 

 

Step Action 

1. Determine the processes by which the contract will be managed and administered 

including: 

¶ Contract status reporting requirements. 

¶ Preliminary, production and/or cutover technical reviews/testing 

¶ Acceptance process and how inspection and acceptance corresponding to the 
tubufnfou!pg!xpslǃt!qfsgpsnbodf!dsjufsjb!xjmm!cf!npojupsfe!boe!fogpsdfe/ 

¶ Invoice review process. 

¶ Product or service deficiency reporting. 

¶ Contract changes and amendments process. 

¶ Service level agreements and performance metrics including how such service levels 
will be monitored, measured, and reported. 

¶ VITA governance and oversight compliance 

2. Manage product warranties. 

3. Direct change management: administer changes, budget changes, contract modifications, 

etc. 

4. Resolve contract disputes. 

5. Create realistic and justifiable remedies for non-performance, non- conformance of 

deliverables and/or unmet service level commitments. 

¶ Ensure that all project requirements are complete. 

6. Terminate/expire contract: 

¶ Terminate contract for default. Supplier may fail to deliver or fail to make progress. 

¶ Terminate contract for convenience. 
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Nblf!tvsf!uibu!uif!dpousbdu!gjmf!jodmveft!bmm!sfrvjsfe!cbdlvq!boe!tvqqpsujoh!ebub!bddpsejoh!up!zpvs!bhfodzǃt!

sfdpse!sfufoujpo!qpmjdjft!boe!uif!Wjshjojb!Gsffepn!pg!Jogpsnbujpo!Bduǃt!sfrvjsfnfout/ 

 

11.7 Other considerations affecting the IT procurement planning process  
 

11.7.1 Lease vs. buy analysis 

Public bodies may acquire IT equipment by lease or purchase. The decision to lease should be the result of a 

careful financial analysis of all factors involved, especially the total cost of ownership to the Commonwealth for 

the expected period of use. Leasf!wt/!cvz!dptu!bobmztft!bsf!cbtfe!po!uif!ǆdpousbdu!ps!qsphsbn!mjgfǇ!pg!uif!jufnt!

cfjoh!qvsdibtfe/!ǆDpousbdu!ps!qsphsbn!mjgfǇ!jt!uif!boujdjqbufe!mjgf!dzdmf!pg!uif!sfrvjsfnfou!gps!xijdi!uif!frvjqnfou!

is used, less any reasonable estimated length of time when a lower cost substitute capability becomes available. 

When the analysis indicates leasing is the least costly acquisition method, public bodies may enter into a lease 

dpousbdu/!Uif!ufsnt!pg!tvdi!dpousbdu!tipvme!cf!frvbm!up!uif!qsfejdufe!ǆdpousbdu!ps!qsphsbn!mjgf/Ǉ 

 

11.7.2 Build vs. buy analysis 

Due to the seemingly short product lifetime of computer systems and software, agencies are presented with the 

dilemma of whether it makes more sense to build a custom system or buy a packaged solution. When building or 

buying a new IT system, there are a number of things to consider. For a custom system design, an agency will 

have to deal with hard costs such as development, testing and implementation. For off-the-shelf packages, there 

is initial package cost, ongoing license fees, and possibly costs to customize, configure, modify, test and maintain. 

For application service provider, software-as-a-service or other cloud-based solutions, consider the security and 

data privacy requirements to determine if hosting should really be provided by the agency or VITA, or if a private 

cloud is required vs. a public one, and consider all associated costs for the different data hosting and data storage 

environments. Build vs. buy decision points are the same regardless of the procurement: 

¶ Cost 

¶ Time to market 

¶ Market conditions 

¶ Architecture 

¶ Support costs 

¶ Availability of skilled resources 

¶ Strategic value 

 

When evaluating whether to build or buy, an agency must understand the total costs during the software life cycle, 

which are typically seven or eight years. Research studies show that 70% of software costs occur after 

implementation. A rigorous lifecycle analysis that realistically estimates ongoing maintenance by in-house 

developers often shows that it is cheaper to buy than create a solution. In addition, as more cost-effective, 

attractive market solutions become available, it may be more favorable to replace aging proprietary applications 

with proven commercial solutions. Please refer to Appendix 11.7.2 for a list a key decision points to consider when 

conducting a build vs. buy analysis. 

 

11.8 IT spend management 
Strategic sourcing begins with a spend analysis and identification of commodities. Spend analysis is the 

tusvduvsfe!qspdftt!pg!dsjujdbmmz!bobmz{joh!b!qvcmjd!cpezǃt!JU!tqfoe!boe!uifo!vtjoh!uijt!jogpsnbujpo!up!nblf!

business decisions about to acquire needed commodities and services effectively and efficiently. This process 
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helps optimize performance, minimize price, evaluate total life cycle management costs, and increase the value of 

each IT dollar spent. Spend management in conjunction with procurement planning may be used to achieve the 

following procurement objectives: 

 

¶ Understanding the potential for savings with a higher degree of certainty. 

¶ Revising sourcing approaches to generate savings. 

¶ Improving procurement processes and practices. 

 

A broad overview of the spend management assessment process includes these steps: 

 

¶ Examine and collect data and establish baselines on what is being bought in current spending. (What is 

being bought where and for how much?) 

¶ Assess the supply market. (Who offers what?) 

¶ Identify leverage opportunities by evaluating top spending areas. 

¶ Identify savings opportunities and demand management opportunities. 

 

11.9 Outcomes of IT procurement planning  

IT procurement planning may drive different expected results such as: 

¶ Reduction in the number of overall contract awards 

¶ Understanding and managing total cost of ownership 

¶ More purchasing optionsǀlease vs. buy 

¶ Data-driven decision making 

¶ Improved risk mitigation prior to award 

¶ More identification of opportunities where suppliers can add value 

¶ Increased understanding of the IT industryǀprocurement staff become more knowledgeable about supply 

chains and costs. 

¶ Performance driven contractsǀdata driven supplier performance (i.e., automated and electronic tracking 

systems). 

¶ Improved relationships with suppliersǀmore communication, face-to-face meetings (quarterly review 

sessions). 
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Complete, clear and well-developed requirements definition, scope statements, and statement of work 
documents for IT solicitation and contract documents are essential. The complexity of the IT acquisition will 
affect the depth and breadth of these documents. Simpler IT procurements will generally have fewer 
requirements and more straightforward statements of work than a more complex solution-based acquisition, 
which may combine requirements for many different IT components or services. 
 
Requirements and statements of work may vary in complexity and size, but the need to carefully develop these 
documents does not vary. The agency information technology resource (AITR) and project management 
representative ( ) for your agency can be 
dpoubdufe!gps!bttjtubodf!jo!uiftf!bdujwjujft-!xifuifs!uif!qspkfdu!jt!xjuijo!zpvs!bhfodzǃt!qspdvsfnfou!bvuipsjuz!ps!
nvtu!voefshp!WJUBǃt!efmfhbujpo!boe!Qspdvsfnfou!Hpwfsobodf!Sfwjfx!)QHS*!boe!DJP!bqqspwbm process. 
 
 

 
Uif!qspdvsfnfouǃt!tdpqf!xjmm!cf!efgjofe!gspn!uif!sftvmut!pg!uif!offet!bttfttnfou0sfrvjsfnfout!
definition/specifications development (refer to Chapter 8). A written scope statement is a preliminary step before 
developing the statement of work. It will be used in the solicitation document to set the boundaries of the 
procurement and will serve after contract award to restrain the agency and the supplier from allowing contract 
scope creep. Scope is often used to describe the high-level parameters of the IT acqvjtjujpo<!j/f/-!ǆb!tpmvujpo!up!
qspwjef!ebub!nbobhfnfou!boe!bvupnbujd!spvujoh!gps!jodpnjoh!sfrvftut!pwfs!b!qvcmjd!xfctjuf-Ǉ!ps!ǆb!tfswfs!up!

Chapter 12 - Statements of Work  
for IT Procurements 

 

 

 

https://www.vita.virginia.gov/it-governance/contact-it-governance/
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bddpnnpebuf!61!mpdbujpot!pg!YZ[!bhfodz-!ps!ǆ211!tdboofst!uibu!xjmm!cf!ejtusjcvufe!up!nvmujqmf!mpdbujpot!bspvoe!
uif!tubuf/Ǉ 
 
B!ufnqmbuf!gps!dsfbujoh!bo!JU!qspkfduǃt!tdpqf!tubufnfou!gps!qspkfdut!voefs!WJUBǃt!pwfstjhiu-!efmfhbujpo!bvuipsjuz!
or those requiring CIO approval, is provided by the VITA PMD and is available at this URL: 

. 
Once this document is finalized, the statement of work is prepared. 
 

 
Podf!uif!qspkfdu!tdpqf!jt!dpnqmfufe-!uif!qspkfdu!ufbn!xjmm!cvjme!uif!TPX-!xijdi!jt!uif!cbtjt!gps!b!tvqqmjfsǃt!
proposal response and contract performance. Including a SOW in the solicitation gives each supplier the 
information from which to prepare its offe r. Since the winning supplier will perform the contract following the 
requirements in the SOW, it is critical to include and state all technical, functional, performance and project 
management requirements and expectations clearly and without ambiguity in the SOW. VITA SCM provides a 
SOW template and SOW Change Order template for authorized users to use when ordering from a VITA 
statewide contract at this location :  https://www.vita.virginia.gov/procurement/policies --
procedures/procurement-tools/ . This template and the guidance in this chapter are best practice 
recommendations. You may use the template, the following guidance, or any combinationǀas best suited for the 
size and complexity of your procurement. IT projects that require CIO approval and/or VITA oversight will require 
following PMD standards and policies provided at this URL: 

 
 
Uif!TPX!nvtu!cf!xsjuufo!bt!b!dpodjtf-!efdmbsbujwf!epdvnfou!bt!ju!jt!b!tubufnfou!pg!uif!bhfodzǃt!sfrvjsfnfout!
boe!uif!tvqqmjfsǃt!qfsgpsnbodf!dpnnjunfou/!Jo!opo-performance- based SOWs the supplier may be required to 
perform the work in a specific way, using detailed specifications, specifying key personnel to be provided and 
methods to be used for service contracts. A well-written SOW should: 

 

 

 

 

 

 

 

 

 

 
 

 
The SOW content and detail will depend on the nature of the procurement and can range from extremely 
simpleǀbuying packaged softwareǀto extremely complexǀprocuring a solution or system design. The needs 
assessment/requirements definition/specifications dev elopment details (refer to Chapter 8) should be duplicated 
in certain relevant areas of the SOW. All SOWs should minimally include the following components: 
 

 

 

 

 

https://www.vita.virginia.gov/policy--governance/project-management/project-management-templates-tools/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-tools/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-tools/
https://www.vita.virginia.gov/policy--governance/project-management/project-management-division-pmd/
https://www.vita.virginia.gov/policy--governance/project-management/project-management-division-pmd/
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Appendix 12.2 of this manual provides a list of key considerations for SOW content. The project team is 
encouraged to review the list in drafting its SOW content. 
 

 
For a full discussion on solution-based procurements (subsection 12.3.1 below) please go to Chapter 24 of this 
manual. For a full discussion on performance-based contracting (subsection 12.3.2 below) read Chapter 21 of 
this manual. Valuable information is also provided in Chapter 8. It is highly recommended that procurement 
officials refer to these additional chapters to follow specific technical/functional/performance requirements and 
solicitation guidance that is not duplicated here, but that will greatly impact the approach and time for developing 
the requirements definition, scope statement and SOW documents. 
 

 

Solution-cbtfe!SGQt!btl!tvqqmjfst!up!qspqptf!bo!JU!cvtjoftt!tpmvujpo!up!bo!bhfodzǃt!jefoujgjfe!qspcmfnt!boe!
requirements. Solution-based RFPs briefly state the business need, describe the technology problem to be 
solved, and/or provide minimal specification requirements. The use of solution-based RFPs allows suppliers who 
are technology subject matter experts to use their broad-spectrum market knowledge, creativity and resources to 
propose innovative cost-effective technology solutions. Solution-based RFPs may request suppliers to provide a 
solution for only part of a business problem or to propose high-level concept-type solutions which are evaluated 
based on a supplier-provided detailed set of requirements. 
 
By their nature, specifications and requirements set limits and thereby eliminate or restrict the items or solutions 
available for the supplier to include in its proposal. Technology specifications should be written to encourage, not 
discourage, competition consistent with seeking overall economy for the purpose and technology solution 
intended. An agency is then able to identify the technology solution, not a particular product or service, which will 
best meet its technology or business need.  
 
Appendix 12.3.1 of this manual lists key questions the procurement team should consider when evaluating 
whether a solution-based procurement is appropriate and also sets forth components that should be included in 
a solution-based RFP. 
 

 

Performance-based contracting (PBC) is a procurement method that structures all aspects of the procurement 
around the purposes of the work to be performed instead of describing the manner by which the work is to be 
performed. PBC allows agencies to acquire products and/or services via contracts that define what is to be 
achieved, not how it is done. The SOW will provide performance standards, rather than spell out what the supplier 
is to do. PBCs normally contain a plan for control and a plan for quality assurance surveillance. In addition, the 
contract typically includes positive and negative performance incentives. This is accomplished through clear, 
specific, and objective contract requirements and measurable outcomes, instead of dictating the manner by 
which the work is to be performed or broad and imprecise statements of work. PBC describes the work in terms 
of the results to be achieved and looks to the supplier to best organize the workforce to achieve those results. 
 
The key attributes of PBC areǀoutcome oriented; clearly defined objectives; clearly defined timeframes; 
performance incentives, and performance monitoring. 
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The following questions will help in the final quality review of the statement of work: 
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Utilizing a procurement project team (PPT) throughout the IT procurement process is an identified IT 
procurement best practice. Use of a PPT will help ensure: 

 

 

 

 

 

 

 

 
PPTs need the same widespread and diverse variety of skill sets as any other team. It is often a challenge to 
identify those persons with the right types of skill and experience when building the team. Selecting valuable 
members is particularly important when working with cross-functional teams. The procurement lead/sourcing 
tqfdjbmjtu!xjmm!xpsl!xjui!uif!qspkfduǃt!cvtjoftt!pxofs!up!gbdjmjubuf!uif!efwfmpqnfou!pg!uijt!ufbn-!bttjho!spmft!boe!
responsibilities, and lead the team through the procurement process. Usually, the PPT is also the evaluation 
team; however, there may be instances where the composition of these teams will differ. 
 

 
The key to building a strong PPT is finding resources with the right skill sets and the time needed to complete the 
procurement project. These people should be stakeholders in the 

 
 Purpose: This chapter explains the importance of developing a strong IT Procurement Project 
Team (PPT) with the right resources, the right skills and the time needed to complete the job. 
 

¶ The PPT should assemble as much knowledge as possible to ensure the best qualified supplier 
is selected. 

¶ PPT members/evaluators will be required to complete a Confidentiality and Conflict of Interest 
Statement. 

Chapter 13 - The IT Procurement  
Project Team 
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final product or service and/or individuals who have knowledge and skills to fill a particular area of expertise 
or project discipline. 
 
There are four main project skill sets or knowledge areas that the PPT should possess: 

 

 

 

 

 
In addition to these four main project skills, there are a number of other important attributes to consider 
when evaluating potential members of the PPT. A list of these considerations is set forth in Appendix 13.1 
of this manual. 
 
It is important to select team members who fully understand the needs of the public body acquiring the IT 
goods and/or services and the desired outcome of the procurement. The PPT should possess as much 
valuable knowledge as possible to ensure the best qualified supplier is selected. It is recommended that the 
PPT provide input into the solicitation document, especially the evaluation criteria. The team members 
should fully understand the requirements of the solicitation and must be able to critically read and evaluate 
responses. 
 
The PPT should be formed and functioning soon after the agency business need is identified. Input from all 
those responsible for significant aspects of the acquisition should be obtained as early in the process as 
possible. This is particularly important for procurements with critical time requirements. Early planning 
serves to shorten the acquisition process. 
 

 
The recommended size of a PPT is three to five members; however, some projects may require additional 
members due to the nature or complexity of the procurement. Coordination and management of the 
evaluation phase of the procurement process becomes more difficult as the size of the team increases. To 
avoid potential individual bias, the evaluation team should not have less than three members. There will be 
instances where the evaluation team is comprised of a different group of individuals than the PPT, due to 
the need for temporary, non-voting subject matter experts or consultants, or due to non- participation by a 
PPT member(s). 
 
After the PPT is in place, the business owner and procurement lead/sourcing specialist will discuss the 
goals and business needs of the project with the team. The procurement lead/sourcing specialist describes 
the sourcing process and the roles and responsibilities of the PPT and/or evaluation team members. Please 
refer to Chapter 11, IT Procurement Planning and Strategic Sourcing, which provides a detailed table 
defining the roles and responsibilities of each member of the PPT. 
 
Uif!qspdvsfnfou!mfbe0tpvsdjoh!tqfdjbmjtu!bttjhofe!bt!uif!qspdvsfnfouǃt!tjohmf!qpjou!pg!dpoubdu!)TQPD*-!
the business owner and the technical subject matter experts (SMEs) will work together to create evaluation 
dsjufsjb!cbtfe!po!uif!Dpnnpoxfbmuiǃt!ps!bhfodzǃt!cvtjoftt!offet/!Uif!fwbmvbujpo!dsjufsjpo!bmmpxt!uif!QQU!
up!dpmmfdu!uif!ofdfttbsz!ebub!up!fwbmvbuf!uif!tvqqmjfstǃ!qspqptbmt/!Gps!fybnqmf-!fwbmvbujpo!dsjufsjb!njhiu!
include factors such as total cost of ownership, quality of goods or service, performance history of 
suppliers, risk assessment, availability and level of technical support. For more in-depth discussion of this, 
refer to Chapter 24 of this manual, Requests for Proposals. PPT/evaluation members are requested to 
complete and submit the survey in Appendix B at the close of each procurement where an evaluation was 
conducted. The SPOC should provide members with the survey form and submission details. VITA SCM is 
collecting and sharing lessons learned. Commonwealth IT procurement professionals and project 
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managers may contact scminfo@vita.virginia.gov if interested in obtaining and/or sharing evaluation team 
lessons learned. 
 

 
The PPT and/or evaluation team have planning and source selection sensitive information and supplier 
proposal information that must be marked and treated confidentially and must not be released outside the 
PPT/evaluation team. It is imperative that all members of the PPT and/or evaluation team fully understand 
they must not disclose any such confidential information to any person not authorized to receive the 
information nor to any person who has not signed a confidentiality and conflict of interest statement. 
Generally, only the team members and certain selected personnel with a need to know have access to the 
procurement information. All information and documentation relative to the development of a specification 
or requirements document, the solicitation documents and the contractual documents will be deemed 
confidential in nature until a contract is awarded. 
 
PPT members/evaluators and anyone given access rights to the confidential information will be required to 
complete a confidentiality and conflict of interest statement (see Appendix 13.2) prior to beginning their 
engagement with the procurement. The SPOC is responsible for obtaining and maintaining all signed 
agreements. 

  

mailto:scminfo@vita.virginia.gov
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Table of contents  
14.0 Introduction 

14.1 Competitive procurement methods 

14.2 Non-competitive procurement methods 

 

Introduction  
When an agency determines that there is not an existing contract to service its existing IT 
acquisition need, the agency must determine the method as to how to procure the desired IT 
acquisition. The two main approaches are competitive procurement methods and non-competitive 
procurement methods. Generally, it is in the best interest of the Commonwealth to maximize 
supplier competition to the greatest extent possible when making any IT acquisition; however, other 
methods are available and can be applied as circumstances dictate. 

 
14.0 Competitive procurement methods  
Fair and open competition is the core concept behind the Virginia Public Procurement Act, 
§ 2.2-4300(C). The procurement methods available that utilize competition are quick quotes, 
competitive sealed bidding, competitive negotiation and auctions. The dollar amount, overall 
complexity and level of risk associated with the IT procurement are factors to consider in choosing 
the appropriate competitive procurement method. The procurement lead/sourcing specialist or 
procurement project team (see manual Chapter 13, Procurement Project Team, for more 
information ) should define the business need and select which procurement method would be most 
appropriate for the type of IT product, solution or service desired. An overview of when to use the 
respective competitive procurement methods is outlined in the following table. Remember that a 
VITA statewide contract shall be used first, if available, for any procurement method listed in this 
table (See section 14.0). 

 

Chapter highlights  

 
     Purpose: The purpose of this chapter is to provide IT purchasing professionals with descriptions of 
various IT procurement methods and when to use these methods. 
 
     Key points: 

¶ Fair and open competition is the core concept behind the Virginia Public Procurement 
Act. The procurement methods available that utilize competition are quick quotes, 
competitive sealed bidding, competitive negotiation and auctions. 

¶ There are circumstances where competitive procurements are not practical. There are 
times when only one supplier is practicably available or when an emergency must be 
addressed immediately. 

Chapter 14 - Selecting the IT 
Procurement Method 



Page 78 of 247 

 

 

 

 

Method When to use Where to learn more 

Quick quotes ¶ Total procurement value ranges from $10,000- 
100,000 

¶ Any IT purchases expected to exceed $10,000 in 
total value require posting a public notice on eVA. 
Contact VITA at scminfo@vita.virginia.gov for 
software licenses not available on a statewide 
contract  

¶ Quick quotes up to $10,000 will be set aside for micro 
businesses, with a minimum of one quote, if available 
(refer to VITA Policy for Small, Women and Minority 
Businesses for additional guidelines) 

¶ Quick quotes from $10,000 to $100,000 will be set 
aside for DBSBD-certified small businesses, with a 
minimum of four quotes, if available (refer to VITA 
Policy for Small, Women and Minority Businesses for 
additional guidelines) 

eVA 

Chapter 7 

Competitive sealed 
bidding: Invitation for Bid 
(IFB) 

¶ Total value of the IT Procurement is between $200,000-
$250,000 

¶ Total value of the IT procurement is greater than 
$250,000. Needs and requirements are clearly 
defined 

¶ Price is the determining factor  
¶ Terms and conditions are not complex and are not 

negotiable 

¶ Procurements over $250,000 must be conducted by 
VITA unless delegated to agency by VITA 

Chapter 22 

Competitive sealed 
bidding: 
IFB or 
two-step IFBs 

¶ Must have clearly defined requirements with an 
established threshold for pass/fail  

¶ Technical and pricing proposals are evaluated 
separately 

¶ Invite and evaluate technical offers to determine 
their acceptability to fulfill the requirements 

¶ Allows for discussions to clarify the technical offer 
and requirements 

¶ Negotiations are not allowed 

¶ Procurements between $200,000-$250,000 must be 
competed  

¶ Procurements over $250,000 must be conducted by 
VITA unless delegated to agency by VITA 

Chapter 23 

mailto:scminfo@vita.virginia.gov
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Competitive negotiation: 
RFP 

¶ Total value of the IT procurement is greater than 
$200,000 

¶ Procurements over $250,000 must be conducted by 
VITA unless delegated to agency by VITA 

¶ Needs and requirements are complex and/or are not 
clearly defined; seeking a solution 

¶ Price is not the sole determining factor  

¶ Terms and conditions are complex and will likely 
require negotiation 

Chapter 24 

Public and online 
auctions 

¶ Does not apply to software 
¶ Contact VITA at scminfo@vita.virginia.gov if 

interested in procuring IT through an auction 
including on-line public auctions 

¶ Must have CIO approval in advance 

Chapter 19 

Reverse 
auctions 

¶ Commercial commodity buys with well-defined 
specifications and universally accepted standards 

¶ Products with a well-qualified and established base 
of suppliers 

¶ Aggregate small buys for multiple users 
¶ Must have CIO approval in advance 

Chapter 19 

 

14.1 Non-competitive procurement methods  exceptions 
There are circumstances where competitive procurements are not practical, when only one supplier 
is available or when an emergency procurement exists. An overview of when to use non-competitive 
procurement methods is outlined below. 

 
Method When to use Where to learn more 

Sole source 
procurements 

¶ There is only one solution practicably 
available 

¶ Product or service is only practicably 
available from a single supplier 

¶ Total value of the IT procurement exceeds 
$10,000 

Chapter 16 

Emergency 
procurements 

¶ There is a serious or urgent situation 
requiring immediate action to protect 
persons or property. 

¶ Utilize competition to the extent practicable 

Chapter 17 

Joint and 
Cooperative 
procurements 
(including GSA) 

¶ Can provide expedited acquisition 
¶ Puifs!qvcmjd!cpezǃt!dpousbdu!nvtu!ibwf!cffo!

jointly and cooperatively procured and allow for 
purchase by other public bodies 

¶ Dpousbdu!xbt!tpmjdjufe!ǆpo!cfibmg!pg other public 
cpejftǇ 

¶ Item is not available on an existing statewide 
contract or available through a DSBSD-certified 
small business 

¶ Supplier must agree to all of WJUBǃt!
standard terms and conditions 

¶ Requires CIO approval 

Chapter 20 

mailto:scminfo@vita.virginia.gov
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Bo!JU!qspdvsfnfou!jt!dpotjefsfe!b!ǆtnbmm!qvsdibtfǇ!xifo!uif!bhhsfhbuf!ps!tvn!pg!bmm!qibtft!pg!uif!
procurement is not expected to exceed $200,000. Emergency procurements of goods and services available 
po!bo!fyjtujoh!tubufxjef!dpousbdu!bsf!opu!tvckfdu!up!WJUBǃt!tnbmm!qvsdibtf!sfrvjsfnfout/ 
 
VITA has procurement authority for all IT goods and services for agencies and non-exempt institutions of 
higher education, but may delegate that authority within certain parameters. The delegated authority for IT 
goods and services, and the dollar thresholds of that authority, is provided in the Authority and Delegation 
Policy located at the following URL: 

 
 
Before performing a small dollar purchase for IT goods or services, agencies and institutions should search 
uif!JU!tubufxjef!dpousbdut!bwbjmbcmf!po!WJUBǃt!Xfc!tjuf!bu;!https://vita.cobblestonesystems.com/public/ . 
 
Sfwjfxjoh!WJUBǃt!bwbjmbcmf!tubufxjef!dpousbdut!bmmpxt!bhfodjft!boe!jotujuvujpot!up!efufsnjof!jg!uif!
technology product or service needed can be purchased through an existing competitively procured IT 
tubufxjef!dpousbdu/!Vtf!pg!WJUBǃt!tubufxjef!dpousbdut!jt mandatory for the acquisition of all IT goods and 
services, including small purchases. If there is not a VITA statewide contract available for the needed IT 
good or service, a procurement will be conducted. At any time, an agency may request that a small dollar 
technology purchase be procured on its behalf by VITA by completing and e-mailing the requisition form, 
xijdi!dbo!cf!gpvoe!cz!mphhjoh!joup!zpvs!bhfodzǃt!fWB!bddpvou. 

 
Purpose: This chapter defines IT and telecommunications small purchase guidelines. 
 
Key points: 

¶ Set asides are required for micro businesses for all procurements under 
$10,000 when the price quoted is fair and reasonable and does not exceed five percent (5%) of the lowest 
responsive and responsible non-certified bidder. Set asides are required for DSBSD-certified small 
businesses, for all procurements up to $100,000 when the price quoted is fair and reasonable and does 
not exceed five percent (5%) of the lowest responsive and responsible noncertified bidder. 

¶ Reviewing available statewide contracts for IT or telecommunications goods and services 
allows agencies and institutions to determine if the technology product or service needed 
can be purchased through a statewide contract. 

¶ A Quick Quote or RFP may be used for small purchases up to $200,000. 

¶ All procurements for cloud-based solutions (Software as a Service), regardless of dollar 
amount, are subject to agency compliance with the requirements in WJUBǃt!Uijse-Party Use 
Policy. 

Chapter 15 - Small IT Purchase  
Procedures 

https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
https://vita.cobblestonesystems.com/public/
https://www.vita.virginia.gov/technology-services/catalog-services/cloud-services/cloud-third-party-use-policy/
https://www.vita.virginia.gov/technology-services/catalog-services/cloud-services/cloud-third-party-use-policy/
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Agencies shall utilize eVA for e-Mall, quick quote and catalog purchasing to meet the number of quotations 
ultimately required for each dollar threshold limit. As required by Virginia Code §2.2-4303(G), purchases that 
are expected to exceed $30,000 shall require a written informal solicitation of a minimum of four bidders or 
offerors. fWBǃt functionality can provide the needed minimum written quotes required by §2.2-4303 (G). 
Bhfodjft!boe!jotujuvujpot!nbz!bmtp!vujmj{f!fWBǃt!f-Mall, quick-quote, and catalog purchasing functionality as 
xfmm!bt!ETCTEǃt!Xfc!tjuf!gps!tpmjdjubujpot!xifsf!uif!usbotbdujpo!jt!cfuxffo 
$5,000 and the dollar limit ($250,000). 
 
All procurements for cloud-based solutions (Software as a Service), regardless of dollar amount, are subject 
up!bhfodz!dpnqmjbodf!xjui!uif!sfrvjsfnfout!jo!WJUBǃt!Uijse!Qbsuz 

 

 
The following competitive requirements shall be followed for all small IT purchases, regardless of 
delegation: 

¶ Procurements up to $10,000 ƿ In accordance with Executive Order 35 (2019), all procurements up to 
$10,000 are set aside for DBSBD certified micro businesses when the price quoted is fair and 
reasonable and does not exceed five percent (5%) of the lowest responsive and responsible 
noncertified bidder. Micro businesses are those businesses that have been certified by the 
Department of Small Business and Supplier Diversity (DSBSD) that have no more than twenty-five 
(25) employees and no more than $3 million in average annual revenue over the three-year period 
prior to their certification. Quotes shall be solicited from a minimum of one DSBSD-certified micro 
business via eVA. 

¶ Procurements over $10,000 up to $100,000 ƿ eVA Quick Quotes shall be solicited from at least four 
(4) DSBSD-certified small business sources, including small businesses owned by women, minorities 
and service-disabled veterans and micro businesses, if available, in writing. In the procurement 
selection process for these set-asides, at least one of the proposals/bids shall be obtained from a 
micro business unless upon due diligence no micro business in a particular category exists or was 
willing to submit a proposal/bid. If two or more DBSBD-certified small business sources cannot be 
identified as qualified to set aside the procurement under $100,000, the procurement file shall be 
epdvnfoufe!xjui!WJUBǃt!fggpsut!uispvhi!fWB!up!pcubjo!uif!ovncfs!pg!sfrvjsfe!tpvrces. An award 
may be made to a qualified, reasonably ranked DSBSD-certified small business, including minority-, 
women-, or service-disabled veteran-owned small business or micro business offerors, if available, 
that is other than the highest-ranking offeror if the price submitted is fair and reasonable and does 
not exceed five percent (5%) of the lowest responsive and responsible noncertified bidder. If an 
informal RFP is utilized in lieu of Quick Quote the award shall be made to the highest ranking and 
qualified small business, including small woman-, minority-, service-disabled veteran-owned or micro 
business offeror. If the procurement is set aside and the agency or institution receives no acceptable 
bids or offers, the set aside may be withdrawn, and the procurement resolicited utilizing non-set-
aside procedures. In estimating the total cost of the procurement, all possible renewal periods on a 
term contract must be considered to determine if the procurement will not exceed $100,000. 

  

https://www.vita.virginia.gov/technology-services/catalog-services/cloud-services/cloud-third-party-use-policy/
https://www.vita.virginia.gov/technology-services/catalog-services/cloud-services/cloud-third-party-use-policy/
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Sole source IT procurements are defined as procurements where only one solution exists to meet an 
bhfodzǃt!JU!offet!boe!pomz!pof!tvqqmjfs!dbo!qspwjef!uif!ufdiopmphz!boe0ps!tfswjdft!sfrvjsfe!gps!uif!
solution. Competition is not available for sole source procurements. When a sole source procurement is 
contemplated for a technology purchase and the estimated total amount of the purchase exceeds an 
bhfodzǃt!efmfhbufe!qvsdibtf!bvuipsjuz-!uif!Tpmf!Tpvsdf!Kvtujgjdbujpo!Gpsn!)tff!Appendix 16.0) should be 
signed by the agency head or designee and submitted to VITA for approval at: 
prior to the agency taking any further action. 
 

 
As fair and open competition is the preeminent consideration in Commonwealth procurement, any agency 
making a sole source procurement must clearly and convincingly demonstrate the need for doing so. 
Examples of circumstances which could necessitate sole source procurement for technology goods or 
services include: 

 

 

 

 

 
Purpose: This chapter defines sole source IT procurements and outlines sole source policies. 
 
Key points: 

¶ Sole source IT procurements are defined as procurements where there is only one 
tpmvujpo!up!nffu!bo!bhfodzǃt!IT needs, and only one supplier can provide the 
technology goods and/or services required for the solution. 

¶ Proprietary IT solutions do not justify a sole source procurement. Proprietary 
procurements are defined as those in which there is only one solution available to meet 
bo!bhfodzǃt!JU!offet<!ipxfwfs-!nvmujqmf!tvqqmjfst!nbz!qspwjef!uif!ufdiopmphz!hppet!
and/or services required for the solution. 

Chapter 16 - Sole Source  
IT Procurements 

mailto:scminfo@vita.virginia.gov
mailto:scminfo@vita.virginia.gov


Page 84 of 247 

Examples of circumstances which do not justify a sole source procurement for technology goods or 
services include: 

 

 

 

 

 
Below is a table of process requirements for sole source procurements of varying budget levels: 
 

https://www.vita.virginia.gov/procurement/policies--procedures/summary-of-vitas-procurement-delegation/
https://www.vita.virginia.gov/procurement/policies--procedures/summary-of-vitas-procurement-delegation/
https://www.vita.virginia.gov/procurement/policies--procedures/summary-of-vitas-procurement-delegation/


Page 85 of 247 

 

 
The VPPA requires the following steps in conducting sole source procurements: 

 

 

 

 

 

 

 

 

 
Sole source IT procurements that include a renewal provision, for which approval for multi- years was 
originally obtained, do not need to be re-approved until expiration of that renewal term. 
 

 
Virginia Code 2.2-4303.01 efgjoft!ǆijhi!sjtl!dpousbdutǇ!boe!pvumjoft!sfwjfx!boe!fwbmvbujpo!dsjufsjb!gps!bmm!
public procurements which may result in a high risk contract. Any IT procurement that is anticipated to 
result in a high-risk contract must be reviewed by VITA and the OAG prior to contract award. 
 
Agencies are required to contact SCM at: scminfo@vita.virginia.gov during the contract preparation stage 
gps!bttjtubodf!xjui!qsfqbsjoh!boe!fwbmvbujoh!uif!qspqptfe!dpousbduǃt!ufsnt!boe!dpoejujpot/ 
 
WJUBǃt!Ijhi!Sjtl!Dpousbdut!Qpmjdz!dbo!cf!gpvoe!po!pvs!xfctjuf-!bddfttjcmf!uispvhi!uif!following link: 
https://  Also see Chapter 25 of this 
nbovbm-!ǆJU!Dpousbdu!GpsnbujpoǇ/ 
 

 
The agency should conduct careful research when conducting a sole source procurement  to determine the 
fair market price of the IT good or service being procured and document the findings. To substantiate price 
reasonableness, review previous prices paid by other consumers and observe whether the market has 
remained stable or fluctuated for that particular IT or telecommunications good or service. Complete a Price 
Reasonableness Determination Form (see Appendix 16.5) for the procurement file. Also see Chapter 9 of 
uijt!nbovbm-!ǆEfufsnjojoh!Qsjdf SfbtpobcmfofttǇ/ 
 

 
In sole source procurements, a contract is negotiated and awarded without competitive sealed bidding or 
dpnqfujujwf!ofhpujbujpo/!Uifsfgpsf-!ju!jt!uif!bhfodzǃt!sftqpotjcjmjuz!up!ofhpujbuf!b!dpousbdu!uibu!jt!jo!uif!
Dpnnpoxfbmuiǃt!cftu!interest. To be successful, the agency should have extensive knowledge of the 
nbslfu-!uif!tvqqmjfsǃt!qptjujpo!jo!uif!nbslfu!boe!tvctuboujbufe!qsjdf!sfbtpobcmfoftt!jogpsnbujpo!gps!uif!
technology or service being procured. 
 

 
An executed contract  and/or eVA-issue purchase order is required for sole source  purchases. The 
procurement file for sole source procurements over $10,000 should contain the following documentation to 
support the sole source contract  award: 

mailto:scminfo@vita.virginia.gov
http://www.vita.virginia.gov/supply-chain/scm-policies-forms/scm-policies/
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This chapter covers policies for the procurement of IT goods and services in an emergency situation. An 
emergency is a serious or urgent situation requiring immediate action to protect persons or property. An 
emergency can be a threat to public health, welfare or safety caused by floods, epidemics, riots, equipment 
failure, fire loss or such other reason. The existence of such conditions creates an immediate and serious need 
for supplies or services that cannot be met through normal procurement methods and schedules. Further, the 
lack of these supplies or services could seriously threaten government functioning, property preservation and/or 
the protection, health or safety of any person. Emergency procurements shall be limited to those supplies, 
services or items necessary to meet the emergency. The potential loss of funds by an agency at the end of a 
fiscal year is not an emergency. 
 

 
Agencies should solicit as much competition as practical for emergency procurements; however, emergency 
qspdvsfnfout!nbz!cf!dpoevdufe!xjuipvu!dpnqfujujpo/!Uif!bhfodz!jt!sfrvjsfe!up!gjstu!tfbsdi!WJUBǃt!tubufxjef!
contracts at:  to determine if existing sources are available to fulfill 
the emergency procurement, since these contracts have been competed and negotiated. 
 

 
The requirements for a public body to conduct an emergency procurement are detailed in § 2.2-4303(F) of the a 
Code of Virginia. 
 

 
The procurement file should include the following documentation: 

 

 
Purpose: This chapter defines emergency IT procurements and outlines emergency procurement policies. 
 

¶ Any agency can make emergency procurements when an urgent situation arises, and the 
particular IT need cannot be met through normal procurement methods. The agency head must 
approve the emergency procurement in writing. 

¶ An emergency is a serious or urgent situation requiring immediate action to protect persons or 
property. An emergency can be a threat to public health, welfare or safety caused by floods, 
epidemics, riots, equipment failure, fire loss or such other reason. 

¶ Uif!bhfodz!jt!sfrvjsfe!up!gjstu!tfbsdi!WJUBǃt!tubufxjef!dpousbdut!up!efufsnjof!jg!fyjtujoh!tpvsdft!
are available to fulfill the emergency procurement, since these contracts have been competed 
and negotiated. 

Chapter 17 - Emergency IT  
Procurements 

https://vita.cobblestonesystems.com/public/
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The form and copies of all documentation supporting the emergency procurement award for IT goods and 
services should be forwarded to VITA at  within five days of the contract award. 

mailto:scminfo@vita.virginia.gov
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This chapter provides an overview of requests for information, prequalification of suppliers or products and 
unsolicited proposals for the procurement of IT goods and services. 
 

 
A request for information (RFI) is a standard business process to collect written information about the 
capabilities of various suppliers to provide identified IT solutions, services or products. The RFI acts as a formal 
inquiry to the marketplace to determine which suppliers and/or IT products, services or solutions are available in 
uif!nbslfu!up!tpmwf!bo!bhfodzǃt!JU!cvtjoftt!qspcmfn/!Uif!jogpsnbujpo!pcubjofe!uispvhi!bo!SGJ!nbz!cf!vtfe!jo!
developing a subsequent purchase requisition, invitation for bid (IFB) or request for proposal (RFP) after 
determining that IT suppliers or solutions are available which can satisfy the IT business problem. An RFI is not a 
procurement method and the results of an RFI cannot be made into a contract. Responses to an RFI will assist 
the agency in determining an appropriate course of action that may or may not involve a new procurement to 
solve their IT need. An RFI can be best described as a formal effort to seek ideas, perspectives and information 
on the proposed IT procurement from potential suppliers so that a formal project scope and set of requirements 
may be developed. 

 
Purpose: This chapter provides guidance for conducting requests for information, prequalification of 
suppliers and receipt of unsolicited proposals. 
 

¶ A request for information (RFI) is a standard business process to collect written information about 
the capabilities of various suppliers. 

¶ Prequalification is a procedure to qualify products or suppliers and limit consideration of bids or 
proposals to only those products or suppliers which have been prequalified. 

¶ An unsolicited proposal is a proposal received that is not in response to any agency or institution-
initiated solicitation. 

Chapter 18 - Requests for Information, 
Prequalification of Suppliers, Unsolicited Proposals 
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Generally, an RFI is used when reliable knowledge is needed regarding the availability of unique IT suppliers, 
solutions, services or products and little is known about them in the general market or IT industry. There are 
certain specific instances where the use of an RFI can be helpful: 

 

 

 

 
 

Xijmf!fbdi!qspkfduǃt!cvtjoftt!pckfdujwft!bsf!vojrvf!boe!uif!sftvmujoh!SGJ!tipvme!cf!bmjhofe!xjui!uiptf!vojrvf!
needs, there are general recommended guidelines to follow in preparing a successful RFI: 

 

 

 

 

 

 

 

 
 

Prequalification is a procedure to qualify products or suppliers and limit consideration of bids or proposals to 
only those products or suppliers which have been prequalified. Virginia Code § 2.2-4317(A) allows the 
prequalification of suppliers in certain instances. 
 
Prequalification does not guarantee that a particular supplier will receive a contract or award, but rather 
qualifies a supplier to submit a bid or propose a solution for a specific solicitation under agreed-upon terms 
and conditions. Agencies may prequalify IT products or suppliers and then only solicit those who have been 
determined to have met the prequalification criteria. In such cases, a qualified contractors list (QCL) and/or a 
qualified products list (QPL) may be created. A QCL is a list of suppliers whose capability to provide an IT 
service has been evaluated and approved based on written prequalification procedures. A QPL is a list of IT 
products and/or services that have been tested and approved based on written prequalification criteria. The 
prequalification process allows for the listing of an unlimited number of potential IT suppliers that have agreed 
to meet the bhfodzǃt!tqfdjgjd!ufdiopmphz!sfrvjsfnfout!boe!ibwf!bhsffe!up!uif!ufsnt!boe!dpoejujpot!bt!
defined in the prequalification document. If the prequalification document includes terms and conditions which 
are not required by law, regulation or policy, those terms and conditions may be subject to negotiation before 
issuance of a solicitation. 
 

 

Agencies may contact VITA at  to inquire about current prequalified IT suppliers and 
products, or conduct a contract search of existing statewide contracts at 

https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4317/
mailto:scminfo@vita.virginia.gov
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that may serve their IT need(s). 
 
If an agency utilizes a custom prequalification procedure, the agency procedure must be posted publicly and in 
eVA, sufficiently in advance of its implementation, to allow potential suppliers a fair opportunity to understand 
and complete the prequalification process. The following prequalification procedure should be followed: 

 

 

 

 

 
 

An agency may deny prequalification to an IT supplier only if one of the causes listed in Virginia Code § 2.2-
4317(C) applies. In the event a supplier is denied prequalification, the agency shall provide written notification 
to the supplier stating the reasons for the denial of prequalification and the factual basis of such reasons. The 
tvqqmjfs!nbz!fmfdu!up!bqqfbm!uif!bhfodzǃt!qsequalification decision as provided in Virginia Code § 2.2-4357 and 
§ 2.2-4364.
 

 
An unsolicited proposal is a proposal received that is not in response to any agency-initiated solicitation. This 
policy for unsolicited proposals applies only to IT goods and services. Agencies may encourage the supplier 
community to submit unsolicited proposals offering new and innovative technology goods, services and 
solutions including those which would provide significant cost savings to the Commonwealth. Unsolicited 
proposals allow suppliers to introduce unique and innovative ideas or approaches that have been developed 
outside of government to be made available to agencies. 
 

 

Unsolicited proposals shall be submitted in writing directly to those agencies who establish a primary point of 
contact to coordinate the receipt and handling of unsolicited proposals. A favorable comprehensive evaluation 
of an unsolicited proposal by the agency does not alone justify awarding a contract. All contracts must be 
awarded through competition or other VPPA compliant mechanisms. No preference shall be given to the 
potential supplier that initially offered the unsolicited proposal should a subsequent solicitation be issued for 
the same product, service or solution; nor should the solicitation be written in favor of that supplier or its 
technical approach or specifications. All unsolicited proposals submitted to any agency should be subject to 
the following conditions: 

 

 

 

 

https://vita.cobblestonesystems.com/public/
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In order to constitute a true unsolicited IT proposal, the proposal must meet the following criteria to be accepted 
and reviewed by an agency: 

 

 

 

 

 

 

 

 
 

Any resulting contract award and related award documents of unsolicited IT proposals by an agency must 
adhere to the VITA delegation and CIO review and approval requirements. Generally, competition should be used. 
However, if it is determined by an objective evaluation process that the IT goods or services required by an 
agency and offered in an unsolicited written proposal are practicably available from only the unsolicited source, 
the agency may negotiate and award a contract following the sole source procedures, including budget and VITA 
delegation requirements, conditions and approvals. Any notice of award shall be posted in eVA for ten (10) 
calendar days. 

  



Page 93 of 247 

 

 
 
 

 

 

The policies and guidelines in this chapter are applicable to procuring IT goods and services utilizing public, 
online and reverse auctions. Pursuant to Virginia Code § 2.2-4303, agencies may purchase IT goods from public 
auctions and online public auctions upon a determination made in advance by the agency that the purchase of IT 
goods from a public auction sale is in the best interest of the public. 
 
The purchase of IT goods and nonprofessional services from a public auction or reverse auction sale shall be 
permitted by any authority, department, agency or non-exempt institution of higher education if approved in 
advance by the CIO. 
 

 
When agencies look at the price of IT auction items, the savings may seem substantial; however, often the 
reasons for the low price(s) at auctions are a result of disadvantages such as: 
 

 

 

 

 

 

 
Usually, a day or two before an auction, the auction house (if a public auction) or an auction website will set aside 
the day(s) for review and evaluation of the IT goods that will be auctioned. Agencies should take advantage of 
this pre-auction inspection period to confirm that what appears to be a good value online or in a catalog is really 

 
Purpose: This chapter contains policies and guidelines pertaining to the acquisition of IT goods through 
the use of public, online and reverse auctions. 
 

¶ The purchase of IT goods and nonprofessional services from a public auction sale shall be 
permitted by any authority, department, agency or non-exempt institution of higher education if 
approved in advance by the CIO. 

¶ A reverse auction is a procurement method where suppliers are invited to bid on specified goods 
or nonprofessional services through real-time electronic bidding, with the award being made to 
the lowest responsive and responsible supplier. 

Chapter 19 - Public, Online, and  
Reverse Auctions 
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as represented. This preview period can avoid costly technology mistakes. 
 
Before bidding, agencies should become familiar with the rules and practices of an auction house or online 
auction site. Buyers should determine what protections the auction site offers auction purchasers. Buyers should 
make certain that the auction house/auction site offers some protection against purchasing defective or 
erroneously described merchandise. All agencies should be keenly aware of exactly which technology items they 
bsf!cjeejoh!po!evsjoh!uif!bvdujpo/!Mppl!gps!xpset!mjlf!ǆsfgvscjtife-Ǉ!ǆdmptf!pvu-Ǉ!ǆejtdpoujovfeǇ!ps!ǆpgg-csboeǇ!up!
get a better idea of the condition of the technology item. Buyers should try to determine the relative value of a 
technology item before their bids are placed. 
 
Agencies should avoid doing business with sellers that they cannot identify or sellers who try to lure buyers off 
regulated auction sites with qspnjtft!pg!b!cfuufs!efbm/!Cvzfst!tipvme!difdl!po!uif!tfmmfsǃt!sfuvso!qpmjdz/!Nblf!
sure that it is possible to return an item for a full refund if the agency is not satisfied with it. Determine if the 
agency will be required to pay shipping costs or a restocking fee. 
 
When purchasing technology though an online auction or auction house, buyers should consider whether the 
item comes with a warranty and whether follow-up service is available if needed. Buyers should document and 
understand fully all warranties and other protections offered by the seller or auctioneer. Agencies should decide if 
they are willing to forfeit support, warranties and maintenance services before placing a bid. 
 
When bidding, buyers should establish a top price for the technology item desired and stick to it. This will enable 
uif!bhfodz!up!hfu!b!gbjs!qsjdf!boe!qspufdu!ju!gspn!ǆtijmm!cjeejoh/Ǉ!)Tijmm!cjeejoh!jt!xifo!gsbvevmfou!tfmmfst!ps!uifjs!
qbsuofst-!lopxo!bt!ǆshills,Ǉ!cje!po!tfmmfstǃ!jufnt!up!esjwf!vq!uif!qsjdf/*!Cvzfst!tipvme!opu!cje!po!boz!jufn!uibu!uifz!
do not intend to buy. If the agency is the highest bidder, the agency is obligated to follow through with the 
transaction. Remember to save all transaction information regarding any technology auction purchase. 
 

 
 

 

A reverse auction is a procurement method where suppliers are invited to bid on specified goods or 
nonprofessional services through real-time electronic bidding, with the award being made to the lowest 
responsive and responsible supplier. Suppliers must be prequalified to participate in a reverse auction. During the 
cjeejoh!qspdftt-!tvqqmjfstǃ!qsjdft!bsf!revealed, and suppliers have the opportunity to modify their bid prices for 
the duration of the time period established for bid opening. (Refer to Virginia Code § 2.2-4301.) 
 
In a reverse auction, something is purchased from the lowest responsive and responsible supplier (which is the 
ǆsfwfstfǇ!pg!b!opsnbm!bvdujpo-!xifsfjo!tpnfuijoh!jt!tpme!up!uif!ijhiftu!cjeefs*/!B!sfwfstf!bvdujpo!jt!uzqjdbmmz!
conducted via the Internet (usually through an e-procurement site) where prequalified suppliers anonymously bid 
against each other for an item or group of items for which an agency has a requirement. Bidding takes place at a 
specified date and time and continues for a specified amount of time to allow suppliers to reduce their bids 
during the auction period until no more bids are accepted. 
 
Reverse auctions can allow agencies to minimize the cost of IT goods and services purchased while maximizing 
the value received. Reverse auctions provide an unbiased method to procure IT as it avoids the appearance of 
unethical or compromising practices in relationships, actions and communications. Reverse auctions also 
qspwjef!cfofgjut!uispvhi!bvupnbujoh!uif!tpvsdjoh!qspdftt!boe!jodsfbtjoh!uif!bhfodzǃt!qvsdibtjoh!fggjdjfodz/ 
 
To begin the reverse auction process, an agency must post a procurement opportunity for suppliers to qualify to 
participate in the reverse auction event. Suppliers will submit a summary of their products and/or services as 
well as their qualifications without prices. This prescreening of suppliers is done carefully to ensure that the 
agency does not contract with irresponsible suppliers offering lower quality products. Suppliers who prequalify 
are invited to participate in the reverse auction event. Suppliers who were not selected to participate in the 
reverse auction should be notified by the purchasing agency. The selected suppliers will be contacted and trained 
on set-up and use of the selected auction tool. 
 
During the course of the auction, suppliers submit progressively lower prices electronically until the lowest bid is 
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tvcnjuufe/!Bgufs!uif!mpxftu!qsjdf!jt!pcubjofe-!uif!bhfodz!sfwjfxt!uif!tvqqmjfstǃ!tvcnjuubmt!gps!sftqpotjcjmjuz-!
starting with the supplier who submitted the lowest price until the lowest responsible supplier is selected for 
award. 
 
The table below shows the primary differences between traditional and reverse auctions. 
 

 

 

Reverse auctions appeal to buyers for many reasons, including: 

¶ Buyers may realize significant price reductions. Reported price reductions range from five percent to 90 
percent. 

 

 

 

 

 

 
Reverse auctions complement strategic procurement strategies and have been shown to effectively leverage 
volume purchasing and drive real IT savings. Reverse auctions work best when they are used to procure the 
following IT goods and services: 

 

 

 

 

 

 

 
 

When considering the use of a reverse auction, agencies should carefully consider the following guidelines: 

 

 

 




