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standards and guidelines.

Key points:
9 VITA has IT procurement authority for all executive branch agencies and institutions of higher education

ui bu!bsfl!opu!tqgqfdjgjdbmmz! fyfnqufel!gspn! WIUB!t!b
1 VITA has statutory governance/oversight responsibilities for certain Commonwealth IT projects and

procurements.

1 Only VITA can establish statewide IT contracts.

T Kvejdjbm!boe! mfhjtmbujwf!csbodi!bt!xfmm!bt!]joefdqg
authority.
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1.0 Introduction
Ui f! Dpnnpoxfbmui!t!Jogpsnbujpo! Ufdi opmphthée\@QApndertkef nf ou! Nt
authority granted to it by § 2.2-2012 of the Code of Virginia The ITPM complies with §2.2-2012(A) which provides
for the CIO todevelop policies, standards, and guidelines for the procurement of informationtechnology.

This ITPM establishes policies, standards and guidelines to befollowed by every executive branch agency (as
defined in Virginia Code§ 2.2-2006), within the limits of delegated authority as determined by VITA.

Please seeAppendix Afor a list of terms and abbreviations that are used frequently throughout this ITPM.

All VITAprocurement policies and procedures contained within this manual comply fully with the Virginia Public
Procurement Act (VPPA)Virginia Code8 2.2-4300 et seq. Throughout this manual, appropriate references are
made to those procurement requirements specifically required by statute.

The Virginia GeneralAssembly established VITA as the statutory central procurement agency for IT. In addition to
complying with statutory requirements, the policies, standards and guidelinesncluded in this manual are based
on generally accepted government and industry bestpractices for the procurement of IT.

This manual aims to integrate the VPPAwWith WJ UB! t | gqs pdv s f nf o yandigpidefindsjafdtthe ITt uboe b s
j oevtusz! t !contepts, dumgiantedndjtodls, for these purposes:

1 to empower Commonwealth procurement professionals in IT acquisition, contractual risk mitigation and
project complexities

1 to promote a consistent IT procurement approach

1 to encourage Commonwealth procurement professionals who participate in IT acquisitions to adopt
wiuB! t! I fz!pgf sbujoh!qgsjodjgmft!gps!JU!gqgspdvsfnfou
Please refer toAppendix1.0gps! b! mj tu! pg!WiJuB!t! I fz!pgfsbujoh! gsjodj gmf

1.1 wWJUB!t!tubuvupsz!JU! gspdvsfnfou! bvuipsjuz!bo
Pursuant to Virginia Code§ 2.2-2012, VITA has sole authority to procure all IT forexecutive branch agencies and
institutions of higher education except those exemptedby law, including institutions of higher education which
have signed management agreements with the Commonwealth. All procurements conducted byVITAare
pursuant to the VPPAand any VITA-promulgated applicable procurement policies and guidelines.

All agencies, institutions, localities and public bodies may utilize any statewide IT contractslevelopedby VITA or
requestWJ UB! t ! b withjTtprodurendeht services.

1.2 In-scope to WJ U Brbcurement authority
VITAprovides IT infrastructure services for executive branch agencies. VITA is also responsible for the
procurement of all IT for all executive branch agencies (excluding those institutions of highereducation which
have signed management agreements withthe Commonwealth.) Visit this VITASCMwebpage for further
information: https://www.vita.virginia.gov/procurement/policies --procedures/procurement-procedures/

1.3 Delegated IT procurement authority for executive branch agencies and institutions
Executivebranch agencies do not have the authority to procure IT on their own behalf over
$250,000, unless such authority isexplicitly delegated to them by VITA. When an agency igiven delegated
authority from VITAfor any IT procurement, the agencyis required to follow the WQQB! boe! WJUB! t ! gqspdyv
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https://www.vita.virginia.gov/procurement/policies--procedures/procurement-procedures/

policies, standards, and guidelines in conducting theprocurement.

Usepg! WJUB!t!tubufxjef!dpousbdut!jt!nboebuplfdhereigmosal ui f! bdr
VITA statewide contract available for the needed IT good or service, aompetitive procurement will be
dpoevdufe/ ! Up!cspxtf! WJUBhhttpst/tita.dohbliestopesyisténts.poonipsbliicd.ut - ! hp! up;

Agencies have varying delegated authority for IT goods and services depending owhether such goods and
services are in scope to VITA. These delegation thresholds are provided in the Authority and Delegation policy
found at this webpage location: https://www.vita.virginia.gov/procurement/policies -{procedures/procurement-
policies/.

IT procurement requests and orders shall not be split to circumvent delegation limits. For a list of in-scope and
out of scope IT goods and services go to:https://vita.virginia.gov/supply -chain/place-an-order/.

14 Qspdftt!gps!sfrvftujoh!bo!fydfqujppooetdwep! b! WJL
An agency headmay request approval to deviate froma VITA procurement requirement by submitting a written
exception request to the ClOafter determining that compliance with such a provision would result in a significant
adverse impact or hardship to the agency,

Such arequest must include a statement detailing the reasons for the exception neededthe significant adverse
jngbdu! ps!ibsetijqg!uif!bhfodz! x pequnaneritwaq olewyetl,and howihg ! WIJ UB! t
agency intends to procure the needed IT goodor service. All exception requests shall be evaluated and decided

upon by the ClQand the requesting agency shall be informed of the decision and action taken.

15 Qspdvsfnfout!tvckfdu!up! WIUB! T! gspdvsfnfoulb

151 Public-Private Education Facilities and Infrastructure Act (PPEA)
All IT goods and services procured by an executive branch agency for the benefit of the Commonwealth pursuant
toany PPEAefortarealsosv c k f du! up! WJUB! t ! gnsapcdrdasce with \dirginiadbCode§ 2200d z
and 82.2-2012. Further detail is provided in Chapter 10 of this manual, General IT Procurement Policies.

15.2 Purchase of personal computers
VITA may establish contracts for the purchase of personal computers and related devices by licensed teachers
for use outside the classroom in accordance with Virginia Code§ 2.2-2012(D). The computers and related
devices shallnot be purchased with public funds but shall be paid for and owned by teachers individually
provided that no more than one such computer and related device per year shall be so purchased. VITA has
developed processes for ordering and tracking the purchase of personal computers andelated devices by public
school teachers. VITA will provide assistance with the resolution ofcustomer (teacher) complaints and contract
issues. VITA will negotiate modifications to existing PC contracts, if necessary, or establish new PC contracts as
needed to provide for the use of PC contracts by licensed public school teachers. Further information can be
found at this website location: https://www.vita.virginia.gov/procurement/teacher -pc-purchase-program/

1.5.3 Acquisition of Information technology including telecommunications goods and services
The provisions of this chapter shall not be construed to hamper the pursuit of the missionsof the institutions in
instruction and research. Acquisition of computer or telecommunications equipment or services means the
purchase, lease, rental, or acquisitiom any other manner of any such computer or telecommunications
equipment or services.Qmf bt f ! wj tbpite fo&dditidhal, thelpkufinformation about placing orders for IT
goods and services:https://vita.virginia.gov/supply -chain/place-an-order/.

B! mj t u ! spmtbry\afféiiBgs aré attached here as Appendix 1.5.3. The complete catalog of IT goods and
services offered by VITA is also available herehttps://www.vita.virginia.gov/technology -services/.

16 Qspdvsfnfout!opu!tvckfdu!up! WIUB! T! qspdvsfnf
Equipment, software or services for a specialized application whose primary function ompurpose is other than IT
and for which any IT functionality or component is secondaryorj o dj e f o u b m! u p primanffdnétionvj gnf ou'!

Page 3 of 247


https://vita.cobblestonesystems.com/public/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/
https://vita.virginia.gov/supply-chain/place-an-order/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2007/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2012/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2012/
https://www.vita.virginia.gov/supply-chain/place-an-order/teacher-pc-purchase-program/
https://www.vita.virginia.gov/procurement/teacher-pc-purchase-program/
https://vita.virginia.gov/supply-chain/place-an-order/
https://vita.virginia.gov/supply-chain/place-an-order/
https://www.vita.virginia.gov/technology-services/
https://vita.virginia.gov/supply-chain/place-an-order/

nbz!cf!pvutj ef ! uipfotcuementajtifonty. Sughlpraciireniehts are delegated to agencies and
do not need to be processed through VITAonlyui s pv hi ! ui f ! D lectrgnio prdclrement dystem,
eVA.

1.7  Authority to contract for IT goods and services

171 DJP!t! Bvuipsjuz!lup!cjoe! Dpnnpoxfbmuilup!bo!JU!dpousbc
and IT services contracts

Pursuant to Virginia Code§2.2-2007(B)(9), theDJ P! i bt ! dzu i éntehbintoland@mmgndcantractp . . .for

ui flgspwjtjpo!pg!jogpsunder§2p23'1dfqgiDdp mph ! DIPWindfzt dindbz ! f o

private partnership contracts to finance or implement information technology programsb oe! qspkf dut / LJ

1.7.2 Authority to bind VITA to an IT contract
Onlythe ClOhas statutory authority to bind VITAto a contract or to contract for the paymentof VITA funds to any
entity. The ClOmay delegate contract signature authority to specific named positions or individuals, who may
then bind VITAcontractually within the limits of their delegation.

1.8 CIO approval required for certain IT Procurements via the Procurement Governance

Review (PGR) process
The CIO reviews and approvesproposed IT investments (IT projects and IT procurements) with a value of
$250,000.00 andover, requests for proposals (RFPs), Invitations for bid (IFBs) and contracts for IT projects.
Agency IT project procurements are reviewed and approved for those projects angbrocurements that are $1
million dollars or more in cost. Additionally,the CIO,via the Division of Project Management, requires that any
contract requiring CIO approval over $1 milliondollars shall be approved by tle Office of the Attorney General
prior to submissionto VITAl t | Qs pk f du! Nb o (PMD )fof tle CIOBrgwe\v dngl gpmrdval.

1.8.1 CIO approval and oversite required for certain IT projects
The ClOshall review certain projects andrecommend whether they beapproved or disapproved, or require VITA
oversight (seeVirginia Code§ 2.2-2017). The CIO will disapprove any procurement that does not conform to the
Commonwealth strategic plan for information technology developedand approved pursuant to § 2.2-2007 orto
the individual IT strategic plans (ITSPs) of agencies or public institutions of highereducation.

IT investments by agencies must be added to their respective ITSP by requestingnvestment Business Case
(IBC) approval by the CIO,coordinated by the IT Investment Management (ITIM) group.

After receiving IBC approval, the agency must request CIO approval to begin th@rocurement process via the
Procurement Governance Review(PGR) process. VITA staff will review to ensure that the procurement conforms
totheb h f o d z | thd sthtewWid® IT strategic plan, and compliance with required Commonwealth Policies,
Standards and Guidelines (PSGs) andertain IT and VITA related statutory laws. The VITA divisions who conduct
the review are:Enterprise Architecture, Security, SCM,PMD, and CustomerAccount Managers (CAM). Additionally,
WJUB!t! Fouf s qs | Bervicdd @PW RampPwillfreview alhproaurements that involve off-premise
hosting (i.e.,SaaS).PMD has the responsibility to coordinate the review and deliver, to the CIO, a
recommendation for his action. Visit this website for more information on the PGRprocess and agency
requirements: https://vita.virginia.gov/supply -chain/scm -policies-forms/summary -of-.

For more information on WJ U Bolvernance and oversight of certain IT projects, refer to thedzQ s pMahagament
Standard (CPM112-1 4 * LJ! &:ptip/feita.virginia.gov/it -governance/itrm -policies-standards/ .

1.8.2 Submission for approval
All agency governance approval requests for Procurement Governance Reviews, RFPs, IR ontracts, and
projects will be submitted to PMD through the IT Technology Portfolio and designated PMDanalyst.

1.8.3 CIO recommendation for approval and termination of major ITprojects

Pursuant to Virginia Code§ 2.2-2016.1, the CIO shall have the authority talzs f wj f x! boe! bggspwf ! ps!
selection or termination of any Commonwealth information technology project.LJ
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1.8.4 ClOapprovalfor joint and cooperative procurement arrangements or purchases from anotherpublicc pe z ! t !
contract
If any agency desires to participate in or sponsor a joint and cooperative procurementrrangement for the
procurement of IT goods and services, that arrangement must beapproved by the CIO, regardless of the amount
of the procurement. If a public body desires tqpurchase IT goods and services, regardless of amount, from
another pubmj d ! c muazet!thatpebgurement may be permitted if approved in advance by the CIO (§ 2.2
4304(B) of the Codeof Virginia).

1.85 ClOapprovalfor GSAprocurements
Procurements of IT goods and services of anyamount using GSA or any otherGSAcontract approved for use by
states or localities must be approved by the CIO prior® being procured by any authority, department, agency or
institution of the Commonwealth (Virginia Code§2.2-4304(C)).

1.8.6 ClOapprovalfor public auction procurements
Any public bodythat desires to purchase IT andtelecommunications goods and services from a public auction
sale, including an onlinepublic auction, must have the purchase agproved in advance by the ClOyegardless of
the amount of the purchase. Althoughagencies must request CIO approval for some but not all IT procurements,
the CIO maydisapprove any procurement, regardless of amount, that does not conform to the statewide
technology plan or to the individual plans of agencies or public institutions of highereducation (Virginia Code§
2.2-2012(A)).

1.9 Enterprise cloud oversight policy and approvals
Jo! bddps eb o dcloudpglicieis andvdrdedilireés,now known as COV Rimp, , agencies desiring a cloud-
based solution (i.e.,Software as a Service) for any procurement, must comply with the procedures and obtain the
approvals described. See https://www.vita.virginia.gov/cov -ramp/ for more information.

1.10 Commonwealth Compliance with Federal Security and Privacy Rules andRegulations
The CIOof Virginiais required to develop policies, standards and guidelinesthat require that any procurement of
jogpsnbujpolufdiopmphz! nbef ! clegislativef andjydicial ramchéstamdu i ! t ! f yf d v L
independent agencies be made in accordance withfederal laws and regulations pertaining to information
security and privacy, as defined by Virginia Code § 2.2-2009. Agencies are required to validate their statutory
compliance with these policies and standards.

1.11 Compliance with Cybersecurity Policies
All agencies are required to have cybersecurity policies that meet orexceedth® pnnpoxf bmui 't ! dzcf st
policy. Pursuant to Virginia Code § 2.22009, the CIO is required to conduct an annuatomprehensive review of
cybersecurity policies of every executive branch agency, with garticular focus on breachesin information
technology that occurred and any steps taken by agencies to strengthen cybersecurity measures.

1.12 Compliance with 82.2-5514 of the Codeof Virginia
No IT goods or services may be procured by VITA or any Commonwealth public bodin violation of Virginia Code
§ 2.2-5514. See SEC528 Prohibited Hardware, Software and Services Policyfor more information.

Page5 of 247


https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4304/
https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4304/
https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4304/
https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4304/
https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4301/
https://law.lis.virginia.gov/vacode/title2.2/chapter43/section2.2-4303/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2012/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2012/
https://www.vita.virginia.gov/cov-ramp/
https://law.lis.virginia.gov/vacode/title2.2/chapter20.1/section2.2-2009/

| Chapter 2JHow Is Procuring Information -

VIRGINIA
IT AGENCY | Technology Different?

\\\\\

Chapter highlights

Purpose: This chapter provides guidance on how the acquisition ofiT goods and services is
different than the procurement of non-IT commodities and also provides guidance on the IT
procurement process.

Key points:

1 IT sourcing is constantly changing andrequires the application of specialized best
practices.

1 Technology risks must be analyzed and mitigated during solicitation development and
prior to contract execution.

1 Applying strategies and principles to technology procurement, positions the
Commonwealth to maximize the benefits it receives from technology and reduces the
risk of supplier and technology failures.

Table of contents

2.0 Introduction
2.1 Ui f! Dpnnpoxfbmui!t!efqgfoefodf!vgpo!ufdidg
2.2 Critical factors in IT procurement

2.0 Introduction

This chapter focuses on how the process of technology acquisition is different from other types of commodities

and services sourcing. It also explains why IT procurements require special diligence and the application of

specialized best practices to obtain bestvalue IT solutions for the Commonwealth. IT procurement differs in

complexity and analysis from commodity-driven procurements because technology is constantly changing due to

new service offerings like cloud computing, constant technical improvements, software changes like open source

software and security enhancements Unlike general commodities, IT goods ad services may have very complex
interdependencies, continuity requirements or serious risk considerations that support the operational backbone
pg!uif!Dpnnpoxfbmui!t!qgqvemjd!tbgfuz!boel!djuj {fol!tfswjdft

Refer to Chapter 1for discussion on IT procurement delegation and authority and unique processes and
procedures that agencies are required to comply with.

VITA is committed to using technology procurement processes supported by the WPAand industry best

practices. These IT procurement business processes will enable VITA and the Commonwealth to achieve an IT
sourcing environment which:
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T mfwfsbhft! W shjojb!t!bngmf!JU!'cvzjoh!gpxfs!xijdi!fobec
solutions at competitive prices and terms

promotes the increased use and usefulness of statewide technology contracts

provides fast and flexible sourcing processes

drives positive business relationships between the Commonwealth and its IT suppliers

promotes an evaluation process for IT goods and services which is valueoriented, not price-oriented
encourages sourcing processes which are businessdriven and enterpriseoriented

results in fair, standardized contract vehicles which are performancebased and can easily define the scope
of the IT purchase

improves the ability of suppliers to do business with the Commonwealth

promotes a consistent IT procurement approach across the Commonwealth

=A =4 =4 4 4 4

21Ui f ' Dpnnpoxfbmui!t!efqgfoefodf!vgpo!ufdi opmph:
The Commonwealth is increasingly dependent on data, systems anccommunications that deliver information and

services to its citizens and stakeholders, including systems that integrate and share data with other federal, state

and local agencies.

Our dependence on technology necessitates that procurement professionals use efficient and repeatable

procurement and project-related processes that comply with the VPPA; industry best practices; Commonwealth

security, data privacy, project management andother technical standards; and that prompt careful analysis and
njujhbujpo!pg!ufdiopmphz!sjtlt!bsf!dbsfgvmmz!dpotjefsfe!
strategic technology plan.

The increase in value of IT means a corresponding increase in risk to the Commonwealth and the services it
provides to its citizens. Commonwealth IT procurement professionals must assess these risks and adapt agency
IT strategies and outcomes to match business objectives. IT procurement professionals are experiencing
fundamental changes in their roles and responsibilitied transitioning from commaodity buyers to negotiators and
from transactional order placers to strategic IT solution managers.

WJUB!'t!lufdiopmphz! gspdvsfnfoul!gspdftt!fodpngbttft!nvdil!r
services. It includes planning;developing requirements; mmpliance with Commonwealth and federal, technology

standards or regulations, assessing risk factors; preparing the solicitation, evaluation, award and contract

documents; approval, formal acceptance and receipt of deliverables; payment; inventory tracking and disposition

and post-award supplier performance and compliance management. Regardless of whether the technology

product or service required is procured by the agency under itslelegated authority, purchased off a statewide

contract or procured by VITA, the workflow is essentially the sameAppendix 2.0sets forth some key factors to be

considered in making a technology purchase.

2.2 Critical factors in IT procurement

The Commonwealth can maximize the value it receives from technology and reduce the risk of supplier and
technology failures by using smart sourcing and contract strategies. Listed below are examples of IT sourcing and
contract strategies to mitigate some potential IT procurement difficulties:
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Challenge Impact/risk IT sourcing principles to IT contract approaches to mitigate
employ
Complexity of major omissions use a structured IT acquisition| draft a clear, easyto-use contract

business functions,
technology and legal
issues make
procurement

long and difficult

from a business,
technical or legal
standpoint are
anticipated and
prevented

process that provides a
framework to ensure all areas
are part of the screening and
selection process

that documents the business
relationship, and includes only
mandatory and specialized IT terms
and conditions and the essence of
the deal

Industry
consolidation/
monopoly suppliers

key products lie
with powerful
suppliers

use solution-based
solicitations that focus on
business problems and
solutions, not technical
specifications or requirements

adopt meaningful service level
agreements (SLAs) and business
performance commitments and
measurements to monitor if
solution continues to meet
business need

assign incentives/remedies in the
contract to incentivize
Supplier performance

Products and
solutions are
intangibles

difficult to specify
and evaluate
products

collaborate in an evaluation
process that incorporates all
areas needed for successful IT
solution: business, technical,
legal and financial

include subject matter experts
(SMESs) on evaluation team
who will only evaluate their
area(s) of expertise

provide contract template with
solicitation, not prepared after
selection

incorporate offeror response
to contract
template as part of the

evaluation

use strong warranty language with
significant business remedies

give significant attention to
intellectual property rights and
alternatives to ensure the right to
use, access, transfer to other
Commonwealth entities
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Rapid and planned
obsolescence

versions out of
date

new entrants into
market

conduct market research to
evaluate market risk

evaluation based on valueto-
cost ratio

include total life cycle costs in
evaluation

tie contractual commitments to
providing solution, not product

provide support of version and
upgrades for appropriate period of
time

Significant barriers to
exit

customer is locked
into products or
services

decision-making process

anticipate transitions/exit
strategies

provide system data, backup;
ownership of work product or
perpetual license to work product,
including third party products
needed to run systems/solutions;
provide a strong transition/exit plan
for agency

Complexity of IT
products and services

difficult selecting
the best from value
solution due to
complexity of
needed IT good or
service

collaborate in a team-based
process to ensure all
necessary requirements are
appropriately evaluated

address all project, security,
data privacy and cost risk
factors

use data-driven evaluation
processes to coalesce many
different perspectives

base contract on solutions, not
buying of specific product or
version

include protections against product
splitters or bundling

include risk mitigation project
activities and contract language to
align with risk potentialities

IT must support
business function

evaluation criteria
focused on
business value and
needs; not
specification-
driven process

use solution-based
solicitations that focus on
solving business problems
and incentivizing Suppliers to
offer solutions, not just

meet technical specifications

include meaningful SLAs and
performance commitments and
measures to monitor solution
continues to meet business need

assign incentives/remedies in the
contract

Solutions being
procured are highly
interdependent

No accountability
for full solution

the weakest
component will
drive your risk

profile

take a full supply chain view of
solutions

evaluate suppliers and
components on strength of
solution,

give prime contractor accountability
for performance, but also allow

Commonwealth to reach through to
subcontractors to maintain services
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both independently and
collectively
Contracts must compromise of understand the data sensitivity| VITA SCM has cloud terms
protect sensitive of the procurement/project available if the procurement is for
Commonwealth data | Commonwealth Software as a Service
and systems data collaborate with your business| Agency may inquire at:
owner, project manager, scminfo@vita.virginia.gov
unauthorized information security officer
disablement of and other SMEs
Commonwealth
data and citizen
services

A structured IT sourcing process provides a comprehensive framework to ensure agencies that:

= =4 =4 =4

omissions from a business, technical or legal standpoint are anticipated and prevented

the costs and resources for the ITsourcing process are appropriate and are efficiently deployed

the business case in support of the IT procurement is reaffirmed prior to selecting a solution

across the board executive buyin to the new system or technology is measurable as a result of user group
involvement throughout the IT sourcing process

Regardless of the nature of the anticipated IT procurement, its size, cost and complexity, the following core
principles of IT sourcing apply:

Use a structured solicitation process which incorporates multiple complex domains, e.g., legal, technical,
business functionality, financial.

Sourcing should be a datadriven business process, which incorporates and balances concerns across
multiple domains.

Contract formation and negotiation are part of the decision process. It is critical to include an appropriate
contract in the solicitation. If the supplier is not committed to providing the Commonwealth with value
through the negotiation process, the Suppler should be evaluated accordingly.

Business needs must be supported in the solicitation requirements and any statement of work. Focus less
on specification-driven solicitations for major systems/solutions and write solicitations that are structured
for IT suppliers to offer innovative and cost-effective solutions.

The sourcing evaluation process should include a comprehensive cost analysis that includes the total cost
of ownership and all cost components including maintenance and not just the price of software or
hardware.

Long-term issues such as obsolesce, technology replacement and compatibility must be part of the
evaluation, negotiation and decisionmaking process.

Negotiations must be conducted prior to the selection of a particular IT solution or supplier.

Intangible rights, software ownership and other critical terms and conditions must be considered in
evaluation and negotiation.
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1 Risk analysis and tradeoffs must consider the security of Commonwealth systems/data and continuity of
pqf sbuj pot! gps!uif! Dpnnpoxfbmui!boeluif!tpmvujpo! boec
Dpnnpoxfbmui!t!bcjmjuz! up! gs p uceisitizéng withqutankefruptioru i ! bt t f ut
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Chapter X KVCNu "

RGINIA
AGENCY Supply Chain Management (SCM)

Chapter highlights
1 Purpose: Thischapterpvumj of t ! WiJUB! t! Tvggmz! Di bj o! Nbo
core values and guiding principles. It also discusses the services that SCM provides to the

Commonwealth.

1 Key points:

0 SCM is the division of VITA charged with developing, implementing and leading the
Dpnnpoxfbmuit!t!lufdiopmphz! gspdvsfnfoul!gp
SCM is the central purchasing office for IT goods and services for the Commonwealth.

0 SCM seeks to achieve its mission of developing and managing supplier relationships to
nbyjnj{fluifl!lsfuvso!po! Dpnnpoxfbmui! JU!|j
business needs with its strategic suppliers.

Table of contents
3.0 | Introduction
31| TDN!'t!wjtjpo-!njttjpo!boeldpsf! wbmvft
32| TDN!'t ' tusbufhjd! hpbmt
3.3 | T D N puiding principles
3.4 | Who does SCM serve?
3.5 | What services does SCM offer?
3.6 | What business functions does SCM provide?
37| TDN!'t ' pohpjoh!JU!l gspdvsfnfou!jojujbujwft!
38| TDN!'tleftjsfelgvuvsf

bhfnfoul!'t

mjdjft-11

owftunf ol

3.0 Introduction

WJUB! t ! Tv ManagenmebtiDibigion (SCM) is the division of VITA charged with developing,
jngmfnfoujoh!boe! mfbejoh!uif!Dpnnpoxfbmui!t!ufdiopmphz
SCM is the central purchasing office for all IT goods and services for the Cormonwealth. SCM develops IT

policies, standards and guidelines and conducts and/or approves IT procurements for VITA and on behalf of

agencies of the Commonwealth. SCM integrates data and information throughout its processes to ensure

information is availabmf ! boe! bddvsbuf!up!tvggpsu! bobmztjt-!gmbooj ot
responsibilities range from the ordering/purchasing process to the management and/or facilitation of major IT
procurements.
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B31TDN!'t ! hvjejoh!gsjodj gmft
SCM has established a set of guiding principles that create the framework within which all of its activities are
conducted. Those guiding principles are as follows:
1 SCMis responsive to customers in terms of cost, quality and timeliness of the delivered products or
services.
f TDN!'t!gvodujpot-!qgspdfttft!boeltfswjdft!bsflusbotqgh
1 SCM promotes competition by offering a level playing field to all suppliers.
1 SCM minimizes administrative operating costs by streamlined and repeatable processes and
procedures.
1 SCM personnel conduct all business with integrity, fairness and openness.
T TDN!jngmfnfout!gspdvsfnfou!gspdfttft! xijdi!gvmgj mm!
technology objectives.
Further details on the SCM guiding principles can be found iAppendix 3.1

3.2 Who does SCM serve?
SCM provides services to multiple audiences because it is a central pivot point in IT acquisitions for the
Commonwealth. SCM customers span many business areas and include:

1 Commonwealth of Virginia taxpayersl SCM aggressively implementscompetition for IT procurements.
Suppliers are asked to provide the best value at the best price for Virginians.

T Wj shjojb! tl SOMJrovides awalgoming, fair, inclusive IT procurement opportunity process
that encourages participation by DSBSD certified small businesses, including those small businesses
owned by women, minorities- and service-disabled veterans, and micro businesses.

1 Executive branch agencies, other public bodies and institutions of higher education within the
Commonwealthl SCM procures IT goods and services required to fulfill their missions and goals
through standardizing many infrastructure services, by establishingpre-negotiated, VPPAcompliant
statewide technology contracts to mitigate technology risks, reduce the procurement process and
cvehfu-!mfwfsbhfluif!JU!joevtusz!t!lcftu!tpmvujpot!b
guidance or approval for agencyspecific IT procurements.

3.3 What services does SCM offer?
SCM provides agencies with the following IT procurement services:
1 Statewide IT agreements for use by all Commonwealth executive branch agencies, other public
bodies and private institutions of higher education. Supplier and contract management methodology,
processes, policies and guidelines unique to IT contracts.
1 Procurement policies, standards and guidelines which provide a fair and open sourcing process
based on the Virginia Public Procurement Act regulations and established best practice tools and
procedures.
1 Enterprise IT contract policies, standards, guidelines and administration.
19 Dbufhpsz!tusbufhjft!uibu!efgjof!uif!Dpnnpoxfbmuilt
decisions, multiple or single supplier and degree of geographic concentration.
1 Research on suppliers, IT markets, analysis of IT markets and development of supplier strategies
including financial evaluation of potential suppliers.
1 IT strategic sourcing based on knowledge of past and future IT projects, solicitations and contracts
bdsptt!uif!Dpnnpoxfbmui-!boe!uif!Dpnnpoxfbmuil!t!pw
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1 Leading and facilitating procurement project teams through sourcing initiatives.

9 Assistance in the development of requirements, statements of work, requests for information,
invitations for bids, requests for proposals, evaluation scorecards, negotiation strategies, etc.

1 Provide consulting services and advise agenciesnitiating high-risk solicitations and contracts,
conduct reviews of high-risk solicitations and contracts, and provide training on SCM procurement
policies and procedures.

1 Support agency major IT projects with contract review and feedback.

1  Support agency cloud procurements by providing contract language, review, and feedback and
assistance with cloud contract negotiations.

i Standardized and approved IFspecific solicitation and contract template documents

1 Risk assessment and mitigation of IT suppliers, IT markets and ITspecific projects.

9 Assistance in developing contract negotiation strategies.

1 E-procurement and IT ordering assistance.

1 Sourcing-related tools, templates and training.

i Strategic planning on how to structure the IT procurement to achieve maximum value and efficiency.

1 Assistance in advancing appropriate strategic partnerships with IT suppliers and shaping the supplier

selection process.

1 Assistance in negotiating with IT suppliers and with effectively managing relationships with value
added reseller (VAR) suppliers.

i Strategy assistance in determining the appropriate solicitation type and the appropriate contract type
(multiple award, performance-based, short term) to improve the chances of success for a particular
IT procurement.

9 Participation in customer compliance and governance activities and processes aligned with VITA
statutory requirements and other VITA divisions including Relationship Management & Governance,
Platform Relationship Management, Legal & Legislative Services,&vice Management & Delivery,
Internal Technology & Portfolio Management,Enterprise Services PMD, Commonwealth Security &
Sjtl ! Nbobhfnfou-!boe!joufsobm!boe!dvtupnfs!ltvgqgpsu
and requirements.

3.4 What business functions does SCM provide?

Bo! pwfsbmm! pckfduj wf! xjuijo! TDN!'t!lcvtjoftt!gvodujpo!jt
ui spvhipvu! TDN!I't! gspdfttft!up!fotvsf!jogpsnbujpo!jt!bw
reporting. The skilled andspecialized procurement staff within SCM offers many IT-related business and

service-oriented functions that include:

i Category managementp Developing the strategic plan for sourcing and contracting in alignment with
business needs and the IT marketplace to optimize value and reduce risk.

i  Strategic sourcing p Integrating IT technical, business, financial, and contractual requirements to
select suppliers and negotiate agreements that fulfill IT business functions.

1 Platform Sourcing -- Platform Sourcing is responsible for the strategic sourcing of IT infrastructure
tfswjdft!uibu!tvgqpsut!uif!Dpnnpoxfbmui!t!dfousbmj |
and management model. This includes collaborating with and leading cros-functional teams through
the market research, negotiation, development and execution of multidimensional contracts that
consider the current marketplace, customer, financial, technical, information security, architecture and
organizational impacts.
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Procurement p Managing the processes by which goods and services are identified, ordered, and
received;and monitoring compliance guidelines and policies.

Supplier Relationship Management(SRM)p Ef wf mpgj oh! boe! nbobhjoh! WJUB! t !
suppliers. Coordinating efforts across VITA to realize the value of the supplier relationship.

Policy and integration p Developing policies, standards and guidelines; researching emerging best
practices; defining new approaches to enhance the value of supply chain services throughout the
Commonwealth; leading analysis and integration of new legislation and emerging procuement
methods and models.

Procurement governancep Ensuring executive branch agency compliance with strategic planning and
related projects and VITA policies and standards; and reviewing/recommending approval of major and
delegated procurements and projects.

COV Rampreview and approval servicesp Supporting agencies with cloud procurement compliance
and guidance by offering required Cloud Services Terms and Conditions to include with their
solicitations and contracts; reviewing supplier redlines to those terms and coordinating with VITA to
assist an agencywith successful negotiations of those terms with the agency and supplier.
Procurement review p Determining the effectiveness and compliance with VITA SCM policies,
standards and guidelines and internal processes and procedures.

Customer IT training and guidancep Providing valuable IT-geared online tools, group training classes
and sessions, as well as individual guidance to our customer agencies.

35TDN!'t ! pohpjoh!JU!I gspdvsfnfou!jojujbujwft!bo
IT sourcing and contract management is focused on business value and source of innovation versus price

based or transactional procurement. Severalkeyy oj uj buj wf t ! ui b ufbcusedorganzationT DN! t | wk
include:

T
T
T

Managing IT spend through a proactive sourcing strategy.

Managing the delivery of IT services through category management plans and category owners.

Developing and managing flexiblecontracts that form the foundation of the relationship; specifically,

creating and managing performance-based contracts.

Qspdvsjoh!dza pmvuj pot L up!cvtjoftt!gspecmfnt! sbuifs!u
extremely detailed specifications and limited technical requirements.

Di bohjoh!bdrvjtjujpo! gmbolhfodd mylfdsu m!f défug-pvi g | ejs fpér - Idit g
dzt i bsf el boe! dZDpnnpoxfbmui!tusbufhjd!pckfdujwftL)]jo
cfofgju! gspn! ui-changlngihnouatoh dfferihgs.! f wf s

Processes which consistently manage contracts through the life of the contract.

Provide maximum effectiveness and efficiency for the procurement process, with appropriate controls

and compliance.

Manage suppliers appropriate to their strategic importance.

Increase the diversity and quality of suppliers providing services.

Utilizing measurement of internal performance including compliance, process cycle times and costs,

material cost savings and spend management. Implement a balanced score card for measuring and

usbdl joh!uif!Dpnnpoxf bmui ! t Ivéhyahdipucopggmj f st ! !t fswjdf-!
Driving analysis based on total cost and ensuring compliance through integration of contract

management, transaction management, spend data management and supplier performance

management.
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Training IT Sourcing Specialists to be technology savvy consultants empowered with the skill sets

needed to be efficient problem-solvers, technology risk mitigation/negotiation experts who are able to

translate business needs into efficient and effective IT contracts.

Cfjoh! gspbduj wf ! j o! uitbdsédjsautions andscantrects byiregegroh! traiping@ndp v e
developing appropriate procurement documentation.

Tvgqgpsujoh! WlJUB! t! | ogs bt usdnadduransitfon-aytsagtivitiessahdrsdippliart - ! us b o
relationship management.

Assessing opportunities to develop future statewide procurements to make more cloud based

offerings available to commonwealth agencies, institutions of higher education and localities.

Providing formal training to Commonwealth procurement officers and project managers.
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Chapter 5 Ethics in Public —

IRGINIA
AGENCY Procurement

\
= =

Chapter highlights

Purpose: This chapter sets forth backgroundinformation and policy that should be followed by
agencies and institutions. Adherence to this policy will ensure compliance with statutory
regulations, protect the trust established between procurement officials and citizens of the
Commonwealth, and establish fair and equal treatment of all suppliers who are interested in doing
business with the Commonwealth.

Key points:

1 VITA is committed to developing procurement policies and maintaining procurement
processes which are fair, ethical, nonbiased and instrict compliance with the laws of the
Commonwealth.

1 Procurement professionals have the responsibility to ensure that all information and
documentation relative to the development of a solicitation or contractual document for a
proposed procurement or anticipated contractual award remains confidential until
successful completion of the procurement process.

Table of Contents

5.0 Introduction

51 Responsibilities of Commonwealth procurement professionals and project team members
involved in an ITprocurement

5.1.1 Confidentiality

5.1.2 Ethics

5.1.3 Collusion awareness

5.2 Fyqfdubuj pot!pg!WJUB!t!tvggmjf st

5.3 Additional statutory prohibitions regarding contributions and gifts

5.3.1 Contributions and gifts prohibited during PPEA or PPTAapproval process

5.3.2 Return of gifts during approval process

5.3.3 Contributions and gifts prohibited during procurement process

Appendix A VITA SCM Procurement Project/Evaluation Team Confidentiality and
Conflict of Interest Statement Confidentiality & Conflict of Interest Statement

5.0 Introduction

WJ UBCME!] wj tjpo!jt!lsftgpotjcmfl!lgps!ftubcmjtijoh!tubufxjef
services and for delegating procurement authority back to agencies, where appropriate. SCM is also responsible

for developing policies, standards and gudelines for the procurement of information technology. Since
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information technology procurement involves the expenditure of significant tax dollars, a trust is created between
procurement officials, suppliers and the citizens of the Commonwealth.

Ui jt!dibqufs!qgspwjeft!WIUB!t! gpmjdz! sf hbupmigrscahdlothdri bwj ps! g
project team members involved in the procurement of information technology. TheCode of Virginiadictates a

higher standard of conduct for procurement officials than for other public employees due to the extraordinary

trust and responsibility exercised by public officials conducting procurement transactions, and because of the

expectation by the public that this trust and responsibility be exercised properly. Procurement professionals and

suppliers, as well as IT project team members involved in any IT procurement, must be cognizant of these laws

which include the Virginia Public Procurement Act, the &te and Local Government Conflict of Interests Act, and

the Governmental Frauds Act. All personnel having official responsibility for procurement transactions should be

familiar with Article 6, Code of Virginig§ 2.2-4367etseq- ! f ouj umf e! dzFui jdt!jo! Qvemjd! Dp

VITA expects all procurement professionals and project team members involved in any IT procurement to
maintain the public trust by conducting themselves with integrity and in a manner above reproach, with complete
impartiality and without preferential treatment. All procurement professionals should avoid acts which are
improper, illegal, or give the appearance of impropriety and shall pursue a course of conduct that does not raise
any appearance of impropriety or suspicion among the public or potential Comnonwealth suppliers.

5.1 Responsibilities of Commonwealth procurement professionals and project team
members involved in an IT procurement

5.1.1 Confidentiality

Procurement professionals involved in an IT procurement have a duty to maintain certain information as
confidential before and during the course of a solicitation. Procurement professionals have the responsibility to
ensure that all information and documentation relative to the development of a solicitation or contractual
document for a proposed procurement remains confidential until successful completion of the procurement
process. All information and documentation relative to the development of a specifiation or requirements
document will be deemed confidential in nature until award of a contract.A signed confidentiality statement is
required for all project procurement team members, a version of which can be found here:
https://www.vita.virginia.gov/procurement/policies --procedures/procurement-forms/ .

5.1.2 Ethics

All Commonwealth procurement professionals are subject to the Ethics in Public Contracting provisions of the
VPPA(Virginia Code§ 2.2-4367 et seq.), as well as the provisions of theState and Local Government Conflict of
Interests Act (8 2.2-3100 et seq.) (COIA) the Virginia Governmental Frauds Act§ 18.2-498.1 et seq.) and Articles 2
(8 18.2-438 et seq,) and 3 (8§ 18.2-446 et seq) of Chapter 10 of Title 18.2.

In addition to these statutory requirements- ! WJUB! t ! gspdvsfnfou! gspgfttjapwybmt! bo
VITA-delegated agency procurement shall:

1 Seek to aide by the National Institute of Governmental Purchasing, Inc. (NIGP) Code of Ethics.

1 Exhibit the highest ideals of honor and integrity in all public and personal relationships in order to merit the
sftqfdu! boe!jotqgjsfluif!dpogjefodf!pg!uif!Dpnnpoxf bm
served.

1 Provide and foster a procurement environment where all business concerns, large businesses or DSBSD
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certified small businesses and small businesses owned by women minorities and service-disabled
veterans (SWaM) businesses, or micro businesses certified small, womerowned, minority-owned,
service-disabled veteran owned businesses, or micro businesses ae afforded an equal opportunity to
dpngfuf!gps!uif!Dpnnpoxfbmui!t!cvtjoftt]/

1 Avoid unethical or compromising practices in actions, relationships and communications, while also
avoiding the appearance of impropriety or any action which might reasonably result in the perception of
impropriety.

1 Conduct all procurement activities in accordance with the laws of the Commonwealth, remaining alert to
any and all legal ramifications of procurement decisions.

1 Refrain from any private or professional activity that would create a conflict between personal interests
and the interests of the Commonwealth as defined inVirginia Code§ 2.2-3106 and § 2.2-4367 et seq, and
avoiding any appearance of a conflict and continually evaluating their outside interests which have the
potential of being at variance with the best interests of the Commonwealth.

1 Promote positive supplier relationships through professionalism, responsiveness, impartialityand
objectivity in all phases of the procurement cycle.

T Foibodf!luifl!qgspgjdjfodz! bo epgurtchadingesosrhunify gyladherindtdtipen np o x f b
highest standards of ethical and professional behavior.

9 Ensure all procurement project team members are aware ofthese principles and sign any required
confidentiality and conflict of interest documents for the procurement file.

VITA procurement professionals and those acting on behalf of any VITAdelegated agency procurement shall not
engage in any activity that violates the ethics and gifts provisions of the VPPA or COIA, which may include

1 Engagdng in outside business or employment by any outside company that encroacles upon their primary

responsibilities as a procurement officer of the Commonwealth;

1 Engagng in any private or business relationship or activity that could result in a conflict of interest or
could reasonably be perceived as a conflict of interest;
Engaging in business with, or employment by, a company that is a supplier to the Commonwealth;
Lending money to or borrow money from any Commonwealth supplier;
Maintaining an interest in a firm that does business with VITA;
Providing inside information to prospective suppliers;
Accepting trips, lodging, meals, or gifts from suppliers

=A =4 =4 4 4

5.1.3 Collusion awareness
As procurement watchdogs and citizens of the Commonwealth, procurement professionals have a duty toprevent
boe! sfgpsu!dpmmvtjpo!cfuxffoltvggmjfst!dpngfujoh!gps!uif
laws is to promote the free market system in the economy of this Commonwealth by prohibiting restraints of
trade and monopolistic practices that decrease competition. The following could be construed as collusive activity
or suspected antitrust violations:
1 Any agreement or mutual understanding among competing firms that restrains the natural operation
among market forces is suspect;
Fyjtufodf!pg!bo!dz oevtusz!qgsjdf! mjtuld ps!dizqgsjdf! bhsf
Sudden change from competitive bidding to identical bidding;
Simultaneous price increases or followthe-leader pricing;
Rotation of bids or proposals so that each offeror takes a turn as the low bidder;
Division of the market so that certain competitors bid low only for contracts led by certain agencies or for

=A =42 4 4
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contracts in certain areas or on certain products;

1 Establishment by competitors of collusive price estimating systems;

1 Incidents suggesting direct collusion. (Assertion by employees of a supplier, etc., that an agreement to
restrain trade exists.);

1 Identical bids that appear to be the result of collusion.

Practices that eliminate or restrict competition usually lead to excessive prices and may warrant criminal, civil, or
administrative action by the Commonwealth against the supplier. Procurement personnel should therefore be

sensitive to indications ofunlax gvm! cf i bwj ps! cz!tvggmjfst-!Itvggmjfs!t!dpol
or administrative personnel. Suspected antitrust or collusive activities shall be reported to the Office of the

Buupsofz! Hf of sbm-! ps! up! uudihg'abytitiscodproposals that shovws eviflende bre wj t ps ! j
suspicion that an antitrust law violation has occurred. (See 8859.1-9.1 through 59.1-9.8 and 8§ 59.1-68.6 through

59.1-68.8).

52Fyqfdubuj pot! pg!WIJUB!t!tvqgqgmjfst
VITA expects its IT suppliers to deal with public officials in a manner thatupholds the expectations of the public
and reassures their confidence in the public procurement process. To that end, VITA expects suppliers to:

1 Avoid all situations where propriety or financial interests, or the opportunity for financial gain, could lead to
favored treatment for any organization or individual;

1 Avoid circumstances and conduct that create the appearance of impropriety, even if that conduct might
not constitute actual wrongdoing or a conflict of interest;

1 Avoid offering or providing any interest, financial or otherwise, direct or indirect, in the business of the
supplier or professional activity in which the supplier is involved with the officer or employee;

1 Avoid causing or influencing, or attempting to cause or influence any Commonwealth officer or employee
in his or her official capacity in any manner which might tend to impair the objectivity or independence of
judgment of that officer or employee;

1 Avoid offering any Commonwealth official or employee any gift, favor, service or other item of value under
circumstances from which it might be reasonably inferred that such, gift, service or other item of value
was given for the purpose of influencing therecipient in the discharge of his or her official duties;

1 Accept responsibility for representations made on behalf of their company by employees or agents;

1 Provide accurate and understandable pricing, schedules and terms and conditions;

I Treat competitors and employees of the Commonwealth with respect and professionalism, refraining
from making any disparaging comments or accusations;

T Sfgsbjolgspn!gspwjejoh!njtmfbejoh!jogpsnbujpo! ps!vog
or services.

5.3 Additional statutory prohibitions regarding contributions and gifts

The State and Local Government Conflict of Interests Act Y{irginia Code82.2-3100 et seq.) includes
comprehensive standards for conduct by government employees, includinglanguage that directly addresses the
solicitation and acceptance of gifts, grants and contracts by an agency at any time.All Commonwealth employees
engaging in procurement activities should be familiar with the terms of this Act.

5.3.1 Contributions and gifts prohibited during PPEA or PPTA approval process
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Conduct prohibited by law affects all procurements, bids and proposals under the Virginia Public Procurement Act,
Public-Private Transportation Act, or the PubliePrivate Education Facilities and Infrastructure Act.Appendix 5.31
sets forth each of these standards by eitherdirect quote or summary.

5.3.2 Return of gifts during procurement process
Gifts received by a Commonwealth governmental employee may be returned, and the employee will not be in
violation of the Code, if accomplished in accordance with the provisions ofVirginia Code§ 2.2-3103.2.

5.3.3 Contributions and gifts prohibited during procurement process

Pursuant to Virginia Code§ 2.2-4376.1, a supplier is prohibited from making contributions or giving gifts in excess

pg! %6 1 Gaovprhoy hisfpblidzal action committee, or the Governor's Secretaries, if the Secretary is responsible

to the Governor for an executive branch agency with jurisdiction over the matters at issue, during the period

between the submission of the bid and theaward of the public contractLJ! x i f sf ! ui f !l t ubufe! ps! fyc
public contract is $5 million or more.

Any supplier or person who knowingly violates this requirement is subject to a civil penalty. Ay person who

willfully violates this requirement and is convicted is guilty of a Class 1 misdemeanor. A convicted public employee
will have to forfeit his or her public employment and is subject to other fines or penalties provided by law.
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RGINIA Chapter gJFair and Open Competition —
AGENCY in IT Procurement

Chapter highlights

Purpose: This chapter includes procurement policies that ensure that IT procurement and
contracting practices in the Commonwealth are consistently executed in a manner that promotes
fair and open competition.

Key points:

o0 VITA is committed to fair and open competition through the implementation of
procurement policies and procedures that are transparent to agencies, suppliers and the
public.

o Fair and open competition creates and drives value, reduces costs, and enables greater
choices as increased supplier participation necessitates delivery of innovative solutions
and improved supplier performance.

Table of contents

6.0 Introduction

6.1 WlJUB!t ! dpngfujujpo!qgsjodjgmft
6.2 Promoting competition

6.3 Enabling competition

6.4 Aggregating or disaggregating IT procurements

6.5 When waiver of competition is necessary

6.6 Specific non-competitive actions prohibited by the Code of Virginia

6.0 Introduction

In alignment with the VPPA all Commonwealth IT procurements must be based on the principles of fair and

open competition, neutrality in contracting and the effective and efficient use of tax dollars. IT procurement

decisions should be neutral and geared toward seeking the highest quality IT goods andervices at the best

gsjdf -ltuivt!fotvsjoh!uibuluif!Dpnnpoxfbmui!jt!b!sftqgpot
the Commonwealth must be fair and open to ensure that all suppliers, including small businesses and small

businesses owned by women, minorities and servicedisabled veterans can compete for business on a level

playing field. VITA promulgates competitive market procurement policies and standards that drive IT value for
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the Commonwealth through sourcing IT goods and services from a range of suppliers and which encourage
tvggmj fst!lup!cf!joopwbuj wf!boe!jowftu!jo!uif!Dpnnpoxf bn
overcome barriers to competition.

Competitive pricing, product innovation and performance improvements are some of thebenefits that come
from fair and open procurement practices. Open procurement ensures that state government gets the best
value and maximizes taxpayer dollars. The VPPA reinforces the goal of fair and open competition

VITA is committed to fair and open competition through the implementation of IT procurement policies,
procedures and processes that are transparent to its IT suppliers and the public. All VITA IT procurement
professionals and those given delegated IT procuement authority from VITA should understand and accept
their accountability to the taxpayers. All IT suppliers should be provided the opportunity to do business with the
Commonwealth.

VITA will use and encourage the use of competition as much as possible to achieve maximum value for the
Dpnnpoxfbmui!t!JU! epmmbst/

6.1 WIUB!t!dpngfujujpol!qgsjodjgmft
The following principles facilitate fair and open competition and should be used in the sourcing of all VITA and
VITA-delegated IT procurements:

Promote full and open competition to the maximum extent practicable.

Allow acquisitions without competition only when authorized by law or policy.

Restrict competition only when necessary to satisfy a reasonable public requirement.

Provide clear, adequate and sufficiently definednformation about public needs to allow offerors to enter
the solicitation process on an equal footing.

Publicize requirements and provide timely access to solicitation documents (including amendments,
clarifications and changes to requirements) for all suppliers.
Solicitations should state the basis to be used for evaluating bids and proposals and for making the award,

Evaluate bids and proposals and make award(s) based on the criteria in the solicitation and applicable law

Enable transparency and public access to procurementinformation consistent with the protection of trade
secrets, proprietary or confidential source selection information and person privacy rights.

Ensure that all parties involved in the procurement process participate fairly, honestly and in good faith.

Recognize that adherence to the principles of competition is essential to themaintenance of the integrity of
the IT procurement process.

Promote the expansion of contracting opportunities for small businesses, including small businesses
owned by women, minorities, and servicedisabled veterans (SWaM), and micrebusinesses.

VITA operates on the premise that fair and open competition in IT procurement achieves the following
objectives for the Commonwealth:
1 Instills public and supplier confidence about the integrity and cost effectiveness of public sector
procurement.
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1 Maximizes the most economically beneficial outcome for the taxpayers ensuring that the procurement
process produces an optimal solution at a reasonable price.

1 Ensures that all IT suppliers desiring to conduct business with the Commonwealth are given a
reasonable opportunity to do so.

1 Guards against favoritism, fraud and collusion and allows qualified suppliers an opportunity to obtain
Commonwealth business.

1 Ensures that all solicitation documents reflect the requirements and desired outcome of the
Commonwealth and that all bidders and offerors are subject to equivalent terms, conditions and
requirements.

6.2 Promoting competition

To achieve maximum value for its IT dollars, the Commonwealth needs a sufficient number of strategic
suppliers to ensure competition. Procurement officials should attempt to understand the marketplace to identify
and promote the involvement of the maximum number of eligible suppliers to promote maximum competition.
Knowledge of the marketplace also helps identify and minimize any barriers to participation that suppliers may
face. The greater the number of suppliers participating in the IT procurement procesl the greater the
competition. Agency requests for assistance in obtaining sourcing information may be sent to:
scminfo@vita.virginia.gov.

6.3 Enabling competition
VITA utilizes the following guidelines to promote competition and increase the number of participating suppliers
Xjmmjoh!up!dpnqgfuf!gps!uif!Dpnnpoxfbmui!t!JU!Itqgfoe;

1 Requesting source information from VITA SCM atscminfo@vita.virginia.gov and conducting a search
of VITA statewide contracts at: https://vita.cobblestonesystems.com/public/

1 Requesting source information about DSBSDBcertified suppliers through eVA

1 Consulting with suppliers during the procurement planning stage tounderstand the range of services
and options available in the market and to learn of projects that have already been successfully
delivered.

9 Issuing a Request for Information (RFI) when little market information exists or when unsure of what
exactly is being procured but knowing the business objectives that need to be met.

1 Publicizing long-term IT project and expenditure plans and listening to feedback from suppliers on
potential constraints.

91 Staggering, rather than delaying, work (or phases of daechnology project) where IT suppliers may face
delivery or capacity constraintsin order to remove performance barriers for overloaded suppliers who
want to participate.

1 Developing solicitations that are designed toprovide a solution to an IT need andresult performance-
based contracts where agency/project objectives are met, rather than those where detailed howto
requirements are provided.Such an approachpromotes supplier innovation and limits constraints or
barriers to suppliers.

1 Recruiting DSBSEcertified small businesses, including small businesses owned by women, minorities,
and service-disabled veterans (SWaM), and micro businesses, to compete for state contracting
opportunities.

1 Providing feedback to suppliers on their past performance, including why they were not selected for a
particular award and what they need to do to increase their chances of future success.
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T Btljoh!gps!pckfdujwflgffecbdl!gspn!tvgqgmjfst!pol!uif
from this feedback.

6.4 Aggregating or disaggregating IT procurements

Aggregating or disaggregating IT procurements can provide benefits and maximize competition in a number of
different ways. Aggregation of business requirements occurs when multiple public bodies combine their
individual requirements to procure common goods and services to achieve increased buying power and value.

Disaggregating IT procurements can benefit smaller or specialist suppliers by allowing them to participate in
only a portion of the solicitation when they might not otherwise be able to compete. Disaggregation can be used
to motivate suppliers into participating in future solicitation opportunities by linking their past or current
contractual performance to opportunities for future awards.

6.5 When waiver of competition is necessary
Competition may be waived only in certain circumstances and only when deemed to be in the best interest of
the Commonwealth as specified below:

1 When competition is not practical for an IT purchase. The procurement request, along with the
justification, must be signed by the agency head or designee and sent to VITA for review and approval
prior to the agency taking any further action.

1 When a needed product is only available from one source. For additional information refer t€hapter 16
of this manual, Sole Source Procurement Method.

1 When standardization or compatibility is the overriding consideration. Proprietary procurements are
uiptfl!jol!xijdiltuifsfljt!pomz!pof!tpmvujpo! bwbj mbc mf
suppliers may be able to provide the IT goods and/or servies required for the solution. Competition
may or may not be available for proprietary procurements; therefore, the sole source process does not
always apply to these procurements.

1 When the amount of the purchase is too small (less than $10,000) to justify the issuance of a
solicitation or where a purchase is being made and a satisfactory price is available from an existing
contract.

1 Competition is waived for purchases less than $10,000 as they are seaside for small businesses
including micro-businesses. In addition, purchases less than $100,000 are set aside for small
businesses including small businesses owned by women, minorities and servicedisabled veterans.

1 When an emergency procurement is needed to remedy a situation to protect the health, welfare or
tbgfuz! pg!uif!Dpnnpoxfbmui!!djuj{fot!boeluifsfl!ljt!o
competition should be sought to the maximum degree possible. K gf s! up! WJUB! t ! JU! Fnf s
Procurement Policy, located on our website &: https://www.vita.virginia.gov/procurement/policies --
procedures/procurement-policies/ for further information.

1  When purchases from joint and cooperative contracts available through the federal government; other
states, their agencies; and public bodies are available and such purchase has been pagpproved by the
DJP/ ! Sf gf I3 Pracprém&idt: Udint eind Cooperative Procurement Policy, located on our website
at: https://www.vita.virginia.gov/procurement/policies --procedures/procurement-policies/.
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1 When purchases are under $50,000 and foused materials and equipment, if the purchase is pre
bggspwfelcz!uif!Dpnnpoxfbmui!t! DJP/

1 When procurements are made from competitively procured VITA statewide IT contracts. These
contracts have been through the competitive procurement process. Purchases from these contracts are
allowed in any amount without further competition being required.

6.6 Specific non-competitive actions prohibited by the Code of Virginia

Discrimination against any bidder or offeror because ofrace, religion, color, sex, national origin, age, disability,

sexual orientation, gender identity or expression, political affiliation, or status as a service disabled veteran or

any other basis prohibited by state law relating to discrimination in employnent is strictly prohibited by Virginia

Code § 2.2-4310, which also encourages the inclusion of DSBSD certified small, womerowned, minority-owned,
service-disabled veteranp x of e! cvtjofttft-!ps!njdspl!cvtjofttft!joluif
opportunities. Public bodies shall not discriminate against faith-based organizations, in accordance with Virginia

Code § 2.2-4343.1. These prohibitions against discriminatory procurement practices and barriers to

procurement participation are designed to encourage all suppliers interested in doing business with the

Commonwealth to do so freely.
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goals while procuring IT.
Key points:

1 Executive Order 35 (2019) establishes a goal that the Commonwealth shouldxceed its
target goal of 42% of its purchases from small businesses including small businesses
owned by women, minorities, servicedisabled veterans and micro- businesses.

T Boz!fyfdvuj wf! csbodi 254810 ofthe Code oh\firginmtor! v o e
participation by small businesses shall include within the goals a minimum of 3%
participation by service disabled veteran businesses as defined in 8§ 2.2001 and 2.2
4310 when contracting for goods and services.

Executive Order 77 (2021) sets a statewide goal to reduce plastic pollution and eliminate the need

for new solid waste disposal facilities in Virginia.

1 VITA has developed procurement policies and guidelines designed to encourage eligible
contract users and state agencies to procure IT products and services which help to
minimize the environmental impact from the use and disposal of those products.
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7.2 Green Procurement

7.2.1 Overview

7.2.2 Petitioning for less toxic goods or products

7.2.3 Procurement of recycled goods and products

7.2.4 Agency guidelines

7.3 Preferences

7.4 Executive Order 47p Expanding opportunities for Virginians with Disabilities

7.0 Introduction
Using the considerable procurement leverage of the Commonwealth, VITA is committed to achieving the
following socio-economic goals, as appropriate to the procurement:
1 Encouragingthe participation of a more diverse supplier base of small businesses,
including small businesses owned by women, minorities, and servicedisabled veterans in
IT procurement transactions, as well asmicro-businesses.
f Promoting the procurement of energy-saving and environmentallyfriendly IT products.
1 Substantially increasing the procurement of recycledcontent/products, including the procurement of
energy- and water-efficient products,
1 LWMfdz! fybngmf L)} up! sf evdf ! g mlihtough tihe efinpnatioivofithebayindoe ! t pmj e !
selling, or distribution of non-medical single use plastic and expanded polystyrene objects.

7.1 Smallbusinesses,including small businesses owned by women, minorities
and service-disabled veterans and micro -businesses

711 Overview

In conjunction with its objective to provide world class IT goods and services VITA is committed to increasing

procurement opportunities for small businesses, including small businesses owned by women, minority- and

service-disabled veteran-owned businesses and micro-businesses. These small businesses can often provide

innovative IT goods and services not readily available through larger corporations while fostering opportunities

for small business growth. In line with these efforts, VITA is committed to enabling a minimum of three percent

(3%) participation by servicedisabled veteran businesses as defined inVirginia Code88§ 2.2-2000.1 and 2.24310

xi foldpousbdujoh! gps! hppet!boe!tfswjdft!cz! WIUB! boe!cz!f
efforts to encourage small business participation, refer to Appendix 7.1. Small, small women-, minority- and

service disabled veteranowned businesses are defined inVirginia Code§ 2.2-4310(E); micro-businesses are

defined in Executive Order 35 (2019)

7.1.2 Requiredagencysmall business plans

Each executive branch agency and institution of the Commonwealth shall prepare and adopt an annual raceand
gender-neutral small business plan that specifies its small business goals for procurement.

Each agency is responsible for submitting an annual Small, WomarOwned and Minority- Owned (SWaM)
cvtjoftt!gmbo!up!uif!Efgbsunfou! pg! Tnbmm! Cvtjoftt! boel! T\
cabinet secretary by September 1 of each year. Bch plan shall include the annual designation of a SWaM

Champion to ensure nondiscrimination in the solicitation and awarding of contracts.

Agencies which have been delegated procurement authority by VITA to conduct IT procurements shall establish
internal procedures consistent with the provisions of the VPPA Executive Order 35 (2019and DSBSD
requirements to facilitate the participation of small businesses in IT procurement transactions. Such IT
procurement procedures shall be in writing, comply withlaw and actions required by the Governor, and include
specific plans to achieve goals established therein.
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7.1.3 Removalof barriers

All IT solicitations issued by VITA will be reviewedo identify and remove, when possible, any potential barriers or

limitations to participation by small businesses prior to postingineVA ! Jo! beej uj po-!WJUB!t! boo
beesftt! WiIUB!t!pohpjoh!buufnqut!up!fotvsf!uibu!bmm! cbss]j
in IT procurement opportunities have been removed. Agencies operating under delegated authoritghould also

review their solicitations to ensure removal of any pasible barriers or limitations to small business participation.

7.14 Orderingagainst optional use and mandatory use statewide contracts

Set asides for small businesses (including set asides formicro-businesses) do not apply when ordering from a
previously competitively procured mandatory use or optional use statewide IT contract established by VITA.

7.15 Set-asides for small businesses
The goal of the Commonwealth is that 42 percent or more ofits discretionary spend be made from small
businesses. Small businesses include, but are not limited to, DSBSIzertified micro-businesses, and women
minority- and service-disabled veteranowned small businesses.

Tfu!btjeft!boel!tnbmm!gvsdibtf!sfrvjsfnfouwmt! bsf! beesfttfe
https://www.vita.virginia.gov/procurement/policies -{procedures/procurement-policies/ ,and more information
may be found in Appendix 7.1.50f this manual.

7.1.6 Award to other than the lowest price bidder or highestranking offer or over $100,000

All potential awards to other than the lowest price bidder orhighest-ranking offeror must be approved in writing
by WJ U BCM Directoror their designee before issuance of such award.

7.1.7 Small business enhancementprogram
Virginia Code§ 2.2-4310(C) provides that any enhancement or remedial measure authorized by the Governor for
state public bodies may allow for small businesses certified by DSBSD or a subcategory of small businesses
established as a part of the enhancement program to have a price préerence over noncertified businesses
competing for the same contract award, provided that the certified small business or the business in such
subcategory of small businesses does not exceed the low bid by more than five percent.

7.1.8 Solicitation sizing to encourage small businessparticipation
Agencies shall work to identify solicitations that may incentivize bundling and analyze those procurements to
gauge their impact on small business suppliers. Agencies and institutions should work to facilitate participation
by small businesses, as well asmicro-businesses, through appropriate contract sizing including the use of small
business partnering opportunities and the use of small businesses assubcontractors. When appropriate,
agencies and institutions may divide potential IT acquisitions into reasonably small lots or packages to permit
offers on quantities or services less than the total requirement or project so that more than one smallbusiness
may provide the needed IT goods or services.

Delivery schedules should be realistic to encourage small business participation, and solicitations should be
worded to encourage prime contractors, when appropriate, to subcontract with small businesses.

Beejujpobmmz-!b!lgvecmjd!cpez! nbz!jodmvef!blqgspgptfs!t!fnec
evaluating the submitted proposal. SeeChapter 24 for further guidance on evaluating proposals.

7.1.9 Consultation with the Department of Small Businessand Supplier Diversity (DSBSD)
Each contracting agency, in consultation with DSBSD and VITA where practical, shall seek to identify those
purchases in which contract sizing may influence the availability of purchasing opportunities to micro
businesses or small business suppliers (a "sizerelated contract").

Where these purchases are identified, the agency shall determine whether there are a number of small
businesses capable of meeting the purchasing requirements. If the agency identifies no DSBSPertified small
businesses capable of performing the contract requirements, then the agency shall consult with DSBSD to help
identify available suppliers unless contract timing issues require the agency or institution to complete the

Page 29 of 247


https://www.vita.virginia.gov/procurement/policies--procedures/procurement-policies/

contract process before DSBSD input can be obtained. For any sizaelated contract for which the agency
determines that contract timing issues require contract award without identifying any small business suppliers or
consultation with DSBSD, the agency nay consult with DSBSD promptly after award of the contract to develop
potential small business suppliers for the next similar procurement. Agencies shall work together with DSBSD
and the Department of Business Assistance (DBA) to seek to increase the numheof DSBSD certified IT small
businesses that are available to do business with the Commonwealth.

Additionally, VITA and other executive branch agencies shall strive to develop procurements and collaborate with
DSBSD to locate available small businesses owned servicelisabled veteran businesses to encourage their
participation in order to meet the target of at least 3% participation by such service disabled veteran businesses

7.1.10 Establishing mandatory use statewide contracts

In the event VITA awards a statewide contract for IT goods or services to a qualified DSBSPertified small

business, VITA may, at its discretion, make the use of such contract mandatory for agencies and institutions of

higher education, except those explicitly exempted by the Code of Virginia Mandatory contracts are designated
bt!tvdi!jol!luif!bduvbm!dpousbdu!epdvnfou-!xijdi!nbz!cf! bc
https://vita.cobblestonesystems.com/public/

7.1.11 Prime contractor requirements

VITA solicitations for contracts, regardless of amount, have contractual language thatrequires the prime
contractor who receives the contract awardinclude reports on the following information throughout the term of
the contract:

1 Monthly Reportof Salesand SupplierProcurement and Subcontracting Report showing (1) a monthly
report of all sales for which the prime contractor has received full and complete payment for under
each contract; and (2) a report of monthly subcontracting spend for all subcontractors who provide
direct performance for the prime contractor under each contract. -

1 Supplier Procurement and Subcontracting Plan: All prime contractors are required toinclude a
Supplier Procurement and Subcontracting Plan intheir proposals setting forth anticipated
subcontractor spend percentages with SWaM businesses Subsequent monthly reports are required
towf sjgz! ui f! g scpmplahcd pith iissSbpglierPdutement and Subcontracting Plan,
and explain any variances of greater than 20% between the plan and actual subcontractor spend.

A copy of the Supplier Procurement and Subcontracting Planformj t ! bwbj mbecmf ! voef sl ui f! Qp mj
Policy for Enhancing Opportunities for Small, Womerand Minority-P x o f e! Cvt @atof t t f t LJ
https://www.vita.virginia.gov/procurement/policies --procedures/procurement-policies/

7112 W3 UB! t ! Tusbufhjd! gmbo! polejwfstjuz-!frvjuz-!boeljodmvtijr
The CIO will establishand maintain a comprehensive strategic planand report on that plan,pursuant to Virginia
Code § 2.2602(B) and in coordination with Governor's Office personnel.

The strategic plan will include best practices that:(i) proactively address potential barriers to equal employment
opportunities pursuant to federal and state equal employment opportunity laws; (ii) foster pay equity pursuant to
federal and state equal pay laws; (iiijladdress hiring, promotion, retention, succession planning, and agency
leadership opportunities; and (iv) promote employee engagement and inclusivity in the workplace.

7.2 Greenprocurement

7.2.1 Overview

VITA and the Commonwealth are committed to encouraging the procurement of IT goods and services which
use fewer resources,including energy, to decrease pollution and energy costs. Such IT goods must also meet all
price and performance requirements of the Commonwealth. VITA has developed procurement guidelines
designed to encourage state agencies and institutions to procure ITproducts and services which help to
minimize the environmental impact from the use and disposal of those products.
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IT products are an important focus of environmentally-friendly purchasing activities their high prominence in the
waste stream, their numerous hazardous chemical components and their significant energy use. More details
bcpvu! WIUB! t! hsf f tivesqre Iptéd/irsApperfdin 12 Tihe dvefratl energy costs, as well as the
environmentally friendly disposal costs, for IT equipment may be considered in overall lifecycle costs.

7.2.2 Petitioning for less toxic goods or products

Any supplier, who manufactures, sells or supplies IT goods or services may petition VITA to include requirements
for less toxic goods and services into its procurement process. The supplier shall submit, prior to or during the
procurement process, documentation which establishes that the IT goods or services being offered meet the
applicable performance standards. If VITA determines that the documentation establishes that the less toxic
products meet or exceed the performance standards set forth in the appicable specifications, VITA shall
incorporate the specifications for the less toxic goods and products into its procurement process. Agencies
procuring IT goods and services under their delegated procurement authority are instructed to revise their
procedures and specifications on a continuing basis to encourage the use of less toxic goods and products;
however, agencies are not required to purchase, test or evaluate any particular good or product other than those
that would be purchased under regular purchasing procedures. Code of Virginig § 2.2-4314).

7.2.3 Procurement of recycled goods and products

VITA and the Commonwealth are committed to the reduction of energy useand waste products through the use
of recycled materials. Agencies are encouraged to promote the procurement and use of recycled goodsind
agencies shall, to the greatest extent possible, adhere to any recycled products procurement guidelines
established by VITA Code of Virginig § 2.2-4323(C)).

7.2.4 Agency guidelines

Pursuant to Virginia Code§ 2.2-4328.1, if an agency receives two or more bids in response to an IFB for IT goods

gspn! pggfspst!uibu!bsf! Fofshz! Tubs! Dfsujgjfe-!Inffuluif!(
efficiency requirements, appear on the FEMP Low Standby Power Productikt, or are WaterSense Certified, the

agency may only select among those offerors.

VITA has developed the following guidelines to assist IT procurement professionals in identifying IT suppliers
and IT goods and services which have demonstrated product improvement on key environmental attributes and
initiatives. Nothing in these guidelines shall be construed as requiring the Commonwealth, VITA or any executive
branch agency or institution or supplier to procure IT products or services that do not perform adequately for
their intended use or are not available at a reasonable, competitive fice in a reasonable period of time:

Attribute ‘ Guideline

Nbovgbduvsf s! dZ Thiscan be accomplished through a lease or a contractual provision
equipment whereby the seller agrees to be responsible for taking back the products
and providing for appropriate re-use or recycling when the buyer nolonger
needs the product. Many manufacturers have trade-in or buy-back
programs. Use of such programs is permissible when donein compliance
xjui!wWiuB!t!ebub!sfnpwbm!tuboebset
https://www.vita.virginia.gov/it -governance/itrm -policies- standards/.

Reduction of toxic IT good manufacturers must demonstrate they are complying with the
components Fvspgf bo! Voj pRekttictior ¢pf bldzatdoys Bdbstances

p which requires the phase out of lead, mercury, hexavalent chromium,
cadmium and certain brominated flame retardants (PBBs and PBDES).

Increased recycled content Purchasing consideration should be given to IT products that use recycled
content and products that can easily be recycled.
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IT suppliers should beencouraged to use reduced and/or recycled
packaging for shipping, to minimize quantity and weight of nonrecyclable
packaging and to produce user manuals that are easily recyclable.

Reduced packaging

Shelf life and supportability IT goods should be evaluated onupgradeability and longevity to avoid
short replacement cycles and reduce waste.

IT suppliers should be encouraged to produce equipment that meets

Energy Star specifications including:

1 Offer equipment which meets the current U.S.Environmental
Qspufduj po!Bhfodz!t!boe! Efgbsunf
guidelines.

Energy efficiency 1 Equipment shall be configured so it automatically enters a low power
mode after a period of inactivity. When equipment in a low power
mode is used again, it automatically returns to activemode.

1 Computers shall be shipped with power management featureenabled.
1 Provide integrated computer systems, where the CPU and monitor will
together enter a low-power mode of no more than 45 watts after a

specified period of inactivity.

1 Deliver all products configured for automatic energy-saving features
per current Energy Star specifications

1 (Required only for IFB and competitive sealed bidding procurement
methods): Meet energy and water-efficiency criteria established in

§2.2-4328.1)
Clean manufacturing Identify and encourage IT suppliers who minimize the use of toxic and
Practices hazardous components in their manufacturing and production processes.

Design for reuse and recycling | Identify and reward suppliers of ITproducts that use recycled content and
produce goods that can easily be recycled.

7.3 Preferences

The Virginia General Assembly has enacted statutory preferences for Virginia products with recycled content, for
Virginia firms in the case of a tie bid with a nonstate firm, for recycled paper and paper products used by state
agencies and for local produds and firms. There are other statutory preferences outlined inVirginia Code82.2-
4324; however, they are not directly related to the procurement of IT goods and services. These preferences are
to be used by agencies and institutions in solicitations andcontract awards, when appropriate.

7.4 Expanding Opportunities for Virginians with Disabilities

Federal andstate law and executive actionss f bggj sn! boe! fygboe! vgpo! ui f! Dpnnpox
increased inclusion of, and expansion of opportunities for, individuals with disabilities. This includes ensuring that
ui f!' Dpnnpoxfbmui!t!xfctjuft! bsf !dsdbibtiess mz! bddfttjcmf!lup!jc

VITA supports such efforts and continues to work with other state agencies to improve the accessibility of the
Dpnnpoxfbmuit!t!xfctjuft!gps! W shjojbot! xjui'!ejtbcjmjujft
advancement of opportunities for disabled Virginians by expanding and improvng upon accessibility of the

Commonwealth websites.
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RGINIA Chapter 8 Describing the Need:
AGENCY Specifications and Requirements

1

Chapter highlights
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requirements for the procurement of IT goods and services.
Key points:

By their nature, specifications set limits and thereby eliminate or restrict items that are outside
the boundaries drawn. Technology specifications should be written to encourage, not
discourage, competition consistent with seeking overall economy for thepurpose and
technology solution intended.

Specifications constitute the heart of a contract document that will govern the supplier of
required goods or services in the performance of the contract as well as the basis for judging
compliance.

Fixing a requirement error after delivery can cost up to 100 times the cost of fixing the
implementation error.

Ui flgspdvsfnfoul sfrvjsfnfout!bsfluifl!gpvoe
and statement of work.
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8.0 Introduction

The IT procurement process includes all activities from planning, preparation of requirements and processing of
a requisition, solicitation, evaluation, award and contract formation, to receipt and acceptance of delivery,
payment, inventory tracking and goods and services disposition. Regardless of whether the technologproduct
or service required is processed by the agency under its delegated authority, purchased off a statewide contract
or sent to VITA for procurement, the workflow is essentially the same.

Two preliminary and critical steps that need to be completed when preparing for any technology acquisition:

1 Identify the technology business need and the type of technology product or service that will best fulfill the
technology need. Identify a technology solution, not a specific product, which would meet that technology
need. Keeping in mind cost containment,what is the product or service that best fulfills the job
requirements? This may require that the agency purchasing personnel or VITA personnel meet with end
user(s) to identify needs, craft requirements and propose technologysolutions.

1 Develop requirements and/or specifications that reflect the business objectives and describe the
characteristics of the technology product, service or solution being sought. Consideration should be given
to suitability and to overall cost effectiveness inaddition to acceptability and initial price. Technology
specifications should be written to encourage competition consistent with seeking overall economy for
the purpose and technology solution intended. The goal is to invite maximum reasonable competition
while procuring the best technology solution fortheDpnnpoxf bmui /! Gps! npsf ! jogpsnbuj
Technology Sourcing Process, please contactscminfo@vita.virginia.gov.

8.1 Information technology specifications

An IT specification is a description of a technology product or service a customer seeks to procure and is also a
description of what a supplier must be prepared to offer to be considered for an award. Specifications describe
the technical requirements for a material, product, or service and include the criteria for determining whether
these requirements are met. A specification may describe the performance parameters which a supplier has to
meet, or it may provide a complete design disclosure of the work or jolto be done.

Specifications provide the basis for judging whether or not the supplier has met the requirements in the
solicitation. The nature of the technology good or service being procured will determine whether specifications
will be long or short and what descriptive format should be used. Most specifications contain a description of
the requirements and quality assurance provisions and will thoroughly define the minimum requirements of the
needed technology.

Specifications are the only way to obtain the IT goods or services required. Specifications constitute the heart of
a contract document that will govern the supplier of required goods or services in the performance of the
contract as become the basis for judging compliance. Good specifications promote full and unrestricted
competition through setting forth actual, minimum requirements as opposed to desires. Specifications should
also contain quality assurance provisions which provide a means of determiningthat the supplier has met the
contractual requirements. Specifications should be clear and precise. If requirements are ambiguous or leave
room for interpretation, suppliers are entitled to make interpretations that work to their own advantage. A good
specification should:

Be based on thebusiness need.

Emphasize performance rather thandesign.

Opu!sfrvjsflgfbuvsft!opu! of fefeubsegps!uifl!lqgspevdu! ps!tp
Identify the essential characteristics of the desired product orsolution.

Not be written by a bidder/offeror or prepared with the assistance of a potentialbidder/offeror.

Leverage commercial, offthe-shelf products.

=A =2 =4 A4 -4 =4
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Avoid requirements that favor a particularvendor.
Allow for competition to the maximum extent possible.
Be quantifiable rather thanqualitative.

Be verifiable.

=A =4 =4 =4 =4

Not overstate quality, but plainly define performance expectations and needs for the intended business

purpose.

T Bwpjeluifl!lvtf!pg!xpset!tvdi!bt!dinvtulLd ps! dzzi bmmL) bt! u
supplier with a new and innovativesolution.

8.2 Characteristics of effective IT specifications
Effective IT specifications will be written with certain characteristics that include:

1 Simple: Avoid unnecessary detail, but be complete enough to ensure that requirements will satisfy
their intended purpose.

1 Clear. Use terminology that is understandable to the agency and suppliers. Avoid legalese type
language and jargon whenever possible. Include definitions of terms where needed to mitigate
conflicting interpretations and to align with Commonwealth and/or agency-specific technology terms
and definitions.

1 Informative: Ef t dsj cf ! ui f! bhfodz!t!eftjsfeltubuf! gmwud ui f! JU!
any technical/functional needs/restrictions, workflows or data flows, interface with other
applications/systems and architecture for legacy systems, platforms, operating systems that must align
XxXjui!Dpnnpoxfbmui!ps!uif!bhfodz!t! pwfsbmm!JU!tusbuf hz

1 Accurate: Use units of measure or performance compatible with industry standards. All quantities and
packing, delivery and acceptance requirements should be clearly identified. Include all required state,
federal and/or national technical, professional, industry gandards, specifications and certifications, as
needed.

1 FElexible: Avoid inflexible specifications which prevent the acceptance of a proposal that coulcbffer
greater performance for fewer dollars. Use approximate values such as dimensions, weight, speed, etc.
(whenever possible) if they will satisfy theintended purpose. If approximate dimensions are used, it
should be within a 10% rule of thumb unless otherwise stated in the solicitation document.

In order to promote fair and open competition among all suppliers and to motivate offerors to prepare creative
and innovative proposals, specifications should be written asopenly as possible. IT business owners and
agencies should avoid writing restrictive requirements/specifications by:

91 Including only essential requirements of the IT product, service or solutiomeeded.
1 Avoiding restrictive or impractical requirements such as those that are nonessential oobsolete.

9 Carefully check product delivery or project schedule requirements to ensure the turnaround time from
tvggmj fstt!sfdfjqu!pg! psefsl!lmpngdpngmfuj po!jt!opu!upp!

91 Defining requirements to promote and encourage suppliers to propose standard, commercially
available products, solutions or services wherepossible.

1 Not specifying a particular brand name, product or feature that ispeculiar to one manufacturer, except
for reference purposes.

1 Not dictating detailed design solutions prematurely.

1 Allowing sufficient time for suppliers to review the technology need, consider the requirements, and
prepare and submit aproposal.

One of the first considerations in preparing specifications should be determining what type of specifications will

best describe the technology needed. There are certain types of specificationsstandard, design, performance,
or brand.
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8.3 Standard specifications

Standard specifications are those that are used for most purchases. In order to develop standard specifications,
an agency may examine the characteristics and needs for products, solutions or services of similar end usage
and develop a single specificationthat will satisfy the need for most purchases. Standard specifications are
created for the express purpose of establishing performance and quality levels. Standard specifications may be
particularly useful for commonly used items. Standard specifications may also reduce the variety of items being
purchased, thus facilitating the consolidation of requirements into larger volume bids. Standard specifications
eliminate duplicative specification writing.

8.4 Design specifications

Design specifications set the requirements for the product or solution being purchased by detailing the desired

characteristics in definitive terms. Design specifications may also include the dimensions, tolerances and

specific manufacturing processes.Up! gvmmz ! eftdsjcfluif! bhfodz!t!offe-!eftj'l
lengthy, however,care must be taken to ensure that design specifications are not written so tightly that they

unfairly preclude other suppliers from offering their supplies or services.

Design specifications are not conducive to procuring commercial off-the-shelf products and the specifications
are not tailored to the commercial market place. Design specifications, may, as a result of being ovespecific,
unnecessarily limit the competition for a particular product, solution or service.

8.5 Performance specifications

Performance specifications are more widely used and more flexible than design or standard specifications.
Performance specifications describe the needed or desired capabilities of the productsolution, services and/or
supplier, or performance requirements for deliverables. Performance specifications provide a description and
purpose of the IT product or service needed but only include minimal functional specifications, usually including
only those functions which correlate specifically with identified agency or Commonwealth business needs.
Performance specifications should be compatible with existing equipment and should contain a description of
the existing equipment along with any upgrade requrements or future needs.

Performance specifications do not describe the best available item on the market but describe exactly what the
agency needs to meet its business objectives.These specifications should state what the needed product or
solution is to do without setting out specific technical detail. Performance specifications can include
requirements for output, capacity, dimensional limitations, maneuverability, degree of tatrance or accuracy and
other needs. If the performance specifications are restrictive, the solicitaton should be specific as to why the
restrictive requirements are necessary for the particular business need. If maintenance is a requirement, the
specifications should include what maintenance arrangement would be most acceptable to the agency for the
items being purchased.

Performance specifications throw the responsibility for a satisfactory IT product, solution or service back to the
supplier. Because performance specifications are results and use- oriented, the supplier is left with the decision
of which product, solutioo ! boeOps! tfswjdf! xpvme!lcf!nptu!tvjubcmf! gps! ui

8.6 Brand namespecifications

Brand name specifications are the most restrictive type of specification. Brand specifications should only be
used when there isonly one brand acceptable to meet a specific need. When it is determined to be impractical
to develop a generic specification, a brand name may be referenced to convey the general style, type, character
and quality of the article desired. Unless otherwise prowied in the solicitation the name of a certain brand, make
or manufacturer does not restrict potential suppliers to the specific brand or manufacturer named. In addition, a
brand specification may be available from more than one source and should be competed. Any agency which is
brand-specific in its IT needs should be mindful that any rejection of similar, but not brandspecific, products
should be based solely on an equitable evaluation of comparable products and their failure to meet a specific
stated need.

If a brand specification is used, it should include the common generic identification of the IT product, the make,
the model or catalog number and the name and address of the manufacturer as well as an itemization of the
salient characteristics, performance or other criteria that are required of the brand name IT product. A brand
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specification should only be used to purchase a standard IT product for which a complete definition is
jngsbdujdbm/!'Vtflpg!b!csboe!obnf!tqgqfdjgjdbujpo!dbo!gspnpu
brand in the marketplace. Brand name or equivéent specifications shall seek to designate three, or as many

different brands as are practicable, as "or equivalent” references and shall further state that substantially

equivalent products to those designated may be considered for award.

A brand name proprietary specification restricts the acceptable IT products to those of one or more specified
manufacturers. It is appropriate to use a proprietary specification when the desired product must be compatible
with or is an integral component of existing equipment or products, or where prequalification of products is
necessary to support specific needs of a program; is covered by a patent or copyright; must yield absolute
continuity of results; or is one with which an agency has had extensive wining and experience, and the use of
any other similar piece of equipment would require considerable reorientation and training. Every effort should
be made in the solicitation process to obtain full competition among value-added resellers or distributorswhich
dbssz!uif!lnbovgbduvsfs!t!JU! gspevdul/

A written determination for the use of a proprietary specification must be made in advance of the procurement
and be included in the procurement file.

8.6.1 When to use brandname or equivalentspecifications
Brand name or equivalent specifications may be used when the IT purchasing professional or business owner
determines that:

1 No other design, performance, or qualified productlist is available;

1 Time does not permit the preparation of another form of purchase description, not including a brand
name specification;

1 The nature of the product or the nature of the requirements makes use of a brand name or equivalent
specification suitable for the procurement; or

T VvVif!lpg!b!csboe! obnfl!ps!frvjwbmfou! tigidredtj gj dbuj po!jt!jo

8.6.2 Required characteristicsof brand name specifications

Unless the IT purchasing professional or technologybusiness owner determines that the essential
characteristics of the brand name included in the specifications are commonly known in the industry or trade,
the brand name or equivalent specifications shall include a description of the particular design, funtional, or
performance characteristics required.

8.6.3 Nonrestrictive use of brand name or equivalentspecifications

Where a brand name or equivalent specification is used in a solicitation, the solicitation shall contain
explanatory language that the use of a brand name is for the purpose of describing the standard of quality,
performance, and characteristics desired ard is not intended to limit or restrict competition.

8.6.4 Determination of equivalents

Any prospective supplier may apply in writing for apre-bid/proposal determination of brand name equivalence
by the agency purchasing professional who is assigned to the procurement. If sufficient information is provided
by the prospective suppliers, the agency purchasing professional may determine, in wrihg and prior to the bid
or proposal opening time, that the proposed product would be equivalent to the brand name used in the
solicitation. Any IT product which the Commonwealth, in its sole discretion, determines to be the equal of that
specified shall be accepted.

8.6.5 Specifications of equivalents required for bid/proposal submittal

Suppliers proposing equivalent products must include in their bid/proposal submittal the manufacturer's
specifications for those products. Brand names and model numbers are used for identification and reference
purposes only.

8.7 Qualified products/suppliers specifications and lists
It is sometimes necessary to prequalify products or suppliers and only solicit those who have been prequalified.
Jo!tvdildbtft-!b!mjtu!jt!nbjoubjofel!pg!tqfdjgjd!gspevdut!

Page 37 of 247



Tvggmj fs! MjtulLd ps! dZRTMLI ! xi jdi!libwflcffolfwbmvbufel!l boel! ef
minimum acceptable levels of quality or performance (Code of Virginig § 2.2-4317). This qualification is

performed in advance of any particular IT procurement. By having a prequalification procedure, the time in the

purchase cycle for specification development and testing can be reduced. The qualification requirements for

supplier or product prequalification must be established and potential supplies advised by letter and/or public

posting sufficiently in advance of the anticipated procurement to allow for evaluation and qualification of

potential suppliers and/or products. A supplier whose product or service has been determined not qualified will

be advised in writing. Solicitations may be sent to only those suppliers determined to be qualified.

B! RQM! ps! RTM! gspwj eft!bo! bewbodf!efufsnjobujpo!bt!up!xijd
requirements. A QPL identifies various brands that have met specific criteria. Bidding may be limited to those

suppliers whose products are on the lig. Awards then may be made to IT products on the QPL. A supplier who

submits a bid/proposal for a non-QPL product when a QPL product is required is deemed nonresponsive.

There are many benefits in developing a QPL. Once a QPL is established, the solicitation may be used for

submission of samples or products to be examined for initial inclusion on the list. Specifications should state

the criteria that will be used to evalwate the IT products offered and should describe all requirements necessary
gps!'tvggmjfs!t!lqgspevdut!up!rvbmjgz!gps!uif!mjtu/!B!l!tqgqfdjg
known interested bidders. Communication with interested suppliers when developing specifications and

requirements may be very helpful. Potential suppliers may provide useful feedback on the feasibility of a

particular requirement or specification, including performance requirements, statements of work and data

requirements.

8.8 Analyzing and planning the IT procurement
Opsnbmmz-!uif!bhfodz!t!cvtjoftt!pxofs!)j/f/-1gspkfdu! nbob
will prepare the requirements definition, but procurement officials will want to ensure that the requirements have

been wellplanned and are adequde to define the procurement details in the scope statement and statement of
xpsl!)ysfgfs!lup!dibqufs!23-!Tubufnfout!pg! Xpsl!gps!JU! Qspd
of work will reflect the results of the requirements definition, analsis and planning. Below is a table that offers

various high-level questions that a project team may need to consider when identifying and planning the
gspkfdu!t!sfrvjsfnfout/!TUiflubcmf!cfmpx! gspwj aMJtUBB!ItHf of sj
technology program directives may be found at the following website:https://www.vita.virginia.gov/policy --
governance/project-management/project -management-templates-tools/ .

Xi bul bsf !l uif! dpetermine the highlevel goals of the procurement including alltechnical,
objectives/ goals? functional, performance, performance or servicelevel expectations,
schedule, user and customer audience objectives. Include services,
hardware, software and licensing requirements. Consider modular or
phased projects to accommodate your schedule/budget. Discuss long-
term goals or life expectancy of the system/project.

Xi bu! bsf ! ui f ! gDetermine the mid-and lower-level objectives for technical, functional,
secondary objectives/ goals? |performance, performance or service-level expectations, schedule, user
and customer audience elements of the procurement. Include services,
hardware, software and licensing requirements.

hat does the project need |Be honest in evaluating all unnecessary elements in this procurement,

least? possibly removing results of questions 1 and 2 and moving them to
question 12.
hat is the current Prepare textual and graphic descriptions of the current technical and use
environment? environment, including personnel, othemprograms, agencies/entitiesand

services affected.
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hat dependencies exist or
may evolve?

Provide detail of other internal and external networks, servers,
applications and/or systems, interfaces and legacy systems that will be
affected by this procurement, including other agencies/entities/users and
the VITAPartnership.

Is this procurement consistent
ith agency- specific and the
Dpnnpoxf bmui !t

Identify any direct or potential conflicts this procurement may create with
zpvs! pxo!bhfodz!t! ps! wteri érDpgrennp o X
enterprise strategies or other objectives. Contact your current AITR for
assistance with this question.

>
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Re-visit questions 1 and 2and match current staff or roles to the detailed
objectives.

hat does the agency need tq
procure from external
sources?

IAnswers should include all hardware, software, support services,
implementation, design, interface development, trainingmaintenance,
etc. Be sure to conduct a search of existing statewide contracts that
may serve some or all of these needs:
(https://vita.cobblestonesystems.com/public/ ).

hat is the budget?

Ef gjofluifl!gspkfdu!t!efgjojuf!bo
Include budget sources for outyear support and maintenance and any
phased procurement activity, and/or federal funding.

hat is the inrhouse estimate?

Developing a work breakdown structure to use as the basis of your
estimate is recommended, as this could parlay into the requirements
and/or statement of work portions of the procurement documentation
(i.e., solicitation and contract). This approach also felps to ensure that all
efubj mt!pg!luifl!gspkfdu!t! mjgf!dz
justification during proposal evaluations.

hat is the schedule?

Identify any hard and soft project schedule dated overall and milestone
events to use for any technical dependency concerns and for budget
expenditure (and supplier payment) planning.

hat can we put off buying?

Move answers from question 3 here. Include optional purchases for a
next phase acquisition, if appropriate, andpossible out-year support and
maintenance depending on budget constraints.

hat are our risks?

Brainstorm and identify all risks that could potentially affect the technical
functional and performance requirements including, installation,
implementation, existing or relational applications/systems/user
environments, interface development, production, testing, roHout; budget
and financial; schedule; licensing restrictions, suppliethosted/cloud
services etc. Apply mitigation resolutions when possible that could affect

lyour agency, supplier and/orother third-party agencies/agents.
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hat specifications and Create a document that lists names, numbers, version, etc., and provide
standards must apply? links, if available, of all agencyspecific, Commonwealth, VITA and/or
federal, if federal grants apply, specifications and standards that are
required for proper contract performance for all solutions, services
and/or products being procured.

Is this a high-risk contract as [§ 2.2-4303.01 definesdzi j hi ! s j t &nd ahpld sokciaton or LJ!
defined by Code of Virginia8 dpousbdu! ui bul!nffut!tuiflefgjojuj
2.2-4303.017 reviewed by VITA and the Office of theAttorney General. Employees
designated as primary administrators of high-risk contracts are required
to complete a training program on effective contract administration
created by DGS and VITA pursuant to requirements of the bill prior to
commencing high-risk contract administration duties.

Have you ensured thatyour Bmm! gspdvsfnfout!uibu!nffuluifl!e
\Virginia Code §2.2-4303.01, must include clear and distinct performance
measures and enforcement provisions, including remedies in the case of
non-gf sgpsnbodf /! WJIUB!t! Dpousbdu! Sj
measurable performance each high risk IT solicitation and contract and consult the requesting
metrics and clear enforcementagency on what steps needs to be taken in order for the high risk IT
solicitation and/or contract to become compliant with § 2.2-4303.01. For
more information, please contactscminfo@uvita.virginia.gov.

performance specifications
contain distinct and

provisions?

Ui fl!lsfrvjsfnfout!bobmztjt!tipvme!cfhjo!xjui!bo!bhfodz!t!
requirements should translate into project requirements included in the solicitation. If meeting the stated

requirements will be unreasonably costly or take too long, the requirements may have to be negotiated down,

down-scoped or down-sized, through discussions with SMEs, customers or users. The requirements analysis

should cover the whole scope of the project. It must be comprehensive and thorough and must consider the

views and needs of all the project stakeholders.

8.9 Building IT requirements

IT Procurement requirements are defined as the need or demand for personnel, equipment, hardware, software,
application/design solutions, hosting/cloud services or solutions, telecommunications, facilities, other resources,

or services, by specified quantities for specific periods of time or at a specified time. Requirements are defined
cz!uifl!bhfodz!t!lcvtjoftt!pxofs-!boelusbotmbufel!ljoup!b!toc
technical subject matter experts (SMEs). Requirements definition is he most crucial part of the IT project.

Appendix 8.9provides a helpful a checklist of factors to consider in formulating requirements.

The requirements document component of the solicitation is the official statement of what is required of the IT

procurement. As far as possible, it should set forth what the product, solution or supplier should do, rather than

how it should be done. The reuirements document should include both a definition and a specification of

requirements and include both functional and technical data. The procurement requirements become the
gpvoebujpo!gps!uif!tpmjdjubujpo!t! bferochaggenils bdu! t ! tdpqgf !t

There are four basic types of technology procurement requirements mandatory, functional, technical and work
or performance. These may be based on agencyspecific or, as applicable, on Commonwealth security,
enterprise architecture, infrastructure and/or strategic requirements. The following subsections provide
discussion of these four types.

8.9.1 Mandatory requirements
Nboebupsz! sfrvjsf nPeraquisitbreqlirerbents. if therecack 2 largel number of mandatory

requirements included in the solicitation, competition will be reduced as each potential supplier must meet the
intent of each mandatory requirement, thus reducing the number of eligible offerors.

8.9.2 Functional requirements
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Functional requirements document the business functionality for the IT product, service or solution that will meet

ui f!bhfodz!t!offet/!Uiflqgspdvsfnfou!gspkfdu!t! TNFt! boe! c
documentation of the needed functionality. The functional requirement documentation is complete when the

defined functional requirements of the business need have been fully described and all team members have

agreed to the documentation.

Pre-solicitation planning time is the best time to validate the functional requirements. Incomplete functional
requirements make it impossible to prepare accurate technical requirements documentation, invite misaligned
supplier proposals and lead to extended project time and often failed implementation. Ensuring that
comprehensive, complete and accurate functional requirements are included in the solicitation will increase the
likelihood of a successful procurement. Functional requirements for an IT projectinclude, but are not limited to:

Work flow or business processes,

Scope (what is included and what is notincluded),

Inputs, outputs (files, systems, programsreports),

Databases

Interface requirements

Reporting requirements (hourly, daily, weekly, monthly hard or softopy),
Work rules,

Performance standards, service levels, including remedies fonon-performance, and regular reporting on
performance standards and service levels.

1 Documentation deliverables (methods, hard or softcopy).

=A =4 A 4 4 4 - 4

8.9.3 Technical requirements

Technical requirements for an IT product or solution must include complete descriptions of the technical needs
pg!uifl!ltpguxbsfl!lps!tpmvujpo!uibu!xjmm!nffuluif!bhfodz!1t!
tuboebset/ ! Uif!bhfbdbdzbokelUIEVgppkfdupxoufdi oj dbm! TNFt! xj
epdvnfoujoh!uif!gspkfdu!t!ufdiojdbm!sfrvjsfnfout/!WJUB!t
https://www.vita.virginia.gov/it -governance/project-management/ can assist with this process. Technical

requirements include items such as:

Hardware

Architecture

Software

Platforms

Materials

Spacerequirements

Maintainability, Reliability, Confidentiality

(Required only for IFBs and Competitive Sealed Bidding) Energy and Water Efficiency Requirements that
meet the standards set forth in Virginia Code§ 2.2-4328.1

Materials

Interfaces

Program libraries

Capacity limitations (scaling requirements)
Operating systems

Connectivity

=2 =4 =4 4 A4 4 A 4

Capacity
Construction
Brand standards

=A =4 A4 4 4 -4 -4 -4 -4
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8.9.4 Performance requirements

Performance requirements describe what the supplier must do to accomplish the work or deliver the required
products, services or solution that may be unique to aparticular IT project. These requirements may cover the
required qualifications of a supplier and its project team, specific tasks and subtasks to be completed,
parameters and restrictions on performance, time for completion of work (if not otherwise stated) and a list of
deliverables the supplier must provide. See table in section 8.8 for more guidance.

8.9.5 Requirements quality control
Before any IT solicitation is released, the business owner, SMEs and the IT procurement professional should
complete the checklist attached in Appendix 8.9.5to verify completeness and quality of the requirements

8.9.6 Prohibition against wired requirements

Jodpngmfuf!sfrvjsfnfout! ps!dixjsfeldlsfrvjsfnfout!cjb
ui flovncfs!pg!dpngfujujwf!gspgptbmt!sfdfjwfe/!Jol!lf
and fair competition and to good faith dealings with suppliers, no agency should create or knowingly issue a

wired solicitation.

tfel
fgj ot

8.9.7 Assistance by suppliers or potential suppliers in developing procurement specifications or requirements

A potential orexisting supplier may provide technical assistance to an agency free of charge irdeveloping
procurement specifications or requirements. However, an agency may not accept a bid oproposal or award a
contract to a supplier who received compensation from the agency to provide assistance in the preparation of
the specifications on which the solicitation or contract is based. A supplier who assists an agency in developing
specifications or requirements may not disclose to any potential supplierwho plans to submit a bid or proposal
information concerning the procurement which is not available to the public.(Virginia Code§2.2-4373). In

addition, the supplier who provided such development services for payment may not be a subcontractor or
gbsuofs!gps!uif!tvggmjfs!xip!jt!bxbsefeluif!dpousbdu! ps!
far removed. Any independent contactor employed or otherwise paid by an agency to design a project, develop a
scope of work, write specifications, or otherwise define contract requirements is also not eligible to compete for
or receive the resulting contract.

Specifications or requirements may be provided to potential suppliers for comments and feedback before the
solicitation is issued. Commonwealth agencies should leverage the expertise of suppliers in understanding the
market for a particular IT good or senice.

Suppliers may provide helpful information to the agency by identifying restrictive or proprietary features included
in the specifications or requirements which could be challenged by other potential suppliers causing delays
and/or cancellations. Suppliers can also assist the Commonwealth in understanding what end users really need
to achieve their desired business processes, what the commercial and government best practices are in a
particular IT area and who the experts are in the marketplace for a particlar technical solution.
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RGINIA Chapter 9- Determining Fair
AGENCY and Reasonable Pricing

Chapter highlights

Purpose: This chapter covers the process for determining a fair and reasonable price related tdT
procurements.

Key points:

1 AllIT procurement professionals have a fiduciary responsibility to analyze the price or
cost the Commonwealth pays for its IT goods and services.

1 A fair and reasonable price is characterized by factoring industry and market pricing with
the expected value and quality of products, solutions and/or services to be received. Fair
and reasonable does not necessarily mean the lowest offer.

9 Fair and reasonable pricing is determined by conducting either a price analysis or cost

analysis.
Table of contents

9.0 Introduction
9.1 Fair and reasonable pricing
9.1.1 Fair pricing
9.1.2 Reasonable pricing
9.1.3 Determining a fair andreasonable price
9.2 Price or cost analysis requirement
9.2.1 Price analysis
9.2.2 Methods of price analysis
9.2.3 Cost analysis
9.24 When to perform a cost analysis
9.3 Other price evaluation factors
9.4 Evaluating warranty pricing
9.5 Price reasonableness determination documentation requirements

9.0 Introduction
A fair and reasonable price can be reached by factoring industry and market pricing with the expected value and
quality of the IT products, solutions and/or services to be received. Fair and reasonable does not necessarily
mean the lowest price offer. AllIT procurement professionals have a fiduciary responsibility to analyze the price
or cost the Commonwealth pays for its IT goods and services and to pay no more than a fair and reasonable
price for such goods and services. These are things to keep in mindvhen analyzing the pricing of IT goods and
services:

1 Most commercial items are considered to be fairly priced. Buyers and suppliers have many product and

supplier choices and there is a balance of market leverage. If there is adequate competition among
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suppliers, then buyers can generally rely on markebased prices as being fair and reasonableThis might
not be the case, howeverin instances where there are few or only one supplier and many buyers.

T Dpnnpoxfbmui!gqgspdvsfnfou!qgspgfttjpobmt!bsf!ifmelup!!l
nbsl ful xjmm!cfbs/ L) Uifz!nvtu!efufsnjof!boe! wfsjgz!ui
reasonable price.

1 Do not make the mistake of considering commercial or advertised pricing nornegotiable. Securing an
optimum pricing agreement may require challenging the market for the best terms.

T Tfswjdft!gps!dpnnfsdjbm!jufnt!nbz!fydffeluif!Dpnnpo>
gsjdf!sfevdujpol!cz!sfevdjoh!ps!fmjnjobujoh!tpnf! pg!
the price charged to the Commonwealth, while stilif ot vsj oh! ui bu! ui f!jufn! nffut!
need.

1 Alternatives may not have been sufficiently reviewed. Areas overlooked may include cost benefit analysis
of lease versus buy or analysis of spare or replacement parts pricing.

T Dbubmph!gsjdjoh!nbz!cf!sftusjdujwf!cbtfelpol!uif!rvbrd
requirements may exceed normal commercial demand.The procurement professional should attempt to
maximize possible discounts or rework the requirements to reflect market available IT goods and
services.

9.1 Fair and reasonable pricing

9.1.1 Fair pricing

Buyers and suppliers may have different perceptions on what price is fair. To be fair to the buyer, price must be
in line with the fair market value of the contract deliverable. To be fair to the supplier a price must be realistic in
terms of the supplier's ability to satisfy the terms and conditions of the contract

Below-cost prices are not necessarily unfair to the supplier. A supplier, in its business judgment may decide to
submit a below-cost bid. Such a bid is not invalid. Whether the supplier can then perform the contract at the low
price offered is a matter of responsibility which may pose a risk to the buyer. Be aware of suppliers who submit
offers below anticipated costs and may expect to either increase the contract amount after award through
change orders or to receive followon contracts at higher prices to recover losses incurred on the buyin contract.
In addition, the offered price may be unexpectedly low because the supplier has made gross mistakes in
determining price.

9.1.2 Reasonable pricing

A reasonable price is a price that a prudent and competent buyer would be willing to pay given available data on
market conditions. Economic forces such as supply, demand, general economic conditions and competition
change constantly. Hence, a price that$ reasonable today may not be reasonable tomorrow. Markets can be
defined by considering the number of buyers, the number of suppliers, product homogeneity, and ease of market
entry and exit. Market conditions include:

1 Supply and demand.The forces of supply and demand have a significant effect on the price of IT goods
and services.

1 General economic conditions. General economic conditions affect the prices of all goods and services,
but the effect will not be the same for every product. Inflation and deflation affect the value of the dollar.
Economic boom, recession and depression affect available production cgacity.
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1 Competition. When competition does not exist, the forces of supply and demand may not work
effectively. The buyer or supplier may have an advantage in the pricing decision process. Solicitation
specifications that are not well defined or are too restrictive, proprietay or aimed at one solution could
restrict price competition.

9.1.3 Determining a fair and reasonable price
Fair and reasonable pricing is determined by conducting either a price analysis or cost analysis.

9.2 Price or cost analysis requirement
The most basic reason for requiring that a price or cost analysis be performed is to ensure Commonwealth funds
are expended in the most cost effective manner.

9.2.1 Price analysis

Price analysis is the process of deciding if the asking price for an ITproduct, solution or service is fair and
reasonable, without examining the specific cost and profit calculations the supplier used in arriving at its price. It
is basically a process of comparing the price with known indicators of reasonableness. When adegate price
competition does not exist, some other form of analysis is required.

9.2.2 Methods of price analysis
The most common methods or criteria used to determine whether a price is fair and reasonable are:

1 Price competition. When two or more acceptable offers are received and the lowest price is selected, the
price of the lowest offeror can be assumed to be fair and reasonable. It is noted that generally where the
difference in prices between the two offers ranges up to 15%price competition is said to exist. A price
which is very low must be checked to assure that the supplier understands what he is selling and has
made no errors.

1 Catalog or established price list. Where only one offer is received and the supplier has a published or
established price list or catalog which sets forth the price of an IT good that is offered generally, this fact
can be used to find the price fair and reasonable. The catalog should be auwent (within one year, usually).
These prices should be verified with another recent purchaser to confirm the accuracy of the listed
prices. Often, discounts off of the price list are offered. If this is the case, it shald be included in the
written price analysis. The IT good to be purchased should generally be a commercially produced one
sold to the general public in substantial quantities.

1 GSA contracts or pricing agreements The federal government often enters into contracts with various
companies as to the prices of items which will be sold to the government. Typically these are the highest
prices that a supplier can sell a single unit to a federal government agency, and &y often include fees
and rebates back to the federal General Services Administration (GSA). A fair and reasonable price is
typically lower than GSA prices.

9 Price based on prior competition. If only one supplier bids and the price of the item is relatively the same
as the price of the item when it was purchased using an earlier competition, this may be acceptable. In
such cases, the buyer must cite the price of the prior purchase and note iftiwas competitive or based on
catalog price or other means. An increase in price, with no current catalog or competition, should be near
the current rate of inflation.

1 Comparison to substantially similar item(s). Often an item is very similar to a commercial one but has
added features, which are required. If the supplier can validate the price of the base item, by a catalog,
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and then state the cost of the additional features, the buyer can determine the price is reasonable based
on these two factors. The reasonableness of the extra cost can be checked from other purchases that
had similar extras or be based on an evaluation othe extra cost by technical subject matter experts.

91 Sales of the same item to other purchasers.|f the supplier has no catalog but has sold the same item to
others recently, the price can be determined to be fair and reasonable by verifying with those other
purchasers what price they paid.

1 Market prices: Where an item has an established market price, verification of an equal or lower price also
establishes the price to be fair and reasonable.

9 Historical prices. If the buyer has a history of the purchase of the item over several years, use of this
information, taking into account inflation factors, can be used to determine a price fair and reasonable.
Refer to Appendix A for more details on historical prices.

1 Independent estimate. If an independent 3¢ party estimate of the item has been prepared and other
methods or information is available, a price can be compared to the estimate. If it compares favorably
this can be the basis to find a price fair and reasonable.

9.2.3 Cost analysis

Cost analysis should be performed in situations where price analysis does not yield a fair and reasonable price.

Ui f!'hpbm! pg!dptu!bobmztjt!jtltup!efufsnjof!xifuifsltuifl!t
economical and efficient performance should cost. Cost or pricing data provided by the supplier is the means for
conducting cost analysis and provides factual information about the costs that the supplier says may be incurred

in performing the contract. Cost analysis techniques are usedtobred ! epxo! b! t vggmj fs! t!l dptu!
verify and evaluate each component. These costs can be compared with actual costs previously incurred for

similar work, the cost or pricing data received from other suppliers, and independent cost estimate breakdwns.

9.2.4 When to perform a cost analysis
A cost analysis is required when:

1 Negotiating a contract with a sole source or on an emergencybasis.
9 If during a competitive sealed bidding solicitation, only one bid is received and it differs substantially
gspn! zpvs! bhfodz!t!joefqgfoefou! ftujnbuf!pg!uif!dpou:
unreasonable and a decision is made to not recompete (e.g., market survey indicates that you would not
get competition), then the agency may formally cancel the solicitation and negotiate a contract price with
the single bidder. A cost breakdown of the single bid price must then be obtained, analyzed and
efufsnjobujpo!nbef!bcpvu!uibu!qgsjdf!t!sfbtpobcmfoft:H
1 Negotiating a contract price modification. If the modification changes the work authorized under the
contract, and changes the price or total estimated cost either upwardsor downwards, the buyer should
obtain a detailed breakdown of the supplier's proposed costs before negotiating the change in contract
price.
T Jotjhiu!joup!uif!tvggmjfs!lt!gjyfelboe! wbsjbcmf!dptu!
discounts appropriate for the volume.
T Jefoujgjdbujpo!pgluifl!lfzlesjwfst!pg!luifl!ltvggmjfs!t]!
reduce one or more of these key cost elements in order to negotiate a lower price for the
Commonwealth.
1 Price analysis is inadequate to determine a fair and reasonable price.
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A cost analysis is not required whenthere is no price competition or when the price is set by law or regulation.

9.3 Other price evaluation factors
There are other pricerelated factors that need to be considered when determining the price to be used in
fwbmvbujoh!b!tvggmjfs!t!qgspgptbm!ps!cjel/!Tpnf!fybngmft!

1 Multiple awards or the costs associated with awarding multiple contracts.

9 Logistical support requirements including maintenance, warranty protection or repair, training,
installation, technical manuals, spare parts and supplemental supplies. Request prices for all such
services needed either on a pesservice basis, package basisor some combination.

9 Life cycle costing including expected life, salvage value, discounted total cost of ownership. Select life

cycle costing for equipment with an expected life greater than one year if there are sufficient data, from

market research.

Economic price adjustments based on projected and historical data.

Transportation and/or shipping costs.

Packaging and marking costs.

Lease versus purchase costs. Perform an analysis to determine which is of greater overall value based

on ownership, support and maintenance and lifecycle needs.

1 Options and/or multiyear costs. Sometimes alternate pricing is availablefor up-front committals of an
extended base term and/or minimal out-year support and maintenance terms; however, there are many
project and/or budgetary considerations that must be taken into account with state agencies.

1 Incremental pricing or quantity discounts.

Energy conservation and efficiency criteria.

I Estimated quantities.

= =4 —a =4
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9.4 Evaluating warranty pricing to determine if price is fair and reasonable

Common warranties include general warranty, express warranty, implied warranty of merchantability, and implied
warranty of specifications. Warranty pricing may be greater on warranties other than general or express, which
are likely builtintothe ITprodd u! t ! ps! t f s wj A detaited exglagdtidn of thg differént types of
warranties is available inAppendix 9.4(A)of this manual.

The principal purpose of warranties in a Commonwealth contract is to delineate the rights and obligations of the

supplier to the Commonwealth for defective work or products and to foster quality performance. By agreeing to a

warranty, suppliers accept therisk of deferred liability. That acceptance of risk has associated costs and a
tvggmjfs!t!voxjmmjohoftt!up!bddfqu!luibu!lsjtl!nbz!espqg!u
their prices to compensate for the risk.

Before a warranty provision or requirement is included in a solicitation, the buyer should evaluate the benefits of
the warranty against the effect on competition and price. The buyer should understand the relationship between
warranty requirements, competition, the nature of the product, and trade practice. Warranty requirements that are
unreasonable will reduce competition and increase price. Requirements that significantly exceed trade practice
will also reduce competition and increase price. Agencies slould identify and eliminate warranty requirements
that will increase costs, unless to do so would incur further risk or liability on the IT project or the
Commonwealth. Appendix 9.4(B)sets forth a number of factors that should be considered in a warranty analysis.
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9.5 Price reasonableness determination documentation requirements
A written price reasonableness determination is required to determine if offered prices are fair and reasonable
when:
I Competition is restricted or lacking, i.e., sole source purchases, emergency procurements, single
response purchases, contract changes and renewals
1 The prices offered do not appear on the face of the proposal or bid to be fair and reasonableor
1 The decision is made to award to other than the lowest bidder or highest ranking offeror (appropriate
award clause must have been included in the solicitation).

The written determination of fair and reasonable price requires that the price is acceptable to both the agency
and the supplier considering all circumstances, which may include the degree of competition, market conditions,
quality, location, inflation, value, technology and unique requirements of the procuring agency. The written
determination may be based on price analyss or through the analysis of priceto-unit variations, value analysis
(make-or-buy study), or cost analysis. The written analysis must be supported by factual evidence in sufficient
detail to demonstrate why the proposed price is deemed to be fair and reaonable. If a determination is made

that the prices offered are not fair and reasonable, a decision must be made whether to seek broader competition
through a re- solicitation, to revise specifications and re-compete, or to negotiate a better price identifed through
the price analysis process. A combination of these methods may be necessary.

9.6 Price analysis tools
A table of elements to consider in historical pricing data as part of the price analysis is included for reference in
Appendix 9.6 to thismanual.

Beejujpobmmz-!b!dpgz!pg!uif!WIUB! dzQsj df! Sfbtpobcmfoftt!
your reference and use: https://www.vita.virginia.gov/media/vitavirginiagov/supply -
chain/docs/Price_Reasonableness_Determination_Form.docx

Page 48 of 247


https://www.vita.virginia.gov/media/vitavirginiagov/supply-chain/docs/Price_Reasonableness_Determination_Form.docx
https://www.vita.virginia.gov/media/vitavirginiagov/supply-chain/docs/Price_Reasonableness_Determination_Form.docx

Vi
IT

\\\\\

Chapter 10

RGINIA
AGENCY General IT Procurement Policie:

services.

Key points:

T Voefs! W shjojb!t! Gsffepn!pg!Jogpsnbuj phe! B
possession of any public body or public official and all meetings of state and local public
bodies are open to citizens of theCommonwealth.

1 To the extent allowed by law, this public body does not discriminate against faithbased
organizations in accordance with the Code of Virginia § 2.24343.1 or against a bidder or
offeror because of race, religion, color, sex, national origin, age, disability, sexual
orientation, gender identity or expression, political affiliation, or status as a service disabled
veteran or any other basis prohbited by state law relating to discrimination inemployment.

Placing multiple orders to one or more suppliers for the same, like or related goods or services in
order to avoid having to utilize the appropriate method of procurement or to remain within
delegated procurement authority or to avoid competition is prohibited.

Purpose: This chapter contains general policies applicable to the procurement of IT goods and
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10.0  Introduction
These policies are applicable to all procurements of IT goods and services. These policies were developed to
clarify and implement the various provisions and requirements of the Virginia Public Procurement Act and the
Code of Virginiapertaining to IT procurement.

10.1  Freedom of Information Act
The Virginia Freedom of Information Act (FOIA) Virginia Code 88 2.2-3700 et seq) ensures readyaccess to
public records and to meetings of state and local public bodies All IT procurement professionals should be
aware of FOIA andcomply with its requirements and their own agency's policies and procedures. In addition,
before any agency can procure a system, equipment or software, the agency must consider whether it isapable
of producing products that facilitate the rights of the public to access public records under FOIA(Virginia Code §
2.2-2012(B)(4)).

10.2  Confidentiality
Confidentiality of information in the procurement process is vital to ensure fair and open competition for
suppliers. The VPPA, in Virginia Code § 2:2342, addresses the confidentiality of procurement information
before, during, and after procurement processes.Suppliers should note that, pursuant to § 2.2-4342, trade
secrets or proprietary information that a supplier wishes to keep confidential must be specifically identified with
a statement of the reason(s) the protection is necessary. Refer toaChapter5, Ethics in Public Procurement, for
more information and for a VITA- approved Confidentiality and Conflict of Interest Statement form.

It is critical that procurement professionals preserve appropriate confidentiality for records or information from a

tvggmj fs!t!gspgptbm!uibu!bsf!nbsl|l fe! diDpogjefouj bmL) ps! d«
proposal,ps! bsf ! sft qpot fGOVRampgSecufity Assessmeant, ifickiding &ny security exceptions, if

applicable.

10.3  Section 508 Overview
As specified in§ 2.2-2012(B) of the Code of Virginig procurement of all IT must be made inaccordance with the
electronic and information technology accessibility standards of the Rehabilitation Act of 1973 (29 U.S.C. §
794(d)).

Section 508 refers to a statutory section in the Rehabilitation Act of 1973 (found at 20U.S.C. § 794d). The
primary purpose of Section 508 is to provide access to and use of government electronic and information
technology (EIT) by individuas with disabilities. Section 508 requires agencies to ensure that their procurement
of electronic and information technology takes into account the needs of all end usersp including people with
disabilities. The statutory language of section 508 is availatte online by accessing http://www.section508.gov .

Section 508 applies to both goods and servicesand requires that when agencies develop, procure, maintain or
use information technology - (1) individuals with disabilities who are employees have access to and use of
information and data that is comparable to the access to and use of the information and data by employees who
are not individuals with disabilities; and (2) individuals with disabilities who are members of the public seeking
information or services from an agency to have access to and use of inbrmation and data that is comparable to
the access to and use of the information and data by such members of the public who are not individuals with
disabilities. Comparable access is not required if it would impose an undue burden on an agency. The law isot
limited to assistive technologies used by people with disabilities, but applies to the development, procurement,
maintenance, or use of all electronic and information technologies.

103.1WJ UB!t ! bvui psjuz!lup!gspnvmhbuf!sf hvmbuj pot! qf su
VITA has statutory authority to promulgate regulations to ensure that all procurements of information technology
of every description meet electronic and information technology accessibility standards. VITA has chosen to
implement the electronic and information technology accessibility standards of Section 508 through policyand is
committed to ensuring that all procurements of information technology purchased by VITA or on behalf of other
agencies meet, to the greatest extent possible, the electronic andriformation technology accessibility standards
pg! Tfdujpo!619/!Sfgfslup!WIUB!t!JU!bddfttjcjmjuz!dpngmj't
https://www.vita.virginia.gov/policy --governance/policies-standards--guidelines/it-accessibility-and-website-
standards/.
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10.3.2 Section 508 standards
Section 508 standards are technical specifications and performancebased requirements which focus on the
functional capabilities covered by technologies. These standards are organized into six sections:

Software applications and operating systems

Web-based intranet and internet information andapplications
Telecommunications goods and services

Video and multimedia goods andservices

Self-contained, closed goods andservices

Desktop and portable computers

= —4 4 -—a _—a I

Section 508 affects what the Commonwealth acquires (.e.,the requirements development process) but not how

the information technology is acquired (source selection). Section 508 does not require suppliers to manufacture

EIT products that meet the Access Board, standards. However, by requiring the federal govement to purchase
FJU!gspevdut!uibu!nffuluif!Bddftt! Cpbse!t!tuboebset-! Tf
and designers to ensure that their products are usable by people with disabilities.

10.3.3 Defining requirements under Section508
When developing requirements for any IT procurement, the agency should be familiar with Section 508
requirements and determine which technical provisions apply to the IT goods or services being procured. In
addition, market research should be performed todetermine the availability of products and services that meet
the applicable technical provisions. The agency should determine if Section 508 products or services are
available in the marketplace or if the product or service would be eligible for an excepon such as non- availability
or undue burden.

10.3.41T Procurements not applicable to Section 508
Section 508 does not apply to all IT goods and services which may be procured for the Commonwealth or public
bodies. These exemptions may apply:

9 Built-in assistive technology is not requiredwhereit is not needed Section 508 does not
require that every IT product to be fully accessible for persons with disabilities.
Products such as desktop computers do not haveto have refreshable Braille displays
but must be compatible with refreshable Braille displays so that a blind individual can
vtfluif!bhfodz!t!tuboebse! xpsltubujpo!jgloffefelbt!!l

1 Undue burden Agencies do not have to procure IT products that satisfy theSection
619!'tuboebset!jg!epjoh!tp!xpvme! dsfbuf!bo!voevf! cvse
cvsefolLd hfofsbmmz! nfbot!dzjhojgjdbou!ejggjdvmuz! ps! f
undue burden exception, Section 508 requires that information and data be provided
to individuals with disabilities by an alternative means of access. Agencies should not
alter their technical requirements to comply with Section 508 if the alteration would
result in the agency procuring IT that did not meet itsneeds.

1 Non-availability. This refers to circumstances where no Section 508 commercial items are availabl¢o
nffuluif!bhfodz!t!JU!qspdvsfnfoul offet]/

10.3.5 Section 508 exception
All'IT goods and services procured by the Commonwealth must comply with the accessibility standards of
Section 508. The one exception to IT accessibility is if the agency includes a written explanation in the
procurement file signed by the agency head whid explains why, and to what extent, the standards impose an
undue burden or exception. All contracts for IT goods and/or services should contain the term and condition
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which requires that any goods or services provided by the contractor under the contract are Section 508
compliant.

10.3.6 Suggested solicitation language to ensure Section508 compliance
Ui flgpmmpxjoh!tubufnfou!jt!sfdpnnfoefelup!cf!jodmvefel]|c
(EIT) procured through this Request for Proposal (or Invitation for Bid) must meet the applicable accessibility
standards of Section 508 of the Rehabilitation Act of 1973, as amended, and is viewable at the following URL:
http://www.section508.gov .LJ

10.3.7 Suggested contractual language to ensure Section508 compliance
Contracts signed with information technology suppliers should contain the provision set forth below or
tvctuboujbmmz!tjnjmbs! mbohvbhf ;! dzZTvggmjfs!ifsfcz! xbssbol
agreement comply with the accessibility requirements of section 508 of the Rehabilitation Act of 1973, as
amended (29 U.S.C. § 794d), and its implementing regulations set forth at Title 36, Code of Federal Regulations,
part 1194. Supplier agrees to promptly respond to and resolve any complaintegarding accessibility of its
products or services which is brought to its attention. Supplier further agrees to indemnify and hold harmless the
Dpnnpoxfbmui!pg!W shjojb!ps!boz!bhfodz!uifsfpg!vtgoh!uif
out of its failure to comply with the aforesaid requirements. Failure to comply with these requirements shall
dpotujuvuf!b!csfbdi!boe!cf!hspvoet!gps!ufsnjobujpo!pg!ui
expense of Section 508 compliance on the supplier supplying IT goods and services to the Commonwealth.

104  Technology Access Clause

10.4.1 Procurement Requirements
Pursuant to the Information Technology Access Act (88 2.2-3500 et seq.of the Code of Virginig, all contracts for
the procurement of information technology by, or for the use of, agencies all covered entities as defined bg 2.2-
3501, shall includea technology access clause which requires compliance with the nonvisual access standards
established in § 2.2-3503(B).

10.4.2 Exceptions to nonvisual access standards
Compliance with the nonvisual access standards shall not be required if the head of the procuring agency
determines that (i) the information technology is not available withnonvisual access because the essential
elements of the information technology are visual and (ii) nonvisual equivalence is not available. Visit these VITA
websites: https://www.vita.virginia.gov/policy --governance/policies-standards--guidelines/it-accessibility-and-
website-standards/ for more information.

10.4.3 Executive Order 47p Expanding Opportunities for Virginians With Disabilities (2020)
Fyfdvuj wf! Psefs! 58! sfbggjsnt!boe!fyqgboet!vgpo!uif! Dpnnpc
and expansion of opportunities for, individuals with disabilities.This includesf ot vsj oh! ui bu! ui f! Dpnn
websites are readily accessible to individuals with disabilities.

VITA supports the effort set forth in Executive Order7 and continues to work with other state agencies to
jngspwfluif!bddfttjcjmjuz!pg!uif!Dpnnpoxfbmuilt!xfctjuft
Suppliers to support the advancement of opportunities for disabled Virginians by expanding and improing upon

accessibility of the Commonwealth websites.

10.5 Commonwealth security requirements for IT solicitations and contracts
Section 2.2-2009 of the Code of Virginiamandates that the ClOis responsible for the development of policies,
standards, and guidelines for assessing security risks, determining the appropriate security measures and
performing security audits of government electronic information. Such policies, standards, and guidehes shall
apply to the Commonwealth's executive, legislative, and judicial branches and independent agencies. Further, it
requires that any contract for information technology entered into by the Commonwealth's executive, legislative,
and judicial branches and independent agencies require compliance with applicable federal laws and regulations
pertaining to information security and privacy. While agencies are required to comply with all securityolicies,
standards and guidelines (PSGs)these PSGs are located at this URLhttps://www.vita.virginia.gov/policy --
governance/itrm-policies-standards/
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For any procurements of third-party (supplier- hosted) cloud services (i.e., Software as a Service), there is a

distinct process for obtaining VITA approval toconduct the procurement/ ! Zpvs! bhfodz!t! Jogpsnbu
Officer or AITR can assist you in understanding this process and in obtaining the required documentation to

include in your solicitation or contract. There are specially required Cloud Services terms and conditions that

must be included in your solicitation and contract, and a questionnaire that must be included irthe solicitation

for bidders to complete and submit with their proposals. You may also contact:

enterpriseservices@vita.virginia.gov

10.6  Discrimination Prohibited
The Code of Virginiaprohibits discrimination based on race, religion, color, sex, age, disability, or national origin in
procurement transactions as well as discrimination against ex-offenders, small, women and minority-owned
businesses and faith-based organizations. All bushesses and citizens are to have equal access to the
Dpnnpoxf bmui! t! gs pdv sSeetht YingihiggHyuman KRights é\gt,Virpiriiat Code § 2.23900 et
seq.

10.6.1 Small Business EnhancementProgram
Section 2.2-4310 of the Code of Virginiaprovides that any enhancement or remedial measure authorized by the
Governor for state public bodies may allow for small businesses certified by the Department of Small Business
and Supplier Diversity or a subcategory of small businesses established as aart of the enhancement program
to have a price preference over noncertified businesses competing for the same contract award, provided that
the certified small business or the business in such subcategory of small businesses does nt exceed the low bid
by more than five percent

10.6.2 Ex-offenders
In the solicitation or awarding of contracts, no agency shall discriminate against a bidder or offeror because the
bidder or offeror employs exoffenders unless the state agency, department or institution has made a written
determination that employing ex-offenders on the specific contract is not in its best interest.

10.6.3 Faith-based organizations
Virginia Code§82.2-4343.1 provides that agencies may enter into contracts with faith-based organizations on the
same basis as any other nongovernmental source without impairing the religious character of such organization,
and without diminishing the religious freedom of the beneficiaries of assistance provided under this section and
provides for displaying a nondiscrimination statement in procurement and contract documents. Agencies
procuring IT goods or services or making disbursements shallcomply with § 2.2-4343.1.

10.7 Posting IT Solicitations and Awards
All IT solicitations, addenda and notices of award (including emergency and sole source awards) for IT goods
and services over $30,000 shall be posted on eVA. When a solicitation is cancelled or amended, the notice of
cancellation or amendment must be publicly posted on eVA. Written solicitation notices up to $30,000 are not
required to be posted. Invitation for Bids notices over $30,000 may be also published in a newspaper of general
circulation for ten (10) days prior to the date for receipt of bids.

When an RFP is issued for an amount in excess of $30,000, the solicitation shall be posted on eVA for at least 10
days and may also be published in a newspaper of general circulation in the area in which the contract is to be
performed. If the RFP is cancdled or amended, a copy of the cancellation notice or addendum must be publicly
posted on eVA.

Award naotices for all IT contracts in excess of $30,000 must be posted for ten (10) days following the date of the
award.

Emergency contract awards must state that the contract is being issued on an emergency basis. Sole source
awards must state that only one source was determined to be practicably available. Both emergency and sole
source award postings should state what is being procured, the contractor selected, and the date on which the
contract was or will be awarded. All award notices shall be posted on eVAor ten days following the date of the
award.
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10.8 Subsequent/Additional Bid or Proposal for Same Procurement
A supplier who submits a subsequent bid or proposal before the due date that is not specifically identified as an
amendment to a previously submitted bid or proposal, shall be treated as having submitted a new bid/proposal
in response to the original solidtation.

10.9 Prohibited Participation

Section 2.2-4373 of the Code of Virginiaplaces limitations on who may submit a bid after participating in the bid
preparation for that same procurement.

10.10 Contract and Purchase Order Modification Restrictions
A contract or purchase order may not be renewed, extended or otherwise modified unless provided for in the
original contract. The contract price may not beincreased, nor additional consideration given because of a
contract renewal or extension, unless such increase is specifically authorized under the original contractVirginia
Code § 2.2-4309 provides specific requirements for modifications, including increases infixed price contracts.
Additionally, if the contract renewal must undergo certain VITA appovals, the agency must obtain those
approvals prior to issuing a contract renewal. See this link for more guidance:
https://www.vita.virginia.gov/supply -chain/scm -policies-forms/ . Refer to section 10.13 which discusses
prohibited contracts. The same prohibitions will apply for any contract renewals.

10.11 Contract Pricing

VITA may award IT contracts on a fixed price or cost reimbursement basis, or on any other basis not prohibited
by Virginia Code§ 2.2-4331.

10.12 Order Splitting Prohibition
Placing multiple orders to one or more suppliers for the same ITgoods or services in order to avoid conducting a
dpngfujujwflgspdvsfnfoul psltup!qgqvsdibtf!tvdi!jufnt!up! sfr
authority limit is prohibited.

10.13 Prohibited contracts
The Code of Virginiaprohibits the Commonwealth from entering into certain types of contracts and to contract

with individuals or businesses who have defaulted on some obligation to the Commonwealth. These prohibitions
are as follows:

Section 2.2-4331 of the Code of Virginiaprovides that no contract shall be awarded by the Commonwealth on the
basis of cost plus a percentage of cost except in the case of emergency affecting the public health, safety or
welfare.

Virginia Code §2.2-4321, § 2.2-4321.1, and § 2.2-4311.2 prohibit agencies from contracting with any supplier or
affiliate of the supplier who:

9 Fails or refuses to collect and remit salestax

9 Fails or refused to remit any tax due unless the supplier has entered into a payment agreement with
the Department of Taxation to pay the tax and is notdelinquent under the terms of the agreement or
has appealed the assessment of the tax and the appeal is pending.

9 Is not authorized to transact business in thecommonwealth.
T Jt!jodmvefe!po!uif! Dpnnpoxfbmui! pgawd.shj oj b! t! Ef cbs

Additionally, an agency may not award a contract to a supplier, including its affiliates and all subcontractors if
ui fz!bsf!fydmvefel!poluif!gfefsbm!hpwfsonfoul!t! Tztufn! gp:s
https://www.sam.gov/SAM/_, or who is not registered in eVA at time of award.

Virginia Code §2.2-5514 prohibits agencies from using, whether directly or through work with or on behalf of
another public body, any hardware, software, or services that have been prohibited by the U.S. Department of
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Homeland Security for use on federal systems.

Except for the § 2.2-5514 prohibitions specified above, agencies may contract with these sources in the event of
an emergency or if contractor is the sole source of needed goods and services.

10.14 Mandatory Contract Terms and Conditions for Public IT Contracts
Certain contractual terms are required by statute to be included in every public IT contractA complete list of
these terms, the VITA Mandatory Contract Termsj t ! bwbj mbecmf ! po! WJUB! t ! xfctjuf! bu;
https://www.vita.virginia.gov/supply -chain/scm -policies-forms/mandatary -contract-terms/ .

10.14.1 Employment discrimination by contractor prohibitedr
In any contract of more than $10,000, all public bodies are required to incorporate the employment
discrimination prohibition provisions set forth in Virginia Code§ 2.2-4311.

10.14.2 Drug-free workplace to be maintained bycontractor
In any contract of more than $10,000, all public bodies are required to incorporate the drudree workplace
requirements of Virginia Code §2.2-4312.

10.14.3 Payment clauses
Any contract awarded by any state agency, or any contract awarded by any agency of local governmerghall
include a payment clause obligating the contractor to pay its subcontractors in accordance with Virginia Code§
2.2-4354.

10.14.4 Insurance
In order to mitigate risks to the Commonwealth, contractors are required to carry certain types of insurance
coverage throughout the term of the contract. All contractors are required to maintaind vs s f ou! xpsl f st ! !
dpngfotbujpo-!t'fngmpzfs!t!mjbcjmjuz-!dpnnfsdjbm!hfofsbm!r
work is to be performed on state owned or leased property or facilities. The Commonwealth of Virginia must be
named as an additional insured when requiring a contractor to obtain commercial general liability coverage.

Jo!'tpnfltgfdjgjd!dbtft-!Ixpslfst!!dpnqgfotbujpol!]j
Xpsl fst!!ldpngfotbujpo!jotvsbodf!jt!lsfrvjsfel xif
performed by a sole proprietor,theq f st po! epft! opu! of fel xpsl fst!!ldpngfothbu
fngmpzfft/!Fngmpzfs!t! Mjbcjmjuz!Jotvsbodf!jt!sfrvjsfel!
tbmbsz/ ! Fngmpzfs!t! mjbcjmjuz! | otssw®dethat fe.y.jhtusbancandwsfd, r vj s f e
siblings or parents and children, as these persons would be considered owners not employees.

! otvsbodf!
! o!ui f!ldpc
j

jc
I

All agreed upon and statutorily mandated insurance must be obtained by the supplier prior to commencing work
and must be maintained during the entire term of the contract.

Additionally, in IT services and solutions contracts, Errors and Omissions Insurance should always be required by

Suppliers, except for simple computeroff-thet i f mg! ) DPUT* ! t pguxbsf ! gspevdut/ ! Ui]jt
performance errors and intentional oraccideo u b m! pnj ttj pot!joluifjs!qfsgpsnbodf!
technical/functional requirements. The coverage amount is based on the complexity ofthe specific procurement.
Uzgjdbm! mbohvbhf!lup!jodmvef lygrnorkant apssiansifsurantejcdverdgelidTtheq g mj f s !
amount of $5,000,000 per occurrencel.J

For cloud service procurements, it is recommended to requirethe contractor to also provide coverage for Cyber

Security Liability Insurance to assist in data loss or security breach, which can result in losses valued in excess of

millions of dollars. Typical language to include in a contractis ! dZTvgqqgmj f s! ti bmm! dbssz! Dzcf s
insurance coverage in the amount of $5,000,000 per occurrencé.Jhis coverage amount can be increased based

on your risk factor and project complexity and data/security sensitivity. The minimum coverage amount required

by VITA Security remains at $5,000,000. Any reduction must be approved by VITA Security and/or the CIO.

10.15 Computer Equipment Performance Specifications
Virginia Code §2.2-2012(E) provides that if VITA, or any executive branch agency authorized by VITAnay elect
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to procure personal computers and related peripheral equipment pursuant toa blanket purchasing arrangement
under which public bodies may purchase such goods from any supplier following competitive procurement
provided that the agency first establishesperformance-based specifications for the selection of the equipment.

10.16 Taxes

10.1.1 Excisetax
The Commonwealth of Virginia is generally exempt from paying federal excise taxes.

10.16.2 State sales tax
The Commonwealth of Virginia is generally exemptfrom paying Virginia's sales taxes on purchases of tangible
personal property for its use or consumption. Agencies may receive requests for a tax exemption certificate or
exemption number. When taxes are improperly included on the face of a bid, the biddewill be given the
opportunity to delete them. Requests for exemptions from state sales taxes should be routed to:
scminfo@vita.virginia.gov.

10.16.3 Sales and use tax for stategovernment and political subdivisions
Virginia's sales and use tax does not apply to sales of tangible personal property to the Commonwealth of
Virginia or to its political subdivisions, for their use or consumption, if the purchases are pursuant to required
official purchase orders to be paidfor out of public funds. The tax applies when such sales are made without the
required purchase orders and are not paid for out of public funds. No exemption is provided for state or local
government employee purchases of meals or lodging whether purchase are pursuant to required official
purchase orders or not.

10.16.4 Sales and use tax forcontractors
Persons who contract with the Commonwealth or its political subdivisions to perform an IT service and in
providing the service also provide some tangible personal property are the consumers of such property and are
not entitled to a sales or use tax exempton. This is true even though title to the property provided may pass to
the Commonwealth and/or the supplier may be fully and directly reimbursed by the government.

10.17 Commodity Codes
The list of commodity codes for IT products and services is posted on the VITA web site at the following lit:
https://www.vita.virginia.gov/medialvitavirginiagov/supply -chain/pdf/VITA -IT-Consumables-List.pdf.

10.18 Freight
Freight and delivery charges shall be included in the pricing schedule, if needed, in all bids and proposals. When
necessary, freight and delivery charges are used in the evaluation and award and should be clearly reflected on
all documentation in the procurement file.

By signing an IFB, suppliers certify that the bid prices offered for F.O.B destination include only the actual freight
rate costs at the lowest available rate and such charges are based upon the actual weight of the goods to be
shipped.

10.19 Used Equipment
Vtfelfrvjgnfou!dbo!cf!b!wjbcmf!tpvsdf!pg!lufdiopmphz! gspyv
maintenance. All such costs for certification must be borne by the seller and must be included in the bid or
proposal pricing. The same VITA review ad approval that applies to new IT equipment (refer toChapter 1 of this
manual) also applies to used IT equipment.

10.20 Evaluation Products andTesting
Evaluation products may be requested to verify quality levels or to test equipment to determine conformance
with the specifications stipulated in a solicitation and/or to determine ability to interface with existing equipment.
Evaluation products may onlybe requested when conducting a formal solicitation. A request for an evaluation
gspevdu! nvtu!cf!dmfbsmz!joejdbufe!joluif!tpmjdjubujpo/ ! S
risk and expense. Evaluation products required in a bid oproposal must be submitted prior to the solicitation
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due date. Failure to submit requested evaluation products may result in rejection of bid or proposal. Evaluation

products should be properly labeled, stored and controlled by the receiving public body until no longer needed. All

evaluation products submitted are subject to testing. Those not destroyed during testing may be returned at the
cjeefs!lt!ps!pggfsps!t!fyqfotf/ ! Fwbmvbujpo!qgspevdut! pg! ui
deliveries.

If, after 30 days, the evaluation products have not been picked up and suppliers fail to provide disposition
instructions, evaluation products may be offered to other agencies or internal operating departments for use.
Evaluation products not picked up bybidder within 30 days of award will become the property of the
Commonwealth. If the items have significant reusable utility value, they should be disposed of using established
property disposal procedures. The procurement file must be documented as to dismsition of all evaluation
products.

10.21 Guarantees andWarranties
The following guidelines should be taken into account when deciding the appropriate warranty or guarantee
terms and conditions to include in IT solicitations and the final negotiated contract:

1 Determine if procuring agency wants to specify the length of time the warranty is torun;

1 Determine if warranty is needed to prevent damage to existing resource
information from computer viruses or shut down devices;

1 Selectthe guarantee or warranty special term and condition that best suits the
needs of the agency for the particular solicitation; and

1 When considering a nonindustry standard warranty, the agency should obtain the
appropriate cost associated with the desired warranty; awritten justification for the
desired warranty and any additional cost to be included in the procuremenfile.

Many IT suppliers will agree to provide greater than 9eday warranty periods during negotiation, or even a 12
month for solution/development type contracts. Computer -off - the-shelf manufacturers generally offer 30 or 60-
day warranty periods. Larger IT canpanies often provide 90-day warranty periods. Agencies should not have to
reimburse a supplier for errors corrected or fixes made during a warranty period. The warranty period should
start after final acceptance by the agency, while any procured annual mantenance or support would begin once
the warranty period is over. For a more indepth discussion of warranties refer to Chapter 25 of this manual, IT
Contract Formation:

10.22 Procurements Which Require FCCLicensing
All facilities, equipment and services that require Federal Communications Commission (FCC) licensing (e.g.,
uplinks, television and radio broadcast frequencies, microwave, tweway radio), etc., are the responsibility of
VITA to coordinate and acquire. All agencies, whether in scope or not, must submit all supporting documentation
up!ui flbhfodz!ps!jotujuvujpo!t!bttjhofe! bhfodz!Qpfionf dpn! c
to any acquisition of telecommunications equipment or service. There is no dollar amount associated with this
requirement. Any device requiring FCCauthorization or licensing must be approved by VITA.If the equipment or
services are on a current ITA state contract, VITA will approve the procurement and return the request with the
appropriate written approval. If the equipment or services are not currently available through an existing contract
process, VITA will acquire the requested goods or serices on behalf of the requesting agency or institution.

10.23 Unsolicited Proposals
VITA encourages its suppliers to submit new and innovative technology ideas by submitting unsolicited
proposals. The submission of these proposals allows for VITA toconsider unique and innovative ideas or
approaches that have been developed in the private sector and to bring those innovations into state government.
Any supplier who is considering submitting an unsolicited proposal to VITA for IT should adhere to thedllowing
rules:

1 The IT idea or concept being proposed must be innovative andinique.

1 The technology concept or idea must be independently originated and
developed by the offeror submitting the unsolicited proposal.
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1 All unsolicited proposals must be prepared without Commonwealth assistance,
endorsement, direction orinvolvement.

1 The unsolicited proposal must include sufficient detail to permit a
determination if it would be worthwhile for the Commonwealth to study
and/or consider.

1 Theunsolicited proposal cannot be an advance proposal for a known agency or
Commonwealth requirement that can be acquired through competitive methods.
The proposal should not address a previously published agency requirement or
need.

1 All solicited and unsolicited proposals and all solicited and unsolicited ideas for
innovation or improvement are submitted at the risk of and expense of the offeror
and create no financial or legal obligation on the part of the Commonwealth.

1 Anyideas or information contained in an unsolicited proposal may be used freely by
ui f! Dpnnpoxfbmui! boel!op!sftusjdujpo!po!uif!Dpnnpoxf
proposals or the information contained therein shall arise in connection with such
submission.

1 A favorable comprehensive evaluation of an unsolicited proposal by VITA does not, in
itself, justify awarding a contract without providing for competition. No preference
shall be given to any offeror that initially offers the unsolicited proposal. If it is
determined by the evaluation that goods or services requirecby the agency and
offered in an unsolicited written proposal are practicably available from only one
tpvsdf-Iblcvzfs!inbz!of hpujbuf!boe! bxbse!b!dpousbdu!
procedures. The buyer shallpost a notice of award for ten (10) calendardays.

All unsolicited proposals for IT and are submitted to VITA with the following proviso(s):

T Allunsolicited proposals are submitted at the risk of and expense of the offeror and
with no obligation on the part of the VITA or theCommonwealth.

f Votpmjdjufel!gspgptbmt!nvtu! dpoubjo!op! sf
WluB!t!vtflpg!boz!jefbt-!qgspqpt lpnogodalg.s! ui

1 VITA may charge a fee for review of an unsolicitegproposal.

1 A minimum fee of $1,000 (or greater) may be charged for review of unsolicited
proposals under a specified amount ($50,000) and an increased fee schedule
over that amount. Proposals requiring technical review would be billed on an
hourly basis as appropriate for time spent inreview.

1 All unsolicited proposals will be evaluated for their participation and encouragement of
small businesses including women and minority-owned businesses and businesses
owned by servicedisabledveterans.

Unsolicited proposals shall be submitted in writing directly to SCM at scminfo@Uvita.virginia.gov.

10.24 Use of Brand Names
Use of a brand name or equal specification should only be used to indicate a desired quality level and should be
cbtfelvgpo!pof!ps!inpsfltvggmjfs!t!dpnmpehpjue'lerhftwfsm/qluyipfo!)
commodity numbers should be easily identifiable in a current publication that is available to most suppliers.

Commodity descriptions must be sufficiently detailed and specify only the required features neededas provided
for in Virginia Code§ 2.2-4315.

10.25 Supplier Advertising Prohibition
Without the express written consent of VITA, IT suppliers are prohibited from advertising or utilizing sales
nbufsjbm!xijdi!tubuft!uibu!b!Dpnnpoxfbmui!bhfodz!ibt! qvs
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10.26 Public-Private Education Facilities and Infrastructure Act (PPEA)Procedures

for State Agencies and Institutions
The Public-Private Education Facilities and Infrastructure Act of 2002(PPEA),856-575.1 et seq. of the Code of
Virginia, allows VITA to create publicprivate partnerships for the development of a wide range of projects for
public use if VITA determines the project serves a public purpose and that private involvement may provide the
project in a timely or cost-effective fashion. The PPEA serves as an alternative procurement method for IT in
certain circumstances. The PPEA is designed to bring private funding and/or private risk to public projects in the
Commonwealth. The PPEA is intended to provide a faster mechanism for théunding and completion of projects
that are time sensitive. Like the Public Private Transportation Act, the PPEA allows for creative financing and
allows private entities to bring innovative thinking and vision to public projects.

The PPEA authorizes responsible public entities to use the PPEA procurement process. These entities include
state agencies, public educational institutions, counties, cities and town and public authorities.

In order for a project to be eligible under the PPEA, it must meet the definition of a qualifying project. For IT, the

QQFB! ftubcmjtift!uif!gpmmpxjoh!bt!rvbmjgzjoh!qgspkfdut;!c
including, but not imited to, telecommunications, automated data processing, word processing and

management information systems, and related information, equipment, goods and services; (vii) any services

designed to increase productivity or efficiency through the direct or ndirect use of technology, (viii) any

technology, equipment, or infrastructure designed to deploy wireless broadband services to schools, businesses,

ps! sftjef oujrdinaCddss56-573.1) The PPEA gstablishes requirements for the review and

approval of proposals received pursuant to the PPEA. In addition, the PPEA specifies the criteria that must be

used to select a proposal and the contents of any comprehensive agreement between VITA anthe private

entity.

10.26.1 PPEA Process
The PPEA process can be initiated in two ways. An agency may issue a solicitation for PPEA proposals, like a
traditional RFP, or an agency may receive an unsolicited proposal (see subsection 10.23 above) where a private
entity submits a proposal not in response to a solicitation or notice. When an agency is considering issuing a
notice for solicited proposals, it must first make a determination that it reasonably expects the PPEA process to
be more beneficial than traditional procurement processes under theVPPA. A public notice soliciting PPEA
proposals must allow for at least forty-five (45) days for proposals to be submitted. Notice must be posted on
eVA

If an agency receives an unsolicited PPEA proposal, it must make a threshold decision as to whether the
gspgptbm!gjut! xjuitltuif!bhfodz!t!cvtjoftt!pckfdujwft!boe!
unsolicited PPEA proposal, it must post apublic notice for at least forty-five (45) days which details the subject

matter of the proposal and requests that competing proposals be submitted. Notice must be posted oneVA If

the agency decides not to accept the unsolicited PPEA proposal, the agencshould return the proposal to the

private entity.

The PPEA may be a useful tool to achieve certain objectives, but it is just another procurement method. Most
PPEA proposals involve costly, higkprofile projects so it is imperative that agencies closely follow the PPEA
procurement procedures to ensure a fir competitive process. See Commonwealth of Virginia PPEA Guidelines
and Procedures. https://dgs.virginia.gov/globalassets/business -units/deb/documents/ppea -adminstration -
guidelines-2008.pdf.
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Chapter 11IT Procurement Planning and Stratec  *—
Sourcing

Chapter highlights

Purpose: This chapter discussesIT procurement planning, which include efforts by all personnel
responsible for significant aspects of an IT project to ensure that they are coordinated and integrated

in a comprehensive manner.

Key points:
1 Asan ITprocurement best practice, comprehensive IT procurement planning is proven to

provide multiple benefits to public procurement.

1 Market research is central to sound IT procurement planning and market research results
should be understood by the entire procurement project team.

91 Strategic procurement planning helps the Commonwealth optimize performance, minimize
price, increase achievement of sociceconomic acquisition goals, evaluate total life cycle
management costs, improve supplier access to business opportunities, and increag the
value of each IT dollar.

1 VITA may have an existing mandatoryuse or optional-use statewide contract that would
tfswflzpvs!JU!gspdvsfnfoul! offe/!Bhfodjft!t
determine whether one is available as a first step in the procurement planning pucess.
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117 IT spend management
11.8 Outcomes of IT procurement planning

11.0 Introduction

Procurement planning is the process by which all personnel responsible for significant aspects of a project have
adopted specific roles and responsibilities and are integrated in a comprehensive manner. Procurement planning
begins with the recognition of a specific IT business need. Procurement planning includes identification of what is
needed, when it is needed, how it will be acquired and by whom. The amount of time necessary for the planning
process is dependent upon the dollar value, risk, complexity ad criticality of the proposed purchase. Procurement
planning must also include budget planning. In general, the more costly and complex the IT procurement is, the
more essential the need will be for a rigorous, weHlplanned, structured and disciplined pracurement process.

VITA may have an existing mandatoryuse or optional-use statewide contract that would serve your IT
gspdvsfnfouloffe/!Bhfodjft!tvckfdu!up! WlUB!aneéxistg qspdvsfr
statewide contract is available as a first step in the planning process. Using a statewide contract(s) may

significantly reduce the time and cost for the IT acquisition, as these contracts are competitively procured as a

result of the VPPArequired procurement process and the contracts are VPPA compliant.Current VITA statewide

contracts may be found at this link: https://vita.cobblestonesystems.com/public/ .

In addition, the procurement planning process must allow for the time necessary to comply with all Coderequired
VITA, CIO, Project Management Division (PMD), Enterprise Cloud Oversight Servic€QV Ramyp, Security and
approvals and governance and oversight requirements for agency IT procurements covered iVirginia Code§ 2.2-
2007 through § 2.2-2021.

11.1 IT procurement planning principles
Here are several key IT procurement planning principles:

1 Sourcing should be consistent with market capabilities and available spend rather than driving solutions
toward prescriptive requirements.

9 Strive for quick and easy IT solutions.
9 IT solutions should be forward facing and positioned for future supportability.

1 Procurement planning can prepare agencies for negotiating mutually collaborative agreements with IT
suppliers. These agreements should reflect the best agreements in the marketplace.

1 Agency stakeholders including the business owner, project manager, information security officer and
procurement lead should be in constant collaboration.

1 Consider all required processes and approvals (VITA, federal, other) in your procurement timeline for a
realistic versus reactive procurement process.

11.2 Benefits of IT procurement planning

As an IT procurement best practice, IT procurement planning has been proven to generate multiple benefits for

public procurement. IT procurement planning enables agencies to implement strategic IT sourcing concepts

during the procurement process. Planningx ] mm! bmt p! f obcmf ! bhfodj ft!up! mf wfsbhf
power to obtain lower costs and better value. Developing a thorough IT procurement plan which assigns roles and
responsibilities to the procurement project team members and defines the pracess steps will facilitate a better-

value IT procurement. The IT procurement planning process should be a collaborative and synergistic effort

between procurement project team members.
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Please refer toAppendix 11.2of this manual for other potential benefits procurement planning.

11.3 IT Procurement planning roles and responsibilities

Ui f!bhfodz!t!tpvsdjoh!tqgfdjbmjtu!ps!bttjhofelgspdvsfnfol
the procurement plan to the procurement project team. The table in Appendix 11.3lists various key procurement

team roles and the responsibilities of each role, Commonwealth procurement personnel should be familiar with

the nature and duties of each role.These roles vary for each project but are considered critical to the success of

the procurement plan. For complex major IT procurements, the agncy may require VITA PMD and other VITA

technical experts be involved. The planning and sourcing process is intended to be collaborative as many steps

are shared among team members. For a more indepth discussion on these roles, go toChapter 24 of this manual,

Requests for Proposals.

11.4 Market research

Market research is central to sound procurement planning and must be addressed and understood by thentire

procurement project team. Market research sources must be substantial, credible, current and supportable and

bmj hofe! xjuiluif!gspkfdu!t!cvtjoftt!boe!lgvodujpobm! pckTfc

11.4.1 The purpose of market research
When little or no knowledge exists for the desired IT product, service or solution or available supplier resources,
market research helps identify:

1 Products, services or solutions available in the marketplace to address the business problem.
Appropriate requirements based on how others haveprocured similar solutions.
Realistic cost estimates and schedules.
Customary practices such as warranty, financing, discounts for the IT product, service or solution.

Distribution and support capabilities of potential suppliers including alternative arrangements and cost
estimates.

Avalilability and status of potential supplier sources.
Lessons learned and implementation pitfalls and/or resolutions.

1 The best deals/prices that have been obtained by other customers when acquiring a similar IT product,
service or solution.

=A =4 =4 =4

= =

11.4.2 Methods of market research
The procurement project team may utilize any of (or a combination of) the following methods to conduct market
research:

1 Acquire information about products, trends, product availability, business practices, product/service
reliability and prices.

T Qf sgpsn! b! Qpsufs!t! Gj wf! Gpsdft!Joevtusz! Bobmztjt!boeO
(SWOT) analysis to identify opportunities.

1 Contact knowledgeable individuals in government and industry regarding market capabilities to meet
requirements.

1 Review the results of recent market research undertaken to meet similar or identical requirements.

1 Conduct unbiased industry briefings or presolicitation discussions with potential suppliers to discuss
requirements and obtain recommendations.

1 Analyze the purchase history of requirements to determine the level of competition, prices and performance
results.
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1 Research technical analysis publications.

1 Publish a formal RFI to survey the market on the complete andinal requirements.

1 Research the status of applicable technology and the extent and success of its commercial application.

11.6 Key steps and milestones of IT procurement planning

For a full discussion on the principles and background of complex IT solution procurements, technical and
functional requirements definition, evaluation guidelines, etc., refeto Chapter 24 of this manual, Requests for

Proposals. For the purpose of this chapter, however, the highevel key steps in developing a thorough IT
procurement plan are shown in subsections11.6.1 through 11.6.4 below.

11.6.1 Define business objectives

Step Action

1. Define scope and conditions of acceptance. The desired outcome ofthe objective is a
clearly defined statement of the business problem(s) and the need(s) being procured,
including the current technology and user environments.

Considerations in defining the scope and conditions of acceptance include:
Requirements for compatibility with existing or future systems, programs, strategic plans
or initiatives,

Cost, schedule and capability or performance constraints, or any enhancement phasing,
Stability of the desired technology or requirements,

Delivery and performancebased requirements, and

Potential risks and trade-offs.

2. Prepare market analysis to gain awareness of products/services/solutions readily
available in the marketplace for purchase.

3. Qf sgpsn! bl dinbl f! wt/ ! cvzL)d bobmztjt/

4. Estimate investment costs: set established cost goals for the project and the rationale
supporting them; discuss related cost concepts to be employed, including, when
appropriate:

Life cycle costs including repair parts, upgrades and maintenance.

Fair cost estimate: develop a cost estimate given the requirements and current market
trends. This estimate may be used as a benchmark for the evaluation of the
reasonableness of the prices proposed.

5. Create procurement project team.

6. Define and assign team member roles andresponsibilities.

7. Develop a project plan/schedule.

8. Discuss technical, cost and schedule risks and describe efforts to reduce risks and
consequences of failure to achieve goals.

9. Discuss any special security, data and/orconfidentiality needs (i.e., HIPAA, VITA Security
or Enterprise Solutions and Governance, SAS 70 audits, etc.).

10. Address protections and remedies such as payment holdbacks, performance bonds,
warranty provisions, liquidated damagesprovisions, intellectual property or insurance (i.e.
errors and omissions, cyber security) requirements.
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11. Commit to the source-selection objectives for the procurement including the timing for
submission and evaluation of proposals and the relationship of evaluation factors to the
agency business needs.

12. Prepare statement of objectives for the business owner/steering committee, if
appropriate, and obtain business owner signoff.

11.6.2 Develop requirements

Step Action

1. Develop and agree upornproduct, service and/or solution requirements.

2. Utilize approved solicitation documents andtemplates as discussed in Chapter 24, RFPs
and Competitive Negotiations, andChapter 25, IT ContractFormation.

3. Establish evaluation criteria thatprovide clear, concise definitions for each criterion.

4, Develop a detailed scoring plan that explains how proposals will beevaluated and
provides the specific meaning of the scoring methodology.

5. Determine if a pre-bidders/pre-proposal conference is justified.

6. Identify major project milestones and deliverables and identify the key logistic milestones
that may affect competition. Determine if supplier payments should be tied to the major
milestones or deliverables and if any holdback isrequired prior to final acceptance.

7. Jefoujgz!jgltuifsf!lbsf!puifs!sfmbufel! gspk
schedule.

8. Discuss which contract type is appropriate or whether a specialized contract is needed
and any specific terms and conditions. For cloud/SaaS procurements, see additional
information and recommended solicitation language here:
https://www.vita.virginia.gov/procurement/policies --procedures/procurement-tools/

9. Identify or determine what business-based service levels are needed talevelop a
performance-based contract and apply desired remedies.

10. Develop a change management plan to manage expectations and communications.

11. Create Request for Proposal/lnvitation for Bid package, including any attached
specifications, diagrams, etc.

12. Obtain any necessary review and/or approvals (i.e., legal, CIO, PMD) prior to solicitation
release.
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11.6.3 Issue and conduct solicitation

Step Action

1. Issue an RFP or IFB and fulfill all VPPA postingequirements.

2. Answer questions received from suppliers in a public forum/posting.

3. Receive bids/proposals.

4. Facilitate collaborative team evaluation of bids/proposals.

5. Evaluate and score each proposal received.

6. Perform a price or costanalysis.

7. Recommend top supplier(s).

8. Negotiate contract(s).

9. Prepare procurement files and award/post contract.

10. Brief business owner/steering committee (as applicable), contract manager and debrief
team for solicitation closeout.

11. Archive solicitation documents and procurement files.

12 Conduct post-award orientation meeting with supplier and key stakeholders.

11.6.4 Manage and administer contract

Step Action

1. Determine the processes by which the contract will be managed andadministered
including:

I Contract status reporting requirements.

1 Preliminary, production and/or cutover technical reviews/testing

I Acceptance process and how inspection and acceptance corresponding to the
tubufnfou! pg!xpsl!t!lqgfsgpsnbodf!dsjufs

Invoice review process.
Product or service deficiency reporting.
Contract changes and amendments process.

=A =4 =4 =2

Service level agreements and performance metrics including how such service levels
will be monitored, measured, and reported.

I VITA governance and oversight compliance
2. Manage product warranties.
Direct change management: administer changes, budget changes, contract modifications|

etc.
4, Resolve contract disputes.
5. Create realistic and justifiable remedies fornon-performance, non- conformance of

deliverables and/or unmet service level commitments.
Ensure that all project requirements are complete.

6. Terminate/expire contract:
Terminate contract for default. Supplier may fail to deliver or fail to makeprogress.
Terminate contract for convenience.
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11.7 Other considerations affecting the IT procurement planning process

11.7.1 Lease vs. buy analysis

Public bodies may acquire IT equipment by lease or purchase. The decision to lease should be the result of a

careful financial analysis of all factors involved, especially the total cost of ownership to the Commonwealth for

the expected period ofuse. Leas ! wt / ! cvz! dptu! bobmztft!bsflcbtfel! po! uif! (
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is used, less any reasonable estimated length of time whera lower cost substitute capability becomes available.

When the analysis indicates leasing is the least costly acquisition method, public bodies may enter into a lease
dpousbdu/!Uiflufsnt!pg!tvdi!dpousbdu!tibmvymg!gdf/!LIrvbm!up!

11.7.2 Build vs. buy analysis
Due to the seemingly short product lifetime of computer systems and software, agencies are presented withthe
dilemma of whether it makes more sense to build a custom system or buy a packaged solution. When building or
buying a new IT system, there are a number of things to consider. For a custom system design, an agency will
have to deal with hard costs suchas development, testing and implementation. For offthe-shelf packages, there
is initial package cost, ongoing license fees, and possibly costs to customize, configure, modify, test and maintain.
For application service provider, softwareas-a-service or other cloud-based solutions, consider the security and
data privacy requirements to determine if hosting should really be provided by the agency or VITA, or if a private
cloud is required vs. a public one, and consider all associated costs for the differendata hosting and data storage
environments. Build vs. buy decision points are the same regardless of the procurement:

1 Cost
Time to market
Market conditions
Architecture
Support costs
Availability of skilled resources
Strategic value

=A =4 =4 4 A -

When evaluating whether to build or buy, an agency must understand the total costs during the software life cycle,
which are typically seven or eight years. Research studies show that 70% of software costs occur after
implementation. A rigorous lifecycle analyss that realistically estimates ongoing maintenance by inrhouse
developers often shows that it is cheaper to buy than create a solution. In addition, as more coseffective,
attractive market solutions become available, it may be more favorable to replaceaging proprietary applications
with proven commercial solutions. Please refer toAppendix 11.7.2for a list a key decision points to consider when
conducting a build vs. buy analysis

11.8 IT spend management

Strategic sourcing begins with a spend analysis and identification of commodities. Spend analysis is the
tusvduvsfelgspdftt!pg!dsjujdbmmz! bobmz{joh!bl!gvecmjd! cpe:z
business decisions about to acquire neededcommaodities and services effectively and efficiently. This process
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helps optimize performance, minimize price, evaluate total life cycle management costs, and increase the value of
each IT dollar spent. Spend management in conjunction with procurement planning may be used to achieve the
following procurement objectives:

f
f
f

Understanding the potential for savings with a higher degree of certainty.
Revising sourcing approaches to generate savings.
Improving procurement processes and practices.

A broad overview of the spend management assessment process includes these steps:

==

Examine and collect data and establish baselines on what is being bought in current spending. (What is
being bought where and for how much?)

Assess the supply market. (Who offers what?)

Identify leverage opportunities by evaluating top spending areas.

Identify savings opportunities and demand management opportunities.

11.9 Outcomes of IT procurement planning
IT procurement planning may drive different expected results such as:

= =4 =4 -4 -4 -4 -9

Reduction in the number of overall contract awards

Understanding and managing total cost of ownership

More purchasing optionsl lease vs. buy

Data-driven decision making

Improved risk mitigation prior to award

More identification of opportunities where suppliers can add value

Increased understanding of the IT industryt procurement staff become more knowledgeable about supply
chains and costs.

Performance driven contractsl data driven supplier performance (i.e., automated and electronic tracking
systems).

Improved relationships with suppliersl more communication, face-to-face meetings (quarterly review
sessions).
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Chapter Highlights
Purpose: This chapter covers the preparation of statement of scope and statement of work
(SOW) documents used in the acquisition of information technology goods and services.

Key points:

e Theimportance of complete, clear and well-developed requirements definition, scope
statement, and statement of work documents for IT solicitation and contract
documents cannot be overstated.

e ltiscritical to include and state all technical, functional, performance and project
management requirements and expectations clearly and without ambiguity in the
SOW.

e The SOW content and detail will depend on the nature of the procurement and can
range from extremely simple—buying packaged software—to extremely complex—
procuring a solution or system design.

Table of contents

12.0 Introduction

12.1 Defining the IT procurement’s scope

12.2 Preparing a quality IT statement of work (SOW)
12.3 Unique IT procurements

12.3.1 Solution-based and complex IT procurements
12.32 Performance-based IT procurements

12.4 Final quality check of the SOW

12.0 Introduction

Complete, clear and welldeveloped requirements definition, scope statements, and statement of work
documents for IT solicitation and contract documents are essential. The complexity of the IT acquisition will
affect the depth and breadth of these documents. Simple IT procurements will generally have fewer
requirements and more straightforward statements of work than a more complex solution-based acquisition,
which may combine requirements for many different IT components or services.

Requirements and statements of work may vary in complexity and size, but the need to carefully develop these

documents does not vary. The agency information technology resource (AITR) and project management

representative (https://www.vita.virginia.gov/it-governance/contact-it-governance/) for your agency can be
dpoubdufelgps!bttjtubodf!joluiftf!bdujwjujft-!Ixifuifs!ui
nvtu!voefshp! WiIUB!t!efmfhbujpo!boe! Qspdvsfpnotessu! Hpwf soboc

12.1 Defining the IT procurement’s scope

Uiflgspdvsfnfoul!t!tdpgf! xjmm!cf!efgjofelgspn!uif!sftvmut
definition/specifications development (refer to Chapter 8). A written scope statement is a preliminary step before

developing the statement of work. It will be used in the solicitation document to set the boundaries of the

procurement and will serve after contract award to restrain the agency and the supplier fom allowing contract

scope creep. Scope is often used to describe the higHevel parameters ofthe ITacoqv j t j uj po<! j [/ f /[ -1 dzb!
gspwjefl!lebub!nbobhfnfou! boe! bvupnbujd!spvujoh!gps!jodpn]j
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or those requiring CIO approval, is provided byhe VITA PMDand is available at this URL:
https://www.vita.virginia.gov/policy--governance/project-management/project-management-templates-tools/.

Once this document isfinalized, the statement of work is prepared.

12.2 Preparing a quality IT statement of work (SOW)
Podf!uif!gspkfdu!tdpgf!jt!dpngmfufe-!tuif!qgspkfdu!ufbn! xj
proposal response and contract performance. Including a SOW in the solicitation gives each supplier the
information from which to prepare its offe r. Since the winning supplier will perform the contract following the
requirements in the SOW, it is critical to include and state all technical, functional, performance and project
management requirements and expectations clearly and without ambiguity inthe SOW. VITA SCM provides a
SOW template and SOW Change Order template for authorized users to use when ordering from a VITA
statewide contract at this location: https://www.vita.virginia.gov/procurement/policies --
procedures/procurement-tools/ . This template and the guidance in this chapter are best practice
recommendations. You may use the template, the following guidance, or any combinatioh as best suited for the
size and complexity of your procurement. IT projects that require CIO approval ankbr VITA oversight will require
following PMD standards and policies provided at this URLhttps://www.vita.virginia.gov/policy-
governance/project-management/project-management-division-pmd/.

Ui f!I' TPX!'nvtu!cf!xsjuufo!bt!b!dpodjtf-!lefdmbsbuj wf!epdvnf
boeluifl!tvgqgmjfs!t! gqf s g-pesforrbance-bdsed [ SOWS|the suppden may Beeduiceg to

perform the work in a specific way, using detailed specifications, specifying key personnel to be provided and

methods to be used for service contracts. A wellwritten SOW should:

e Beastand-alone document.
e Becrafted in a general-to-specific fashion.

e Be an expansion of detail tailored from the requirements definition results and the approved scope
statement and free of inconsistencies and/or conflictingrequirements.

e Beindividually tailored to consider the period of performance, deliverable items, if any, and the
desired degree of performance flexibility.

e Not repeat material that is already included in other parts of the solicitation/contract.

e Describe in detail what the supplier is to accomplish through addressing the following four
elements:
o Whatis to be done and what are the deliverables/milestones?
Who is going to do what (agency, supplier, third party CoVA agent, etc.).
When is it going to be done by deliverable and/or milestone?
Where will it be done?
How will it be done and how will the agency know when it is done (i.e., testing and
acceptance)?

o O O O

The SOW content and detail will depend on the nature of the procurement and can range from extremely
simplel buying packaged softwarel to extremely complexl procuring a solution or system design. The needs
assessment/requirements definition/specifications dev elopment details (refer to Chapter 8) should be duplicated
in certain relevant areas of the SOW. All SOWs should minimally include the following components:

e Introduction—a general description of the procurement.

e Background—information that helps suppliers to understand the nature and history of the agency, the
project, the audience being served and the purpose of the new requirements. When applicable, include
the current and desired technologyenvironment (architecture) and interfaces with graphic and textual
descriptions.

e Scope—overview of the SOW that relates the parameters and important aspects of the requirements,
taken from the scope statement.

e Applicable directives (if any)—referenced documents, standards, specifications or directives that
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are either mandatory or informational for the procurement.

e Performance requirements—what is required to be accomplished, theperformance standards and
the acceptable quality levels.

e Deliverable requirements—Technology products, services, software, project and other reports, testing
and all deliverables and formal requirements that must be submitted by the supplier during the
contract.

e Quality assurance and acceptance criteria—Acceptance is the agency’s formal, written process to
acknowledge that the deliverables conform to applicable contract quality, quantity and other
requirements. Acceptance may or may not involve quality assurance processes and typically
precedes payment. The procedure for formal acceptance should be provided for any milestone
deliveries, as well as finalacceptance.

Appendix 12.2 of this manual provides a list of key considerations for SOW content. The project team is
encouraged to review the list in drafting its SOW content.

12.3 Unique IT procurements

For a full discussion on solution-based procurements (subsection 12.3.1 below) please go toChapter 24 of this
manual. For a full discussion onperformance-based contracting (subsection 12.3.2 below) readChapter 21 of
this manual. Valuable information is also provided inChapter 8. It is highly recommended that procurement
officials refer to these additional chapters to follow specific technical/functional/performance requirements and
solicitation guidance that is not duplicated here, but that will greatly impact the approach and time for developing
the requirements definition, scope statement and SOW documents.

12.3.1 Solution-based and complex IT procurements

Solution-c bt f e! SGQt ' bt I !'tvggmjfst!lup!gspgptf!bo!JU!'cvtjofttl!t
requirements. Solution-based RFPs briefly state the business need, describe the technology problem to be

solved, and/or provide minimal specification requirements. The use of solutionbased RFPs allows suppliers who

are technology subject matter experts to use their broadspectrum market knowledge, creativity and resources to

propose innovative cost-effective technology solutions. Solution-based RFPsmay request suppliers to provide a

solution for only part of a business problem or to propose highlevel concepttype solutions which are evaluated

based on a supplierprovided detailed set of requirements.

By their nature, specifications and requirements set limits and thereby eliminate or restrict the items or solutions
available for the supplier to include in its proposal. Technology specifications should be written to encourage, not
discourage, competition consistent with seeking overall economy for the purpose and technology solution
intended. An agency is then able to identify the technology solution, not a particular product or service, which will
best meet its technology or business need.

Appendix 12.3.10of this manual lists key questions the procurement team should consider when evaluating
whether a solution-based procurement is appropriate and also sets forth components that should be included in
a solution-based RFP.

12.3.2 Performance-based IT procurements

Performance-based contracting (PBC) is a procurement method that structures all aspectof the procurement
around the purposes of the work to be performed instead of describing the manner by which the work is to be
performed. PBC allows agencies to acquire products and/or services via contracts that define what is to be
achieved, not how it 5 done. The SOW will provide performance standards, rather than spell out what the supplier
is to do. PBCs normally contain a plan for control and a plan for quality asurance surveillance. In addition, the
contract typically includes positive and negative performance incentives. This is accomplished through clear,
specific, and objective contract requirements and measurable outcomes, instead of dictating the manner by
which the work is to be performed or broad and imprecise statements of work. PBC describes the work in terms
of the results to be achieved and looks to the supplier to best organize the workforce to achieve thoseesults.

The key attributes of PBC aré outcome oriented; clearly defined objectives; clearly defined timeframes;

performance incentives, and performance monitoring.For a more detailed description of PBC, please see
Chapter 21, “Performance Based Contracts”, of this ITPM below.
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12.4 Final quality check of the SOW

The following questions will help in the final quality review of the statement of work:

e Overall: Does the SOW clearly define and support all agency/project requirements? s it consistent with the
requirements definition and statement of scope documents and does it include specific tasks, work
breakdown structure requirements, deliverables, and milestone/schedule requirements?

e Technical, functional and performance requirements: Are the technical, functional and performance
requirements complete and adequately detailed, described and consistent with all agency/project needs
and requirements to motivate supplier understanding and success? Are all necessary
agency/VITA/Commonwealth of Virginia/federal security, confidentiality, accessibility, technology and/or
best-practice specifications, standards and directives included?

e Deliverables: Do all required deliverable(s) support the project’s needs? Are they necessary? Are all
deliverables including hardware, software, design/development, testing, services, reports, project
reporting, status, metrics, etc. specified, as well as when, where how they should be delivered? Should
deliverables be tied to the technical requirements, milestones, and/or supplier payments? Should any
payment retentions be included to incentivize supplier to meet the deliverables or milestones’ schedule,
and/or as a mitigation for overall project non-performance or non-acceptance?

e Key personnel: Does the project require and does the SOW identify key personnel or are other supplier
staff qualifications and levels needed? Have project points ofcontact and information for both agency and
supplier been clearly identified?

e Processes and resources: Have the business and technical processes, resources and/or facilities
to ensure satisfactory performance been properly identifiedand addressed? Are supplier process
plans for evaluating or measuring supplier performance and status necessary?

e Inspection and testing: Does the project warrant inspection and/or testing? Have we addressed the need
for this based on the effort’s technical requirements, performance specifications, level of compliance,
and the need for mitigating performancerisks?

e Supplier Audits: Will supplier-required licensing or other customer compliance audits be allowed; and
are all your agency-specific, Commonwealth or VITA access requirements or restrictions for such
audits included?

e Acceptance and testing: Are sufficient testing and/or acceptance criteria, including acceptance of
deliverables, testing and final acceptance included? Are performance- based requirements, metrics and
measurements being used for this procurement and are they adequately described? Is it necessary to
define if testing or acceptance must occur at varying phases or subsystem completions, prior to
implementation/cutover or at the end of performance or on a per deliverable basis? Do these support the
technical requirements and performance specifications? Who should develop the test plans, conduct the
tests, and verify test results? How long will the agency have to test or approve the deliverable(s), services
or solution prior to final written acceptance and has the length of time supplier will have to remedy been
included?

e Project schedule: Does the project’s overall schedule and/or milestone schedule support the project’s
requirements? Are the requirements reasonable for the work being accomplished? Does the schedule
include downtime for changes, unforeseen problems or other schedule slips? What is the likelihood of
schedule slippage due to interdependency, interface, or conversion issues? Does the SOW consider
increased labor or production (and related costs) to meet a non-flexible schedule? Does the agency need
to address any urgency or contingency information relating to schedule?

e Reliability and maintainability (RAM): Are there requirements for RAM orintegrated logistics support or

upgrades and enhancements? Have these requirements been adequately defined, and do they need to
include performance specifications?
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Maintenance/service/training: Are there requirements for training, ongoingtechnical support, extended or
special warranties, maintenance and/or service? Have all of these and their respective duration and
location needs been clearly addressed? Are there any potential conflicts between these requirements and
the standard business offerings within the market area of this project?

Project reviews and supplier performance management: Are program reviews or supplier surveillance
necessary for monitoring performance? Does the SOW include sufficient requirements for periodic
project status reviews, design reviews, or access to supplier’s facilities for surveillance visits? Are there
clear performance objectives and service levels, if required? Does the SOW establish clear and attainable
positive and negative incentives to those performance objectives and service levels? Does the SOW
include a requirement for a quality control plan from the supplier and/or quality assurance surveillance
plan for agency monitoring? Does the solicitation address the need for an independent IV&V resource if
one is intended?
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Chapter highlights
Purpose: This chapter explains the importance of developing a strong I'Procurement Project
Team (PPT) with the right resources, the right skills and the time needed to complete thgob.
Key points:
1 The PPT should assemble as muchknowledge as possible to ensure thebest qualified supplier
is selected.
1 PPT members/evaluators will be required to complete a Confidentiality and Conflict of Interest
Statement.
Table of Contents
13.0 Introduction
13.1 Selecting PPT members
13.2 Defining roles and responsibilities
13.3 Confidentiality
Appendix A Procurement project/evaluation team — Confidentiality and Conflict of Interest
Statement
Appendix B Evaluation Team Survey

13.0 Introduction
Utilizing a procurement project team (PPT)throughout the IT procurement process is an identified IT
procurement best practice. Use of a PPT will help ensure:

e Project needs are addressed in a timely manner.

e Requisite project disciplines are represented.

e Resources, roles and responsibilities are available, clearly identified and assigned up- front.
e The cumulative benefits of each team member’s experience are maximized.

¢ A level playing field is maintained for all contending suppliers.

e Accountability and responsibility of the team members.

o Efficient use of everyone’s time.

PPTs need the same widespread and diverse variety of skill sets as any other team. It is often a challenge to

identify those persons with the right types of skill and experience when building the team. Selecting valuable

members is particularly important when working with cross-functional teams. The procurement lead/sourcing
tqfdjbmjtu! xjmm! xpsl!xjuiltuiflgspkfdu!t!cvtjoftt!pxofs!L
responsibilities, and lead the team through the procurement processUsually,the PPT is also the evaluation

team; however, there may be instances where the composition of these teams will differ.

13.1 Selecting PPT members

The key to building a strong PPT is finding resources with the right skill sets and the time needed teomplete the
procurement project. These people should be stakeholders in the
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final product or service and/or individuals who have knowledge and skills to fill a particular area of expertise
or project discipline.

There are four mainproject skill sets or knowledge areas that the PPT should possess:
e Functional: expertise in the business needs of the project
e Technical: expertise in the IT or technical aspects of the project
e Financial: expertise in financial analysis of potential suppliers

e Contractual: IT expertise in development and review of the solicitation andcontract
documents

In addition to these four main project skills, there are a number of other important attributes to consider
when evaluating potential members of the PPT. A list of these considerations is set forth irAppendix 13.1
of this manual.

It is important to select team members who fully understand the needs of the public body acquiring the IT
goods and/or services and the desired outcome of the procurement. The PPT should possess as much
valuable knowledge as possible to ensure the best quéified supplier is selected. It is recommended that the
PPT provide input into the solicitation document, especially the evaluation criteria. The team members
should fully understand the requirements of the solicitation and must be able to critically readand evaluate
responses.

The PPT should be formed and functioning soon after the agency business need is identified. Input from all
those responsible for significant aspects of the acquisition should be obtained as early in the process as
possible. This is particularly important for procurements with critical time requirements. Early planning
serves to shorten the acquisition process.

13.2 Defining roles and responsibilities

The recommended size of a PPT is three to five members; however, some projects may require additional
members due to the nature or complexity of the procurement.Coordination and management of the
evaluation phase of the procurement process becomes more difficult as the size of the team increases. To
avoid potential individual bias, the evaluation team should not have less than three members. There will be
instances where the evaluation team is comprised of a different group of individuals than the PPT, due to
the need for temporary, nonvoting subject matter experts or consultants, or due to non participation by a
PPTmember(s).

After the PPT is in place, the business owner and procurement lead/sourcing specialist will discuss the
goals and business needs of the project with the team. The procurement lead/sourcing specialist describes
the sourcing process and the roles and responsbilities of the PPT and/or evaluation team members. Please
refer to Chapter 11, IT Procurement Planning and Strategic Sourcing, which provides a detailed table
defining the roles and responsibilities of each member of the PPT.

Ui f!lgspdvsfnfou! mfbeOtpvsdjoh!tgfdjbmjtu!bttjhofel!bt! ui
the business owner and the technical subject matter experts (SMEs) will work together to create evaluation
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include factors such as total cost of ownership, quality of goods or service, performancehistory of
suppliers, risk assessment, availability and level of technical support. For more kuepth discussion of this,
refer to Chapter 24 of this manual, Requests for Proposals. PPT/evaluation members are requested to
complete and submit the survey in Appendix B at the close of each procurement where an evaluation was
conducted. The SPOC should provide members with the survey form and subnsision details. VITA SCM is
collecting and sharing lessons learned. Commonwealth IT procurement professionals and poject
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managers may contact scminfo@vita.virginia.gov if interested in obtaining and/or sharing evaluation team
lessons learned.

13.3 Confidentiality

The PPT and/or evaluation team have planning and source selection sensitive information and supplier
proposal information that must be marked and treated confidentially and must not be released outside the
PPT/evaluation team. It is imperative that all members of the PPT and/or evaluation team fully understand
they must not disclose any such confidential information to any person not authorized to receive the
information nor to any person who has not signed a confidentiality and conflict of interest statement.
Generally, only the team members and certain selected personnel with a need to know have access to the
procurement information. All information and documentation relative to the development of a specification
or requirements document, the solicitation documents and the contractual documents will be deemed
confidential in nature until a contract is awarded.

PPT members/evaluators and anyone given access rights to the confidential information will be required to
complete a confidentiality and conflict of interest statement (see Appendix 13.2) prior to beginning their
engagement with the procurement. The SPOC is responsible for obtaining and maintaining all signed
agreements.
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VIRGINIA Chapter 14 Selecting the IT
IT AGENCY Procurement Method

Chapter highlights
Purpose: The purpose of this chapter is to providel T purchasing professionals with descriptions of
various IT procurement methods and when to use thesemethods.
Key points:

1 Fair and open competition is the core concept behind the Virginia Public Procurement
Act. The procurement methods available that utilize competition are quick quotes,
competitive sealed bidding, competitive negotiation andauctions.

I There are circumstances where competitive procurements are not practical. There are
times when only one supplier is practicably available or when an emergency must be
addressed immediately.

Table of contents
14.0 Introduction
14.1 Competitive procurement methods
14.2 Non-competitive procurement methods
Introduction

When an agency determines that there is not an existing contract to service its existing IT
acquisition need,the agency must determine the method as to how to procure the desired IT
acquisition. The two main approaches are competitive procurement methods and noncompetitive
procurement methods. Generally, i is in the best interest of the Commonwealth to maximize
supplier competition to the greatest extent possible when making any IT acquisition; however, other
methods are available and can be applied as circumstances dictate.

14.0 Competitive procurement methods

Fair and open competition is the core concept behind the Virginia Public Procurement Act,

§ 2.2-4300(C). The procurement methods available that utilize competition are quick quotes,
competitive sealed bidding, competitive negotiation and auctions. The dollar amount, overall
complexity and level of riskassociated with the IT procurement are factors to consider in choosing
the appropriate competitive procurement method. The procurement lead/sourcing specialist or
procurement project team (seemanual Chapter 13, Procurement Project Team, for more
information) should define the business need and select which procurement method would be most
appropriate for the type of IT product, solution or service desired. An overview of when to use the
respective competitive procurement methods is outlined in the following table. Renember that a
VITA statewide contract shall be used first, if available, for any procurement method listed in this
table (See section 14.0).
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Method

When to use

Where to learn morﬁ

Quick quotes

Total procurement value rangesfrom $10,000-
100,000

Any IT purchases expected to exceed $10,000 in
total value require posting a public noticeon eVA.
Contact VITA atscminfo@uvita.virginia.gov for
software licenses not available on a statewide
contract

Quick quotes up to $10,000 will be set aside for micro
businesses, with a minimum of one quote, if available
(refer to VITA Policy for Small, Womerand Minority
Businesses for additionalguidelines)

Quick quotes from $10,000 to $100,000 will be set
aside for DBSBDcertified small businesses, with a
minimum of four quotes, if available (refer toVITA
Policy for Small, Women and Minority Businesses for
additional guidelines)

eVA

Chapter 7

Competitive sealed
bidding: Invitation for Bid
(IFB)

Total value of the IT Procurement is between $200,000
$250,000

Total value of the IT procurement is greaterthan
$250,000. Needs and requirements are clearly

defined

Price is the determiningfactor

Terms and conditions are not complex and arenot
negotiable

Procurements over $250,000 must be conducted by
VITA unless delegated to agency bWwITA

Chapter 22

Competitive sealed
bidding:

IFB or

two-step IFBs

= =

Must have clearly defined requirements with an
established threshold for pass/fail

Technical and pricing proposals are evaluated
separately

Invite and evaluate technical offers todetermine
their acceptability to fulfill the requirements

Allows for discussions to clarify the technical offer
and requirements

Negotiations are not allowed

Procurements between $200,000$250,000 must be
competed

Procurements over $250,000 must be conducted by
VITA unless delegated to agency bWwITA

Chapter 23
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Competitive negotiation: 1 Total value of the IT procurement is greaterthan Chapter 24
RFP $200,000
1 Procurements over $250,000 must be conducted by
VITA unless delegated to agency byITA
1 Needs and requirements are complex and/or arenot
clearly defined;seeking asolution
1 Price is not the sole determiningfactor
1 Terms and conditions are complex and will likely
require negotiation
Public and online 1 Does not apply tosoftware Chapter 19
auctions 1 Contact VITA atscminfo@vita.virginia.gov if
interested in procuring IT through anauction
including on-line public auctions
1 Must have CIO approval inradvance
Reverse 1 Commercial commodity buys with well-defined Chapter 19
auctions specifications and universally acceptedstandards
1 Products with a well-qualified and establishedbase
of suppliers
1 Aggregate small buys for multiple users
1 Must have CIO approval inadvance

14.1 Non-competitive procurement methods exceptions
There are circumstances where competitive procurements are not practical, when only one supplier
is available or when an emergency procurement exists. An overview of when to use nogompetitive

procurement methods is outlined below.

Method When to use Where to learn more
Sole source I There is only one solution practicably Chapter 16
procurements available
9 Product or service is only practicably
available from a singlesupplier
i Total value of the IT procurement exceeds
$10,000
Emergency i There is a serious or urgent situation Chapter 17
procurements requiring immediate action to protect
persons or property.
1 Utilize competition to the extent practicable
Joint and 1 Can provide expeditedacquisition Chapter 20
Cooperative T Puifs!gvecmjd!cpez!t!dpo
procurements jointly and cooperatively procuredand allow for
(including GSA) purchase by other publicbodies
T Dpousbdu! xbt! t p mgthérjpublice !
cpej ftLd
i Item is not available on an existing statewide
contract or available througha DSBSDcertified
small business
1 Supplier must agree to allofWJ UB! t !
standard terms and conditions
1 Requires ClOapproval
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Chapter 15 Small IT Purchase

IRGINIA
AGENCY  procedures

W
—_ =

Chapter highlights
Purpose: This chapter definesITand telecommunications small purchase guidelines.

Key points:

1 Set asides are required for micro businesses for all procurementsinder
$10,000 when theprice quoted is fair and reasonable and does not exceed five percent (5%) of the lowest
responsive and responsible noncertified bidder. Set asides are required for DSBSRertified small
businesses, for all procurements up to $100,000 when the price quoteds fair and reasonable and does
not exceed five percent (5%) of the lowest responsive and responsible noncertified bidder.

1 Reviewing available statewide contracts for IT or telecommunications goods and services

allows agencies and institutions to determine if the technology product or service needed
can be purchased through a statewidecontract.

1 A Quick Quote or RFP may be used for small purchases up %200,000.
1 All procurements for cloud-based solutions (Software as a Service), regardless of dollar
amount, are subject to agency compliance withthe requirements inWJ U B ! t-RartyiUges ¢
Policy.
Table of Contents
15.0 Introduction
15.1 Competitive requirements

15.0 Introduction

Bo! JU!gspdvsfnfou!jt!dpotjefsfelb!diznbmm!qvsdibtf L) xif

procurement is not expected to exceed $200,000. Emergency procurements of goods and services available

po!bo!fyjtujoh!tubufxjef!dpousbdu!bsf!opu!tvckfdu! up! W,

VITAhas procurement authority for all IT goods and services for agencies and nonrexempt institutions of
higher education, but may delegate that authority within certain parameters.The delegated authority for IT
goods and services, and the dollar thresholds of that authority,is provided in the Authority and Delegation
Policy located at the following URLhttps://www.vita.virginia.gov/procurement/policies—
procedures/procurement-policies/

Before performing a small dollar purchase for IT goods or services, agencies and institutions should search

ui f 1 JU!l'tubufxjef! dpoushbdu thttps:Mvitaicobblestorfedygiems.ddti/puBlic/t. ! Xf c ! t j uf

Sfwjfxjoh! WIUuB!t! bwbj mbecmf!tubufxjef!dpousbdut! bmmpxt! I

technology product or service needed can be purchased through an existing competitively procured IT

tubufxjefl!dpousbdu/ ! VvVt f ! prgahdatdrifer the dcquisition éf alljlTegbodsdapdo u s bdut ! j

services, including small purchases. If there is not a VITA statewide contract available for the needed IT
good or service, a procurement will be conducted. At any time, an agency may request that a smatiollar
technology purchase be procured on its behalf by VITA by completing and @nailing the requisition form,

xijdiltdbo!cf!gpvoelcz! mphhjaoh!joup!zpvs!bhfodz!t!f WB! b«
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Agencies shall utilizeeVAfor e-Mall, quick quote and catalog purchasing to meet the number of quotations

ultimately required for each dollar threshold limit. As required byVirginia Code82.2-4303(G), purchases that

are expected to exceed $30,000 shall require a written informal solicitation of a minimum of four bidders or

offerors. f WBfunctionality can provide the needed minimum written quotes required by§2.2-4303 (G).
Bhfodjft!boe!jotuj uvuj-Mal,glickduatd, danddatpldg\purghasipgffundtionaliey ast ! f

Xxfmm! bt! ETCTE!t! Xfcl!tjuflgps!tpmjdjubujpot! xifsfluif! u:
$5,000 and the dollar limit ($250,000).

All procurements for cloud-based solutions (Software as a Service), regardless of dollar amount, are subject

up! bhfodz!dpngmjbodf! xjuiltuif!lsfrvjsfnfout!jo!WJUB!t! Ui
Use Policy located at this URL: https://www.vita.virginia.gov/technology-services/catalog-services/cloud-
services/cloud-third-party-use-policy/.

15.1 Competitive requirements
The following competitive requirements shall be followed for all small IT purchases, regardless of
delegation:

1 Procurements up to $10,000p In accordance with Executive Order 35 (2019) all procurements up to
$10,000 are set aside for DBSBD certified micro businesses when the price quoted is fair and
reasonable and does not exceed five percent (5%) of the lowest responsive and responsible
noncertified bidder. Micro businesses are thosebusinesses that have been certified by the
Department of Small Business and Supplier Diversity (DSBSD) that have no more than twenfive
(25) employees and no more than $3 million in average annual revenue over the thregear period
prior to their certification. Quotes shall be solicited from a minimum of one DSBSEcertified micro
business viaeVA

1 Procurements over $10,000 up to $100,000p eVAQuick Quotes shall be solicited from at least four
(4) DSBSDxcertified small business sources, including small businesses owned by women, minorities
and service-disabled veterans and micro businesses, if available, in writing. In the procurement
selection process for these set-asides, at least one of the proposals/bids shall be obtained from a
micro business unless upon due diligence no micro business in a particular category exists or was
willing to submit a proposal/bid. If two or more DBSBDcertified small business sources cannot be
identified as qualified to set aside the procurement under $100,000, the procurement file shall be
epdvnfoufel!l xjui!WJUB!'t! fggpsut! ui spvroes.'/AfiiaWdrd up! pcubj ¢
may be made to a qualified, reasonably ranked DSBSDertified small business, including minority-,
women-, or service-disabled veteran-owned small business or micro business offerors, if available,
that is other than the highest-ranking offeror if the price submitted is fair and reasonable and does
not exceed five percent (5%) of the lowest responsive and responsible noncertified bidder. If an
informal RFP is utilized in lieu of Quick Quote the award shall be made to the highest ranking and
qualified small business, including small womar+, minority-, service-disabled veteran-owned or micro
business offeror. If the procurement is set aside and the agency or institution receives no acceptable
bids or offers, the set aside may bewithdrawn, and the procurement resolicited utilizing non-set-
aside procedures. In estimating the total cost of the procurement, all possible renewal periods on a
term contract must be considered to determine if the procurement will not exceed $100,000.
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| Chapter 16 Sole Source s
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Purpose: This chapter defines sole source IT procurements and outlines soleource policies.

Keypoints:

1 Sole sourcelT procurements are defined as procurements where there isonly one
tpmvuj po! up! nlfreeds, ama brtylorie supm@iér tah provide the
technology goods and/or services required for thesolution.

1 Proprietary IT solutions do not justify a sole source procurement. Proprietary
procurements are defined as those in which there is onlpne solution available to meet
bo!bhfodz!t!JU!offet<!ipxfwfs-!Invmuj gmf
and/or services requiredfor the solution.

Table of Contents

16.0 Introduction

16.1 Sole source procurement justifications

16.2 Sole source procurement process requirements

16.3 How to conduct sole source procurements

16.4 Sole source procurements resulting in “high risk contracts”

16.5 How to determine price reasonableness

16.6 How to negotiate sole source contracts

16.7 How to complete the sole source procurement file

Appendix A IT goods and services sole source procurement approval request form
Appendix B Price reasonableness determination form

16.0 Introduction

Sole sourcelT procurements are defined as procurements where only one solution exists to meet an
bhfodz!t!JU!'offet!boe! pomz! pof!tvggmjfs!dbo!gspwjef! uif
solution. Competition is not available for sole source procurements. Whe a sole source procurement is

contemplated for a technology purchase and the estimated total amount of the purchase exceeds an
bhfodz!t!efmfhbufel!qvsdibtf! bvui ps] Appendixa6.0jshollidlef ! Tpvsdf !
signed by the agency heal or designee and submitted to VITA for approval atscminfo@vita.virginia.gov

prior to the agency taking any further action.

16.1 Sole source procurement justifications

As fair and open competition is the preeminent consideration in Commonwealth procurement, any agency
making a sole source procurement must clearly and convincingly demonstrate the need for doing so.
Examples of circumstances which could necessitate sole saurce procurement for technology goods or
services include:

e Products that are unique and possess specific characteristics or have a unique capability to
provide a particular function and such products are only availablefrom only one supplier.

e Alaw or grant requires a single source.
e Recovery from a disaster or emergency.
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Examples of circumstances which do not justify a sole source procurement for technology goods or

services include:

e Single supplier's capability to deliver in the least amount of time.
e Small purchase procurements under $10,000.

e Proprietary solutions. Proprietary procurements are defined as those in which there is only one
solution available to meet an agency’s needs; however, multiple suppliersmay provide the
technology goods and/or services required for the solution. Proprietary solutions exist when the
compatibility of equipment, replacement parts or service is the paramount consideration, but
they should be procured usingcompetition.

16.2 Sole source procurement processrequirements
Below is a table of process requirements for sole source procurements of varying budget levels:

Sole source
procurement
Any amount

Condition

Off-premise (cloud hosted)

solution

Process

Enterprise Cloud QOversight Services
(COV Ramp) process. Regardless of the
amount, if the Sole Source Procurement
involves an off-premise (cloud hosted)
solution, agencies must follow the COV
Ramp process and workflow. A Security
Assessment of the cloud service will
need to be completed by the supplier
and approved by COV Ramp, via a work
request 1-003, and special Cloud
Services Terms & Conditions must be
included in the contract prior to award.

Under $10,000

Not applicable

Not applicable

$10,000 To
$250,000

Must be a Non-
Infrastructure Related
Procurement
Agency/Institution

Must be approved in advance by the
agency head or designee.

Complete a Sole Source Procurement
Approval Request Form (see Appendix
A), signed by the agency head or
designee.

$250,000 or more

Any agency IT project that
(has a total estimated cost
of $1 million or more has
been designated a major
information technology
project by the CIO. (See
Virginia Code § 2.2-2006.)

Complete the Sole Source form

and attach to your Procurement
Governance Request (PGR). For more
See here:
https://www.vita.virginia.gov/procureme
nt/policies—-procedures/summary-of-
vitas-procurement-delegation/.

The CIO must approve the sole source
procurement prior to the
commencement of the actual

procurement.
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16.3 How to conduct sole source procurements
The VPPArequires the following steps in conducting sole source procurements:

e Prepare a written determination that there is only one source practicablyavailable. The Sole
Source Procurement Approval Request Form, fulfills this requirement.

e Conduct determination of PriceReasonableness.

e |ssue a written award notice that states:
o only one source is practicably available
o whatisto beprocured
o name of selected supplier
o date the contract was or will beawarded

e Post the award notice on eVA. The notice may also be published in a newspaper of general
circulation on the day the public body awards the contract. Posting on eVA is required by all
state public bodies. Local public bodies are encouraged to utilize eVA.

Sole source IT procurements that include a renewal provision, for which approval for multiyears was
originally obtained, do not need to be reapproved until expiration of that renewal term.

16.4 Sole source procurements resulting in “high risk contracts”

Virginia Code2.2-4303.0lef gj of t ! dzi j hi ! sjtl ! dpousbdutL) boe! pvumj oft!
public procurements which may result in a high risk contract. Any IT procurement that is anticipated to

result in a high-risk contract must be reviewed by VITA and theOAGprior to contract award.

Agencies are required to contactSCM at: scminfo@vita.virginia.gov during the contract preparation stage
gps!bttjtubodf!xjui!qgsfgbsjoh!boe! fwbmvbujoh!uif!gspqgpt

WiuB!t! Il jhi!Sjtl!Dpousbdut! Qpmj dz! dbo! lowirggfnk:oe! po! pvs!)
https:// www.vita.virginia.gov/supply-chain/scm-policies-forms/scm-policies/. Also see Chapter 25 of this
nbovbm-!d2JU! Dpousbdu! Gpsnbuj polLJ

16.5 How to determine price reasonableness

The agency should conduct careful research when conducting a sole source procurementio determine the
fair market price of the IT good or service being procured and document the findings. To substantiate price
reasonableness, review previous prices paid by other consumers and observe whether the market has
remained stable or fluctuated for that particular IT or telecommunications good or service. Complete a Price
Reasonableness Determination Form (seeAppendix 16.5) for the procurement file. Also see Chapter 9 of
ui jt!nbovbm-!d&fof gsobombbof Qs iJdf

16.6 How to negotiate sole source contracts

In sole source procurements, a contract is negotiated and awarded without competitive sealed bidding or
dpngfujujwf!ofhpujbujpo/!TUifsfgpsf-!ljul!jtluif!bhfodz!t!
Dpnnpoxf b minterest. Todbé suecessful, the agency should have extensive knowledge of the

nbsl fu-!'uifl!tvggmjfs!lt!qgptjujpo!joluif!nbslfu!boel!tvct:
technology or service being procured

16.7 How to complete the sole source procurementfile
An executed contract and/or eVA-issue purchase order is required for sole sourcepurchases. The
procurement file for sole source procurements over $10,000 should contain the following documentation to
support the sole source contract award:
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Written quote from offeror

Sole Source Procurement Approval Request Form (AppendixA)

Price Reasonableness Determination Form (Appendix B)

Written negotiations documentation

Written award notice

Documentation of public posting of sole source award in a newspaper of general
circulation, if any.

Copy of eVA posting.

Executed contract, if applicable, and copy of eVA purchase order.
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Chapter highlights
Purpose: This chapter defines emergencylT procurements and outlines emergency procurementpolicies.

Key points:

1 Any agency can make emergency procurements when an urgent situatiorarises, and the
particular IT need cannot be met through normal procurement methods. The agency head must
approve the emergency procurement inwriting.

I An emergency is a serious or urgent situation requiring immediate action to protect persons or
property. An emergency can be a threat to public health, welfare or safety caused by floods,
epidemics, riots, equipment failure, fire losor such other reason.

T Uif!bhfodz!jt!sfrvjsfelup!lgjstu!tfbsdi! WJIUB
are available to fulfill the emergency procurement, since these contracts have been competed
and negotiated.

Table of Contents

17.0 Introduction

17.1 Competition requirements in emergency IT procurements
17.2 Emergency IT procurement requirements

17.3 Documentation for the emergency IT procurement file
Appendix A Emergency IT procurement notification form

17.0 Introduction

This chapter covers policies for the procurement of IT goods and services in an emergency situation. An
emergency is a serious orurgent situation requiring immediate action to protect persons or property. An
emergency can be a threat to public health, welfare or safety caused by floods, epidemics, riots, equipment
failure, fire loss or such other reason. The existence of such condibns creates an immediate and serious need
for supplies or services that cannot be met through normal procurement methods and schedules. Further, the
lack of these supplies or services could seriously threaten government functioning, property preservatiorand/or
the protection, health or safety of any person. Emergency procurements shall be limited to those supplies,
services or items necessary to meet the emergency. The potential loss of funds by an agency at the end of a
fiscal year is not an emergency.

17.1 Competition requirements in emergency IT procurements

Agencies should solicit as much competition as practical for emergency procurements; however, emergency
gspdvsfnfout!nbz!cf!ldpoevdufe! xjuipvu!dpngfujujpo/! Uif!E¢k
contracts at: https://vita.cobblestonesystems.com/public/ to determine if existing sources are available to fulfill

the emergency procurement, since these contracts have been competed and negotiated.

17.2 Emergency IT procurement requirements
The requirements for a public body to conduct an emergency procurement are detailed ir§ 2.2-4303(F) of the a
Code of Virginia

17.3 Documentation for the emergency IT procurementfile
The procurement file shouldinclude the following documentation:

e Copy of the Emergency Procurement Notification Form located in Appendix 17.3 of this chapter,
with Agency Head or designee signature.
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e Supporting documentation for:
o the basis for the emergency
o steps taken to ensure as much competition as practicable wastaken
o anexplanation of why a particular supplier was selected

e Written quote from the selected supplier.
e Purchase order and/or executed contract.

e Copy of the posted eVA notice stating that the contract is being awarded on an emergency basis,
identifying that which is being procured, the contractor selectedand the date of contract award.

The form and copies of all documentation supporting the emergency procurement award for IT goods and
services should be forwarded to VITA atscminfo@vita.virginia.gov within five days of the contract award.
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Chapter highlights

Purpose: This chapter provides guidance for conducting requests foinformation, prequalification of
suppliers and receipt of unsolicitedproposals.

Key points:

1 Arequest for information (RFI) is a standard business process to collectvritten information about
the capabilities of varioussuppliers.

1 Prequalification is a procedure to qualify products or suppliers and limit consideration of bids or
proposals to only those products or suppliers which have beerprequalified.

1 Anunsolicited proposal is a proposal received that is not in response to anggency or institution-
initiated solicitation.

Table of contents

18.0 Introduction

18.1 Requests for information

18.1.1 When to use an RFI

18.1.2 General guidelines for developing an RF|

18.2 Prequalification of suppliers or products

18.2.1 Prequalification procedure

18.2.2 Criteria for denying a supplier prequalification

18.3 Unsolicited proposals

18.3.1 How unsolicited proposals are submitted and evaluated
18.3.2 Requirements for awarding an unsolicited proposal

18.0 Introduction
This chapter provides an overview of requests for information, prequalification of suppliers or products and
unsolicited proposals for the procurement of IT goods and services.

18.1 Requests for information
A request for information (RFI) is astandard business process to collect written information about the
capabilities of various suppliers to provide identified IT solutions, services or products. The RFI acts as a formal
inquiry to the marketplace to determine which suppliers and/or IT produds, services or solutions are available in
ui f!'nbsl fulup!tpmwf!bo!bhfodz!t!JU!cvtjoftt!gspcmfn/! Uif
developing a subsequent purchase requisition, invitation for bid (IFB) or request for proposal (RFP) afte
determining that IT suppliers or solutions are available which can satisfy the IT business problem. An RFl is not a
procurement method and the results of an RFI cannot be made into a contract. Responses to an RFI will assist
the agency in determining anappropriate course of action that may or may not involve a new procurement to
solve their IT need. An RFI can be best described as a formal effort to seek ideas, perspectives and information
on the proposed IT procurement from potential suppliers so that aformal project scope and set of requirements
may be developed.
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18.1.1  When to use an RFI
Generally, an RFI is used when reliable knowledge is needed regarding the availability of unique IT suppliers,
solutions, services or products andlittle is known about them in the general market or IT industry. There are
certain specific instances where the use of an RFI can be helpful:

e When an agency lacks in-house expertise or resources qualified to determine what type of solution
may achieve its IT project’s business goals and/or what types of solutions are available in the
marketplace.

e When supplier responses to an RFI will assist an agency in developing future IFB orRFP
requirements. Suppliers may propose multiple solutions in response to an RFI inquiry and need
not be limited to proposing one solution. Each solution proposed may be an option for
consideration and may help an agency shape their requirements.

e When suppliers can educate an agency on available options that will help mitigate risks and/or
reduce overall technical needs.

18.1.2 General guidelines for developing an RFI
Xijmflfbdi!gspkfdu!l!t!cvtjoftt!pckfdujwft!bsf!vojrvfl!boe
needs, there are general recommendedyuidelines to follow in preparing a successful RFI:

e Beconcise and include a clear statement of the problem for which a solution maybe solicited
in the future.

e Request that suppliers respond to questions concerning the particular IT topic,business need or
solution being considered.

e Ask suppliers to provide information on their qualifications, experience and abilityto solve the
IT problem posed by the RFI.

e Ask suppliers to provide lessons learned, white papers or other credible data regarding the
solution being considered to obtain sound information, facts andknowledge-share.

e Do not ask for any cost or pricing information as such information could create an unfair
solicitation environment.

e Do not use the RFI to select an IT supplier or a solution.

e Any subsequent IFB or RFP may not be written to a particular supplier, product, service or
solution discovered during the RFI process.

18.2 Prequalification of suppliers or products
Prequalification is a procedure to qualifyproducts or suppliers and limit consideration of bids or proposals to
only those products or suppliers which have been prequalifiedVirginia Code§ 2.2-4317(A) allows the
prequalification of suppliers in certain instances.

Prequalification does not guarantee that a particular supplier will receive a contract or award, but rather
qualifies a supplier to submit a bid or propose a solution for a specific solicitation under agreedupon terms
and conditions. Agencies may prequalfy IT products or suppliers and then only solicit those who have been
determined to have met the prequalification criteria. In such cases, a qualified contractors list (QCL) and/or a
qualified products list (QPL) may be created. A QCL is a list of supplisrwhose capability to provide an IT
service has been evaluated and approved based on written prequalification proceduresA QPL is a list of IT
products and/or services that have been tested and approved based on written prequalification criteria. The
prequalification process allows for the listing of an unlimited number of potential IT suppliers that have agreed
tomeetthebhf odz!t!'tqgfdjgjd!ufdiopmphz!sfrvjsfnfout!boel!i bwf
defined in the prequalification document. Ifthe prequalification document includes terms and conditions which
are not required by law, regulation or policy, those terms and conditions may be subject to negotiation before
issuance of a solicitation.

18.2.1  Prequalification procedure
Agencies may contact VITA atscminfo(@vita.virginia.gov to inquire about current prequalified IT suppliers and
products, or conduct a contract search of existing statewide contracts at
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If an agency utilizes a custom prequalification procedure, the agencyprocedure must be posted publicly and in
eVA, sufficiently in advance of itsimplementation, to allow potential suppliers a fair opportunity to understand
and complete the prequalification process. The following prequalification procedure should be followed:

e Priortotheissuance of an IT solicitation, the agency will post a pre-qualification notice in eVA with
the prequalification form attached. The form will set forth the criteria by which qualifications will be
evaluated and when and to whom the form must bereturned.

e Any prequalification notice will provide that all information voluntarily submitted that is labeled as
trade secret or proprietary information by the supplier shall be considered a trade secret or
proprietary information for the purposes of the prequalification.

e A prequalification notice may include a nondisclosure agreement, request forsupplier’s financial
data and intent to bid/propose form which clarifies the supplier’s point of contact information.

e At least thirty (30) days before the date established for submission of the bids or proposals under
the prequalification solicitation, the agency shall advise those potential suppliers that submitted a
prequalification application whether that supplier has been prequalified for that procurement. The
agency will be the sole judge of when prequalification of IT suppliers, products or services is
desired or required.

18.2.2 Criteria for denying a supplier prequalification
An agency may deny prequalification to an IT supplier only if one of theauses listed in Virginia Code§ 2.2-
4317(C) applies.In the event a supplier is denied prequalification, the agency shall provide written notification
to the supplier stating the reasons for the denial of prequalification and the factual basis of such reasons. The
tvggmj fs!inbz! fmfdu! equdlificafionfdécisionas providedifVirgina ICodé SR 2-4357 and
§ 2.2-4364.

18.3 Unsolicited proposals
An unsolicited proposal is a proposal received that is not in response to any agencynitiated solicitation. This
policy for unsolicited proposals applies only to IT goods and servicesAgencies may encourage the supplier
community to submit unsolicited proposals offering new and innovative technology goods, services and
solutions including those which would provide significant cost savings to the Commonwealth. Unsolicited
proposals allow suppliers to introduce unique and innovative ideas or approaches that have been deveped
outside of government to be made available to agencies.

18.3.1 How unsolicited proposals are submitted and evaluated
Unsolicited proposals shall be submitted in writing directly to those agencies who establish a primary point of
contact to coordinate the receipt and handling of unsolicited proposals. A favorable comprehensive evaluation
of an unsolicited proposal by theagency does not alone justify awarding a contract. All contracts must be
awarded through competition or other VPPAcompliant mechanisms. No preference shall be given to the
potential supplier that initially offered the unsolicited proposal should a subseqtent solicitation be issued for
the same product, service or solution; nor should the solicitation be written in favor of that supplier or its
technical approach or specifications. All unsolicited proposals submitted to any agency should be subject to
the following conditions:

e Allunsolicited proposals are submitted at the risk of and expense of the potential supplier.

e Anunsolicited proposal is submitted with no obligation on the part of the agency orthe
Commonwealth.

e Unsolicited proposals must contain no restrictions on the agency's use of any ideas or
information contained in such proposals or the Commonwealth.

e The agency may charge a fee for review of an unsolicited proposal. Such fee should be posted by
the agency in advance of receiving any unsolicited proposal to give the proposer adequate notice
that payment of such fee is required. Proposals requiring technical review may be billed on an
hourly basis as appropriate for time spent in review.
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e All unsolicited proposals will be evaluated for their participation and inclusion of small businesses
including small businesses owned by women, minorities and service-disabled veterans, as well as
micro businesses.

e If the unsolicited proposal contains an offer to loan or provide goods or services to an agency at no
cost or little cost, and this offer would tend to create a need for subsequent procurements, the
requirement for such goods or services and any additional needs shall be offered for competition in
accordance with the VPPA. Potential suppliers shall be afforded an opportunity to participate in the
resulting procurement process.

In order to constitute a true unsolicited IT proposal, the proposal must meet the following criteria to be accepted
and reviewed by an agency:

e The unsolicited proposal must be innovative and unique;

e The proposal must be independently originated and developed by the supplier presenting the
proposal to the agency.

e The proposal must have been prepared without government supervision,endorsement, direction or
involvement

e The proposal must include sufficient detail to permit a determination by the agency if
consideration and review of the proposal would be worthwhile.

e The proposal must not be an advance proposal for a known agency IT requirementthat can be
acquired through competitive methods.

e The proposal must not address a previously published agency IT requirement.

e All proprietary information included in the proposal which the supplier wishes toremain confidential
shall be marked as proprietary. If the entire unsolicited proposal is marked proprietary, it will not be
considered for review by an agency.

18.3.2 Requirements for awarding an unsolicited proposal
Any resulting contract award and related awarddocuments of unsolicited IT proposals by an agency must
adhere to the VITA delegation and CIO review and approval requirement§&enerally, competition should be used.
However, if it is determined by an objective evaluation process that the IT goods or services required by an
agency and offered in an unsolicited written proposal are practicably available from only the unsolicited source,
the agency may negotiate and award a contract following the sole source procedures, including budget and VITA
delegation requirements, conditions and approvals. Any notice of award shall be posted ireVAfor ten (10)
calendar days.
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RGINIA Chapter 19 Public, Online, and
AGENCY Reverse Auctions
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Chapter highlights

Purpose: This chapter contains policies and guidelines pertaining to the acquisition of T goods through
the use of public, online and reverse auctions.

Key points:

1 The purchase of IT goods and nonprofessional services from a public auction sale shall be
permitted by any authority, department, agency or norexemptinstitution of higher education if
approved in advance by theCIO.

1 Areverse auction is a procurement method where suppliers are invited to bid on specified goods
or nonprofessional services through reaktime electronic bidding, with the award being made to
the lowest responsive and responsiblesupplier.
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19.0 Introduction

The policies and guidelines in this chapter are applicable to procurindT goods and services utilizing public,

online and reverse auctions.Pursuant to Virginia Code82.2-4303, agencies may purchase IT goods from public
auctions and online public auctions upon a determination made in advance by the agency that the purchase of IT
goods from a public auction sale is in the best interest of the public.

The purchase of IT goods and nonprofessional services from a public auction or reverse auction sale shall be
permitted by any authority, department, agency or norexempt institution of higher education if approved in
advance by theCIO.

19.1 Public and online auctions
When agencies look at the price of IT auction items, thesavings may seem substantial; however, often the
reasons for the low price(s) at auctions are a result of disadvantages such as:

Limited warranty or no warranty,

No return policy,

Advance payment requirements,

Items of uncertain history or conditions,

All auction items are purchased on an “as is/where is” basis.

Usually,a day or two before an auction, the auction house (if a public auction) or an auction website will set aside
the day(s) for review and evaluation of the IT goods that will be auctioned. Agencies should take advantage of
this pre-auction inspection period to confirm that what appears to be a good value online or in a catalog is really
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as represented. This preview period can avoid costly technology mistakes.

Before bidding, agencies should become familiar with the rules and practices of an auction house or online

auction site. Buyers should determine what protections the auction site offers auction purchasers. Buyers should

make certain that the auction house/auction site offers some protection against purchasing defective or

erroneously described merchandise. All agencies should be keenly aware of exactly which technology items they
bsflcjeejoh!polevsjoh!uif!bvdujpoviuMphplzigpepappbeelInplpp sk
get a better idea of the condition of the technology item. Buyers should try to determine the relative value of a

technology item before their bids are placed.

Agencies should avoid doing business with sellers that they cannot identify or sellers who try to lure buyers off

regulated auction siteswithgs pnj t ft ! pg! b! cfuufs!lefbm/!'Cvzfst!tipvme! di
sure that it is possible to return an item for a full refund if the agency is not satisfied with it. Determine if the

agency will be required to pay shipping costs or a resbcking fee.

When purchasing technology though an online auction or auction house, buyers should consider whether the
item comes with a warranty and whether follow-up service is available if needed. Buyers should document and
understand fully all warranties and other potections offered by the seller or auctioneer. Agencies should decide if
they are willing to forfeit support, warranties and maintenance services before placing &id.

When bidding, buyers should establish a top price for the technology item desired and stick to it. This will enable

ui f!bhfodz!up! hfu!b!gbjs!gsjdf!boe!gspufdu! ju!gspn! dztijr
gbsuof st - shillsil xxq led tplodzt f mmf st ! ! jufnt!up!esjwf!vqgluif!qgsjd
do not intend to buy. If the agency is the highest bidder, the agency is obligated to follow through with the

transaction. Remember to save all transaction irformation regarding any technology auction purchase.

19.2 Reverse auctions

19.2.1  General Information about reverse auctions

A reverse auction is a procurement method where suppliers are invited to bid on specified goods or
nonprofessional services through realime electronic bidding, with the award being made to the lowest
responsive and responsible supplier. Suppliers must beprequalified to participate in a reverse auction. During the
cjeejoh! gspdftt - lrdvealgedjand stippliers Have she appottunity sofmbdify their bid prices for
the duration of the time period established for bid opening. (Refer toVirginia Code § 2.2-4301.)

In a reverse auction, something is purchased from the lowest responsive and responsible supplier (which is the

dzs f wf st f LI pg! bl opsnbm! bvduj po-!xifsfjoltpnfuijoh!jt!tpme
conducted via the Internet (usualy through an eprocurement site) where prequalified suppliers anonymously bid

against each other for an item or group of items for which an agency has a requirement. Bidding takes place at a

specified date and time and continues for a specified amount oftime to allow suppliers to reduce their bids

during the auction period until no more bids areaccepted.

Reverse auctions can allow agencies to minimize the cost of IT goods and services purchased while maximizing

the value received. Reverse auctions provide an unbiased method to procure IT as it avoids the appearance of

unethical or compromising practices in relationships, actions and communications. Reverse auctions also
gspwjeflcfofgjut!uispvhil!bvupnbujoh!uif!tpvsdjoh! gspdftt

To begin the reverse auction process, an agencynust post a procurement opportunity for suppliers to qualify to
participate in the reverse auction event. Suppliers will submit a summary of their products and/or services as

well as their qualifications without prices. This prescreening of suppliers is done caefully to ensure that the
agency does not contract with irresponsible suppliers offering lower quality products. Suppliers who prequalify
are invited to participate in the reverse auction event. Supplies who were not selected to participate in the

reverse auction should be naotified by the purchasing agency. The selected suppliers will be contacted and trained
on set-up and use of the selected auction tool.

During the course of the auction, suppliers submit progressively lower prices electronically until the lowest bid is
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starting with the supplier who submitted the lowest price until the lowest responsible supplier is selected for
award.

The table below shows the primary differences between traditional and reverse auctions.

Traditional auction Reverse auction

ltem(s) offered for sale [tems required to be purchased
Multiple buyers compete for the purchase Multiple suppliers compete for the sale
Price is driven up Price is driven down

19.2.2 Benefits of reverse auctions
Reverse auctions appeal tobuyers for many reasons, including:

1 Buyers may realizesignificant price reductions. Reported pricereductions range from five percent to 90
percent.

e  Buyers perceive reverse auctions to be a much faster way to get to the final, best price from a
qualified group of suppliers.

e The sourcing and supplier selection process becomes more transparent, reducing the influence of
personal relationships and sales force efforts.

e Reverse auction software is inexpensive to install and easy to use.

e The Internet provides a low-cost, easily accessible way to connect a buyer with multiple qualified
suppliers.

e Spending analysis programs aggregate purchasing volume into quantities that make
participation attractive to many suppliers.

Reverse auctions complement strategic procurement strategies and have been shown to effectively leverage
volume purchasing and drive real IT savings. Reverse auctions work best when they are used farocure the
following IT goods and services:

e Commercial technology commodity buys with well-defined specifications and universally accepted
standards.

e Bulk technology or telecommunications purchases.

e |tems of definite quantity and definite delivery.

e Technology and services which have a well-qualified and established base of suppliers.
e Technology purchases which have big-dollar volume actions for individual customers.
e Aggregated small buys for multiple users.

19.2.3  Guidelines for using reverse auctions
When considering the use of a reverse auction, agencies should carefully consider the following guidelines:

e Think beyond price. While buyers may feel good about getting the lowest price, ultimately it is the
greatest value that matters. Price is only one element of the buyer’s value equation. Buyers should also
consider quality, reliability and supplier's value- added services. These considerations should be built
into the prequalification criteria and specifications.

e Use reverse auctions only when appropriate. Reverse auctions are appropriate for IT transactional
situations characterized by one-time purchases, typically for common commodity products available
from multiple suppliers. Reverse auctions are generally not appropriate for sourcing of differentiated
parts and components where suppliersmay need to have specialized capabilities and few suppliers
can meet quality and reliability standards.

e Understand the hidden costs of reverse auctions. Savings from the first few reverse auctions an
agency conducts can overstate the eventual savings. There is a big difference between the savings
measured at the time the auction closes and the savings measured at the end of the transaction.
Buyers should account for both direct and indirect losses that may arise during the course of the

Page 95 of 247






