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build trust deliver lasting outcomes

CIA CONTRACT REVIEW

Report on the Comprehensive Infrastructure Agreement
to the Virginia Information Technologies Agency – April 2015 

The Virginia Information Technologies Agency (VITA) provides IT infrastructure services to executive-branch agencies 
throughout the Commonwealth of Virginia, primarily through a contract with Northrop Grumman.  In anticipation of 
contract expiration in 2019, and with recognition of the complexity of change in such a large shared services 
environment, VITA is currently evaluating sourcing strategies to better align with current best practices and future 
customer requirements. Toward that end, VITA has commissioned Integris Applied, an IT sourcing advisory firm with 
focus on the public sector and next-generation sourcing models, to assess the current environment and develop a long-
term strategy. 

This report is provided by Integris Applied to the Virginia Information Technologies Agency (VITA), its customers, and the 
Commonwealth of Virginia at large.  It is focused on the terms and conditions within the Comprehensive Infrastructure 
Agreement (CIA), and how those provisions and VITA’s working relationship with Northrop Grumman may provide 
options for the Commonwealth as it considers short- and long-term strategy.  Future reports will complement these 
findings to provide a full assessment of the current situation and specific executable recommendations. 
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1. Executive Summary 

As the Commonwealth of Virginia (COVA) contemplates its next steps for technology and sourcing, it 
must understand the options within its existing contract and how those options might support or constrain 
a strategy. Any contract embodies the parties’ intent at the time of drafting – a method to document 
responsibilities to meet each party’s goals.  A good contract will contemplate changes, protect the 
interests of both parties, and distribute risk equitably. However any contract is most effective with a strong 
consumer/supplier relationship that supports changes to the contract as the parties’ goals evolve.  

This paper provides insight into relevant aspects of the Comprehensive Infrastructure Agreement’s (CIA) 
provisions.  It is neither an assessment of contract governance nor a description of specific strategies.  It 
is intended to serve as a foundation for future contract discussions and will create a baseline of 
understanding across all COVA stakeholders. 

The CIA reflects an embodiment of particular priorities of the Commonwealth at the time of contract 
signing.  It protects a significantly large service provider investment while allocating risk to the client as 
seen in contracts of similar size and scope.  While the CIA contains many elements of market standard 
contracts, it is not optimal on various bases, including the following: 

 Lack of alignment with current market standards, applicable statute, and customer requirements 

 High exit and resolution fees 

 Statements of work and service responsibility incomplete, pushing risk back to COVA 

 Quality provisions lacking and inconsistently documented 

 High proportion of fixed costs; financial disincentives to accomplish goals 

 Governance processes incomplete  

This report is the product of Integris Applied’s continuing review of the CIA contract documents, with an 
understanding of current best practices and with a focus on COVA flexibility.  This report will support later 
deliverables, which will take into account current COVA and agency needs to identify a roadmap for 
change – either leveraging contract provisions or working with the service provider in mutual best interest 
to evolve the contract. 

2. The Framework of Typical IT Services Agreements 

2.1 Core Categories 

IT services agreements are often large and unwieldy, containing numerous documents and thousands of 
pages. The CIA is no exception: there are nearly a hundred documents, many of which have changed 
over their life via amendments. Despite this complexity, any services agreement can be described in 
simple parts. 

All service contracts, regardless of purpose, should contain three core components:  

1. Services to be provided; 
2. Quality level to be met, and 
3. Fees to be charged and paid.   

These core components are typically anchored in certain legal provisions to mitigate and share risk for 
the parties, such as liability caps, validation requirements, indemnification provisions, and the like. 
However, long-term IT services contracts are more complicated than most service agreements.  They 
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must add at least one additional component: because the marketplace and customer requirements 
evolve, the relationship must evolve with it.  Therefore the agreement must describe how the relationship 
and contract will be governed and will allow for change over time. 

Finally, because many IT services contracts may be established in reflection of a significant sourcing 
model change (e.g., moving from fully insourced to fully 
outsourced), personnel transfer between providers 
may be covered in human resources documents. 

The categories seen in standard IT services 
contracts are depicted below, and form the 
basis for our analysis.  These categories 
are interlocked and dependent upon 
one another. 

At the center of these categories is a 
critical consideration in any complex 
services agreement – shared risk.  
A sustainable arrangement requires 
that the customer is adequately 
protected and assured of receiving 
the needed services and operational 
support, as the customer’s and its 
end users’ needs evolve, and that the 
vendor obtain appropriate benefit.  
When one party bears a disproportionate 
share of risk compared to the other, the 
vendor/customer will almost inevitably 
deteriorate. 

 

2.2 Subcomponents 

Each of the above encircling categories is an important component in building a written agreement for a 
long-term service arrangement.  The table below describes these categories in further detail. 

Category Sub-Components 

Legal 
Risk mitigation, control 
of destiny 

Each party seeks to control its destiny and have some limits on risk, but the 
relative potential impacts on the parties’ destiny differs markedly for each.  The 
legal provisions in any agreement (typically mostly embodied in a master 
services agreement) are intended to provide such a foundation for the rest of 
the contract.  A review of these provisions should confirm clarity of contract 
term, termination rights, ability to re-source services, rights to assets and IP, 
audit, indemnification, insurance, and exceptions to performance. 

Governance and 
Change 

A long-term IT services relationship must anticipate change.  Additionally, 
customers must be able to validate their supplier’s performance.  A contract 
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Relationship 
management and 
evolution 

should indicate how operational processes will be developed, which party is 
responsible for creating or approving them, what forums for communication 
and change exist, and how disputes are resolved.  Vendors must work within 
the customer’s environment, including other external providers 

Service and Scope 
Well-defined scope and 
delivery obligations 

The primary purpose of the agreement is to deliver some set of services.  
Statements of work (SOWs) are, consequently, usually given significantly more 
attention than many other components of the contract, as the SOW typically 
provides the primary description of the services.  A good SOW must contain 
clear description of requirements for vendor delivery, pointers to policy 
compliance, and pragmatic solution documents and transition plans. 

Quality 
Management 
Ensuring expectations 
are met 

Customers must have a method to determine whether the services have been 
delivered have met the quality standards.  Therefore, they must receive 
reports, have consequences for missed performance (ideally focused on 
corrective action before crediting), and an ability to change and improve 
services metrics. 

Finance and Pricing 
Cost clarity and control 

Fees for services should be predictable, manageable, fair, flexible, and drive 
the right behavior.   

Human Resources 
Maintaining personnel 
commitments beyond 
transition 

When transitioned to a new provider, personnel providing the services must be 
treated with respect and communication must be open.  Customer must also 
have visibility and appropriate protections and input with respect to dedicated 
and key service provider personnel. 

   

3. Assessment of the CIA within the Framework 

All IT services contracts are different, and they each reflect the particular needs of the specific business 
challenge facing the parties.  The categories used for this assessment are defined in Section 2 above.  
The criteria used to assess the categories are drawn from best practices typically seen in agreements of 
this size and scope. 

A contract assessment cannot fully account for the strength or weakness of the relationship between 
parties.  It also cannot account for different interpretations or even levels of understanding of contract 
clauses, intent, etc.  Additionally, as noted earlier, the relationship between the parties has a major impact 
on how effective a contract is in appropriately managing the services provided to the client. 

Category Assessment Overview 

Legal 
Risk mitigation, control 
of destiny 

 Termination options mostly align with the market; 

 Lacking some specific options for service level failures; 

 Exit strategies challenged by: 
o Lack of underlying asset value or calculation clarity; and 
o High costs (where those costs are articulated) 
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 Audit requirements allow validation of operation and financials, but may not 
reflect current regulatory and security requirements. 

 Lengthy contract term is not typical, but reflects vendor initial investments. 

Governance and 
Change 

Relationship 
management and 
evolution 

 Relationship between governance forums unclear. 

 Required processes and forums light; do not reflect current market 
standards (e.g., additional oversight functions, delivery framework such as 
ITIL, etc.) 

Service and Scope 
Well-defined scope and 
delivery obligations 

 Statements of Work (SOWs) include both vendor and COVA 
responsibilities, pushing risk back to COVA; 

 Solution documents exist for most SOWs, providing additional clarity for 
service provider responsibilities; 

 Many SOWs reference documents that should have been developed during 
the Interim Phase, but were not completed – resulting in scope confusion 
and inconsistent document numbering. 

Quality 
Management 
Ensuring expectations 
are met 

 Service level metrics are not included in all SOWs; 

 Metrics inconsistently documented; 

 Blanket service level exclusions for legacy environments, increasing COVA 
risk; 

 Ability to add and change metrics is limited by time horizons and subject to 
contract amendment process, reducing COVA flexibility; 

 Reporting requirements and ability to change stated, but sample reports 
lists not complete. 

 Customer satisfaction requirements and metrics are poorly defined. 

Finance and Pricing 
Cost clarity and control 

 Financial structure creating disincentives for service innovation; 

 Financial responsibilities of each party not clearly articulated; 

 Differences between fixed and variable cost not appropriately addressed; 

 High proportions of fixed cost 

{For additional discussion see Pricing Analysis document} 

Human Resources 
Maintaining personnel 
commitments beyond 
transition 

 Focus on employee transition requirements comprehensive 
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4. Fees 

A unique feature of the CIA, compared with other contracts of similar size and scope, is the fee structure 
used for typical events defined in IT services agreement such as termination, disentanglement, and exit.  
Fees are standard and are necessary to share risk between provider and consumer.  The CIA contract 
contains higher fees than what the market typically bears.  While there is no standard fee amount in the 
marketplace, the significance of the CIA fees is notable. 

The chart below depicts two exit scenarios under the terms of the CIA.  The costs only represent exit fees 
required to either change to another supplier or to cancel for convenience.  They do not depict the costs 
of onboarding a new supplier or the costs of any new services arrangements.   While other scenarios 
exist we have chosen two to demonstrate some range of expense that must be considered if the contract 
were substantially altered prior to expirations. 

 

 Scenario 1:  

Change in Control in year 12; 
Continue Lease 

Scenario 2:  

Cancel for Convenience in year 
12; Buyout Assets 

Resolution Fees $42,354,873  $87,059,135 

Exit Fees $0
$4,305,902 

Total Termination Fees $42,354,873
$91,365,037 

 

Also notable is the Minimum Revenue Commitment (MRC). While most IT services agreement contracts 
contain an MRC, the 85% requirement in the CIA is greater than what the market typically bears.  The 
effect of high fees and an 85% MRC is a shift of risk from the supplier to COVA. This shift is, in part, the 
price paid for supplier investment of capital. 

5. Conclusion 

The CIA was agreed upon at a time when COVA had specific business needs in mind.  It represents the 
interests of the parties at a point in time, and has since been amended to address some evolving 
requirements for both parties.  As COVA considers a second generation sourcing strategy the terms of 
the CIA, as well as any potential future contract structure must be considered.  While any future 
agreements, including changes to the CIA, will need to be negotiated it is important for COVA 
stakeholders to understand the current contract structure and the issues that will likely become 
negotiating items.  As written today, the CIA shifts significant risk to COVA and reduces flexibility to make 
changes in a manner that would benefit the Commonwealth.  
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6. Appendices 

6.1 Doc List – Organized by Number 

As part of our review, we categorized the contract documents in the categories indicated in Section 2.0 above.  In the table below, the 
contract is organized in sequence of document number, but each document is marked with a category and applicably color-coded.  Section 
4.2 below is the same table, sequenced by category then by document number. 
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6.2 Doc List – Organized by Category 

As part of our review, we categorized the contract documents in the categories indicated in Section 2.0 above.  In the table below, the 
contract is organized in sequence of category, then by document number.  Section 4.1 above contains the same list, but sequenced by 
document number. 
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6.3 Statements of Work (SOW) Overview 

The statements of work in the CIA were originally organized with an “Appendix” for each tower.  Each appendix was to have several addenda, 
describing the solution, hardware or software in scope, and sample reports.  After the inception of the CIA, some of those addenda were not 
completed, and other appendices and addenda were created.  The result is inconsistent content across towers and varying numbering 
conventions.  The table below describes each Appendix (across the top) and its applicable addenda (along the left).  The rows marked green 
at the bottom contain additional commentary regarding the SOWs. 
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6.4 Termination Scenario Analysis 

Scenario 1 

a  
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6.5 Termination Fee Applicability Table 

The table below depicts the applicability of exit and resolution fees to the specific termination activities outlined in the CIA. 

 


