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Voice and Data Networking (VDN) Managed Services

}r@n | Enterprise Center VZ Enterprise Center (VEC) — Comprehensive Functionality for Online Management of Telecom Services
Bi"ing Report Inbox T Traffic Re ortin and Traffic Monitor Business Critical Class QC17 [EF.AF 4X AF 3X) AF4 4 4
_ _ _ _ Reporting Tools P g @R
Access to daily priced call detail and online shared reports pages (SRP’s). e Bill Report Inbox Provides summary/call detail info on inbound numbers ey A ..... W oscronacts parn IP VOlce SerV|Ces
Dunamic Network Manager within 1-30 mins (near real-time) after a call has been s oMode Privte VolP Time Sharing Option (TSO) Service
4 Web-based interfaﬁe of 3 components: Looking Glass \Verizon Enterprise Center completed, and a comprehensive suite of inbound and outbound call detail reports. Enables telephone calls via the Internet; sometimes referred to as ‘SIP Trunking’.
. o ’ Dynamic Network Manager Customer premise gateway device, and used to connect legacy PBX and key systems
Dynamic Port, and CAR & QoS egress profiles. i -
y Qo5 eg P Service Ma.nager‘n.er'lt‘ TO_OIS . L ver'zon\/ to the PSTN across the customer’s WAN.
Provides visibility into near-real-time inventory (incidents, change requests,
Looking Glass in Dynamic Network Manager network alarms, maint events) to manage network at the service level. Manage,.kAccount Virtual Communications Express (VCE)
Enables changes to PIPs, CARs, and customer egress profiles. View network - - — . P ) LIE J
configs and make layer-3 mods w/o being charged thru Looking Glass option. Repairs and Troubleshooting L i Cloud-based business VolP services and VZ support.

Electronic ticketing and circuit testing tool to initiate circuit monitoring and loop-back
testing. Open, track, or update tickets for a broad range of products.

Electronic Data Interchange (EDI) UCCaaS SLED - Cisco HCS-G Platform

O\

Electronic file delivery system transporting large volumes of billing date to a £l < Bondi —— Based on Cisco HCS platform. Full suite of collaboration services including voice, video, instant messaging,
automate monthly invoice processing. ectronic qn l.ng ) ) . H Be"-g?" presence, and conferencing from the cloud hosted platform. SLED edition (government) is FedRAMP certified.
eBonding is a B2B SW interface automating exchange between business apps esonding . . . : .
) . L . Gateway Supports integrated Cisco cloud UC offerings such as WebEx (web conferencing), CMR (video), cloud connected
Outbound Network Manager (ONM) and supports ordering, billing, management and repair in the full commerce lifecycle.

audio (audio conference), Contact Center Enterprise, and Spark.

Can examine configuration data and customize features on near real-time basis.
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Online Invoice
Provides online billing using an electronic presentment and payment (EBPP) app .
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° . IaaS PaaS Saas ~—
— formerly known as eBilling. e COnferenC|ng SerV|CES o s c-oifme F d R A M C I S C o
Directed Data Billing Services Billing Web Conferencing — WebEx s i 27y r|e Authorization Management Program
Provides invoice data electronically and allows customized billing report creation. Invoices Cloud-based web and video conferencing solution enabling collaboration in real time

from anywhere, anytime, on any mobile device, or video system as though working in
the same room. Solutions include meetings, events, training, and support services.

. Cisco
Reporting Center =
Network reporting application to create reporting structures unique to

one’s organization for reporting and analysis. Formerly event monitor.

Hex Jabber Soft Client {\'\\
Unified communications app/platform streamlines comms by unifying presence, instant
messaging, video, voice, voice messaging, screen sharing, and conferencing capabilities  cisco jabber

Cisco WebEx Cloud Connected Audio (CCA) Cloud Connected Audio (CCA)
Audio conferencing natively integrated into WebEx meetings. D “=bex

VEC Mobile
Mobile feature allows customers access to their virtual
comms center from anywhere.

Wide Area Network (WAN) Services

Network Connectivity Interchange — VZ Secure Cloud Interconnect (SCl)
Enables connections to a global ecosystem of cloud providers and apps. q@

WAN Optimization — Secure Gateway (SG)
Secure Cloud Interconnect Network-based service securely connecting customer’s private network to the public

Offers simple provisioning and integration of customer WANs to cloud internet through a logical, virtual port (Universal Port).

services using VEC.

Security Services

DDI (DNS, DHCP and IP Address Management) Service
DDl is an important aspect of private cloud initiatives because it helps automate
DNS and Internet Protocol (IP) address management functionalities. The larger
the network or employees, the greater a DDI solution will provide benefits.

Distributed Denial of Service (DDoS) Shield
A managed, cloud-based, on-demand service designed to intercept/remove
significant amounts of malicious DDoS traffic inbound to a Customer’s Internet-
connected network.

“There’s more
to network
management
than the
management VA
of network | ‘
components. i Robert Kowalke ~ Enterprise Architecture ~ robert.kowalke@vita.virginia.gov
Relationship Management & Governance (RM&G) @ Virginia Information Technologies Agency (VITA)
22?&:,: Research Commonwealth Enterprise Solutions Center (CESC)
PURPOSE: To deplct the Wave-3 Networking VDN for the VZ Supplier. Architectural Artifacts/Graphs/Views/Matrices/etc. reference page: http://pubs.opengroup.org/architecture/togaf9-doc/arch/chap35.html




Deploying eBonding In Your IT Environment
Interface Options
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DDI Solution Operational Requirements
DNS, DHCP, and IP Address Management (DDI)
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Service Management Dashboard

The Service Management Dashboard provides visibility into your near-real time Verizon inventory and its
associated incidents, service and change requests, network alarms, and maintenance events allowing you
to manage your network at the service level. The information is presented in a centralized, graphical user
interface accessible around the globe via the Verizon Enterprise Center portal.

You can also view the dashboard by scrolling to the bottom of the Home page. You can customize your
views of inventory, alarms, and tickets.

Refer to the Service Management Dashboard User Guide for more information.
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With Cloud Connected Audio, however, web conference session audio travels
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over your existing IP telephony network, not the PSTN (Figures 2 and 3).
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Overview for Security Professionals [5].
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See other side for diagram/model.

The overall timeline for the discovery and MTO phases would be approximately 12 months depending on the
site and device volumes.

Figure 3- Supplier/CCA-SP High Level Architecture - Outbound Dial

Figure 3: E-Invoicing Implementation Models 13
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