Virginia Information Technologies Agency

I Enterprise Cloud Oversight Services (ECOS)

http://shop.vita.virginia.gov/ProductDetail.aspx?id=6442475853
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Assures Compliance and Enhanced
Security for SaaS.

Must use the ECOS Cloud Security Option

Enterprise Cloud Oversight
Services (ECOS)

Applications

SaaS

Consume

Areas of compliance and enhanced security VITA ECOS provides Executive Branch Agencies include:

e Meeting commonwealth requirements, such as SEC 501 and SEC 525. e |ncorporating appropriate contract terms & conditions to mitigate risk.
e Completing Annual SSAE16 assessment reviews. e Ensuring vulnerability scans and intrusion detection are conducted.
e Patching compliance of suppliers environment. e Ensuring architectural standards are met.
e Monitoring performance against Service Level Agreements (SLAs).

To order the service, contact your VITA customer account manager (CAM).

For more information, please email the Enterprise Services mailbox at: EnterpriseServices@vita.virginia.gov
http://shop.vita.virginia.gov/ProductDetail.aspx?id=6442475853

Note: ECOS does NOT cover PaaS requests as part of the current service. PaaS solutions are available through eGov contracts or through a hosting exception request.
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CMS manages the content for non-sensitive
public websites.
Content Management System / SaaS solution.

https://www.terminalfour.com/product/

eClinical Works eHR.
Electronic Health Records

https://www.eclinicalworks.com/products-services/eclinicalworks-v10-ehr-

suite/
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¢ Cloud-based solutions

Central Office Operations

IEP Individualized Education Program
Training and Case Management
Office of Special Education and Student Service

http://www.doe.virginia.gov/special_ed/iep_instruct_svcsl/iepl/virginia_iep/

index.shtml

Pharmacy Benefits Management System

https://www1.magellanrx.com/magellan-rx/solutions/pharmacy-benefit-

management.aspx

Microsoft Project Online.
Project and Portfolio Management

https://products.office.com/en-us/project/compare-microsoft-project-
management-software?tab=tabs-

1&wt.srch=1&wt.mc_id=AID522514 SEM_1DdQgwSh

Examples of Completed ECOS Assessments

PURPOSE: To generate understanding of what ECOS mean

s for the VITA enterprise. Version 050117-1530

Robert Kowalke ~ Enterprise Architecture ~ robert.kowalke@vita.virginia.gov

Relationship Management & Governance (RM&G) @ Virginia Information Technologies Agency (VITA)
Commonwealth Enterprise Solutions Center (CESC)
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