Attacking & Defending
ServiceNow

A Hands-on Lab for Red & Blue Teams
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whoami
« US Army Veteran - Signal Corps

* Founder and Principal Hacker at
Rotas Security - rotassecurity.com

* Former Practice Director for Large
Consultancy's Attack & Pen team

» Also spent time as a senior operator
for a fortune 500's Red Team



REFERENGED WORK

We Stand on the Shoulders of Giants
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e MDSec

« https://www.mdsec.co.uk/2025/03/red-teaming-with-servicenow/

 The Streets

« Did this live for first time in 2021, (felt cool).
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ludus:
- vm_name: ad-dc-win2019-server-x64
hostname: JD-DC01-2019

template: win2019-server-xé64-template com plex e
vlan: 10 ’

ip_last_octet: 11 =

. Windows Network Redirector Network Kali Network
S ar “rary an Ve VO

1
|
|
|

cpus: 4
windows:

networks

domain:

fqdn: ludus.domain
role: primary-dc

vm_name: ad-winll-22h2-enterprise-x64-1
hostname: JD-WIN11-22H2-1
template: winll-22h2-x64-enterprise
vlan: 10
ip_last_octet: 21
cam_gb: 0 deployed
cpus: 4
windows: .
install_additional_tools: true w‘th one
office_version: 2019
office_arch: 64bit

e command!

ludus.domain

role: member
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100 (kali-x64-desktop-template)

101 (win11-22h2-x64-enterprise-template)
102 (win2022-server-x64-template)

103 (rocky-8-x64-server-template)

104 (ubuntu-20.04-x64-server-template)
105 (ubuntu-22.04-x64-server-template)
106 (win10-21h2-x64-enterprise-template)
107 (winl11-23h2-x64-enterprise-template)
108 (win2012r2-server-x64-template)

109 (win2016-server-x64-template)

110 (win2019-server-x64-template)

111 (debian-11-x64-server-template)

112 (debian-12-x64-server-template)

113 (debian-10-x64-server-template)

114 (rocky-9-x64-server-template)
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ludus range list

JD-router-debianll-x64 10.3.10.254
JD-ad-dc-win2022-server-x64 10.3.10.11
JD-ad-winll-22h2-enterprise-x64-1

ludus testing start
testing started

ludus testing allow -d example.com
Allowed: example.com
Allowed: crl3.digicert.com
Allowed: crl4.digicert.com
Allowed: ocsp.digicert.

ludus testing status

No IPs are example.com (93.184.216.34)
crl3.digicert.com (192.229.211.108)
crl4.digicert.com (192.229.211.108)
ocsp.digicert.com (192.229.211.108)

F———— + — 4+

ludus testing stop
testing stopped
ludus testing status

OWED DOMAINS
,,,,,,,,,,,,,,,,,,,,,,,, +
No domains are allowed |
,,,,,,,,,,,,,,,,,,,,,,,, +
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111 (WinSvr2012-R2-Only) -

112 (Defektive-AD1) 88.9 % 0.9% of 4 ... 27 days 01:0... 0.1% of 40 ...
113 (Defektive-Win10-1) 215% 1.5%of 4 ... 27 days 01:0... 0.2% of 40 ...
114 (Defektive-Win7-1) 80.3 % 2.6%of 4 ... 27 days 01:0... 0.3% 0f 40 ...
115 (Defektive-Firewall) 90.2 % 4.4%of 2 ... 27 days 01:0... 0.2% of 40 ...
116 (Defektive-AD2) 19.7 % 1.6%of4 .. 27 days 01:0... 0.2% of 40 ...
117 (Defektive-Kali-1) 14.6 % 0.7% of 4 ... 27 days 01:0... 0.1%0of 40 ...
118 (Defektive-Server-2019-1) 12.3 % 1.4% of 4 ... 27 days 01:0... 0.1% of 40 ...
119 (Defektive-Debian12-1) 66.2 % 0.7%of 4 ... 27 days 01:0... 0.1% of 40 ...
120 (Defektive-Debian12-2) 65.7 % 0.7%of 4 ... 27 days 01:0... 0.1% of 40 ...
121 (Defektive-Server-2019-2) 12.2% 1.4%of 4 ... 27 days 01:0... 0.1% of 40 ...
122 (Defektive-Server-2025) =

123 (DCO01-RVASec) 1.3%of 4 ... 11 days 01:1... 0.1% of 40 ...

[
(-
(-
(-
o
=
(-
(-
(-
(-
(-

124 (Win7-RVASec) -
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docs latest docker pulls 60k stars 9.2k chat |6

Tunneled Mesh Reverse Proxy Server with Access Control

Your own self-hosted zero trust tunnel.




resources

Manage Resources

Immich
Bitwarden
Authentik
Postgres

Battery Manager

Organization

HomelLab 2

Home Lab 7

Office 7

Second Office 7

Edge 01 2

https:/fimmich.example.com 0

©

https://bitwarden.example.com
https://authentik.example.com ©)

5432 @

htips://battery.example.com )

joe@example.com

J




PRACTICAL EXAMPLE - ServiceNow “JROTAS

SgECURITY

ervicenr:—:.w | Product documentation

Home Products + Release notesand upgrades ~ PDFlibrary  Product accessibility Search documents

52 version

: ; ; —— : : On
18 v The Management, Instrumentation, and Discovery (MID) Server is a Java application that runs as a Windows service or UNIX daemon on a server
in your local network. The ServiceNow® MID Server enables communication and the movement of data between a ServiceNow instance and | <
; Platform capabilities A T o
external applications, data sources, and services.
UI:
lvanced Work Assignment >
The MID Server initiates all communications with the ServiceNow® instance. This communication is recorded as records in the ECC Queue, which Re
rkspace > acts as the communication log between the instance and the MID Server. The MID Server picks up any work it has to do from the ECC Queue and Se
sud Call Center 5 returns the results of that work to the queue. Ex
This video gives you an overview of the MID Server: M

infiguration Management Database >

nnect >

ntent Management System > :
) MID Server | Overview

nversational Interfaces >
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MID Server Capabillities

SSH p ) N REST

SNVE j - P JDBC

VMware — Resolve DNS

PowerShell | AWS

WM - Ny Azure

SOAP Cloud Management
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1. Create a PowerShell script that contained the PowerShell to be run. (POST
/api/now/table/ecc_agent_script_file)

2. Create an ECC Queue task with ‘topic’ set to ‘Powershell’, ‘agent’ set to the name of the
MID Server, ‘Source’ set to '127.0.0.1', and ‘payload’ referencing the previously created
script file. (POST /api/now/table/ecc_queue)

3. Retrieve the results in the corresponding ECC input queue task. (GET
/api/now/table/ecc_queue)

4. Delete the 2 ECC Queue tasks. (DELETE /api/now/table/ecc_queue/<ID>)

5. Delete the PowerShell script. (DELETE /api/now/table/ecc_agent_script_file/<ID>)
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Dl

Y servicenow. Developer Learn~ Referencev Guides~ Connect v Q signin
Build powerful apps. Solve real o T o A

Watch later  Share

problems.

Start coding, testing, and deploying on the ServiceNow Platform
- fast. Build solutions that scale, automate workflows, integrate
across systems, and make work simpler for everyone.

creatorcon +

Get started with a free developer account.

Sign up and Start Building

watch on 3 YouTube

| -
. We use cookies on this site to improve your browsing experience, analyze individualized usage and website traffic, tailor content to your preferences, and make your
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GETTING STARTED

Hello, Demo! Help us tune your experience.

O

Do you code?

/>
| need a developer oriented IDE.

No

| need a guided experience.
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I developer.servicenow.com/dev.do

We're currently experiencing issues with Personal Developer Instances (PDIs). Our team is actively warking on a resolution. We appreciate your
patience and apologize for any inconvenience.

P

(Ds) v

Request Instance &

er Learnv Reference~ Guidesv Connect v

Hello, Demo

Welcome to ServiceNow!

Build apps in minutes using ServiceNow's App

Engine Studio with no-code/low code

capabilities.

Start Building -




Request an Instance

Request an Instance

Choose your release

NO INSTANCES AVAILABLE
Yokohama

Release Notes 2

NO INSTANCES AVAILABLE
Xanadu

Release Notes 2

YJROTAS

NO INSTANCES AVAILABLE

Washington DC

Release Notes ~

Cancel



c 23 dev307697.service-now.com/now/appenginestudio/template

rvicenow App Engine Studio

L]

Templates Resources

CREATE APP

Let's get started on your new app.

Add a name and description that define the purpose of your app.
You can also add a thumbnail image.

Mame % @

| rvasec01 |

Description ) ‘!’ j
5 : Browse or drag |
| demo app to do demo things | !  toupload |

BMP, GIF, ICO, JPEG,
PG, PNG, 5VG

ot | (D

JROTAS
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c 25 dev307697.service-now.com/now;appenginestuc

ervicenow App Engine Studio L]

Templates Resources

CREATE APP

Let's add roles to your new app.

Default roles have already been added based on popular roles for
apps. You can add or remove roles, later.

@ Adda role
Role name * (@ Description &
. : W
| admin | | Default admin role |
Role name * & Description (&
| user | | Default user role | o
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2% dev307697.service-now.com/now/

SerVicen{_’}W All | Favorites  History : [ ServiceNow 77 Q. Search

+ Self-Servi
v Self-Service buld not be found.

Business Applications

Dashboards ‘ Go |

Service Catalog
Employee Center

Knowledge

Visual Task Boards
Incidents
Watched Incidents
My Requests
Requested ltems

Watched Requested ltems

My Connected Apps

My Profile

My Tagged Doc




Endpoint

/sys_db object_list.do

/sys_dictionary_list.do

/table.do?SCHEMA=true&name-=...

/<table_name>_list.do

Description

Lists all tables (enumerate what data
exists)

Lists all fields in all tables (discover
sensitive fields)

Schema browser for any table

Direct browse to records in table (e.g.,
/incident_list.do, /sys_user_list.do)
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Table Name What it might contain
sys_user Usernames, roles, email addresses
sys_user_role Role mappings (who is admin?)
Sys_properties System config, passwords, URLs, debug toggles

MID server task queue (can leak IPs, creds,
ecc_queue .

scripts)

. Business rules, might contain hardcoded logic or

sys_script

keys
sys_email Email logs; exfil or alert suppression insight
sys_attachment Attached files; might include creds, exports
cmdb_ci Core CMDB; see asset inventory for lateral ideas

Service Catalog history (can reveal access
requests, Pll)

sc_req_item /sc_request



* https.//<your-instance>.service-

now.com/textsearch.do?sysparm_search=<your+search+term>

* https.//<your-instance>.service-now.com

/global_search.do?sysparm_search=incident+printer

* https:.//dev307697.service-

now.com/$sn_global_search_results.do?sysparm_search=c3Zj’



& 2% developer.servicenow.com/t

servicen w Developer

& My Instance

INSTANCE STATUS
i ¥

&) Online
RELEASE

Yokohama

USER ROLE
App Engine Studio Creator
APP ENGINE STUDIO

@ Installed

CREATOR STUDIO

@ Installed

SERVICENOW STUDIO

@ Installed

Start Building ~

Learn ~ Reference ~

INSTANCE ACTION

n,

D

0%

@ Q B

Activate Plugin

Manage Email Properties
Release Instance
Change User Role
Remove Demo Data

Reset and Wipe Instance

Manage instance password

Refresh Instance

Upgrade Instance

Guides ~ Connect ~

ACTIVITY

Instances with no activity for
over 10 days will be claimed
back in to the pool.

@ My Account

N P Nicholas Popovich

npopovich@rotassec.com

View Profile —

Sign Out




{&] 23 developer.servicenow.com/dev.do

Your instance actions

Activate plugin

Change User Role

Manage email properties .
\) App Engine Studio Creator O Admin

Release instance
The admin role grants full access to your PDI including ServiceNow Studio, the application development environment for

Change User Role professional developers.

Remove demo data

Reset and wipe instance

Manage instance password

Upgrade instance

View history

Get instance help

_ o — -



1= o — i e I =l [ I

midserver JROTAS

 https.//www.servicenow.com/docs/bundle/washingtondc-
servicenow-platform/page/product/mid-server/task/use-mid-

server-guidedsetup.html
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c 23 dev307697.service-now.com/now/appenginestudi v-apps/fd67aefl

L]

servicenow App Engine Studio o .
emp ates esources

App Home
rvasec0l

ServiceNow Studio

The future of application development

Accelerate your application development and streamline your workflows with
seamless cross-scope collaboration, all in a single solution.

I Try it out

rvasec01 DREIY soomic
All (2) Data Logic and automation Security (2) Search experience Q

Experience [ +Add |

Interfaces that users can interact with

Add an interface



Add experience JROTAS

Servicenow App Engine Studio L) (=]

Templates Resources

4 X

BasiE info

ADD EXPERIENCE

Let's design your Workspace

This experience needs a name, description and URL.

Name s (@

| rvasecO1 |

Description (3

| Enter a description |

URL % ©

| rvasecO1 |

1x/672414/rvasecDl
Roles % @ E
x_072414_rvasecll.admin X x_672414_rvasecDiuser x ‘

You can add roles by searching for them




_ r{—} rmmmm——— -

App Home
rvasec01

ServiceNow Studio

The future of application development

Accelerate your application development and streamline your workflows with
seamless cross-scope collaboration, all in a single solution.

4 Try it out

rvasec01 ) (o) B2

All (4) Data Experience (2) Logic and automation Security (2) Search data

Data | +Add |

Tables that store and gather related data




L3 C (‘33 Isenficenow.comfdocs!bund[e{washingtondc—sE-rvicenow—p!atform,‘page,‘product,/m'td—server/task/use—mid—sewer—guidedsetup.!’ ﬂ') b ® = U E} l:'a

servicenow Products v  Indistiies v Leaming v Support v Parmmers v Compony v Knowledge v s
Egzﬁmentution Home Technical Documentation Release Notes APl Implementation Accessibility ® Nicholas Popovich
Washington DC Now Platform quqbili‘ties Filter “ Search documentation or ask a question ending with (?) i) Q

Table of contents Home Extend Now Platform capabilities Manage instance data sources * MID Server Installing the MID Server

Use MID Server guided setup

< Expand ~ Collapse

Use MID Server guided setup (> O 8B < ¥ 8

Test MID Server connectivity

i WashingtonDC - | Updated Jan 31,2024 | (U 3minutestoread +, Summarize
Install multiple MID Servers
on asingle system

MID Server guided setup provides a sequence of tasks that help you install a MID Server with the proper user account and validate

Use MID Se ided setu ) ; g S :
=€ nergis ene the MID Server. If you are setting up a MID Server for the first time, this is a good way to get one up and running in your environment

Configuring MID Servers > quickly.
Securing and encrypting MID 3 Before you begin o
Server data s
Role required: admin -
MID Server upgrades > —
Z
Resolving MID Server issues > <

rr*
MID Server reference

information

> : Install




23 dev307697 service-now.comy/ ‘nav/ui/c ars Jmic VEer_ nload_ui.do ¥ =

servicenow All Favorites  History = Workspaces H Download MID Server 77 . Q. Search

Download MID Server

Select and download the MID Server for the appropriate operating system. If the download does not begin immediately, try the download at a later time as the system may be busy. Refer
to the installation instructions for more details.

Mote: Please refer release notes for MID Server Host OS5 compatibility matrix for current and upcoming releases.

Windows Downloads

Windows (MSI)

64 bit C

Linux Downloads

For Linux Docker recipe, please follow the steps in Build MID Server Docker Image for Linux.

Linux (RPM) ‘ Linux Docker Recipe ‘
64 bit o & ‘ 64 bit D & ‘
&4 bit signatures [

Linux (DEB)

64 bit [

64 bit signatures [

[J Download MID Server as ZIP archive

See contextual / embedded help on right for supported host OS versions




(&) 2% dev307697.service-now.comy/now/nav/ui/classic/params

L
servicenow Al Favorites History  Workspaces i User - New Record

—  User = e
~  Mewrecord ¢ = E

‘ (i) To setup the User’'s password, save the record and then click Set Password.

User ID ‘ mid_server | Email | = ‘
First name ‘ | Language | - MNone -- V‘
Lastname ‘ | Calendar integration | Qutlook V‘
Title ‘ | Q Time zone | System (America/Los_Angeles) V‘
Department ‘ Q, Date format | Systermn (yyyy-MM-dd) V.‘
Password needs reset | | Business phone | ‘
Locked out | | Mobile phone | ‘

Active Photo Click to add...

Web service accessonly | |

Internal Integration User | |

Submit

Related Links

View linked accounts
View Subscriptions




c 23 dev307697.service-now.com/ C ara arge us ¥ arm_record_|

. E
servicenow All  Favorites History Workspaces  Admin Q. Search
£ | = User &g = l Update l Set Password l Delete |
User ID |mid_ser\.rer ‘ Email ‘ =
First name | ‘ Language ‘ -- None -—- V|
Last hame | ‘ Calendar integration ‘ Qutlook V|
Title | ‘ l Q ‘ Time zone ‘ System (America/Los_Angeles) V|
Department | Q Date format ‘ System (yyyy-MM-dd) V|
Password needs reset Business phone ‘ |
D .‘_ p

Locked out | ] Mobile phone | |

Active Photo Click toadd...

Web service accessonly | |

Internal Integration User | |

Update “ Set Password H Delete \

Related Links

View linked accounts

View Subscriptions
Reset a password E
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User Role - Edit Members 57 | Q. Search

All Favorites History Workspaces

Edit Members

I Add Filter ” Run filter I@

‘ -- choose field -- . | - Qper - " --value —
Collection Roles List
‘ Q, mid | null

F . -
--None-- mid_server &




ServicCenow Al Favorites

History Workspaces

Admin

Q. Search

I Update H Set Password j Delete ‘
Related Links

View linked accounts

View Subscriptions

Reset a password

Entitled Custom Tables | Roles(?) | Groups

Delegates

Subscriptions

= Y El |Role = | Search

User = (empty)
[[1 & Role
soap_update
mid_server
soap_script
soap_create
soap_delete
soap
s0ap_guery
snc_platform_rest_api_access

spap_ecc

User Client Certificates

State

Active

Active

Active

Active

Active

Active

Active

Active

Active

o
@—'}

[ Update | Set Password

| Delete |

& - Actions on selected rows...

Inherited Inheritance Count

true

false

true

true

true

true

true

true

true

1 to%of 9

s
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w = User & o { Update H Set Password H Delete I

User D | | Email ‘ =
First name ‘ | Language ‘ -- None - v.‘
Last name ‘ | Calendar integration ‘ Outlook V‘
Title ‘ | E‘ Time zone ‘ System [(America/Los_Angeles) V‘
Department ‘ Q | Date format ‘ System (yyyy-MM-dd) \"
Password needs reset || Business phone ‘ ‘
Lacked out |] Mobile phone ‘ ‘
Active Photo Click to add...

Web service access only <

Internal Integration User |j

[ Update

Set Password H Delete

Dalatad | inle
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#3 ServiceMow MID Server Setup — >
3l Configure MID Server Connection Settings @

Authentication Type: (@) Basic () Mutual

e LIEL: ihtq:us:,",."dev 30765 7. service-now,com,

name: irnid_server

=P Hassard; | SESORNEEO RSP ORR RO RSN RORRRRO RN

Usze proxy Certificate Revocation

Edit Mid Connection Settings

sk [ e | | Cace
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'€;.=
Configure MID Server Connection Settings L!'p :i;i

Authentication Type: (@) Basic (O Mutual

noeURL: !I'.t’q:s:,.'_-'dev 307697, service-now.com/

d 15 ServiceNow MID Server Setup *

Connection tested successfully. Press Mext”™ to continue.

Close

Edit Mid Connection Settings

= e



are View

This PC + Downloads LS £ ROTA S
- Y SECURITY
MName

ﬁ ServiceMow MID Server Setup *
i i E i)
’ ﬁl mid-windows-instal Configure New Local User {l \-'1..'
-——i
o )
Service Account Mame: lsvcsnowlomﬂ
+
Service Acccluntpassword: || FEPRERRREENRERRRR RN ERED | “
- #5 ServiceNow MID Server Setup - X
Re-enter Password: || SEEEEEESEILNRIERNNNRREES | | P
b Review MID Server Configuration % {rr

Authentication Type: Basic
ServiceMow Instance URL: hitps: ffdev 307697, service-now. com/
ServiceMow MID Server Username: mid_server

UUse Proxy: false

MID Server Name: ryasecmid

Back ot Aot Cancel Service Mame: snc_mid_rvasecmid
ge : ! st |

Service Display Mame: ServiceMow MID Server_rvasecmid

Service Account Mame:

Start MID Server after installation.

==
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& 2% dev307697.service-now.com/ne

Favorites History = Workspaces

FAVORITES

No Resuits

ALL RESULTS

~ MID Server
Installation Instructions
Downloads
Dashboard
Servers

Server Issues

(&) ,  dev307697.service-now.com/n

Favorites

servicenow ai

agent_capabil

MID S¢

MID Servers 77

History = Workspaces

Eearch

= Y EI MIDServers| Name v
| @ Name a Host name
wini-

rvasecmid

rvasec.d4q3pdinvbeu1f4jshljglqOcg.b...

Status Validated Version
yokohama-12-18-
Up @ No 2024 patch3-04-17-

2025 0.

params/targe ent list.c ysparm_userpref_mo

Last refreshed

2025-05-26
12:05:27

Ll Search

Started

2025-05-26
12:05:27

JROTAS

© | Actions on selected rows...

f

Stopped Router

[empty) 10.0.0.1

Logged in

mid_se



servicenow ai

[« ]

— MID Server
~ rvasecmid

The MID Server facilitates communication between the ServiceMNow platform and external applications, data sources, and services. Add MID Server configuration parameters and capabilities here. Read about configuring the

Favorites History Workspaces

MID Server or find assistance with MID Server troubleshooting .

MName

Status

Validated

Validated At

Validated By

Version

Last refreshed

Started

Stopped

Time zone

Idle Since

Logzed in user

Container ID

Profile ID

‘. Update H Delete l

| @

v

Mo

yokohama-12-18-2024  patch3-04-17-2(

2025-05-26 12:05:27

2025-05-26 12:05:27

Etc/UTC

mid_server

MID Server - rvasecmid

Host name

IP address

Router

MNetwork

Host OS

Windows domain

Unresolved issues

|5 using a custom certificate

|s using mutual authentication

Purpose

Invalidated At

Invalidated By

Q. Search

winl-rvasec.d4q3pd lnvbeulfdishliglqOc

10.0.0.5

10.0.0.1

10.0.0.0/24

Windows
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Services
File Action View Help

ke Al . | B

. Services (Local)  Services (Local)

ServiceNow MID Server_rvasecmid MName Description Status Startup Type Log On As

Q;Sacondary Logon Enables star... Manual Local System
Stop the service
Bestart the service

Secure Socket Tunneling Protocol Service Provides su.. Manual Local Service
; Security Accounts Manager The startup ... Running  Automatic Local System
&k Sensor Data Service Delivers dat... Disabled Local System
Dessrintiom ‘M_’;Sensor Menitoring Service Maonitars va.., Manual (Trig... Local Service
SEbviceNow MID:Seeoer Sk Sensor Service A service fo.. Manual (Trig...  Local Systemn
Supports fil Running  Automatic (T... Local System
eMow MID Server_rvasecmid Servis i Automatic svesnowlocal

-5 Shared PC Account Manager Manages pr... Disabled Local System
{;i';SheII Hardware Detection Provides no..  Running  Automatic Local System
Manages ac... Manual (Trig...  Local Service
:5mart Card Device Enumeration Service Creates soft... Disabled Local System
2 Smart Card Removal Policy Allows the s... Manual Local System
Receives tra... Manual Local Service

Enables the ... Automatic (D.. Network Service
Allows adm... Running  Manual Local System
: % Spot Verifier Verifies pote... Manual (Trig...  Local System
S5DP Discovery Discovers n.. Disabled Local Service
-.{};State Repository Service Provides re..  Running  Manual Local System
55 5till Image Acquisition Events Launches a... Manual Local System

-\‘:’;Storage Service Provides en.. Running  Manual (Trig... Local System
<

\ Extended_/{_standard /"




<« > (6 2% dev307697.service-now.com/now/nav/ui/class

All Favorites History Ad

_ MID Server Script File = . [—”—‘ ~
‘ < | ~  PowerShell & ¥ = Update . Delete I
l Update Delete

MID Server Script Files {11} | Versions

= W@ @ ‘ Name v

Search

Parent = PowerShell

& — | Actions on selected rows... hd | m

] @] Name a Description Active Directory
Credentials.psm1 Manages credential testing to see if the... true false
DiagnosticsUtil.psm1 Provides diagnostic logging utilities true false
IH Folder containing script files for Integ... true true
LaunchProcpsml Launches a process and fetches the outpu... true false
Nmaplnstallation.ps1 Nmap Installation true false
PSRemoteSession.psml Utility for creating remote PS5ession true false
PSScript.ps1 Main wrapper script for all PowerShell s... true false
WinRMAPI true true
WMIFetch.psm1 Collection of functions used to fetch da... true false
WMIRunner.psm1 Contains the logic for running a WMIRunn... true false
XMLUtiLpsm1 Collection of methods for managing XML c... true false '
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 https.//www.servicenow.com/docs/bundle/washingtondc-
servicenow-platform/page/product/mid-server/concept/ecc-

queue-mid-server.html
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L c 22 servicenow.com/docs/bundle/yokchama-servicenow-platform/page/product/mid-server/task/t_ValidateAMIDServer.html o o & L1} D EE

servicenow. MyNow »  Products v Industries v Leaming v  Support v  Partners v Company v Knowledge v @ E
Egléﬂ:’nwentution Home Technical Documentation Release Notes APl Implementation Accessibility ® Nicholas Pop
Yokohama Now Platform Capabilities Filter v mid server validating i

Table of contents Home * Extend Now Platform capabilities * Manage instance data sources * MID Server * Configuring MID Server

Installing the MID Server * Validate the MID Server

< Expand ~ Collapse ~
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Validate the MID Server

VI EILOHID O BT AR el WAl MR LR L

Install a MID Server on ersion: | Yokohama - Updated Jan 29,2025 | (O 3minutes toread | 4, Summarize
Windows
Validate the MID Server You must manually validate the MID Server after it is installed to enable it to execute automation tasks. You can

invalidate a MID Server you suspect has been compromised to prevent it from accessing automation credentials Related Content

Test MID Server connectivity

in the instance or executing outbound ECC probes. E RekeyaMID Server
Install multiple MID Servers
on asingle system Before you begin
Use MID Server guided setup Role required: agent_admin, admin

. Confieuriog MID Servers
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= : 5
ervicenow All Favorites  History Workspaces  Admin | Queue - Command 57 | & Searc

- — Queue
| T Command

Agent | M | Queve | output

Topic ‘Command | State | processed

Mame ‘ ipconfig | Processed |2025—06-01 18:02:29
Source ‘ | Created 2025-06-0117:58:22

(@)

Response to

Sequence | 1972e250b 770000001

Payload (150 (1 Turn on ECMAScript 2021 (E512) mode (3}

JEBIEN alv[~|[w[e]E]
1

ab
| Eya

b=
85 |

l Update Delete

Related Links
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& 22 dev307697.service-now.com/

.
servicenow Al Favorites History  Workspaces Admin Queue - Command
— Queue = [ st
a ~ Command & = I Update

Agent | IR | Queve | input v

Topic | Command ‘ State | ready V.‘
MName | ipconfig | Processed | ‘ i) |
Source | | Created 2025-06-0118:02:35

Response to |Command ‘ Q | . O] Sequence | 1972e2965210000001 |

Payload [ZIEE (71 Turn on ECMAScript 2021 (ES12) mode @)
LIEBIEIE E|Qlv[s]E][0@]H]

ab
ehac

1  <?xml version="1.8" encoding="UTF-8"2><results probe time="4542"><result command="ipconfig"><stdout>
2  Windows IP Configuration

3

4

5  Ethernet adapter Ethernet:

6

7  Connection-specific DNS Suffix . : d4q3pdinvbeulfdjshljglgqecg.bx.internal.cloudapp.net

8 Link-local IPvé Address . . . . . : feBB::elB3:d28a:17b4:258ek2

el IPv4 Address. . . . . . . . . . . :18.8.8.5

16 Subnet Mask . . . . . . . . . . . : 255,255 255.@

11 Default Gateway . . . . . . . . . : 18.8.8.1¢/stdout><stderr/></result><parameters><parameter name="agent” value="mid.

l Update

Delete

Related Links



c 2% dev307697.service-now.com/T C 3 3 queue.do i I rsparm_record_tar

Brvicenow All  Favorites History  Workspaces Admin Queue - Command Q. Search

| — Queue sl

| ~  Command ¢ = Unels
Agent | M Quese | output v|

Mame ‘testing Processed ‘ 2025-06-0118:07:41 ‘ il |

|

Topic ‘Command ‘ State ‘ processed V‘
|
|

Source | Created 2025-06-0118:07:41
Response to | Q, | Sequence ‘19?2e2cbcdf0000001 ‘
Payload [0 ("1 Turn on ECMAScript 2021 (ES12) mode &
o |[E[=[&[G|al~[~|B[o]@]
1 <parameters>
2 <parameter name="name” value="date /t &amp; whoami &amp; hostname &amp; ipconfig /fall"/>
3 </parameters>

Update Delete
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All

Y Bl Queues| Topic

Created

2025-06-01 18:07:41
2025-06-01 18:02:35
2025-06-01 18:07:44
2025-06-01 17:58:22
2025-06-01 18:02:29
2025-05-29 05:30:58
2025-05-30 22:50:58
2025-05-28 22:00:58

2025-05-31 02:40:58

* | Search

Agent Topic «
mid.server.rvasecmid Command
mid.server.rvasecmid Command
mid.server.rvasecmid Command
mid.server.rvasecmid Command
mid.server.rvasecmid confiz.file
mid.server.rvasecmid HeartbeatProbe
mid.server.rvasecmid HeartbeatProbe
mid.server” HeartbeatProbe
mid.server.rvasecmid HeartbeatProbe

Name Source Queue
testing = output
ipconfig input
date /t & whoami & hostname & ipconfig /all  «lff— input
ipconfig output
MID Server Config winl-rvasec.d4q3pdlnvbeulf4ishliglgOce.b.. input
output
output
output
output



&) 23 dev307697.service-now.com/now/nav/ui/c /params/target/fecc_queue.do 3e93b122109f »efaba10b ysparm_record_targe

servicenow All  Favorites History  Workspaces  Admin Queue - Command <y | @ Search

7 — Queue
" | Command

Agent | ETIEEVETE | Queve | input

Topic ‘ Command ‘ State | ready
Mame ‘ date /t &whoami & hostname & ipconfig fall ‘ Processed |
Source ‘ ‘ Created 2025-06-01 18:07:44
Response to ‘Command Q ‘ i(::' Sequence |1972e2e1f350000001

Payload [ ("7 Turnon ECMASeript 2021 (ES12) mode (3

of)Cl=[]u]alv][~]@]0]H]
1 <?xml version="1.8" encoding="UTF-8"?»<results probe time="2178"3><result command="date /t &amp; whoami &amp;
hostname &amp; ipconfig /all"»<stdout>Mon 86/82/2825

2 winl-rvasec\svcsnowlocal

3 winl-rvasec

4

5  Windows IP Configuration

&

7 Host Mame . . . . . . . . . . . . ! winl-rvasec

8 Primary Dns Suffix . . . . . . . :

2} Node Type . . . . . . . . . . . . = Hybrid
18 IP Routing Enabled. . . . . . . . : No
11 WINS Proxy Enabled. . . . . . . . : No
12 DNS Suffix Search List. . . . . . : d4g3pdilnvbeulfd4jshljglgecg.bx.internal.cloudapp.net
13
14 Ethernet adapter Ethernet:
15
16  Connection-specific DNS Suffix . : d4g3pdilnvbeulfdjshljglgecg.bx.internal.cloudapp.net

17 |r|. i i g e PR ¥ E Y L Llypmmgy 87 Klmd pile A A e



QUESTIONS AND WRAP-UP

Email: npopovich@rotassec.com
Web: https://rotassecurity.com
Twitter: @pipefish_




