
WELCOME TO THE  MAY 3, 2023

ISOAG MEETING



AGENDA
Welcome/Opening Remarks Mike Watson/VITA
Compliance Plus Component of KB4 Breon Worthy

Updates to International Travel Policy Jacquelyn Esters/VITA

KB4 Update Tina Gaines/VITA

ASAP KnowBe4 Thomas Claiborne

Update SEC530 Chandos Carrow

Upcoming Events Tina Gaines/VITA

Adjourn



Breon Worthy
Enterprise Customer Success Manager
5 years of service

● Implementation of the product - Helping to create the first 

Phishing/Training Campaign to employees within 90 days.

● Assist with management and upkeep - Continuing to 

provide support post-onboarding to ensure your organization is 

getting a return on its investment.

● Updates on the latest products and feature changes -
As we roll out fresh training content, new features, product 

updates and more, I keep will keep you updated.

● Best Practices - Working with many large organizations from 

various industries I help explore proven methods that will help 

your organization build the strongest human firewall possible.

● Purchases and Add-ons 

My CSM Role Includes:



KnowBe4 Resources

Point of Contact Tina Gaines 
Tina.Gaines@vita.virginia.gov

804.510.7068

KnowBe4 Technical Support:

The blue question mark in the top right hand corner of your 

console (contact support)

KnowBe4 Knowledgebase:

Same question mark at the top right hand corner.  Here you will 

find videos, FAQs and step by step guides for all things KnowBe4



INTERNATIONAL TRAVEL GUIDANCE 
UPDATES

JACQUELYN ESTERS

MAY 2023

ISOAG

Security Architect



AGENDA
• WHAT’S CHANGED

• PURPOSE

• STEPS NEEDED

• COLOR CODED MAP

• KSE FORM

• QUESTIONS
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7WHAT'S CHANGED?

1. Instead of requiring a security exception first, a KSE work request form has now been implemented

https://vccc.vita.virginia.gov/vita?id=search&spa=1&q=international%20travel

https://vccc.vita.virginia.gov/vita?id=search&spa=1&q=international%20travel


PURPOSE

• This control is to provide guidance for agency 
ISOs that have users traveling abroad; who may be 
required to access Commonwealth IT resources
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STEPS NEEDED

• When preparing to travel abroad, the 
submitted KSE request will be sent to 
the agency Information Security 
Officer (ISO) for approval. Before 
approving, the agency ISO will 
validate all security requirements 
have been met in accordance with 
the SEC501 CM-2-COV-4/ 
International Travel knowledge base 
article (KBA)
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PLEASE NOTE

• Before submitting request, the first step is to review the travel advisories list when planning any trip abroad, check the Travel 
Advisories for your intended destination. You can see the world at a glance on the color-coded map.

• Note that conditions can change rapidly in a country at any time. To receive updated Travel Advisories and Alerts, choose the 
method that works best for you at travel.state.gov/stayingconnected

• If the location is rated a 3 or 4 the user cannot bring a COV device with them on their travel. Some countries have regions that are 
higher rated then the entire country, please ensure to review the entire Travel Advisory making sure the region of the user’s travel 
is within the describe parameters.

https://travel.state.gov/content/travel/en/traveladvisories/traveladvisories.html/

https://travel.state.gov/content/travel/en/international-travel/before-you-go/about-our-new-products/staying-connected.html
https://travel.state.gov/content/travel/en/international-travel/before-you-go/about-our-new-products/staying-connected.html
https://travel.state.gov/content/travel/en/traveladvisories/traveladvisories.html/


COLOR 
CODED MAP

• Color coded map of 
travel designations and 
the advisory level

• https://travelmaps.state.
gov/TSGMap/
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STEPS NEEDED (CONT)

• Once the ISO approves the KSE form, a 
notification will be sent to the Security Operations 
Center (SOC) to expect international traffic from 
the specified user, location, device and dates. If 
international traffic is detected outside of these 
parameters, it will be blocked and the account 
disabled.
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STEPS NEEDED (CONT)

• If the user traveling abroad needs a computer or 
MiFi, a loaner device should be utilized. The loaner 
device is issued to prevent the exposure of 
proprietary, sensitive, or classified information 
through either data theft or data leakage while 
abroad.

• If the individual requesting to bring a COV device 
with them while traveling internationally requests 
to bring their normally assigned device and not a 
loaner a security exception must be filed and 
approved by CSRM before they travel. If this is not 
done their access while traveling internationally will 
be disabled until they return without any warning.

Note: All devices brought out of the country will be wiped 
and reinstalled with zero data carry over before being 

allowed back on the COV network.
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KSE FORM
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STEPS NEEDED (CONT)

• When returning from international travel, do not 
reconnect any device that was taken abroad to the 
agency network. The loaner device and or MiFi will be 
contained and sanitized as a result of the KSE 
workflow before it should be reissued or placed in use.
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QUESTIONS?



CYBERSECURITY AWARENESS
TRAINING FOR THE COMMONWEALTH

Tina Gaines
CSRM



7

vita.virginia.gov  |  Virginia IT Agency

PHASE TWO (con’t)

• What VITA has completed:

• Knowbe4 Training:
Training on KB4 started 3/29 with six agencies in attendance. There will be weekly training sessions 
for admins to help them become familiar with setting up their training campaigns.  The goal is to 
schedule 10 agencies at time until all admins are trained. Admins will be notified in advance of their 
scheduled training date. The dates are as follows:

Thursday, April 6 
Thursday, April 13 
Monday, April 17
Thursday, April 27

Note:  Training sessions will be from 1:15p – 1:50p. Individual agency sessions will also be made available 
once the initial training sessions are completed.  
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PHASE TWO (con’t)

• Additional Training Dates:

• Knowbe4 Training:
If you did not attend any of the training last month, VITA has secured additional training dates. We 
strongly encourage console admins not familiar with KB4 to attend one of the training sessions.

The dates are as follows:

Wednesday, May 10
Wednesday, May 17
Wednesday, May 24
Monday, May 27

Note:  Training sessions will be from 1:15 – 1:50 p.m. Individual agency sessions will also be made 
available once the initial training sessions are completed.  



7

vita.virginia.gov  |  Virginia IT Agency

PHASE TWO

• The agency should:

• Generate reports to close out their current training solution for audit purposes.

• Start uploading your users to the KB4 platform

• Create a preliminary test campaign

• Create a test group to assign training to

How to Get Started with KnowBe4 Console:
https://support.knowbe4.com/hc/en-us/articles/115011714508
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/pdf/KnowBe4-527-Crosswalk.pdf

https://support.knowbe4.com/hc/en-us/articles/115011714508
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/pdf/KnowBe4-527-Crosswalk.pdf
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Roll Out Time Line

 Phase One – Those agencies who are currently subscribed to Knowbe4. This phase will take place the 
week of January 30, 2023. Phase one included over 20 state and independent agencies, two higher ed 
agencies, the Governor’s Office, and two agencies who did not use Knowbe4 as their training solution

 Phase Two (Month of March)– Majority of the agencies not included in phase one. This phase is 
scheduled to be completed by  July 2023.

 Phase Three – This phase will include agencies that might be a little more complex, challenging, or their 
subscription renewals expire later in the year or next year. This phase is scheduled for completion by 
December 2023.
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KnowBe4 Product Update

New Feature! Executive Reports 

We're excited to announce the Executive Reports feature that lets your team create, tailor and deliver advanced executive-level reports 
to help your organization make efficient data-driven decisions regarding your security program. Use one of three executive report 
templates, or create your own, to visually represent areas of success and improvement, measure risk, and even include your own 
recommendations.

With Executive Reports You Can:

1.  Efficiently access and share key data metrics about your security awareness training program 
2.  Present security insights to show the effectiveness of your security program and demonstrate ROI
3.  Save and schedule updated reports to automatically send as a PDF on a recurring basis
4. Tailor reports to a specific audience providing relevant data for actionable results 

Now it's easy for your executives to be in the know when it comes to the overall success of your security awareness and culture 
program across your organization! The Executive Reports feature is included in all KMSAT subscription levels. 
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KnowBe4 Product Update

KnowBe4 – Introduction to Cybersecurity in the Metaverse

The concept of the metaverse has been around for decades but has exploded in popularity in the last few years. The word "metaverse" 
is thrown around a lot, but what does it mean? In this module, users will explore what the metaverse is and what you need to know to 
protect yourself before you dive into this virtual frontier. 

Sign up to preview this content now:
https://info.knowbe4.com/security-awareness-training-preview-monthly-update

Four new pieces of training content added this month. The Introduction to Cybersecurity in the Metaverse module is available across 
the Gold, Platinum and Diamond subscription levels.

https://info.knowbe4.com/security-awareness-training-preview-monthly-update
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KnowBe4 Product Update

Popcorn Training – Spot the Phish Game: Reloaded 
Choose your hero and help them spot the phish! Steal lives from the cybercriminal in this exciting game that teaches your users how to 
spot warning signs in digital correspondence. From QR codes to text-based phishing and everything in between. 

Sign up to preview this content now:
https://info.knowbe4.com/security-awareness-training-preview-monthly-update

Three new pieces of training content added this month. Training content from Popcorn Training, including Spot the Phish Game: Reloaded, 
is available at the Diamond subscription level. 

https://info.knowbe4.com/security-awareness-training-preview-monthly-update
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KnowBe4 Product Update





KNOWBE4
ASAP (AUTOMATED SECURITY AWARENESS PROGRAM)





























COMBINING SEC501-SEC525

UPDATE

ALSO KNOWN AS SEC530

BY: CHANDOS CARROW

MAY 3, 2023

MAY 2023 ISOAG

VITA/CSRM Acting Security Architect Team Lead



CURRENT STATUS

• The review committee is on SI-4.

• The ISO Council has been provided control families AC through PL 

to review.

• Reviewing feedback from various agencies.



REVIEW COMMITTEE TO DO LIST

• Still must review:

o Remaining controls in SI

o The new Supply Chain Risk Management 

control family

o Sections one – seven

o Any follow-ups previous identified 

• Present at AITR meeting the major changes 

coming with SEC530

• Submit to ORCA



QUESTIONS?



THANK YOU!

Chandos Carrow

chandos.carrow@vita.virginia.gov
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UPCOMING EVENTS
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IS ORIENTATION

IS Orientation

Remote – WebEx

Date: June 28, 2023

Start time: 1:00 p.m. End time: 3:00 p.m.

Instructors: Erica Bland, Renea Dickerson and Tina Gaines

https://covaconf.webex.com/weblink/register/rbc9d847b4c8579e4428f406f6275ae

b9

https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/rbc9d847b4c8579e4428f406f6275aeb9
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IS COUNCIL COMMITTEE

The next scheduled meeting for the IS Council:

May 17, 2023

12 – 1 p.m. (virtual)

If you would like an invite to the meeting, contact: 

tina.gaines@vita.virginia.gov

mailto:tina.gaines@vita.virginia.gov
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2023 COV SECURITY CONFERENCE  - SAVE THE DATE 
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2023 COV SECURITY CONFERENCE  - SAVE THE DATE 

Save the date for the most innovative Commonwealth of 
Virginia Information Security conference, yet!  

Date: August 17, 2022
Time: 8 a.m. – 3 p.m.
Cost $125

Location: Hilton Richmond Hotel and Spa/Short Pump at 12042 
West Broad Street, Richmond, VA 23233. 

Join us for a day of thought - provoking discussions and 
networking opportunities with industry experts.

Keynotes: 

Paul Chin Jr., Serverless Developer (Chat GPT)
Elham Tabassi, NIST (NIST AI Framework)
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JUNE ISOAG MEETING

June 7, 2023

TIME 1 P.M. – 3 P.M. 

SPEAKERS: TBA



MEETING
ADJOURNED


