
WELCOME TO THE September 6, 2023 

ISOAG MEETING

 



AGENDA

Welcome/Opening Remarks Erica Bland/ VITA

Update on KnowBe4 Kathy Bortle/VITA
Dynamic Defense – Six Steps to 
Achieving and Maintaining a Secure 
Network Environment

Sonya Hefferan/Joe Decker/Matt Kucik/Tenable 
Security Specialists

Live Demo for Acunetix Juan Depazgonzalez/VITA
Services Offered by CISA Arnold Webster / Cybersecurity and Infrastructure 

Security Agency 
Keystone Edge Upgrade Serena Singleton/ SAIC

Upcoming Events Erica Bland/VITA

Adjourn
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4USER PROVISIONING VS. SINGLE SIGN ON (SSO)

What is Single Sign On?

Single sign on provides the ability to login to applications with one user id and password

The single-sign on system passes the credentials to each application when launch through its application 
portal.  The Commonwealth has chosen Okta as the single-sign on solution.   

What is User Provisioning?

User Provisioning is the act of  creating a user id is for accessing the application.  User provisioning can be a 
manual or an automated process.   

There are 3 options for user provisioning:

1. CSV File (manual process)

2. Okta (limited functionality) 

3. Active Directory Integration (ADI) Sync (Automatic user creation but requires an COV AD account)
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5USER PROVISIONING  - OPTION 1  - CSV FILE
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Option 1 - CSV File (manual process) – 

Most applications will allow importing data via a CSV file.   To create users, you will setup a spreadsheet with the fields 
that you want in the file (e.g. First Name, Last Name, Email Address, etc.) and then save the file as a CSV.
When you need to add new users, this would be done as another CSV import or manually.   When users leave the 
agency, they would need to be manually archived (inactivated) in KnowBe4.   

Recommended Uses:   

• Initial bulk load of users
• Agencies that have little turn over
• Small agencies with just a few users



6USER PROVISIONING  - OPTION 2  - OKTA
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Option 2 - Okta (limited functionality) – 

When the user logs into KnowBe4 via Okta, it will check to see if a user has a KnowBe4 account.   If not, it will create it 
on first login and then prompt the user to create their password for KnowBe4.   

Limitations with this option are as follows: 
• User must login for the account to be created. 
• Administrator must wait for the user login/account creation before training can be assigned. 
• User will not have a manager’s email address

The administrator must enter it manually into the user’s account..   If it is not entered, the user’s manager will not 
receive the training notification. 

Recommendation:
• Okta is a single sign on product.   It is not a user provisioning product.   Therefor it is not recommended to use 

this option for user provisioning.



7USER PROVISIONING  - OPTION 3 – ACTIVE DIRECTORY SYNCHRONIZATION TOOL (ADISYNC)
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Option 3 - ADISync (AD accounts are automatically sync’d every six hours) – 

ADISync is an application that runs as a service on Windows.  The tool has an automatic six-hour sync cycle, and the 
service must be running for it to work.  When the service logs in to Active Directory, it reads the information and 
synchronizes it to KnowBe4.  If the user has a manager’s email or is part of a specific group, that can be synchronized 
as well. 

Requirements for this option:  a Windows server in the DMZ with a service account. 

While the application can be tested on a workstation with a normal user account, the credentials get encrypted into a 
configuration file.  To update the password, the configuration utility needs to be re-run.   Using this on a workstation 
would mean that the workstation would need to be up 7x24 to not miss the sync cycle and would need to have its 
configuration file re-done with every password change. 

Benefits of this option: 
• When a user is created in AD, they are automatically created in KnowBe4 at the next sync cycle. 
• When a user’s account is disabled in AD, the KnowBe4 account is automatically archived. 
• If the user’s account has a manager’s email address in AD, it is automatically populated in KnowBe4. 
• Automatic training assignment by synchronizing AD groups for training. 



8USER PROVISIONING  - OPTION 3 – ADISYNC (CONT.)
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Example:     
Step 1 - Agency sets up 3 training groups in KnowBe4 named General User, Administrator and Data Owner.   They assign 
the appropriate training modules to each group. 
Step 2 - Agency has 3 training groups in AD with the same names – General User, Administrator, Data Owner (names 
match) 
Step 3 - ADISync is told to synch these groups to KnowBe4 as part of the configuration during installation. 
Step 4 - Sally Smith is added to the AD group called “Data Owner” 
Step 5 – Next ADISync cycle, Sally Smith’s group membership is synchronized, and Sally is automatically assigned the 
Data Owner training. 

 
If the agency wants the user to be added to the group for them, they can do that as part of the initial user creation request or as 
a VCCC ticket.    The agency can also administer the AD groups themselves if that is what they prefer. 

Recommendation:

• Use both ADISync & Okta together to facilitate user provisioning and single sign-on. 
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CONFIGURING THE PHISHING MODULE

WHAT YOU NEED TO KNOW ABOUT PHISHING WITH KNOWBE4

CSRM has configured the phishing module for all agencies as follows:

• Whitelisting

KnowBe4  contains 34 root domains in its product.   The limit for Microsoft 365 and Microsoft Defender is 20.  CSRM 

selected 10 domains to whitelist for phishing so that messages are not being flagged as clicked because of being 

scanned by Microsoft Defender 365.    When a whitelisted domain is used, it does not generate the false positives 

some agencies were seeing.

• Domain Options in KnowBe4 Console

CSRM has hidden all non-whitelisted domains in agency accounts.   This will allow agencies to use the canned 

templates without receiving false positives.   The Random option for the domain for the phishing link will now only 

select one of the whitelisted domain.
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THE FOLLOWING PHISHING DOMAINS HAVE BEEN WHITELISTED FOR USE WITH KNOWBE4

WHIITELISTED DOMAINS

• com-onlinebanking.com

• com-token-auth.com

• donotreply.biz

• internalportal.net

• kb4.io

• msftemail.com

• my-cloud-mail.com

• net-login.com

• password.land

• protected-forms.com
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PAB HYBRID CONFIGURATION    

PHISHING ALERT BUTTON (PAB)

• In order to support all platforms (desktop, web and phone), the Hybrid configuration option has to be used.

• The PAB button has been configured for all agencies.   It will use the KnowBe4 OKTA group for the agency to deploy the button to 
the Outlook Client, Microsoft 365 Web Client, Outlook for iOS and Outlook for Android.

• The PAB button will replace the Microsoft Message Report Button on Sept 18th.

• The PAB button will automatically include message headers when reporting the phish to the VCCC and Area 1.

• The reported phish will also be sent to an address of the agency’s choosing.  This will allow ISOs to see what type of phishing 
messages users are receiving.   They can use these as examples for creating their own phishing campaigns.
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Why PAB?

The PAB button is a free add-in product that integrates with KnowBe4 phishing campaigns  It will provide similar 
functionality as the Microsoft Reporting Button but will include added functionality.

For simulated phishing messages:
• Reports of simulated phishing messages will be recorded as part of the user’s training record.
• The user will receive immediate feedback to their submission.

For non-simulated messages, it facilitates easier phishing/spam reporting by:
• Reported messages will be automatically sent to the VCCC and an address of the agency’s choosing (e.g. 

example@vita.virginia.gov)
• Message Headers and the subject are included with the body of the message 

(users won’t have to acquire them and send them to the VCCC separately)
• Users will have the choice of “phishing or spam” for submissions.
• Users can include a comment if desired.
• User will receive a VCCC ticket # for the submission so that the SOC and NTTDATA can investigate the messages 

and apply appropriate blocking.

mailto:example@vita.virginia.gov


13OUR ASK

Here is what we need from you to get this project to the finish line:    

1. Add users for your agency to your agency’s KnowBe4-account via one of the User Provisioning Methods.  

2. Add  users for your agency to the AD KnowBe4-Okta group.  

NOTE:   The KnowBe4-Okta group will be used for both Single Sign On and for Phish Alert Button (PAB) delivery. 

Need assistance with any of these tasks:  

 Email the team at CommonwealthSecurity@vita.virginia.gov
 Please include “KnowBe4” in the subject
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14PAB IMPLEMENTATION & 3RD QUARTER COV PHISHING CAMPAIGN
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Important Dates:

PAB Implementation:   Sept 15th – 18th

• The PAB button will be pushed out by NTTDATA during the weekend of Sept 15th.   
• It will automatically replace the Microsoft Reporting Button.    
• It will be distributed to the Outlook Desktop Client, Outlook Web Client, Outlook for Android and Outlook for iOS
• It will not require a report.

COV 3rd Quarter Phishing Campaign – week of 9/25

Once the PAB button is implemented, agencies are free to conduct their own phishing campaigns on their own 
schedules.    VITA/CSRM will continue to conduct quarterly phishing campaigns for agencies.



QUESTIONS?
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ACUNETIX 360

JUAN DEPAZGONZALEZ & RILEY PFISTER

FEBRUARY 1ST, 2023

VITA/CSRM /THREAT MANAGEMENT TEAM

Web Scanning Team



ACCUNETIX 360
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WHAT IS VULNERABILITY SCANNING?

ACUNETIX 360

• Using Automated tools to evaluate Web application Security

• Reporting findings to relevant parties for remediation

• Confirming fixes and remediation
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WHAT IS ACUNETIX 360?

ACUNETIX 360

• On Demand SaaS DAST solution.

• Used for the Web Application Quarterly Scanning Requirement

• Multi tenant

• Limitless scanning
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FUNCTIONALITIES
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FUNCTIONALITIES

ACUNETIX 360

• Scan internal Applications

• Vulnerability Tracking

• Re scans on request

• Notifications

• Can support a wide range of users

• Scheduling scans

• Defining scan times
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ISSUE TRACKING

ACUNETIX 360

• Every vulnerability can be assigned to a user and tracked within Acunetix 360

• Marked as Accepted, resolved, false positive...

• Ability to test remediation efforts and automatically resolve
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SCAN OPTIONS

ACUNETIX 360

• Many custom configuration options for each target.

• Let's demo a few.
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IMPROVEMENTS

ACUNETIX 360

• Vulnerabilities and remediation are tracked automatically within the application

• Enable each agency to scan at their discretion.

• Easily digestible findings within the application.

• Data can be filtered and exported through the web page.

vita.virginia.gov  |  Virginia IT Agency



64

FUTURE

ACUNETIX 360

• We will continue to develop and expand our scanning activities/ remediation efforts.

• More frequent scanning
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QUESTIONS/CONTACT

ACUNETIX 360

Feel free to ask any questions

- Dean Johnson, Director of Threat Management
Dean.Johnson@vita.Virginia.gov
(804) 510-7093

- Juan Depazgonzalez, Web Scanning Team
Juan.Depazgonzalez@vita.virginia.gov
(804) 807-3892

- Riley Pfister, Web Scanning Team
Riley.Pfister@vita.virginia.gov
(804) 270-8427
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2023 KEYSTONE EDGE UPGRADE

SERENA SINGLETON

SEPTEMBER 6, 2023

ISOAG ANNOUNCEMENT 

MSI Program Manager 



- Upgrade Scheduled for Sept 29th at 11:15 pm 

- 90-Minute Outage – Portal and Catalog will be unavailable

- VCCC will be available via phone and email 

- Agency users will not notice changes; however, significant internal upgrades will be completed

- Additional communications and reminders will be sent closer to go-live 
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UPGRADE TO UTAH VERSION

2023 KEYSTONE EDGE ANNUAL UPGRADE 
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UPCOMING EVENTS
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2023 COVITS Conference
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IS COUNCIL COMMITTEE

The next scheduled meeting for the IS Council:

September 20, 2023

12 p.m. –  1 p.m. (virtual)

If you would like an invite to the meeting, contact: 

commonwealthsecurity@vita.virginia.gov

mailto:commonwealthsecurity@vita.virginia.gov


59

vita.virginia.gov | Virginia IT Agency

IS ORIENTATION

IS Orientation

Remote –  WebEx

Date: September 27, 2023

Start time: 1:00 p.m. End time: 3:00 p.m.

Instructors: Erica Bland, Renea Dickerson, and Tina Gaines

https://vita2.virginia.gov/Events/chooseSession?MeetingID=10

*There are IS Orientations scheduled every month until the end of the calendar year.

https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://covaconf.webex.com/weblink/register/r97c7834e1e02a606993b2934c3270491
https://vita2.virginia.gov/Events/chooseSession?MeetingID=10
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October ISOAG Meeting

https://covaconf.webex.com/weblink/register/r4833c34fb6f35
f38167b2799374e4962

https://covaconf.webex.com/weblink/register/r4833c34fb6f35f38167b2799374e4962
https://covaconf.webex.com/weblink/register/r4833c34fb6f35f38167b2799374e4962
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Cybersecurity Awareness Month

1. If you are planning any events for 
Cybersecurity awareness month, please let 
Commonwealth Security know.  We will add 
them to our upcoming events for the 
October ISOAG meeting.

2. If you are interested in participating in a 
video for Cybersecurity Awareness month, 
please send an email to 
commonwealthsecurity@vita.virginia.gov

mailto:commonwealthsecurity@vita.virginia.gov
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2023 RVATech/Women in Technology

Date: October 25, 2023

Location: Dominion Energy Center, 600 East Grace 
Street

Featured Speakers: Amy Braden, Debi Smith, Diane 

Carnohan, and Stephanie Williams-Hayes.

https://rvatech.com/rvatech-events/2023-women-in-

tech-conference/

https://rvatech.com/rvatech-events/2023-women-in-tech-conference/
https://rvatech.com/rvatech-events/2023-women-in-tech-conference/


MEETING 
ADJOURNED
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