
WELCOME TO THE  October 2023 

ISOAG MEETING

 



D
I
R
E
C
T
O
R 
I
T

AGENDA
Welcome/Opening Remarks Amy Braden
VITA Bob Osmond
Governance Briefing Amy Braden
Centralized ISO Brief Amy Braden
IT Security Audit Standard 502 Mark McCreary/Cory Rutledge

Product Demonstrations (no slides) Richard White
Risk Management Update Jonathan Smith
KnowBe4 Phishing Lessons Learned Kathy Bortle
CSRM Security Architecture Chandos Carrow
Artificial Intelligence Standard Stephen Smith
Cybersecurity Awareness/KnowBe4 Bertina Gaines
Overview Trey Stevens
Upcoming Events Bertina Gaines
Adjourn
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AGENDA

GOVERNANCE

1. Security Awareness Training Milestones

2. Policy & Standard Changes 

3. Communications and Outreach
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SECURITY AWARENESS TRAINING/KNOWBE4

GOVERNANCE 

Milestone Target Completion 
Dates

Status

Admin Training August 2023 Complete

User Provisioning September 25,2023 Complete

PAB Button September 22, 2023 Complete

SAT Campaigns September 29, 2023 In-Progress

All training complete/Reports December 31,2023 In-Progress
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POLICY & STANDARD UPDATES & WHAT TO EXPECT

POLICY & STANDARDS

1. SEC530 

2. Data Classification for Data Loss Prevention

3. Artificial Intelligence (AI) 

4. Policy Template Updates
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COMMUNICATION

COMMUNICATION & OUTREACH

1. Hire Education/Relationship Specialist

2. Continue to cull and update ISO Resources

A. ISO Manual

B. ISO Training/Certification

C. Data Point Resource Guide

D. Archer Guide Update

3. Partnership with CAMs and use of standardized activity report with regular cadence
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KEY MILESTONES & DATES

AUDIT & RISK GRADES

1. ISO Certification – verify status before 11/1/2023

2. Ensure deliverables are submitted before 12/31/23 & metrics requirements satisfied 

A. Missing Audit & Risk Plans align closely with grades, C or Below  

3. Resources:  Data Point Resource Guide, CSRM Analyst, ISO Services 
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THE GOVERNANCE TEAM

Chandra Barnes

Erica Bland

Renea Dickerson

Tina Gaines

Wes Dupree

Chris Kenyon

SHOUT OUT & THANK YOU TO THIS INCREDIBLE TEAM!

Johanna Opolski



QUESTIONS?



Centralized ISO Services

Michael Vannoy
Manager, Centralized ISO Services

Oct 2023

ISOAG 2023 Service Delivery Brief

Presenter Notes
Presentation Notes
Good afternoon ISOAG, welcome to the 2023 Centralized ISO Services brief.  
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Service Delivery Brief

vita.virginia.gov

Agenda

• Service Delivery Mission/Vision

• Program Foundations

• Key Players

• Centralized Consulting

• Current Portfolio

• Q4 Focus 52

• 2024 EPIC

Agenda

• ISO Services Team 

• Thank You

Presenter Notes
Presentation Notes
We will discuss today our newly defined mission and vision for CISS, Why we exist and what our services are based on Key players that make it all happenA new spin on our Consulting ServicesWhat are current work inventory looks likeOur focus for the remainder of 2023 and a break down 2024 workWho makes up our team.  
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Service Delivery

vita.virginia.gov

Mission
• In alignment with VITA’s Strategic Goal 1: 

Initiative 3 (Cybersecurity for VITA, VITA’s 

customers and the whole Commonwealth),  

Centralized ISO Services will provide 

consulting services to support agency 

security teams in the completion of 

• Business Impact Analysis (BIA) 

• Risk Assessments (RA) for sensitive 

systems

• System Security Plans (SSP) for sensitive 

systems

Vision

• Improve the security culture of 

Commonwealth agencies through 

increased coordination, 

communication, collaboration, and 

cooperation between VITA and 

agency security teams in the 

development and maintenance of 

their security programs. 

Presenter Notes
Presentation Notes
In terms of our Service Delivery, we are borrowing from the CIO’s bigger Goals for the COV. Mission: In alignment with VITA’s Strategic Goal 1: Initiative 3 (Cybersecurity for VITA, VITA’s customers and the whole Commonwealth),  Centralized ISO Services will provide consulting services to support agency security teams in the completion of Business Impact Analysis, Risk-based Risk Assessments for sensitive systems, and development of System Security Plans for sensitive systems.   Vision:  Improve the security culture of Commonwealth agencies through increased coordination, communication, collaboration, and cooperation between VITA and agency security teams in the development and maintenance of their security programs.



MATION SECURITY OFFICER, MICHAEL WATSONExamples of FOIA Requests

14

vita.virginia.gov

Program Foundations
Risk Program Overview

RM Activity SEC 519 SEC 501 SEC 525 SEC 530 SEC 520 SEC 527

Who is involved? 2 (2.1) Key Security 
Roles

2. Information Roles 
and Responsibilities 

2. Information Roles 
and Responsibilities 

2. Information Roles 
and Responsibilities 

Not defined 2. Security Awareness 
Training Roles and 
Responsibilities

Have they been 
Trained?

2.2.7. Cybersecurity 
Awareness Training

AT-2 Security 
Awareness
AT-2-COV
AT-3 Role-based 
Security Training

AT-2 Security 
Awareness
AT-2-COV
AT-3 Role-based 
Security Training

AT-2 Literacy Training 
And Awareness
AT-3 Role-based 
Training

Not defined 4. (C) Role Based 
Training

What are the Business 
Requirements?

2.2.1 Standards 3. Business Impact 
Analysis

3. Business Impact 
Analysis

3. Business Impact 
Analysis

4.2 Business Impact 
Analysis
4.2.3 BIA / Business 
Process Reporting

Not defined

What are we trying to 
protect?

2.2.1 Standards 4. IT System And Data 
Sensitivity 
Classification
5. Sensitive IT System 
Inventory And 
Definition

4. IT System And Data 
Sensitivity 
Classification
5. Sensitive IT System 
Inventory And 
Definition

4. IT System And Data 
Sensitivity 
Classification
5. Sensitive IT System 
Inventory And 
Definition

4.3 IT System 
Inventory and 
Definition
4.4 IT System and Data 
Sensitivity 
Classification

Not defined

What are our Risks? 2.2.1 Standards 6. Risk Assessment 6. Risk Assessment 6. Risk Assessment 4.5 Risk Assessment 
(RA)

Not defined

How do we protect our 
data?

2.2.1 Standards PL-2 System Security 
Plan
PL-2-COV

PL-2 System Security 
Plan
PL-2-COV

PL-2 System Security 
And Privacy Plan
PL-2-COV

4.6 System Security 
Plan

Not defined

Presenter Notes
Presentation Notes
Program Foundations – What makes up a security program? There are 6 main questions to ask involving security and risk management. Who is involved? Everybody technically but Who are your stakeholders and staff that make up your security team?  Identify who should be involved and ensure required designation letters are on record for each. Identified in the Roles and Responsibilities section (section 2) of each of our security standards defines each agency security team members responsibilities.  SEC 527 defines Security Awarness training roles and responsibilities which is important to our next question. Have they been trained?  ISO Services, as a part of pre-onsite engagement can assist with designation letters but will require attestation that those identified as security team members have taken role based training and aware of their responsibilities.  SEC519 addresses this requirement and 4 of our other security standards address this requirement. Next question What are the Business Requirements – One of the first steps ISO Services team members will take is to review the current Business process inventory and with the assistance of the ISO and identified System Owners, determine if the information VITA currently has on record, reflects their current business practices, if it’s a Mission Essential Function, impacts, Recovery Time and Recovery Point Objectives, and identify the supporting technologies needed. After confirming our business processes and the systems they need, we need to know, What are we trying to protect?  Another pre-onsite engagement check ISO Service staff will perform is review of current data set information in Archer and provide to the designated ISO and Data Owner (may be the System Owner) for validation. During past engagements, agencies being presented this information were able to reclassify their data sets and depending on business process requirement, declassify their system saving the agency and COV added control reviews required for a sensitive systems.  With the help of the agency security team, and information currently in Archer, ISO Services will assist with building out the Sensitive IT System Inventory and Definition documentation.  As defined in SEC 520 4.3.2 outlines the requirements for this document.  This step supports our next question to ask….What are our Risks?  ISO Services performs Risk-based, Risk assessments based on the Sensitivity of your system focusing, on those controls most relevant to the threats your security team deems important.  We use the Microsoft STIDE threat model which focuses on top threats such as Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privileges.  At the conclusion of our analysis in accordance with SEC 520 section 4.5.5, ISO Services will provide a Risk Assessment Report providing detailed information, to include Vulnerabilities, threats, Magnitude of Impact and Controls in place which will accompany your Risk Treatment Plan for any risk identified.  This is not a control compliance check. Our questionnaires will cover CE controls as we believe Control Enhancements Matter.  This is of course the foundation to our last question and that is……..How do we protect our data?  Foundational information from the previous steps will support the production of System Security Plans for those systems evaluated.  ISO Services will continue to work with agencies beyond the initial RA engagement to continue identifying practices used by the agency or vendor to protect the data.   So who is this agency security team anyway?       



vita.virginia.gov

CISO: CHIEF INFORMATION 
SECURITY OFFICER, MICHAEL 
WATSON Examples of FOIA Requests

Key Players
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Roles and Responsibilities / Four C’s of Success

Agency 
Head/Director

Information 
Security Officer

System Owner

Data Owner

System 
AdministratorCustomer Account 

Manager

ISO Services

C

C

C

C

Presenter Notes
Presentation Notes
Lets talk Roles and Responsibilities.  Here we have the usual suspects + 1 special guest:Agency Head/Director - Oversees the agency's IT security program assures that all IT security roles have been designated; reviews the agency's BIA's, RA's and CP: ***(this means at a minimum ISO’s should be copying their Agency Head on submission of all Risk and Security documents forwarded to CSRM)  The AH reviews the results of IT Security Audits; monitors Corrective Action Plans and reports incidents that threaten the security of databases and data.   - Agency Head bear overall responsibility for the security of the agency’s data. 2.2-603 Authority of Agency Directors https://law.lis.virginia.gov/vacode/title2.2/chapter6/section2.2-603/Information Security Officer - Has overall responsibility for developing and managing the agency’s information security program & serves as a liaison to the CISO of the Commonwealth; develop/maintain IT security program as defined by Policy, Standard, and Audit Standard; and assures that all other Agency IT security roles have been designated. System Owner - Is generally the Business Owner for the system: responsible for the overall security of the IT system. (Repeat previous sentence) Designated by the Agency Head or Information Security Officer and accountable to the Agency Head; Manages system risk & developing any additional information security policies and procedures required to protect the system in a manner commensurate with risk;Data Owner - Responsible for classifying data sensitivity; promoting security awareness to users; developing additional guidelines, requirements, procedures and defines data protection requirements. ****Note in a smaller agency this role could also be performed by the system owner. System Administrator -  responsible for the day-to-day administration of the IT system; implements the requirements of IT security; there may be more than one administrator ****(for example, one for the infrastructure (MSI) and one for the application).ISO Services – As mentioned in our mission statement we will provide consulting services to support agencies in answering those 6 questions we walked through earlier which help fulfill requirements for your BIA, completion of Risk Assessments, and development of SSP’s How will this all come together?In the coming future ISO Services will be partnering with VITA Customer Experience.  The Manager for Centralized ISO Services, and the agency Customer Account Manager will both act as a central points of contact for management and execution of Centralized ISO Services project tasks, this will increase transparency at all levels within agencies concerning project timelines and impediments.  In the future the Manager for ISO services will attend regular agency calls with Customer Experience to provide updates and to attend to questions regarding service delivery.    Other Supporting Roles Include:Agency Continuity Plan CoordinatorCSRM Governance AnalystCSRM Risk AnalystAgency AITR Data CustodiansSo what about the 4 C’s?....we talked about them earlier in the vision statement >>>>next slide
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Key Players
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Roles and Responsibilities / Four C’s of Success

Agency 
Head/Director

Information 
Security Officer

System Owner

Data Owner

System 
AdministratorCustomer Account 

Manager

ISO Services

C

C

C

C

oordination

ommunication

ollaboration

ooperation

Presenter Notes
Presentation Notes
In partnership with CX we will look to them to help manage the 4 Required C’s for SuccessC# 1 Coordination – as mentioned earlier to increase coordination of services and transparency, All Centralized ISO Services engagements will be coordinated through our partnership with VITA’s Customer Experience.  For ISO’s who have not been a part of regular agency meetings with your Customer Account Manager it is recommended to seek inclusion in these meetings.  C# 2 Effective Communication – Concerns and impediments to task completion must be documented and made known prior to ISO Services engagement for working meetings.  Task incompletion may result in timelines encroaching on future engagements with other agencies and BIA (Business process updates, or RA’s might be postponed beyond required dates of completion affecting adversely datapoint scores.  C# 3 Constant focused Collaboration - Each service milestone will require timely feedback between the agency’s internal security team members and ISO Services staff. ISO Services can make recommendations on program implementation and assist with completion of program documents, but do not serve as internal staff augmentation for operations within the agency, and thus we rely solely upon the agency ISO and other members of the agency security team to provide creditable input and support to complete our projects.  We don’t make stuff up to check a box.  C# 4 Cooperation from all parties – None of this works without executive buy-in and support, this is not just an ISO responsibility, pieces of these Security Risk Management activities belong to all. ISO Services is here to provide consulting and guidance on the implementation of practices to improve security culture and help obtain compliance.  So what do we do?
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Core Services

MOU/PIA

BIA/Data & 
System 
Classification

Risk 
Assessments

System 
Security
Plans

ISO 
Services

Presenter Notes
Presentation Notes
Now putting ISO Services back in the middle of this, our core services have been discussed in our risk program overview earlier, but with one new caveat. *Centralized ISO Services is reconstructing delivery of our current service offerings, and in future engagements, will be managed as projects.  *The original Memorandum of Agreement will be further defined by a project charter provided by ISO Services, communicated through Customer Experience, and endorsed by the Agency Head /(sponsor). This will acknowledge Project Initiation Approval (PIA) and begin the engagement in which all milestones and working meeting dates will be defined.  *All Pre-Onsite documentation, along with designation letters, must be provided before ISO Services work hours are allocated for any BIA, RA/SSP engagements. 
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Current Story

• 33 Agencies enrolled

• 864 Applications

• 523 Datasets (~2.9 billion records stored)

• 829 Business Processes (351 MEF)

• 464 Sensitive Systems

• 6 ISO Analyst (~200 workdays per year)

Presenter Notes
Presentation Notes
Our current Portfolio includes 33 agencies enrolled as of 25 Sept 2023, about 1/3 of the COV executive branch agencies, including 3 museums and two higher education institutions. These agencies/institutions account for *864 Applications in the COV inventory, *523 Datasets storing ~2.9 billion COV records, Those datasets support*829 agency Business Processes (351 of those are MEF), and are*contained within 464 Sensitive Systems. Centralized ISO Services has ~ 200 workdays (1600 hours) per year for each of our 6 ISO analyst to provide consulting and analysis work to support our agencies in focusing on our 3 major projects of BIA, RA’s, SSP development. 
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Backlog Refinement

• 165 Risk Assessments scheduled 

from 2021 – 2023

• 31 Sensitive Systems currently 

unscheduled
• 136 Risk Assessments due Q4 2023

• 553 Business processes for review 

(198 are MEF’s)

52 Days until the 1st week of December 

Presenter Notes
Presentation Notes
The data used in the creation of this presentation was pulled on 9/25/2023, we had about 52 working days as of that date until the 1st week of December when we expect most work to slow down due to the holidays, however our focus will be to assist agencies in closing out work that could significantly improve their scorecard.  In examining our backlog, we found: 165 Risk Assessments were scheduled from 2021 – 2023 (~15 in progress) 31 Sensitive Systems were found unscheduled (not recorded on a Risk Assessment Plan) this will impact RA Plan status scores136 Risk Assessments due Q4 2023 (many will need to be rescheduled to 2024)553 Business processes are up for review (198 are MEF’s).  Expired review dates for business processes, or applications not attached will generate N/C for BIA scores.    
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The Next 52 Weeks 2024 Story Splitting

BIA/BP Reviews 136 90 15 326

Backlog 2021&2022 99 25 6 52

Scheduled Risk 
Assessments

1 3 0 16

Backlog 2021&2022 *40 7 2 4

SSP Development 1 3 0 16

Backlog 2021&2022 40 7 2 4

*Note 9 Q1Systems schedule + 31 
Unscheduled systems

*many of the 136 Q4 system RA's 
will be rescheduled during 2024. 

Q1 Q2 Q3 Q4Next 52 (2024)

Presenter Notes
Presentation Notes
2024 by quarterSince we are in the last quarter of 2023 it is difficult to firm up projections for 2024.  *Much of the work scheduled for 2023 along with backlog work from 2021 and 2022 will have to be pushed into the coming year.  Our team has much to overcome and will again rely heavily on agency participation complete this work. *These numbers don’t account for how much 2023 work will be brought forward into 2024.  



ISO Services Team

• Michael Vannoy, Manager Centralized ISO Services – michael.vannoy@vita.virginia.gov

• Tina Burgess, Centralized ISO Analyst – Team A 

• Randy Jackson, Centralized ISO Analyst – Team B

• Emmanuel Gomez, Centralized ISO Analyst – Team C

• Matthew Steinbach, Centralized ISO Analyst – Team A

• Daniel Boakye, Centralized ISO Analyst – Team B

• Natthachai Chusing, Centralized ISO Analyst – Team C

21
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Presenter Notes
Presentation Notes
So whose doing all of this?The ISO Services team currently has 7 members, 6 ISO Analysts that will be paired in this last quarter to work with your agency to help identify closeout work for the year that can improve your scorecard, identify gaps, and set the basis for engagement over the next 3 years. Across our team we have varying levels of risk management work experience that covers most industries to include the power industry, 3 members with prior IT audit experience in the COV, and 3 members with System Accreditation experience within the Federal Government and DoD.  *As we work to reconstruct our service delivery and partner with our CX department, we thank you in advance for your assistance in helping us help you.  
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Presenter Notes
Presentation Notes
Thank you. And have a great rest of your afternoon.



IT SECURITY AUDIT STANDARD 502

Mark McCreary, CISA, CISSP, CISM

Director, IT Security Audit Service 

Cory Rutledge, CISA
Manager, IT Security Audit Service



 IT Security Audit Standard Overview

 IT Security Audits

 Audit Frameworks

 Auditors

 Audit Program

 Audit Plan

 Audit Scope

 Reporting Audit Results

24AGENDA



 Current version is 502.4

 Found on VITA’s website:

https://www.vita.virginia.gov/it-governance/itrm-policies-standards/

 Applies to all executive branch agencies, independent agencies and institutions of 
higher education that manage, develop, purchase, and use information 
technology databases or data communications in the Commonwealth.

25IT SECURITY AUDIT STANDARD 

https://www.vita.virginia.gov/it-governance/itrm-policies-standards/


 Definition – An independent review and examination of an IT system’s policies, 

records, and activities.

 Purpose - To assess the adequacy of IT system controls and compliance with 

established IT security policies and procedures.

26IT SECURITY AUDITS



27AUDIT FRAMEWORKS

All IT security audits must follow an established auditing framework.

Internal auditors will follow the Institute 
of Internal Auditors (IIA) framework –

Red Book

External auditors will follow Generally 
Accepted Government Auditing Standards – 

Yellow Book



Internal Audit departments must be recognized by the Office of State Inspector General (OSIG).  OSIG helps conduct 
or review Peer Review results to ensure Internal Audit departments function in accordance with the Red Book.

External Audits are performed by an independent outside firm contracted to perform audit work.  They must use an 
acceptable auditing framework (such as the Generally Accepted Government Auditing Standards Yellow Book; 
American Institute of Certified Public Accountants (AICPA) Standard for Consulting Services; or the AICPA 
Statement on Auditing Standards). 

28AUDITORS



CSRM accepts audit reports from Auditors who provide evidence to CSRM that 

they have successfully passed their Peer or Quality Assurance Reviews.

 

29AUDITORS



When contracting for audit services, use the following language in the Evaluation and 
Scoring Section of your Statement of Requirements/Contract:

 Ability to perform IT audits in accordance with the Generally Accepted Government Auditing Standards (Yellow 
Book) evidenced by a current, independent Quality Assurance/Peer Review report with an overall opinion of 
“generally conforms.”  Suppliers responding to this SOR should provide this report with their SOW. 

 An in-depth understanding of Commonwealth of Virginia (COV) Information Security Standards including IT 
Security Standards (SEC501/525), and IT Security Audit Standard (SEC502).

Note:  To maintain auditor independence, do not use a firm that has performed
other IT Security work (risk assessments, business impact analysis, System Security
Plans, etc.) to conduct IT Security Audits.

30EXTERNAL AUDITORS



31AUDIT PROGRAM

The audit program shall include assessing the risks associated with IT systems for which it is the 
System Owner and/or Data Owner.

At a minimum, IT systems that contain sensitive data, or reside in a system with a sensitivity of 
high on any of the criteria of confidentiality, integrity, or availability, shall be assessed at least 
once every three years.



32AUDIT PLAN



33AUDIT PLAN

Submitting the Audit Plan annually represents 1/3 of the overall Audit Score



34AUDIT SCOPE

Audit scope should be sufficient to assess the effectiveness of the system controls and measure 
compliance with the applicable COV IT Security Standards. 

IT Security Auditors should also use standards that measure compliance with any other applicable Federal, 
contractual, and COV regulations.



35REPORTING AUDIT RESULTS

The Agency Head or designee shall 
submit to the CISO the following 

information:

Official Audit Reports of all 
completed IT Security Audits 

conducted by or on behalf of the 
Agency.  IT Security Audits 
submitted to VITA must be 

reflected in the IT Security Audit 
Plan. 



36REPORTING AUDIT RESULTS

The official audit report submitted needs to include an attestation as to the audit 
Standard used.

“We conducted the IT Security Audit in conformance with the “International Professional Practices 
Framework or Generally Accepted Government Auditing Standards,” and included an evaluation of internal 
controls through inquiry, inspection, analytical procedures, and confirmation as considered necessary in the 
circumstances.”  



37REPORTING AUDIT RESULTS

In addition to the Audit Report, agencies are required to submit 
corrective action plans by email to CSRM using the elements from the 
Audit Remediation Plan template found at:

www.vita.virginia.gov/it-governance/itrm-policies-standards/#securityPSGs

Quarterly Corrective Action Plan updates can be submitted to CSRM via 
email or by using Archer.

Submitting 4 Quarterly Updates represents 1/3 of the overall Audit Score

http://www.vita.virginia.gov/it-governance/itrm-policies-standards/#securityPSGs


38QUESTIONS

Contact information:

Email:  Mark.McCreary@vita.virginia.gov
Phone: (804) 510-7095

Email:  Cory.Rutledge@vita.virginia.gov
Phone: (804) 510-7257

mailto:Mark.McCreary@vita.virginia.gov
mailto:Cory.Rutledge@vita.virginia.gov


RISK MANAGEMENT UPDATE

JONATHAN SMITH

OCT 4, 2023

ISOAG – OCTOBER 2023

Director, Risk Management



AGENDA

1. Web Application Vulnerability Remediation

2. Audit and Risk Assessment Finding Remediation

3. Risk Escalation and Risk Alerts

4. Nationwide Cybersecurity Review (NCSR)

5. COV Incident Response Exercise

6. Cyber Storm IX Exercise

vita.virginia.gov  |  Virginia IT Agency



VULNERABILITY REMEDIATION

Web Application Vulnerabilities (Acunetix)
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WEB APPLICATION VULNERABILITY SCAN FINDINGS MORE THAN 30 DAYS UN-REMEDIATED

VULNERABILITY REMEDIATION

Critical Findings: 148 (from 476 July)

High:  647 (from 1567 July)

Vulnerabilities Detected:

• Out of Date Version  

• Cross Site Scripting

• SQL/DB Injection

• Other

Vulnerability Detected

Out of Date Version Cross Site Scripting SQL/DB Injection Other
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REMEDIATION EFFORTS

VULNERABILITY REMEDIATION

• CSRM notified agencies with critical and high vulnerabilities that have not been remediated within 30 days at the end of 

July, 2023.  476 critical and 1567 high vulnerabilities were identified in this effort.  Agencies have made progress 

reducing the numbers of vulnerabilities to 148 critical and 647 high, however more work is needed!

• Agencies must log into Acunetix 360 to view their web application vulnerabilities & remediation recommendations, take 

actions to remediate the vulnerabilities, and perform a re-scan to ensure that the vulnerability has been remediated.

• VITA is in the process of reaching out to agencies to determine the causes for the delays in the timely remediation of 

the vulnerabilities and identify where VITA may be able to assist.

• Agencies with systemic issues or non-response may be issued risk alerts that may impact future IT projects.

• Progress/status is reported to and monitored by Secretary of Administration McDermid.



FINDINGS REMEDIATIONS

Audit and Risk findings in Archer
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OPEN RISK AND AUDIT FINDINGS

FINDINGS REMEDIATION

Risk Findings 

• 2079 Open risk findings

• 1738 (84%) of the open risk findings are more than 1 year old

• 1153 (55%) of agency risk findings more than a year old with a status of “Not started”

Audit Findings

• 1899 Open audit findings

• 1600 (84%) open audit findings more than 1 year old 

• 838 (44%) of agency audit findings more than a year old with a status of “Not started”
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WHAT CAN WE DO?

FINDINGS REMEDIATION

Review and update open findings in Archer

• Verify continued validity of findings, if findings have been remediated or are no longer applicable, submit them 

for closure.

• Ensure finding remediation response been entered into Archer.

• Ensure status for the finding is accurate (not started, underway, awaiting review, etc).

• Ensure that quarterly updates are being submitted and updated in Archer.

Having difficulties within Archer?  Contact you CSRM analyst or CommonwealthSecurity@vita.virginia.gov 

mailto:CommonwealthSecurity@vita.virginia.gov


RISK ESCALATION & RISK ALERTS
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48RISK ESCALATION & RISK ALERTS

VITA and CSRM are implementing new and improved tools for agencies and CSRM to better assess vulnerabilities, issues and 
risks within the Commonwealth enterprise.

• Agencies can expect an increase in risk notifications, escalations, and alerts from CSRM

• Some examples of issues that may warrant risk notification, escalations, or alerts are:

• Security and risk program systemic issues (annual program scores/grades)

• Findings remediation

• Vulnerability scan remediation

• Security incidents and remediation

• Identity and access management

OVERVIEW



NATIONWIDE CYBERSECURITY REVIEW

October 1, 2023 – February 28, 2024
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OVERVIEW

NATIONWIDE CYBERSECURITY REVIEW

The NCSR is a no-cost, anonymous, maturity based, annual 

self-assessment. All states (and agencies), local 

governments (and departments), tribal nations, and 

territorial (SLTT) governments are encouraged to 

participate. It is designed to measure gaps and capabilities 

of SLTT governments’ cybersecurity programs and is 

based on the National Institute of Standards and 

Technology Cybersecurity Framework (NIST CSF)
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BENEFITS

NATIONWIDE CYBERSECURITY REVIEW

• Receive metrics specific to your organization to identify gaps and develop a benchmark to gauge year-to-year 

progress, as well as anonymously measure your results against your peers.

• Attain reporting and resources that can help you prioritize next steps towards desired cybersecurity 

improvement. For HIPAA compliant agencies, translate your NCSR scores to the HIPAA Security Rule scores 

of an automatic self-assessment tool.

• Gain access to a repository of informative references, such as NIST 800-53, COBIT, and the CIS Controls that 

can assist in managing cybersecurity risk.

• Fulfill the NCSR assessment requirement for the Homeland Security Grant Program (HSGP). Additional 

information located here: https://www.fema.gov/homeland-security-grant-program.
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REGISTRATION

NATIONWIDE CYBERSECURITY REVIEW

• CSRM is working with CIS to enroll Commonwealth Executive Branch and Independent agencies

• You should be receiving registration confirmation emails

• Login URL: https://cis.my.logicmanager.com/login

• New users will be need to select “Reset Password” to complete the registration process

https://cis.my.logicmanager.com/login


COV INCIDENT RESPONSE EXERCISE

Tabletop Exercise – October 26, 2023
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OVERVIEW

INCIDENT RESPONSE EXERCISE

The COV Annual Incident Response (IR) Tabletop Exercise is an unclassified, adaptable exercise developed by 

the MSI/MSS for the Commonwealth of Virginia.  The main purpose is to evaluate performance of the 

multisupplier model, promote dialogue around opportunities for continuous improvement, and identify 

recommendations for improvement for the COV Cybersecurity Incident Response process and test agency 

incident response plans and playbooks.
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OBJECTIVES

INCIDENT RESPONSE EXERCISE

The main objective for this exercise is to uncover strengths and weaknesses within the integrated IR process:

• Evaluate the Service Delivery capability for detecting, responding to, and recovering from simulated, realistic 

cybersecurity events

• Evaluate Service Delivery communication and responsiveness

• Run the event through the Service Delivery and State Agency Incident Response plans, identify opportunities 

for alignment, and any gaps in Service Delivery execution

• Test agency incident response plans and playbooks

• Provide recommendations for corrective action to VITA-CSRM
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EXPECTED OUTCOMES

INCIDENT RESPONSE EXERCISE

Conduct a tabletop event where coordination of multiple Suppliers and Service Delivery ensures COV 
information systems will successfully operate in support of the exercise scenario, and when the 
managed environment is under attack.

• Demonstrate successful coordination of Multiple Supplier Service Delivery 

• Enhance awareness, readiness and coordination within the integrated environment

• Test capability to determine operational impacts of a cyberattack

• Test and exercise participant’s incident response playbooks, incident analysis, incident response plans and incident reporting 
procedures

• Demonstrate compliance with MSI Security Incident Management Process and VITA Incident Response Playbooks

• Identify Enterprise-wide opportunities for improvement

• Further integration of multi sourcing program between MSI, VITA-CSRM, Service Towers, and the Agencies
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EVENT INFORMATION

INCIDENT RESPONSE EXERCISE

• When:

• Exercise: Thursday, October 26th, 2023, from 8am-2pm

• Hotwash: Friday, October 27th, 2023, from 11am-12pm

• Who:

• Hosted by MSI SIRT team, ATOS Security, and VITA CSRM

• Participants include representatives from each participating agency and service tower 

• Where:

• Zoom Meeting will be hosted for coordination

• Participation from your usual workspaces

• Questions:  MSI-Security-Operations@saic.com 



CYBER STORM IX

TBA March/April, 2024
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WHAT IS CYBER STORM IX

CYBER STORM IX

• It is the National Cybersecurity Exercise, focused on policy, information sharing, coordination, and decision-

making. 

• It provides a venue to simulate discovery of and response to a large-scale, coordinated cyber incident 

impacting the nation’s critical infrastructure. 

• Players participate from their work locations and receive “injects” that describe impacts to their organization 

and respond according to policy and procedure.
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CS IX INITIAL EXECUTION TIMELINE 

CYBER STORM IX

*PRE-EX (Pre-Exercise); STARTEX (Start of the Exercise); and ENDEX (End of the Exercise)

Exercise Hotwash

Additional Evaluation 
Begins

Evaluation

Friday

D + 2

Thursday/ENDEX*

D + 1

Wednesday

ExCon Fully Engaged

D Day

Tuesday/STARTEX*

Full Systems 
Check

Full ExCon
Attendance

Exercise Kick-off

Systems Check

Monday

PRE-EX Activities 
(e.g., Report 

Distribution, Briefings)

Training For All 
Participants

Initial System Checks 
Conducted

PRE-EX Period*

1-2 Months Prior

Attacks Escalate and 
Impacts Spread

Attacks Against 
Systems and 
Organizations

Attacks Continue 
Unless Player Actions 

Deny or Mitigate 
Attacks

Prepare Phase Evaluation Phase Conduct Phase 
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ADDITIONAL INFORMATION

CYBER STORM IX

Cyber Storm IX was presented to the ISOAG in July 2023.  If you would like a copy of the redacted slides from that 

presentation or your agency is interested in participating, please email Jonathan.m.smith@vita.virginia.gov or 

CommonwealthSecurity@vita.virginia.gov

mailto:Jonathan.m.smith@vita.virginia.gov
mailto:CommonwealthSecurity@vita.virginia.gov
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QUESTIONS?

QUESTIONS

Please reach out to the Risk Management Team if you have any additional questions:

Jonathan Smith, Dir Risk Management – jonathan.m.smith@vita.virginia.gov 

John Willinger, Sr. Risk Analyst – john.willinger@vita.virginia.gov 

Marjean Adarkwa, Sr. Risk Analyst -  marjean.adarkwa@vita.virginia.gov 

Isaac Amoani, Sr. Risk Analyst - Isaac.Amoani@vita.virginia.gov (currently on military leave)

Andrew Wirz, Archer Sys Admin - andrew.wirz@vita.virginia.gov 

mailto:jonathan.m.smith@vita.virginia.gov
mailto:john.willinger@vita.virginia.gov
mailto:marjean.adarkwa@vita.virginia.gov
mailto:Isaac.Amoani@vita.virginia.gov
mailto:andrew.wirz@vita.virginia.gov


KNOWBE4 PHISHING LESSONS LEARNED

KATHY BORTLE

OCT 4TH, 2023

ISOAG MEETING

Incident Response Specialist



64LESSONS LEARNED:  USER PROVISIONING & SINGLE SIGN-ON

User Provisioning:

• All Executive Branch agencies were updated using a one-time ADI-Sync the week of 9/25.   This was 

completed to facilitate the COV 2023 3rd  Qtr. Phishing Campaigns.

• Agencies requesting to use ADI-Sync have been setup.   If other agencies want to use ADI-Sync, please reach 

out for assistance.

Okta – Single Sign On

• Agencies wanting to use Okta for Single Sign-On should have a tile that is associated with their Okta-

KnowBe4 group in Active Directory.

• If any agency wants to use Okta, but is missing the tile, please let us know

• Remember, Okta will log  you into KnowBe4 with your AD credentials.   Please do not try to use a different 

account/email for login as it will fail.
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65LESSONS LEARNED:   PAB BUTTON
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Phishing Alert Button (PAB) -

• PAB Button Not Available - Okta supports embedded AD groups but  Microsoft does not.  To allow the button to be 
distributed to agencies, the Messaging Team created a group for each domain name and associated the PAB button 
with each group based on the button name.   After learning that several agencies had been missed, Messaging 
corrected the issue.  All agencies should have received the PAB button by 9/28/23.   If the PAB button is not 
available, please report it to Commonwealth Security so it can be  addressed.

• PAB Button Location differs by client – The location of the PAB button is dependent on the version of the client being 
used.  In the full desktop client, the PAB button resides on the ribbon bar.  The web and mobile clients do not have it 
in the same location.   These clients require the user to open the message and click on the 3 dots to the right of the 
sender’s name to bring up a  menu that contains the button.   The user must scroll down the menu to find it as it is 
located  near the bottom.   Job aid have been created to assist users with finding it.

• PAB Button Spam Submissions – Messages reported as spam will be sent to Area1 spam queue and to the CSRM 
incident mailbox.   The use will receive an automated response thanking them for the report and providing the 
instructions for blocking it in their mailbox.

• PAB Button Phishing Submissions – These will be sent to the VCCC and the Area1 phishing queue.   The submission 
will automatically include all the information needed (headers, subject and copy of the message) to investigate the 
report.  When the VCCC receives it, Service Now will automatically generate the ticket and route it to  the SOC for 
investigation.



66LESSONS LEARNED: PHISHING CAMPAIGN
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Phishing Campaign 

• Phishing Beta – Opting into this module prevents an account from participating in a non-beta campaign.

• False Positives -  false positives are triggered when the message and/or it’s links are scanning.   Domains must be 
whitelisted everywhere that the message can be scanned.

• Random Domain selection for sender, links and landing pages – KnowBe4 will pick any domain that is available in 
the console.   If a domain has not been whitelisted, it needs to be hidden.   Any domain that is not hidden can be 
used by this feature.   If the domains in the list are not whitelisted, it can trigger a false positive for  clicks.

• Downloading Pictures in messages – the Outlook client is configured to prevent the automatic downloading of  
pictures in the emails.   This affects KnowBe4’s ability to track whether the message has  been opened.   The only 
opened stats that are reliable are for those messages where the user clicked the link, opened an attachment or 
submitted data.   When the user takes one of these actions, the system automatically marks the message as 
opened.   Therefore,  opened should not be  included in any phishing test reports.



67OUTSTANDING ISSUES/LIMITATIONS
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False Positives have returned –
  While false positives were resolved the end of August it appears that they have returned.   We have seen some data 
where the user clicked on the message before they opened it.   As a result, we cannot consider any 2023 Q3 Failures as 
valid.    We are working with messaging to find out what changed in our environment to cause the issue to re-surface.

Phishing Activity Report (single agency)  – 
     While some of the reports will allow combined results, the Phishing Activity Report does not.   It can only provide 
data on one account at a time.   This means that we will have to develop COV wide stats instead of having them 
provided for us.   We are currently working on a way to  automate this process.

Exporting Phishing Active Report Data (single agency) – 
 PDF format – only provides charts.   It does not include any user data.
 CSV format -  only provides individual user records.

The total bar show on the phishing campaign results page (# delivered, # clicked, # opened, etc.) is not provided in 
either format.   These numbers can be attained by counting the occurrences in the raw user data (csv format).



68OUR ASK --
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Phishing Campaigns –

• Do  not consider any failures from the 2023 Q3 COV-wide campaign to be valid

• Report suspected false positives with user details so they can be investigated.

• Let us know if you are willing to participate in testing for false positives.

• Hold off on launching any phishing campaigns until the false positive issue is 
resolved.

• Please provide suggestions for what data you would like to see in the COV-wide 
statistics.



QUESTIONS?
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CSRM SECURITY ARCHITECTURE TEAM

OCTOBER 4, 2023

INFORMATION SECURITY OFFICER ADVISORY GROUP (ISOAG)

Acting Security Architecture Manager
CHANDOS CARROW



AGENDA
• Who we are?

• What we do?

• What happened in 2023?

• Where are we going for 2024?

• Questions?



WHO WE ARE?
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• Preston Talbott – Security Architect

• Jacquelyn (Jackie) Esters – Security Architect

• Chandos Carrow – Acting Security Architecture 
Manager
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WHAT DO WE DO?
• SEC501/SEC530 Security Exceptions

• Review Enterprise Tools/Services Baselines

• Review Enterprise Tools/Services SSPs

• Security SMEs or CSRM Voting Members on RFPs

• Provide Technical Interpretations of the Security Standards

• Write/Review/Update Security Standards

• CSRM Representatives during the SPLM and RFS Processes
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WHAT HAPPENED IN 2023?

• International Travel KBA and KSE Request Form

• CSRM Involvement in new RFS Sprint Process

• SEC501 Security Exception Cleanup Effort

• SSP and Baseline Process Adjustments

• Start of SSP and Baseline Delta Project

• Increased CSRM Involvement in SPLM Process

• And….

• A new security standard or something like that
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WHERE ARE WE GOING IN 2024?

• Finishing the SSP and Baseline Delta Project

• Improving the availability of the Enterprise 
Services security documentation to the agencies

• SEC530 Security Documentation Update Project

• Start the first revision review process on SEC530

• Finishing the SEC501 security exception cleanup 
effort

• More trainings, more knowledge transfers, more 
clarity, more communications, more involvement, 
and more assistance with/for the agencies
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ARTIFICIAL INTELLIGENCE (AI)

OCTOBER 4, 2023

INFORMATION SECURITY OFFICER ADVISORY GROUP (ISOAG)

Enterprise Architecture Manager
STEPHEN SMITH
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78VISION

That Commonwealth of Virginia (COV) agencies 
and workers shall be able to leverage the creative 
and insightful capabilities of Artificial Intelligence 
(AI) while ensuring that the use of such AI does 
no harm to citizens of the Commonwealth, its 
guests, the business of the Commonwealth, any 
known business interest, or the environment.

Presenter Notes
Presentation Notes
Now if you're an old person like me who remembers a time when people used to read books, instead of doom scrolling Instagram, you may have heard of a science fiction writer named Isaac Asimov who wrote a bunch of stories about robots. Or if you're not familiar with him, you may have heard of a movie based on one of his books starring Will Smith, called I Robot. But if you're not familiar with either of those, it's enough to know that way back in 1942 someone was thinking about the interaction between humans and robots and the implications, and it turned into something called the Three Laws of Robotics, the core concept of which is do no harm to human beings.So, in thinking about an architectural standard for AI to support the Commonwealth, we wanted to start from this notion of do no harm as a baseline and align our strategies and objectives for using AI to that foundation.
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79LIGHT OF DIOGENES

Artificial 
Intelligence (AI)

Robotic Process 
Automation (RPA)

behavior• Simulates human behavior
• Process driven

behavior• Simulates human intelligence
• Data driven
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80TAXONOMY OF INTELLIGENCE

Visual
Spatial

Bodily-
kinesthetic Creative Interpersonal Intrapersonal Linguistic Logical- 

Mathematical

Body Smart
Manipulation of 

objects & 
physical skills via 
mind-body union

Picture Smart
Perception & 

understanding of 
the physical 
environment

Lightbulb Smart
Developing new 

patterns of 
thought as 

depicted in art, 
music, writing, & 

inventions

Self Smart
Introspection & 

goal setting

Logic Smart
Calculating results, 

performing 
comparisons, 

exploring patterns, 
& considering 
relationships

Word Smart
Understanding 

oral, aural, & 
written 

communication

People Smart
Obtaining, 

exchanging, giving, 
& manipulating 

information based 
on experience of 

others
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81AREAS OF INTEREST

Document Processing & Insights

Perception

Search

Predict, Response & Repair Human Augmented

Text & 
Sentiment 
Analysis

Conversational

Generative

Translation

Autonomous

Bias, Defect & Anomaly Detection
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82CAVEATS

Safety Privacy Transparency Accountability Sustainability
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83SAFETY — HUMAN IN THE LOOP

Mission Essential

Business Critical
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84SAFETY — GOVERNANCE

Archer 
Registry

Center of 
Practice

AI 
Technology 
Roadmap

VITA
ODGA

Agencies

Name
Purpose

Sensitivity
Public Safety

Technology Used
Model Architecture

Model Input
Model Output Data 
Type & Structure
Model Algorithm

Data Set Used
Operation

Bias, Defect & Anomaly Detection
Context & Recommendations

Conversational
Document Processing & Insights

Generative
Perception

Predict, Response and Repair
Robotic Process Automation

Robotic & Autonomous
Scenario, Forecasting & Planning

Search
Text & Sentiment Analysis

Translation
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85SAFETY — AI RISK MANAGEMENT FRAMEWORK

NIST AI 
100-1

Govern

Measure

Manage

Map
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86SAFETY — TRUSTWORTHINESS

Valid & Reliable

Safe

Secure & Resilient

Accountable & Transparent

Explainable & Interpretable

Privacy Enhanced

Fair with Harmful Bias Managed
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87SAFETY — INSPECTION

Evaluation

VerificationValidation

Test
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88PRIVACY — DATA ANONYMITY 

Anonymization

Masking

De-
identification
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89PRIVACY — NO HUMAN TRACKING

(Source: Human activity recognition in artificial intelligence framework: a narrative review 1/18/2022)

https://link.springer.com/article/10.1007/s10462-021-10116-x


Algorithm
Extent

Value Provided
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90TRANSPARENCY — MADE WITH AI

Artificial
Intelligence!
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91ACCOUNTABILITY & SUSTAINABILITY

Ethics
Bias
Privacy
Accountability
Security

AI Training New Skills Development

AI design
System validation 
Integration testing
Regulatory compliance 
Bias mitigation
Algorithm risk analysis
Model calibration
Incident detection
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Questions

???



October is 
Cybersecurity 

Awareness Month



Theme



 Goal

  Tone

• Take actionable steps to stay safe 
online

• Positive

• Approachable

• Simple

• Back to basics

Overall Campaign



 78% of people consider staying secure online a priority

 34% noted they often feel overwhelmed by information and, as a result, 
minimize their online actions

 46% felt frustrated while staying secure online

 39% of users trying to keep safe felt information on how to stay secure online 
is confusing

Findings from Oh Behave! The Annual Cybersecurity Attitudes and Behaviors Report 2022

Feelings Toward Cybersecurity

https://staysafeonline.org/online-safety-privacy-basics/oh-behave/


 Only 33% of individuals create unique passwords for all accounts
 Only 18% of individuals have downloaded a password manager

 43% of respondents have never heard of multifactor authentication (MFA)
 Out of the 57% of the participants who had heard about it:

 79% applied it at least once and 94% of them reporting that they were still using MFA

 92% of respondents took action after a security training
 58% say they are better at recognizing phishing
 45% started using strong and unique passwords
 40% started using MFA
 40% started regularly installing software updates

Findings from Oh Behave! The Annual Cybersecurity Attitudes and Behaviors Report 2022

Our Online Behaviors

https://staysafeonline.org/online-safety-privacy-basics/oh-behave/


Use Strong Passwords and a Password Manager

Turn on Multifactor Authentication

Recognize and Report Phishing Attacks

Update Your Software

4 Easy Ways to Stay Safe Online



PHISHING RED FLAGS: • A tone that’s urgent or makes you scared
"Click this link immediately or your account will 
be closed"

• Bad spellings, bad grammar

• Requests to send personal info

• Sender email address doesn’t match the 
company it’s coming from

Ex: Amazon.com vs. Amaz0n.com

• An email you weren't expecting

Recognize and Report Phishing



WHAT TO DO

Do NOT Do
• Verify
• Contact that person directly if it's 

someone you know
• Report it to your IT department or 

email/phone provider
• DELETE IT

• Don't click any links
• Don't click any attachments
• Don't send personal info

Recognize and Report Phishing



AT WORK

 Publicize resources and activities
 Intranet
 Website
 Emails to employees/customers

 Promotions
 Discounts
 Giveaways

 Hold a contest
 Phishing simulation
 Poster contest

Ways to Get Involved

AT HOME

 Share helpful tips and resources
 Kids
 Parents
 Friends

 Hold a family “tech talk” 
 Discuss how each family member 

can protect their devices, accounts, 
and personal information.

 Create a culture of security in your 
family



IN YOUR COMMUNITY

 Volunteer to teach others in your 
community

 Reach out to 
 Your kid's school
 A library/community center
 Senior center
 Place of worship

Ways to Get Involved Cont.

ONLINE

 Join on the conversation 
on social media using
 #CybersecurityAwarenessMonth
 #SecureOurWorld



 Use basic cybersecurity training. This helps familiarize staff with cybersecurity 
concepts and activities associated with implementing cybersecurity best practices.

 Identify available cybersecurity training resources. Cybersecurity training 
resources—on topics like phishing and good email practices—are available through 
professional association, educational institutions, as well as private sector and 
government sources.

 Stay current on cybersecurity events and incidents. This helps identify lessons 
learned and helps to maintain vigilance and agility to cybersecurity trends.

 Encourage employees to make good choices online and learn about risks like 
phishing and business email compromise.

Building a Strong Cybersecurity Culture



CISA

 Report a Cyber Issue

 Secure by Design

 Cross-Sector Cybersecurity Performance 
Goals

 Cyber Resource Hub

 Cybersecurity Training & Exercises

 CISA YouTube Channel

NCA

 Resources and Guides

 Videos and On-Demand Webinars

Additional Resources

https://www.cisa.gov/report
https://www.cisa.gov/securebydesign
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cyber-resource-hub
https://www.cisa.gov/cybersecurity-training-exercises
https://www.youtube.com/@cisagov
https://staysafeonline.org/resources/
https://www.youtube.com/channel/UCEPV7NQpkCLeK66gT--cIsg


CISA

 cisa.gov/cybersecurity-awareness-month

 AwarenessCampaigns@cisa.dhs.gov 

NCA

 staysafeonline.org

 info@staysafeonline.org 

Get in Touch

https://www.cisa.gov/cybersecurity-awareness-month
mailto:AwarenessCampaigns@cisa.dhs.gov
https://staysafeonline.org/
mailto:info@staysafeonline.org


KnowBe4 Updated Content

Tina Gaines

CSRM



vita.virginia.gov  |  Virginia IT Agency

KnowBe4 New Content

  

October is Cybersecurity Awareness Month, and KB4 wants to help you 
run an engaging security awareness training campaign this month and 
beyond!

They have put together a set of resources you can use to help your users 
keep up their cybersecurity defenses. You also get access to a user guide 
and weekly planner to make it easy to launch your training campaign.

Access the kit on the web page linked below and via the ModStore. 
Courses and content will be available across all subscription levels and 
can be saved to your library to use in your training campaigns through 
October 31.

Access your resource kit:
https://info.knowbe4.com/cybersecurity-awareness-month-resource-kit
Attention Diamond customers! We have a kit specially crafted for you. Check it 
out:
https://info.knowbe4.com/cybersecurity-awareness-month-resource-kit-
diamond

https://info.knowbe4.com/e3t/Ctc/DF+113/c1xPg04/VX3zWP7qkhZhVd_2MZ8WQhFWW8yJSQm541649N1FQ0rR5nR32W50kH_H6lZ3lqW6DmqT-2-qkqjW1g-6ZB7sx-J4W34pTbm7NVXSnW6G_tkf9gbvmyW4wDWvy878xbyW3QKJ1J1VFFqnW2QWb9L75XCqFW8zwPsb6ZyqwzW56t3q271DvDNW9kpzlN33gcpyW6hN3Xj68m-9dW2T69rs7KmTwfW5XgdyD95Z0vPW6dv2xs841FZkW62wL7073sRK1V4WNGT257w-vW4FXjh04mJWp8F3slCWFlzKRW2THfT67V3yxjW6FLxBD5NV3xMW5SSFmS1M_C1SW5zFrd86BN55wW5VqgC083Nz1-W1BJXn95jt075N1rR7bdx7cV2W4j25Gc7yY-tWW4ggpbx2rFbkGW8xm82Q2S45MRW4YVyh23ygg__VVFwpP7nkLd1W5Yc2PK4ngQpxW9c83xc6Sb-_sf6cZ_MH04
https://info.knowbe4.com/e3t/Ctc/DF+113/c1xPg04/VX3zWP7qkhZhVd_2MZ8WQhFWW8yJSQm541649N1FQ0s65nR32W5BWr2F6lZ3kWW95V2Qn8tBwX3W4TWWB732szd4W3M8GSP4Z3jGMW6sKnMs1v_kLtW8lWb2748M1QXW20dpm-9dsPbGVF8S8P2t6lZkW7ly2SP9hDDw7W9flcjD7KcQnLW84Gl0W62qBZMW3lLTvz50l-yfW2vqQl517zF91N3K1YkwZHKhQW5FLWKM8zJ3MfW77nq4R2WcGKBW8Kq0lF4krRVqW2PsV4t7XgqHZW4SLGqr6QCG6_W3Dv-d-9lnn7yW1W-Bsf1_-QgCW1HxGXx5hJdyZW5HXKKF4HlL11VbFXmZ996t4jW7SGCRj6w71_WW36tZB01V67_zW2qHq-453hth8W1hkMSl3k-nP-W4CZY3d1Pqb72W68pHl197mwQKW8c2Btj1x_xgFW50tj267QkMcdW6ZWkDT9l9Qd-W12V80_79vPBRW6Zq7tM175MJrf7K34W804
https://info.knowbe4.com/e3t/Ctc/DF+113/c1xPg04/VX3zWP7qkhZhVd_2MZ8WQhFWW8yJSQm541649N1FQ0s65nR32W5BWr2F6lZ3kWW95V2Qn8tBwX3W4TWWB732szd4W3M8GSP4Z3jGMW6sKnMs1v_kLtW8lWb2748M1QXW20dpm-9dsPbGVF8S8P2t6lZkW7ly2SP9hDDw7W9flcjD7KcQnLW84Gl0W62qBZMW3lLTvz50l-yfW2vqQl517zF91N3K1YkwZHKhQW5FLWKM8zJ3MfW77nq4R2WcGKBW8Kq0lF4krRVqW2PsV4t7XgqHZW4SLGqr6QCG6_W3Dv-d-9lnn7yW1W-Bsf1_-QgCW1HxGXx5hJdyZW5HXKKF4HlL11VbFXmZ996t4jW7SGCRj6w71_WW36tZB01V67_zW2qHq-453hth8W1hkMSl3k-nP-W4CZY3d1Pqb72W68pHl197mwQKW8c2Btj1x_xgFW50tj267QkMcdW6ZWkDT9l9Qd-W12V80_79vPBRW6Zq7tM175MJrf7K34W804
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KnowBe4 New Content

NEW! Callback Phishing

Callback phishing isn't your typical email scam. Threat actors set up a multi-layered 
trap using some smooth-talking tactics to get you to dial a fake number and spill 
your sensitive information. The good news is you can run simulated callback 
phishing campaigns in your KnowBe4 console to see if your users will call an 
unknown phone number in an email and share sensitive information.

How does it work?
An email lands in your users' inbox with a phone number and a callback code. If 
they dial the number, they'll be asked for the callback code. Your users face two 
challenges. First, they fail if they dial the number and enter the code from the email. 
Second, they fail if they provide any personal information, like Social Security or 
credit card numbers. You can use premade templates, including email and audio, 
create custom templates using text-to-speech, or by uploading audio files.
Callback Phishing is available to customers with a Diamond-level subscription.
To learn more on how to create callback phishing campaigns in your KnowBe4 
console, check out the Knowledge Base article:

https://support.knowbe4.com/hc/en-us/articles/18223402626323-How-to-Create-
and-Manage-Callback-Phishing-Campaigns

https://info.knowbe4.com/e3t/Ctc/DF+113/c1xPg04/VX3zWP7qkhZhVd_2MZ8WQhFWW8yJSQm541649N1FQ0sK5nR32W6N1X8z6lZ3pFW6Z3hTG7_hPx7W9fXzVq8RVJzwW4QwGCn1nsYLDVYjWR140gc71W8lrhYp5VqsSDW4RJWMZ79CyB-W3FglKn4ZCscRVTK_sl2_15LCN82rzRs_7tZHW2bQzYR6yFXDvW13HCCk55dlHjW6sfCjd2zx82hVYVCsq8DLnDwVGBG9G5gQX8yW2xbRSW53tT_JW3VdLK655fWkJVBlP121s--WqW7kZ49c2WFkXqW7HsnTJ6T4mYkW4Wkh0n4SP4TSW38r-Fk9dWsSJW6_MCD024RgsZW6DsSrn3mrM1XN7znYFwHKXCDW6xBhnv50lC1FW5SyLz34VfJT3W2bsn_S1Dr38QVt73tD39Vt-pW4GgqLh5lDdC_W54p_Ff3B3hbpW8CfBS_522QhVW2FKp846Rkny4W1NR6Jb5VcyS9W5Py6702pw98-W3qmHF87Vz_G4W8r6XDc6Y9fhBN4Wpm8xhr1nPW2qh9583cWQJ1f61PRd804
https://info.knowbe4.com/e3t/Ctc/DF+113/c1xPg04/VX3zWP7qkhZhVd_2MZ8WQhFWW8yJSQm541649N1FQ0sK5nR32W6N1X8z6lZ3pFW6Z3hTG7_hPx7W9fXzVq8RVJzwW4QwGCn1nsYLDVYjWR140gc71W8lrhYp5VqsSDW4RJWMZ79CyB-W3FglKn4ZCscRVTK_sl2_15LCN82rzRs_7tZHW2bQzYR6yFXDvW13HCCk55dlHjW6sfCjd2zx82hVYVCsq8DLnDwVGBG9G5gQX8yW2xbRSW53tT_JW3VdLK655fWkJVBlP121s--WqW7kZ49c2WFkXqW7HsnTJ6T4mYkW4Wkh0n4SP4TSW38r-Fk9dWsSJW6_MCD024RgsZW6DsSrn3mrM1XN7znYFwHKXCDW6xBhnv50lC1FW5SyLz34VfJT3W2bsn_S1Dr38QVt73tD39Vt-pW4GgqLh5lDdC_W54p_Ff3B3hbpW8CfBS_522QhVW2FKp846Rkny4W1NR6Jb5VcyS9W5Py6702pw98-W3qmHF87Vz_G4W8r6XDc6Y9fhBN4Wpm8xhr1nPW2qh9583cWQJ1f61PRd804
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KnowBe4 New Content

KnowBe4 Quarterly Product Update Video

Here at KnowBe4, we're always adding new features and improving our products. Watch 
the latest Quarterly Product Update to catch up on all the fresh content and new features 
that we've added to your KnowBe4 platform over the last quarter.

Here's the direct link to the KnowBe4 platform support article and video:
https://support.knowbe4.com/hc/en-us/articles/360015575313

https://info.knowbe4.com/e3t/Ctc/DF+113/c1xPg04/VX3zWP7qkhZhVd_2MZ8WQhFWW8yJSQm541649N1FQ0rR5nR32W50kH_H6lZ3lZW1bwzRN6qt_NNN4zfl0TH-gP4W6SmyXn2dM0-pW4j52bC6CDsfVVT8q5p6Z9M3-W3TpjTY84rFRZW6vNF2m50WqBQW99jh0x7KB-jbW8X8QpS2K-BGrW8TbMTh5zhzLzW4HtN9d2GWgqZW9g7yF93bqjjsW7-Px6Z193CyVW4T7Kfn4LMvBRW6zg5t18hvSgYW8NXwk_4NYG-SW5NsG7w5sjnlDW3rdXzL3qR2wxN1GSHcpwvqd1VSD5l_930Q-xW4BF4mH6JFC1dW7yJtGM5m7yJ9N3JGw5vMstRTW6sLPRr8Z8bSvW6Z24y32-8zPmW2WLZW83bmMyPW8WYTql1Vj5CRW4DWrt79jQCT4VZWklj1T_cCMW2gpDW-368MdsVqpx2-2M1z_HW9h1NGp1fJfrjf81RHf204
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KnowBe4 New Content

 .The Security Awareness Company – Top 5 Phishing Fundamentals

Phishing continues to be one of the most common and effective cyber attacks that target organizations and 
individuals alike. This short Mobile-First module reviews the five fundamentals of phishing attacks to reinforce 
what phishing is, why it's dangerous and how to avoid falling for common scams.

Eighteen new pieces of training content added this month. Training content from the Security Awareness 
Company, including Top 5 Phishing Fundamentals, is available at the Diamond subscription level.
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KnowBe4 New Content

.
Popcorn Training – World Wild Web: Acceptable Use of Devices

Countless threats are trying to find new ways of compromising your devices. That is why your organization has 
such strict policies in place about what work devices can and cannot be used for. In this training module, you will 
learn how to browse the internet safely and protect yourself against cybercrime.
Twenty-four new pieces of training content added this month. Training content from Popcorn Training, including 
World Wild Web: Acceptable Use of Devices, is available at the Diamond subscription level.
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KnowBe4 New Content

.

El Pescador – How To Behave: Protecting Sensitive Information

This Mobile-First module is key for improving security practices in your organization. Your users will learn about 
the various types of sensitive data and how to keep them secure. At the end, your users will be better equipped 
to protect sensitive information, reduce risk and prevent cybersecurity breaches.

One new piece of training content added this month. Training content from El Pescador, including How To 
Behave: Protecting Sensitive Information, is available at the Diamond subscription level.
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KnowBe4 New Content

•KnowBe4 – 2024 Common Threats

•In this training module, you will learn some of the latest ways that cybercriminals are 
targeting you and your organization using social engineering. Kevin Mitnick demonstrates 
a new spin on a common email trick to show how cybercriminals get information from you 
and then access your computer and the organization's network.

•Fifteen new pieces of training content added this month. 2024 Common Threats is 
available across Gold, Platinum and Diamond subscription levels.
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Zero Trust Journey

There were 31 functions evaluated as part of this 
assessment. There were twenty-one (21) capabilities found 
to be operating at the Traditional level, or 68%. There 
were nine (9) capabilities found to be operating at the 
Advanced level, or 29%. There was one (1) capability 
found to be operating at the Optimal level, or 3%.
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Zero Trust Journey

Phase 1 
Focus has been on identity, visibility and analytics. Investments have also been made in automation and orchestration.

• Splunk Cloud
• Splunk SOAR and UBA
• Nucleus (for vulnerability management)
• Axonius (for asset management)
• Improvements to web scanning by moving to 360 product
• Sailpoint upgrade

• New standard underway to define data classification groups at the Commonwealth level 
• MDM security baseline
• Researching WAF alternatives to Silverline
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Zero Trust Journey

Phase 2 (Q1 2024)

• Data classification – starting with products available via G5 license. Will look at third party products if necessary
• Multi factor for all users
• Microsegmentation – both on prem and cloud networks; start with preventing lateral movement within enclaves but 

continuing to realize investment in hardware based firewalls for other segmentation
• Evaluate tools to further secure mobile devices (ie MDR/antiphishing) – currently leveraging a team a Virginia 

Tech to evaluate options and present recommendations
• Determine best solution to perform posture assessment against non-COV devices
• Start implementing self service provisioning for Sailpoint
• Start implementing conditional access to data
• Splunk SOAR/UBA



62

vita.virginia.gov  |  Virginia IT Agency

RECAP

• We have a new standard SEC530!
• Meant to solve confusion over which standard to follow 501 or 525
• Based on rev 5 of NIST 800-53

• COV did not adopt two new families; third party risk and privacy
• Published last week but compliance will start on March 31, 2024

• Executive directive 5 was released in September related to the use of artificial intelligence
• AI standard has been released by EA
• Additional guidance will be forthcoming from the Office of Regulatory Management
• https://www.governor.virginia.gov/media/governorvirginiagov/governor-of-virginia/pdf/ed/Executive-

Directive-No.-5---Recognizing-the-Risks-and-Seizing-the-Opportunities-of-Artificial-Intelligence.pdf

• Vulnerability remediation continues to be monitored and reported to SoA. 
• New tools have been purchased to assist in getting information into your hands faster and in prioritization

• If you haven’t started your agency wide security awareness training, what are you waiting for? 

https://www.governor.virginia.gov/media/governorvirginiagov/governor-of-virginia/pdf/ed/Executive-Directive-No.-5---Recognizing-the-Risks-and-Seizing-the-Opportunities-of-Artificial-Intelligence.pdf
https://www.governor.virginia.gov/media/governorvirginiagov/governor-of-virginia/pdf/ed/Executive-Directive-No.-5---Recognizing-the-Risks-and-Seizing-the-Opportunities-of-Artificial-Intelligence.pdf
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UPCOMING EVENTS
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October 17 – October 18, 2023

University of Virginia – Darden School of Business

100 Darden Blvd, Charlottesville, VA 22903

Link to Register: October 17 – October 18, 2023

University of Virginia – Darden School of Business

100 Darden Blvd, Charlottesville, VA 22903

Link to Register: VASCAN 2023 Conference – VASCAN

64

https://vascan.org/vascan-2023/


Feel free to contact VITA’s website modernization team with any questions at webmod@vita.virginia.gov

Auditing, reviewing and refreshing the content on your 
sites will improve user experience and engagement. The 
focus of the competition is website quality assurance as 
measured by Siteimprove.

On Oct. 31, final scores will be tabulated.

Winners will be named in two categories: 1) highest 
overall score and 2) the largest average increase in 
score across four elements of quality assurance.

mailto:webmod@vita.virginia.gov


The COV Annual Incident Response Tabletop Exercise will be conducted October 26th, 2023. It is an 
unclassified, adaptable exercise developed for the Platform, and the Commonwealth of Virginia 
agencies to help evaluate the performance of the Multi-supplier Model and promote dialogue to identify 
opportunities for continuous improvement. Participation will add realism to the exercise and contribute 
greatly to successfully accomplishing the goals.

The organized security event will be held:
Thursday, October 26th, 2023 from 8AM-2PM EST via ZOOM conference call.

The after action/hot wash will be held:
Friday, October 27th, 2023 from 11AM-12PM EST via ZOOM conference call.

Any questions can be directed to: MSI-Security-Operations@saic.com.

mailto:MSI-Security-Operations@saic.com
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The next scheduled IS Orientation:

October 19, 2023

12 p.m. –  1 p.m. (virtual)

Presenters: Erica Bland
                  Renea Dickerson
       Tina Gaines

https://covaconf.webex.com/weblink/register/r4ed41f5d2193c51251a3fac9d04b42c7

https://covaconf.webex.com/weblink/register/r4ed41f5d2193c51251a3fac9d04b42c7
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rvatech/Women in Technology
Wed, Oct 25 at 9:00 AM – 4:30 PM
Dominion Energy Center
600 East Grace Street
Richmond, VA
Registration Link: 2023 rvatech/Women in Technology Conference / rvatech

rvatech/Women in Technology is a technical conference for all technologists + business professionals, curated and 
presented by our rvatech/Women in Technology committee. Aimed at bringing together professionals on a wide range 
of relevant topics to learn, engage, and collaborate, this event will feature a robust panel of keynote speakers, 
fascinating breakout sessions, and ample opportunities for networking.

https://rvatech.com/rvatech-events/2023-women-in-tech-conference/
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November ISOAG MEETING

November 1, 2023

TIME 1 P.M. –  3 P.M. 

SPEAKERS: TBA
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The next scheduled meeting for the IS Council:

November 15, 2023

12 p.m. –  1 p.m. (virtual)

If you would like an invite to the meeting, contact: 

Commonwealthsecurity@vita.virginia.gov



MEETING 
ADJOURNED
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