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BLACK KITE

Third Party Risk Platform Tool




A Black Kite Overview

A Third Party Risk Platform Tool
A Used for ECOS Assessment Rating & Validation
A Used for ECOS Oversight Compliance
A Technical Cyber Rating
A Risk Quantification
A Compliance Correlation
A Ransomware Susceptibility

A https://lwww.blackkite.com

vita.virginia.gov | © 2020 Virginia IT Agency



How It Works

VirusTotal, PassiveTotal IP/Domain & WHOIS Vulnerability Cyber Events 1P/Domain & Brand
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A Who can request access:
A Agencies that have an ECOS application in Active Oversight

A How to request access:

A Have your Agency ISO oAuthorized Designeesubmit a request to the Enterprise Services Mailbox:
(enterpriseservices@vita.virginia.gov)

A Notes:
AEviflupluif! mjdfotjoh! npefm-!xf!dbo! pomz! pggfs! dzSfbelF
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Why | Quit the IT Security Arms Race

David Brown
George Washington University MFA
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Security Arms Race

/// /, // L 2y
vid Brown /// /’,’/////’
. /s,

£

After completing this session, the participant will be able to ask ¢
. the right questions to determine their greatest vulnerability

After completing this session, the participant will be able to put
a monetary value on all identified vulnerabilities

After completing this session, the participant will be able to
develop a strategy for mitigating their greatest vulnerabilities

After completing this session, the participant will be able to
realign their budgets to meet strategic needs rather than
industry trends
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Four Recommended Books

Roger Gri mes | ‘ a IackiFreund/Jack Jones Ny

AQiTRRVeN = U
Comput er Secu gsEsEs ) e ffieMesaesour i ng and
| nf or mati on Ri

C
L

8
H

Douglas Hubbard and | Adam Gr ant AThin /"o
Richard Seiersen L, e e o b o

AHow to Measur i lthing THINK
in Cybersecur i mncill s k 0 AG/EIN

= 4
CYBERSECURITY
RISK (@

Y

ADAM

8¢ ISACA.

CONFERENCE
Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon n u m North America 2021
VIRTUAL EVEN




Why | Quitthe IT Security Arms Race
David Brown

Survey Question 1

Which of these attack vectors is the most likely way your
organization will be breached in 20227

Go to:

www.menti.com
Enter code 6631 3842
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Why | Quitthe IT Security Arms Race
David Brown

The Answer

Which of these attack vectors is the most likely way your
organization will be breached in 20227

a. Social Engineering (Phishing, Vishing, Impersonation)

8¢ ISACA.
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Business Email
Compromise
(Identity Deception)
Pretend to be
you

2020 Threat
Landscape

|
I

Relentless credential phishing Er?u“?.ﬁ‘n”g :;"p;';yg

Sophisticated attacks on Office
365 & G Suite accounts

Loakalike
Domains

Complex multi-stage threats

0365/G SUITE ACCOUNT

Legitimate filesharing abuse COMPROMISES

93% Organizations targeted
over 6 months (1H 2020)

More BEC + EAC variants

45% Organizations with
compromised accounts

Almost 100% of threats

are human-activated 6% Organizations with a

compromised VIP account

U.S. Healthcare incurs
the highest average per

breach costs at $7.13M
Source: IBM Security

13 Average compromised
accounts per breached
organization

Email Account
Compromise
(Technical Compromise)
Actually become

you
r 1
[ )
A s
\ /
@ Compromised
Account

$26.2B+

Losses worldwide
from BEC and EAC
(June 2016 — July 2019)

| Source: FBI

All Others ,n

Supply Chain
OQ s

besrial
Phishing/BEC

1
Data
f Exfiltration

SharePoint ..
/ C

Microsoft

53.7+

/ [ of malicious URLs
\ from legitimate file

. shares
One Drive

Malicious

URLs
in 2019

Office
Forms
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Defenders Don’t Focus on People, Attackers Do
SECURITY SPENDING BREACHES

Endpoint
19%

e 94%

599%, of breaches start
with attacks
targeting people
via email

Sgurce: Gartner Information Security, Worldwide 2017-2023, Source: 2019 Verizon DBIR
20 2019 update (2019 forecast)
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Why | Quit the I Security Arms Race
David Brown

Why the disconnect?

1. We are not asking the right questions.

8¢ ISACA.
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IT Security Arms Race L LS S S
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G‘ | HackNoOTICE Business Individual Use Cases Partners Company Blog Resources [ LOGIN ] [ REQUEST A DEMO ]

Build a culture of security using actionable threat
intelligence |

With a continuous security awareness platform, all employees protect the company and build good habits

Get an instant risk report now

SUBMIT

CONFERENCE
Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon u m
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Why | Quit the IT Security Arms Race
David Brown

Hacknotice.com

2018 29,562 breaches reported
2019 44,863 breaches reported (51% increase)
2020 67,529 breaches reported (50% increase)

are winning the cy
target the I nfrastruc
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Security Arms Race
vid Brown
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Why | Quit the IT Security Arms Race
David Brown

BAD RABBIT

If you access this page your computer has been encrypted.

Time left before the
price goes up

' : : = ' ' : I
B - u

Price for decryption:

-0.05

Enter your personal key or your bitcoin address

CONFERENCE

Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon n n m Narth 4

VIRTUAL EVENT




Why | Quit the I Security Arms Race
David Brown

Why the disconnect?

1. We are not asking the right questions.
Focus on root causes not the damage done!
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Why | Quit the I Security Arms Race
David Brown

Why the disconnect?

1. We are not asking the right questions.
Focus on root causes not the damage done!

2. End users are HARD!
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4 Why the disconnect?
‘ /
I 1. We are not asking the right questions.
Focus on root causes not the damage done!

# 2. End users are HARD!
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Why | Quit the IT Security Arms Race
David Brown

~/ Why the disconnect?
’

2, 1. \We are not asking the right questions.
Focus on root causes not the damage done!

# 2. End users are HARD!
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Why | Quit the IT Security Arms Race
David Brown

What are the right questions?

. What attacks have occurred in the last 12 months?

8¢ ISACA.
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What are the right questions?

1. What attacks have occurred in the last 12 months?
'\ 2. Which were successful?
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Why | Quit the I Security Arms Race
David Brown

What are the right questions?

| 2. Which were successful?
3. What was the cost/damage?

8¢ ISACA.
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What are the right questions?

. What attacks have occurred in the last 12 months?
. Which were successful?
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How would you detect it? What detection gaps do you have?
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Why | Quit the IT Security Arms Race
David Brown

What are the right questions?

What attacks have occurred in the last 12 months?

Which were successful?

What was the cost/damage?

Which users/departments are attacked the most?

Which hardware/software is attacked the most?

What is the most likely successful attack for this year?

How would you detect it? What detection gaps do you have?
What attacks are trending in our industry?

1.
§ 2.
3.
4.
5.
6.
7.
8.

53¢ ISACA.
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Why | Quit the IT Security Arms Race
David Brown

What are the right questions?

What attacks have occurred in the last 12 months?

Which were successful?

What was the cost/damage?

Which users/departments are attacked the most?

Which hardware/software is attacked the most?

What is the most likely successful attack for this year?

How would you detect it? What detection gaps do you have?
What attacks are trending in our industry?

How well do the people in our organization understand our top
risks?
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Why | Quitthe IT Security Arms Race
David Brown

Adam Grant
Think Again

A Scientist

8¢ ISACA.
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IT Security Arms Race
vid Brown

Adam Grant
Think Again

A Preacher

Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved.
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Security Arms Race
vid Brown

Adam Grant
Think Again

7
e

A Prosecutor

80 ISACA
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Why | Quit the IT Security Arms Race
David Brown

Adam Grant
Think Again

A Politician

8¢ ISACA.
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T Security Arms Race
vid Brown

George Bernard Shaw
NProgress 1 S | mpos
change; and those who

///// cannot change their minds cannot
,//7,/ change anything. o

7/
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David Brown

 AND MANAGING
FAIR INFORMATIONRISK:

Factor
Analysis

of
Information
Risk
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IT Security Arms Race
vid Brown
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Why | Quitthe IT Security Arms Race
David Brown

The FAIR standard enables risk to be

Loss
Magnitude

Loss Event
Frequency

& guantitatively defined, measured,
[ 1
[ Threat Event [ Vulnerability ] [ Seliviasy Loss ] [ Secondary J ma naged and communicated
Freq. Loss
Productivity Compelitive Adv.
Replacements Reputation
Response Fines/Judgements
Accredited as an Complementary to Supported by a Wide Industry Adoption FAIR Book Inducted
Industry Standard by Risk Frameworks Community of 10,000+ 40% Fortune 1000 in Cybersecurity Canon

e ()/)(’//x.m)l r

.z.: (.) NIST @uso @ES%LBE iﬁﬁﬁ 5
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Why | Quitthe IT Security Arms Race
David Brown

COMMUNICATING CYBER RISK IS CHALLENGING

owmuchrsidowehave? = . "How much risk is involved with
: : Have i flxgd : our new digital and cloud up di b ;
Are we spending too little or those high priority re we spending our cybersecurity

too much on cybersecurity?” findings?” initiatives?” budget on the right things? What is
T the ROI?"

| CISO

“EXOUE AVW oo
Séka xIAMadeg
TPWIA ONUEla ,
glvat oupfaro
LLE TO oydovTa
TOLE EKATO”
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Why | Quitthe IT Security Arms Race

David Brown

INCONSISTENT DEFINITIONS MEANINGLESS MEASUREMENTS

) Control Deficiencies

Asset

Threat

Likelihood

Method

vV V ¥

8¢ ISACA.
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| 1
Loss Event Loss y
g Frequency - Magnitude 4
/
/
/ |
/ /-
Threat Event Vulnerability Primary Loss Secondary
Freq. Loss
.
Productivity Compelitive Adv.
Replacements Reputation
Response Fines/Judgements
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Why | Quitthe IT Security Arms Race
David Brown

High Accuracy Low Accuracy High Accuracy Low Accuracy
High Precision High Precision Low Precision Low Precision
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US Shoreline
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David Brown

Adam Grant
Think Again

underesti mat e

Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved.
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: Security Arms Race
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Mark Twalin

Nl to6s not what
knowthatai 8 O D
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Why | Quitthe IT Security Arms Race
David Brown

Survey Question 3
True or False

Go to:

www.menti.com
Enter code
6631 3842

8¢ ISACA.

CONFERENCE
North America 2021
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Why | Quitthe IT Security Arms Race
David Brown

Survey Answer #3
FALSE!

The way to play chess like a master is to be able to think
about every possible move your opponent might make and
then know how to counter them.

8¢ ISACA.

CONFERENCE
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How to Play Chess: Lessons from an
International Master

@; JEREMY SILMAN, INTERNATIONAL CHESS MASTER
>

/ Whether you're a novice or a seasoned player, these 24 lessons on

/ gameplay and strategies will boost your skills and turn you into a more
’, | formidable chess player.
” /4 Jokkkk

‘ 5] waTcH TRAILER

‘ Z@ ADD COURSE TO WATCHLIST ’ -

LECTURES (24) YOUR PROFESSOR SHARE COURSE REVIEWS (292)

Great Cour s e $Wondraumo ca,llye/é/ﬁ /
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Biggest value from

FAIR:

Loss Magnitude ()

~—— ——

| 1 | 1

. [ Thr(::at Evont ]{ Vulnerability [ Primary Loss ]( Seit?stiary J
What is REALLY at 3

Productivity Compelitive Adv.
Replacements Reputation

Sta ke ? Response Fines/Judgements

8¢ ISACA.

CONFERENC
Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon n u m Morth America 2021




Why | Quitthe IT Security Arms Race
David Brown

¥, SPEAK THE LANGUAGE OF THE BUSINESS

Communicate cybersecurity risk in
financial terms

Provide clear visibility into the top
risks to the business

Measure the impacts of cyber risks
and decisions on digital initiatives

8¢ ISACA.
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Why | Quitthe IT Security Arms Race .

David Brown /// // /2,

Biggest value from
FAIR:

Loss Magnitude ” b
.+ T©PUGabion

8 position regard web Customer

improvement sucoess busnes markeblngm

What is REALLY | s mana ement 7= jj =~

ranking seo brusbwomhg 'U Iogalby 3 2 cnoepb

at stake? 3°p::'§?g'2n.;":;;":° : D popularlbg 5 P e

manager £ & — 2 popular respecs & .Qg
< conbent 3 2 relabi
better E .Q '8 reliable

Market share?
Cost of capital?
Stock price decline?
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FACEBOOK (FB)E’J,:?SC< + ADD

M SHARE
0
v 16409 vso -4.06 (—2.41 /o)
Prev. Close 168.15 Market Cap (USD) 493.46 8B Day Low DayHigh 52 Week Low 52 Week High
Open 16580  Volume (Qty) 419,534 163.30 16740 13761 195.32

Biggest value from FAIR:
LOSS Magnitude INTRADAY iw iM aM 6M YTD 1Y ay 5Y 10Y MAX CHART OPTIONS = EXCHANGE: BTT

190.00—

What is REALLY at stake?

165.00—

160.00—
0.4M—

0.2M—

P ERRTITTITIIY [ SNT AT ELIET Y P TYTRTTTY| SEUURTTUR RPN Y I “\Iluul\||“|||\|||” |I|||‘|||||||‘||||‘

3/13/2018 3/14/2018 3/15/2018 3/16/2018 3/19/2018 3/20/2018

8¢ ISACA.
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Why | Quit the IT Security Arms Race A
DaVId BFOWH THE NEW MINDSET OF

REPUTATION MANAGEMENT

Critical Moments:

'~ The new Mindset of Reputation IR NIC Al
/ Management MOIME NS
, Bill Coletti

A Ae company goal in an external situation AUHeRITY
IS to get back to doing what the business e
does best as quickly as possible, while
simultaneously reminding customers that BILL COLETTI
the company is simply part of the herd and

not alone i n facing

AWARENESS
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A little
fun with
FAIR ...

U

/

i

/
7/

U
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Why | Quit the IT Security Arms Race
David Brown

Il ttl e fun with

30% chance over 100 years = .3%

TEF = .3% a year

Hiroshima = 16 kilotons of TNT
8 Asteroids that hit earth from 2000-2013 were > 16 kiloton

8¢ |SACA
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Why | Quit the IT Security Arms Race
David Brown

Il ttl e fun with

o8 TEF = .3% a year

70% of earth is water T 30% inhabitable
95% of population lives on 10% of land

10% of 30% is vulnerable
Vulnerabllity = 3%

53¢ ISACA.
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Why | Quit the IT Security Arms Race

David Brown B é 12
I ttl e fun with

TEF = .3% a year
/ y Vulnerablllty 3%

3% X 3% = .9%
LEF = .009 per year

90-140k people died at Hiroshima
Human life = $10 Million

00C
co¢ ISACA
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Why | Quit the IT Security Arms Race

David Brown B é 12
I ttl e fun with

TEF = .3% a year

7’ Vulnerability = 3%
////

’, / LEF = .009 per year (.3% X 3%)

Loss Magnitude = $1.4 quadrillion
(140k X 10 Million)
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Why | Quit the IT Security Arms Race
David Brown

|l ttl e f un

. TEF = .3% a year
Vulnerability = 3%
LEF = .009 per year (.3% X 3%)
Loss Magnitude = $1.4 quadrillion (140k X 10 |

1.4Q (LM) X .009 (LEF) = 12.6B
Risk = $12.6 Billion a year

53¢ ISACA.

CONFERENCE
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Why | Quit the IT Security Arms Race

David Brown B 12
2 A little fun with @

TEF = .3% a year

' / Vulnerability = 3%
////

24 LEF =.009 per year (.3% X 3%)
e / Loss Magnitude = $1.4 quadrillion (140k X 10 |
Risk = $12.6 Billion a year

NASA current budget is $23.3 Billion
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After completing this session, the participant will be able to ask g
| the right questions to determine their greatest vulnerability

After completing this session, the participant will be able to put
a monetary value on all identified vulnerabilities

After completing this session, the participant will be able to
develop a strategy for mitigating their greatest vulnerabilities

After completing this session, the participant will be able to
realign their budgets to meet strategic needs rather than
industry trends
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Virtualization and Organized Un-patched Targeted Social
Cloud computing cyber crime software malwares networking

Insider threats

\----_,

\
il =0 - ¥
Complexity of
computer infrastructure \ Botnets
Compliance to Govt. Inadequate Network Lack gf cyber _
Laws and regulations device security  security policies  applications security professionals
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o A http://www.howtomeasureanything.com/cybersecurity/
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David Brown

Top three Areas of focus in 2022

1. Social Engineering

jJ 2. Patching
3. Business Impact Analysis (BIA)

8¢ ISACA.
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Survey Question 4
Which is best?

Go to:

www.menti.com
Enter code
6631 3842

8¢ ISACA.
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North America 2021

Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved.



http://www.menti.com/

Why | Quitthe IT Security Arms Race
David Brown

The answer is to improve the laggards

8¢ ISACA.
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David Brown

The road is24 miles long

Scenario 1
10  mph on country road 1.20
50 mph on highway 0.24
Total time: 1.44 hours

Scenario 2
22  mph on country road 0.55
50 mph on highway 0.24
Total time: 0.79 <---way better

Scenario 3
10  mph on country road 1.20
200 mph on highway 0.06

Total time: 1.26 hours
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KnowBe4

= additional
Talk
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CORTEX

Proofpoint provides expanded security awareness resources
and enhanced email/protection’
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Patch Management

Patching is not my job! Software and Tools

But influence is!

83 |SACA.
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There are more
Important things for
my staff to do than
look at log files!

8¢ ISACA.
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Security Arms Race
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After completing this session, the participant will be able to ask ¢
. the right questions to determine their greatest vulnerability

After completing this session, the participant will be able to put
a monetary value on all identified risks

After completing this session, the participant will be able to
develop a strategy for mitigating their greatest vulnerabilities

After completing this session, the participant will be able to
realign their budgets to meet strategic needs rather than
industry trends
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George Washington University MFA

ISOAG
March 3, 2022
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Questions?

www.menti.com
Code 6631 3842
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Why | Quit the IT Security Arms Race

David Brown
George Washington University MFA

ISOAG
March 2, 2022
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Meeting : Data Security
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WHO WE ARE

Data engineers, data analytics specialists, business
intelligence specialists, project managers, data architects,
data curators, communications professionals

We are where business strategy meets technical expertise

Our culture embodies trust, respect, transparency,
innovation, and a people-centered approach that leverages
data intelligence over intuition for every decision

The Office of Data Governance and Analytics was
established July 1, 2021 through Senate Bill 1365

odga.virginia.gov
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WHAT WE DO

Oversee data sharing among state, regional, local public entities & public
institutions of higher education

Implement data governance strategies
Promote & increase access to Commonwealth data

Develop innovative data analysis and intelligence methodologies to promote
data-driven policy making, decision making, research, and analysis

Manage the Commonwealth Data Trust

Identify, coordinate, and oversee data analytics projects studies linking
government services to stakeholder outcomes

Manage the Open Data Portal (data.virginia.gov)

Provide operational support to the Virginia Data Commission, Executive Data
Board, Data Governance Council, Data Stewards Group

odga.virginia.gov
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WHO WE SERVE

State agencies and other public entities
Public institutions of higher education
Non-profit organizations

Constituents of Virginia

odga.virginia.gov



What is Cybersecurity?

Cybersecurity refers to the body of technologies,
processes, and practices designed to protect
networks, devices, programs, and data from
attack, damage, or unauthorized access.
Cybersecurity may also be referred to as
Information technology security.

odga.virginia.gov
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Notable Cybersecurity Attacks in 2021

SolarWinds

Acer

JBS Foods

Kia Motors

CNA Insurance

Brenntag

Colonial Pipeline

National Basketball Association (NBA)
Buffalo Public Schools

Microsoft Exchange Server

odga.virginia.gov
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What is Data Security?

Data security is the practice of protecting digital information from unauthorized
access, corruption, or theft throughout its entire lifecycle.

Data encryption 8 Encoding the data so it requires a key to unlock and read.

Data masking & Masking specified areas of data, so only authorized users
can view it.

Data erasure & Ensuring that obsolete data is completely removed.

Data backup & Creating multiple copies of data for data recovery if the
original is lost.

The number of reported data breaches jumped 68 percent last year to the highest total ever.

According to the Identity Theft Resource Center's 2021 Data Breach Report, there were 1,862 data breaches
last year, surpassing both 2020's total of 1,108 and the previous record of 1,506 set in 2017

odga.virginia.gov
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Notable Data Breaches of 2021

Cognyte - 5 Billion

LinkedIn & 700 million
Facebook 8 553 million

Bykea & 400 million

Brazilian Database d 223 million
Socialarks 8 214 million

Android Users Data Leak 8 100+ million

odga.virginia.gov



Data Security vs. Cybersecurity

Data security focuses on the data itself.
However, cybersecurity encompasses all
forms of digital security including digital
data and digital systems.

odga.virginia.gov
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Data Security and Cybersecurity
Work Together

Protecting from a Cybersecurity Attack
Keeping Data Safe
Password Protection protocols
Update Security Software
Employee Training
Data Encryption
Multi-Factor Authentication
Malware Scanners

VPN-capable firewall

odga.virginia.gov



~William Binney




Sign up for the
ODGA Newsletter a
odga.virginia.gov

All things data for the Commonwealth of Virginia



https://www.cdo.virginia.gov/contact/

