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ÅBlack Kite Overview

ÅThird Party Risk Platform Tool

ÅUsed for ECOS Assessment Rating & Validation

ÅUsed for ECOS Oversight Compliance

ÅTechnical Cyber Rating

ÅRisk Quantification

ÅCompliance Correlation

ÅRansomware Susceptibility

Åhttps://www.blackkite.com

vita.virginia.gov  |  © 2020 Virginia IT Agency
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ÅWho can request access:

ÅAgencies that have an ECOS application in Active Oversight

ÅHow to request access:

ÅHave your Agency ISO or Authorized Designee submit a request to the Enterprise Services Mailbox: 
(enterpriseservices@vita.virginia.gov)

ÅNotes:

ÅEvf!up!uif!mjdfotjoh!npefm-!xf!dbo!pomz!pggfs!ǆSfbe!PomzǇ!bddftt!bu!uijt!ujnf

vita.virginia.gov  |  © 2020 Virginia IT Agency
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Why I Quit the IT Security Arms Race

David Brown

After completing this session, the participant will be able to ask 

the right questions to determine their greatest vulnerability

After completing this session, the participant will be able to put 

a monetary value on all identified vulnerabilities

After completing this session, the participant will be able to 

develop a strategy for mitigating their greatest vulnerabilities

After completing this session, the participant will be able to 

realign their budgets to meet strategic needs rather than 

industry trends
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Why I Quit the IT Security Arms Race

David Brown

Four Recommended Books

Roger Grimes ñA Data DrivenJack Freund/Jack Jones 

Computer Security DefenseòñMeasuring and Managing 

Information Riskò

Douglas Hubbard and Adam Grant  ñThink Againò

Richard Seiersen

ñHow to Measure Anything 

in Cybersecurity Riskò
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Why I Quit the IT Security Arms Race

David Brown

Survey Question 1

Which of these attack vectors is the most likely way your 

organization will be breached in 2022?

Go to:

www.menti.com

Enter code 6631 3842

http://www.menti.com/
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Why I Quit the IT Security Arms Race

David Brown

The Answer

Which of these attack vectors is the most likely way your 

organization will be breached in 2022?

a. Social Engineering (Phishing, Vishing, Impersonation)
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Why the disconnect?

1. We are not asking the right questions.
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David Brown

Hacknotice.com

2018  29,562 breaches reported

2019 44,863 breaches reported (51% increase)

2020 67,529 breaches reported (50% increase)

ñHackers are winning the cyberwar largely because they 

donôt target the infrastructure, but they target people. ñ
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Why I Quit the IT Security Arms Race

David Brown

What are the right questions?

1. What attacks have occurred in the last 12 months?

2. Which were successful?

3. What was the cost/damage?

4. Which users/departments are attacked the most?

5. Which hardware/software is attacked the most?

6. What is the most likely successful attack for this year?

7. How would you detect it?  What detection gaps do you have?

8. What attacks are trending in our industry?

9. How well do the people in our organization understand our top 

risks?
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Adam Grant

Think Again

Å Scientist
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Adam Grant

Think Again

Å Politician
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George Bernard Shaw 

ñProgress is impossible without 

change; and those who 

cannot change their minds cannot 

change anything.ò
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FAIR

Factor

Analysis

of

Information

Risk
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Deductive

Logic:

Start with 

what you 

know



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown

US Shoreline



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown

US Shoreline

12,000 Miles
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David Brown

Adam Grant

Think Again

We underestimate our abilities when we think we donôt 

know.

We overestimate our abilities when we think we do know
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Mark Twain

ñItôs not what you donôt know that will hurt you; itôs what you 

know that ainôtsoò
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Survey Question 3

True or False

Go to:

www.menti.com

Enter code

6631 3842

http://www.menti.com/
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Survey Answer #3

FALSE!

The way to play chess like a master is to be able to think 

about every possible move your opponent might make and 

then know how to counter them.
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Great Courses now called ñWondriumò
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Biggest value from 

FAIR:

Loss Magnitude

What is REALLY at 

stake?
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Why I Quit the IT Security Arms Race

David Brown

Biggest value from 

FAIR:

Loss Magnitude

What is REALLY 

at stake?

Market share?

Cost of capital?

Stock price decline?
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Biggest value from FAIR:

Loss Magnitude

What is REALLY at stake?
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Critical Moments: 

The new Mindset of Reputation 

Management 

Bill Coletti

ñThe company goal in an external situation 

is to get back to doing what the business 

does best as quickly as possible, while 

simultaneously reminding customers that 

the company is simply part of the herd and 

not alone in facing this type of situation.ò
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Big breaches:
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A little 

fun with

FAIR ...
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Why I Quit the IT Security Arms Race

David Brown

A little fun with FAIRé..

30% chance over 100 years = .3%

TEF = .3% a year

Hiroshima = 16 kilotons of TNT

8 Asteroids that hit earth from 2000-2013 were > 16 kiloton
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Why I Quit the IT Security Arms Race

David Brown

A little fun with FAIRé..

TEF = .3% a year

70% of earth is water ï30% inhabitable

95% of population lives on 10% of land

10% of 30% is vulnerable

Vulnerability = 3%
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Why I Quit the IT Security Arms Race

David Brown

A little fun with FAIRé..

TEF = .3% a year

Vulnerability = 3%

.3% X 3% = .9%

LEF = .009 per year

90-140k people died at Hiroshima

Human life = $10 Million
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TEF = .3% a year

Vulnerability = 3%

LEF = .009 per year (.3% X 3%)

Loss Magnitude = $1.4 quadrillion 

(140k X 10 Million)
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A little fun with FAIRé..

TEF = .3% a year

Vulnerability = 3%

LEF = .009 per year (.3% X 3%)

Loss Magnitude = $1.4 quadrillion (140k X 10 Million)

1.4Q (LM) X .009 (LEF) = 12.6B

Risk = $12.6 Billion a year
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David Brown

A little fun with FAIRé..

TEF = .3% a year

Vulnerability = 3%

LEF = .009 per year (.3% X 3%)

Loss Magnitude = $1.4 quadrillion (140k X 10 Million)

Risk = $12.6 Billion a year

NASA current budget is $23.3 Billion
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David Brown

After completing this session, the participant will be able to ask 

the right questions to determine their greatest vulnerability

After completing this session, the participant will be able to put 

a monetary value on all identified vulnerabilities

After completing this session, the participant will be able to 

develop a strategy for mitigating their greatest vulnerabilities

After completing this session, the participant will be able to 

realign their budgets to meet strategic needs rather than 

industry trends
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Åhttp://www.howtomeasureanything.com/cybersecurity/
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Top three Areas of focus in 2022

1. Social Engineering

2. Patching

3. Business Impact Analysis (BIA)



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown

Survey Question 4

Which is best?

Go to:

www.menti.com

Enter code

6631 3842

http://www.menti.com/
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The answer is to improve the laggards



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown

The road is24 miles long

Scenario 1
10 mph on country road 1.20
50 mph on highway 0.24

Total time: 1.44 hours

Scenario 2
22 mph on country road 0.55
50 mph on highway 0.24

Total time: 0.79 <---way better

Scenario 3
10 mph on country road 1.20
200 mph on highway 0.06

Total time: 1.26 hours



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown



Copyright © 2020 Information Systems Audit and Control Association, Inc. All rights reserved. #ISACACon

Why I Quit the IT Security Arms Race

David Brown

Patching is not my job!

But influence is!
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David Brown

There are more 

important things for 

my staff to do than 

look at log files!
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Questions?

www.menti.com

Code 6631 3842

http://www.menti.com/
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OFFICE OF DATA GOVERNANCE

AND ANALYTICS

March 2022 ISOAG 

Meeting : Data Security 

and 

CybersecurityéFriends till 

the end
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WHO WE ARE

Data engineers, data analytics specialists, business 

intelligence specialists, project managers, data architects, 

data curators, communications professionals

We are where business strategy meets technical expertise

Our culture embodies trust, respect, transparency, 

innovation, and a people-centered approach that leverages 

data intelligence over intuition for every decision

The Office of Data Governance and Analytics was 

established July 1, 2021 through Senate Bill 1365
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WHAT WE DO

Oversee data sharing among state, regional, local public entities & public 

institutions of higher education

Implement data governance strategies

Promote & increase access to Commonwealth data

Develop innovative data analysis and intelligence methodologies to promote 

data-driven policy making, decision making, research, and analysis

Manage the Commonwealth Data Trust

Identify, coordinate, and oversee data analytics projects studies linking 

government services to stakeholder outcomes

Manage the Open Data Portal (data.virginia.gov)

Provide operational support to the Virginia Data Commission, Executive Data 

Board, Data Governance Council, Data Stewards Group
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WHO WE SERVE

State agencies and other public entities

Public institutions of higher education

Non-profit organizations

Constituents of Virginia
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What is Cybersecurity?
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Cybersecurity refers to the body of technologies, 

processes, and practices designed to protect 

networks, devices, programs, and data from 

attack, damage, or unauthorized access. 

Cybersecurity may also be referred to as 

information technology security.
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Notable Cybersecurity Attacks in 2021
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SolarWinds

Acer

JBS Foods

Kia Motors

CNA Insurance

Brenntag

Colonial Pipeline

National Basketball Association (NBA)

Buffalo Public Schools

Microsoft Exchange Server
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What is Data Security?
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Data security is the practice of protecting digital information from unauthorized 

access, corruption, or theft throughout its entire lifecycle.

ÅData encryption ð Encoding the data so it requires a key to unlock and read.

ÅData masking ð Masking specified areas of data, so only authorized users 

can view it.

ÅData erasure ð Ensuring that obsolete data is completely removed.

ÅData backup ð Creating multiple copies of data for data recovery if the 

original is lost.

The number of reported data breaches jumped 68 percent last year to the highest total ever.

According to the Identity Theft Resource Center's 2021 Data Breach Report, there were 1,862 data breaches 

last year, surpassing both 2020's total of 1,108 and the previous record of 1,506 set in 2017
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Notable Data Breaches of 2021
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Cognyte - 5 Billion

LinkedIn ð 700 million

Facebook ð 553 million

Bykea ð 400 million

Brazilian Database ð 223 million

Socialarks ð 214 million

Android Users Data Leak ð 100+ million



odga.virginia.gov

Data Security vs. Cybersecurity
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Data security focuses on the data itself. 

However, cybersecurity encompasses all 

forms of digital security including digital 

data and digital systems.
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Data Security and Cybersecurity

Work Together

96

Protecting from a Cybersecurity Attack

ÅKeeping Data Safe

ÅPassword Protection protocols

ÅUpdate Security Software

ÅEmployee Training

ÅData Encryption

ÅMulti-Factor Authentication

ÅMalware Scanners

ÅVPN-capable firewall
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ñData is not intelligenceò
~William Binney



Sign up for the

ODGA Newsletter at 

odga.virginia.gov

BITS AND BYTES
All things data for the Commonwealth of Virginia

https://www.cdo.virginia.gov/contact/

