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Patching People: 

The Better Way to Stop 
Cyber & Ransomware Attacks

Rick Shaw



The Problem:

Cyber and Ransomware Attacks are 
Increasing, and Consequences are Costly

• $20 Billion in costs estimated 2021
• $10.5 Trillion in costs estimated for 2025
• Nation-state attacks rising
• Ransomware-as-a-Service 



Government is a Target

 Federal Agencies
 State Agencies 
 County Agencies 
 City Agencies
 Law Enforcement Agencies
 Most Industries too…



Costs Are Not Just Ransom Payment…

• Downtime
• Data Recovery
• Data Loss
• Investigations
• New Technologies
• Insurance (coverage more difficult)
• Double Extortion and more…



Most Attacks Due to…

• Unpatched Systems
• Zero-Day Attacks (software)





Most Attacks Due to…

• Unpatched Systems
• Zero-Day Attacks (software)

• Unpatched People
• Zero-Day Attacks (people)















The Problem:

Unpatched Systems

Unpatched People 



The Solution:

Patching Systems (you have this.)

Patching People (do you have this?)

SEC501 ITRM Standards (helps meet this and more!)



The Solution:

Awareity offers:
• Award-winning Info Security Awareness Modules

(all new videos and streamlined content)
• Patching People Vault and Accountability Tools

(audit & legal ready documentation)
• Won Virginia State Contract (multiple extensions)
• Available through SHI for easy procurement





Contact Information:

Rick Shaw
Founder & CEO

Info@Awareity.com

www.Awareity.com

mailto:Info@Awareity.com
http://www.awareity.com/


January 12, 2022 
Barry Condrey, CIO 









IST has demonstrated the ability to invest technology dollars well!  



Homage paid to Stuart McKee, Microsoft, for the next 10 slides. 



Samuel Morse 1844 

What hath God Wrought?

The Victorian Internet, Tom Standage



Western Union memo, 1876



1899 – Charles H. Duell

Commissioner of U.S. Patents

urging President McKinley

to abolish his office.



Attributed to Thomas J. Watson

Chairman of the Board of 

International Business Machines

1943



Popular Mechanics 1949



1975



Bill Gates

1975



Ken Olsen (founder of DEC)

1977



Bill Gates 1981



http://www.time.com/time/magazine/0,9263,7601050523,00.html


To the 
victor go 
the spoils!

Predicting 
innovation is 

profitable! 

http://www.nytimes.com/1992/07/19/business/the-executive-computer-mother-of-all-markets-or-a-pipe-dream-driven-by-greed.html

http://www.nytimes.com/1992/07/19/business/the-executive-computer-mother-of-all-markets-or-a-pipe-dream-driven-by-greed.html




http://newatlas.com/dermal-abyss-smart-tattoo/51572/

http://newatlas.com/dermal-abyss-smart-tattoo/51572/


http://newatlas.com/china-forest-city-pollution/50211/

http://newatlas.com/china-forest-city-pollution/50211/


https://www.autoblog.co
m/2017/06/21/workhorse-
surefly-drone-helicopter-
flying-car/

https://www.autoblog.com/2017/06/21/workhorse-surefly-drone-helicopter-flying-car/


https://www.wsj.com/articles/the-hottest-phones-for-the-next-billion-users-arent-smartphones-11563879608

https://www.wsj.com/articles/the-hottest-phones-for-the-next-billion-users-arent-smartphones-11563879608


 BEV vs PHEV vs EV vs ICE vs 
HYBRID 

 1 in 250 cars on the road
 33% Of UK Cars are BEV / PHEV 
 Norway – 49% own EVs 
 EV Trucks – Just starting
 True Autonomous Driving

Growth Rate Impacts 
 Charging times
 Range 
 Battery Tech / Cost / Efficiency 
 Charging networks
 Cost

“Chesterfield schools adding electric busses to fleet” -
Chesterfield schools adding electric buses to fleet | 
Chesterfield Observer

https://www.chesterfieldobserver.com/articles/chesterfield-schools-adding-electric-buses-to-fleet/






55k+ e-residents

6k+ Companies created

$15m+ Taxes paid to 

Estonia

136 Countries 

represented

Barry.Scott.Condrey@eesti.ee

mailto:Barry.Scott.Condrey@eesti.ee


https://en.wikipedia.org/wiki/Moore%27s_law

Consider: 
Bandwidth
Transportation
Camera Resolution
Video 
Music Library 

Gordon Moore, 2004

https://en.wikipedia.org/wiki/Moore%27s_law


1983 - 10 Million Bytes 2019 - 1 Trillion Bytes

Moore’s Law model predicted 2017



Ideas

Potential

Your approach to 
emerging tech is 
an asset or a 
danger. 



Then in March 2020… The world changed overnight.





 Office 365 – Entire Workforce

 www.chesterfield.gov/employees

 Built in one day. 

 4,200 Teleworkers – Overnight.

“I want people to stay in touch” -
Dr. Joe Casey   

http://www.chesterfield.gov/employees




Cause who 
doesn’t love a 
cute chatbot? 



https://GeoSpace.Chesterfield.Gov

Public WiFi Map

https://geospace.chesterfield.gov/


Source: Survey of counties by Center for Digital Government, partnering with NACo.  September 2020



https://willrobotstakemyjob.com/

https://willrobotstakemyjob.com/


Gartner Identifies Top 10 Government Technology Trends for 2021

https://www.gartner.com/en/newsroom/press-releases/2021-03-29-gartner-identifies-top-10-government-technology-trend


http://www.bar-oriyan.com/Portals/0/mega%20trands%20exec%20summary%20v3%20(1).pdf

Technologies enable the megatrends
Rate of tech change = Rise of Megatrends

http://www.bar-oriyan.com/Portals/0/mega%20trands%20exec%20summary%20v3%20(1).pdf


Today
 105% Increase in ransomware attacks since the start of COVID
 73% Success Rate in ransomware attacks
 51% Organizations that have experienced ransomware in their environment
 80% Get attacked more than once 
 Single / Double / Triple / Quadruple Extortion  - Once they have your data… 

Successful Attacks – Organizational Impact
 66% Reported loss of revenue 
 53% Reported brand and reputational damage 
 32% Lost C-Level talent 
 29% Reported employee layoffs following 

Statistics courtesy http://Cybereason.com



“Technology is dominated by two types of 

people: those who understand what they do 

not manage and those who manage what they do 

not understand.”

"This is management writing the way it ought to be. Think Dilbert, but 

with a very big brain. Read it and weep. Or laugh, depending on your 
current job situation.“ - Spectral Lines, IEEE Spectrum, April 2006



 It works, and it is profitable
 Criminals are lazy
 Technology has moved faster than org 

ability to secure it 
 Payments are virtually untraceable
 State-sponsored or state-ambivalent
 The rise of RaaS & mass marketing of 

extortion 

“Why do you rob banks, Willie?”
“Because that’s where the money is”
- Willie Sutton, The Memoirs of a Bank Robber

The “Pirate Methodology” 

 Turn them against each other
 No safe harbor 
 Bigger Ships, Bader Sailors 
 Make it harder to execute
 Make it easier to secure assets
 Make it harder to get paid
 Reduce the motivation



Ransomware –
Chesterfield 
Approach
(what I can tell you) 

 Take care of the basics

 Selective inbound & outbound connections

 Cyber insurance – for ransom & recovery

 Train & Test the weakest link (me & you) 

 Communicate & Prepare

 Protect and Test  the Back-Ups

 Continual investment & improvement – The 
CODB



Cyber Security 
Future

 Encryption Wars
 Sophisticated, Westernized 

Spear Phishing 
 Ransom of personal assets
 Attacks from the edge – IoT
 Hacking of Artificial 

Intelligence
 Supply chain – Trust the source, 

how?  
 Intentional data bias
 Erosion of privacy & trust





It is the mark of an educated mind to be able to entertain a thought without accepting it - Aristotle 



Lessons Learned





CondreyBa@Chesterfield.gov

Barry@Condrey.org

https://cio-musings.blogspot.com/

https://www.slideshare.net/bcondrey/technology-disruption-2022-isoag

mailto:Barry@Condrey.org
mailto:Barry@Condrey.org
https://cio-musings.blogspot.com/
https://www.slideshare.net/bcondrey/technology-disruption-2022-isoag


MANAGING THE FALLOUT:
AFTER A BREACH STRATEGY & TACTICS



THE JUGGLE



1
THE UNDERLYING

THREAT



PYSA



THE SCRIPT



SEARCH TERMS



PYSA SHAME



PYSA TIMELINE

March 16, 

2021

Suspicious file 

dropped, gaining 

entry to client 

network. 

August 11, 

2021

Spike in network 

traffic on firewall 

November 9, 

2021

Ransomware 

deployed / client 

becomes aware of 

incident.

August 20, 

2021

Files posted on 

shame website 



2
WORKING WITH LAW

ENFORCEMENT



WHO?



CISA ACT



FUSION CENTER



3
ENTERPRISE REBUILD



RESTORE



4
PRIVILEGE IN THE MIDST

OF AN INCIDENT



PRIVILEGE



THE RISK



5
NOTIFICATION



VIRGINIA



THE SCRIPT



NOT JUST VA…



MEDIA

6



7
CONCLUSION



CORE TEAM

Beth Burgin Waller, Chair Kevin Adler, Associate 
Zach Agee, Associate Liz Heddleston, Associate 

Patice Holland, Chair E-Discovery John Pilch, Analyst Michael Yager, Director E-Discovery



BETH BURGIN WALLER

CHAIR, CYBERSECURITY & DATA PRIVACY
PRACTICE

WOODS ROGERS PLC 

www.woodsrogers.com

BWALLER@WOODSROGERS.COM



Upcoming events



VITA COMPLIANCE CERTIFICATION 

AGENCY CYBERSECURITY TRAINING PROGRAM FORM
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CYBERSECURITY AWARENESS TRAINING VERIFICATION FORM 

1. This form must be completed and submitted by Jan. 31, 2022.

2. The form maybe completed manually or in Archer. In Archer, click on the 

“Verification and Compliance Tab under the Security Awareness Training 

Questionnaire.” If you do not see the tab, click on recalculate and it should appear.

3. In addition, an updated Security Awareness Training Questionnaire should also be 

submitted for 2022. This form maybe also completed manually or in Archer.

97
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Appendix II 
 

Annual Cybersecurity Awareness Training Verification               
Compliance Form 

 

In accordance with the Code of Virginia, Section 2.2-2009 sub-section, all Commonwealth of Virginia 
agencies shall report to VITA the following compliance information below no later than January 31, 
2022 and every January 31, thereafter. 

 

Please complete the following: 
 

1.  Provide a certification statement that all employees and contractors have completed all required 
training. 

 

 

2.  Provide a reason or justification that all employees/contractors have not completed all training. 
 

 

3.  Provide an evaluation of the efficacy of the cybersecurity-training program that the agency provided 
 

 

4.  Provide any suggestions on how VITA can improve the mandatory curriculum, materials, or any 
other aspects of the training program. 

 

 

Click or tap here to enter text. 

Click or tap here to enter text. 

Click or tap here to enter text. 

Click or tap here to enter text. 



ISOAG AND IS ORIENTATION REGISTRATION LINK

You can now register for future ISOAG meetings at the link below.

https: /vita2.virginia.gov/Events/chooseSession?MeetingID=3   

You can now register for future IS Orientation training at the link below.

https://vita2.virginia.gov/Events/chooseSession?MeetingID=10

99
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2022 ISO CERTIFICATION REQUIREMENTS

100
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Certification framework

Steps to obtain COV ISO Certification for those who already have a professional security certification:

Possession of recognized professional IT Security 
Certification

CISSP, CISM, CISA, SANS (others to be determined)

VITA Training Attend Information Security Orientation training every 2 years

ISO Academy Successful completion of at least one hour of IT security training
(i.e. course in the KC ISO Academy or any other source)

ISOAG attendance Attend the mandatory October ISOAG meeting

Annual Continuing Education (only required after 
COV ISO Certification has been obtained)

Maintain compliance with the continuing educational 
requirements of the professional IT security certification body

Steps to obtain COV ISO Certification for those who do not have a professional security certification:

VITA Training Attend Information Security Orientation training every 2 years

ISO Academy Successful completion of at least 3 courses per year in the KC ISO 
Academy or 3 hours of IT security training from any other source)

ISOAG attendance Attend the mandatory October ISOAG meeting

Annual Continuing Education (only required 
after COV ISO Certification has been 
obtained)

Obtain an additional 20 hours of training in IT security related topics 
annually (ISOAG meetings count for up to 3 hours each!)



IS COUNCIL COMMITTEE SEEKING VOLUNTEERS FOR COMMITTEES

The IS Council is seeking volunteers for the following committees:

Third Party Assurance – Beau Hurley, Chair

Identity Access Management – Chandos Carrow, Chair

ISO Manual – Mike Wickham, Chair

Remote Work Security – Mike Wickham, Chair

Healthcare IT – Stephanie Hayes-Williams, Chair

IT Security Conference – Jessica Beavers, Chair
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IS COUNCIL COMMITTEE SEEKING VOLUNTEERS FOR COMMITTEES

The next scheduled meeting for the IS Council:

Jan. 19, 2022

Noon – 1 p.m. via Google Meets

If you would like an invite to the meeting, contact:

tina.gaines@vita.virginia.gov
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FEBRUARY 2022 ISOAG

105

Feb. 2, 2022  from 1 to 4 p.m.

Presenters:

Steve Aiello/Ahead

Nedim Goren/NIST

Chris Atha/NW3C



THANK YOU FOR
ATTENDING!


