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BACKGROUND

BACKGROUND

• VITA started hosting phishing campaigns to assist agencies with training their users on how to recognize a 

phishing message in a safe controlled environment.

• At the time, VITA had purchased an add-on option to Metasploit to handle the campaigns.   While the tool was 

very flexible, the reporting was rather lacking.   If multiple agencies were phished at the same time, all results 

would have to be manually reviewed and correlated to provide user data to each agency.   This was a very time 

consuming task and limited the number of campaigns that could be done in a  year.

• Due to the increase in Ransomware attacks, the Virginia Legislature directed VITA to perform phishing 

campaigns across the Commonwealth and provided a budget for the tools for six years.

• VITA evaluated multiple phishing tools and decided to purchase the SANS phishing tool.   It is much easier to use 

and allows flexibility in reporting results.  
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MEETING SECURITY 

REQUIREMENTS
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REQUIREMENTS

MEETING SECURITY REQUIREMENTS

• VITA has 33,000 phishing licenses a year to phish the Commonwealth’s 

approximate 65,000 users.   

• In order for  agencies to maintain compliance with SEC 525, the VITA/CSRM/threat 

management team will phish half of the agency each year.

• Example: If an agency has 500 users - they would be able to phish 250 users years 

1, 3 and 5 and the other 250 users years 2,4, and 6.

• Agencies will need to provide VITA/CSRM with the names of employees that they 

want to phish that year. Once an employee has been assigned a phishing license, 

they can be phished multiple times during the year.

• At the end of the two year cycle, all employees should have been phished at least 

once.
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STEPS TO CREATE A PHISHING CAMPAIGN

HOW TO GET STARTED

1. Send an email with your contact information to VITA security requesting a phishing campaign

Email: CommonwealthSecurity@vita.virginia.gov

2. VITA/CSRM/threat management team will reach out to you to discuss  developing the 

campaign.

3. The first step will be to create a template for the campaign. You will discuss what you want the 

phishing message to look like – type of industry, recent news topics, has an attachment, has 

links for filling out forms, etc.

4. The team will take this information and develop a template for the campaign.   

5. Once the template is created, they will send sample phish messages to you so that you can 

see what it will look like and how it will work.

6. After a final version of the template is agreed, we are ready to setup the campaign and 

schedule it.
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STEPS TO CREATE A PHISHING CAMPAIGN (CONT.)

HOW TO GET STARTED

7. To setup the campaign, the team will need to know the following:

• First & last names of the users to be phished

• Email addresses of the users to be phished

• How long do you want the campaign to run (max is normally three days)

• When do you want the campaign to start (date/time)

• When do you want the campaign to run (hours, days, etc.)

8. The threat management team will use this information to setup the campaign and let you know when it is 

ready.

9. The campaign will be launched at the agreed date/time.

10. When the campaign is finished, the threat management team will pull the campaign results and provide it to 

you for review.

11. If you wish to re-test your users or run additional campaign, please return to step one of the process by 

sending another email to VITA security.
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INFECTED ATTACHMENT

EXAMPLE PHISHING MESSAGE
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INFECTED ATTACHMENT

vita.virginia.gov  |  Virginia IT Agency

EXAMPLE TRAINING PAGE
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MALICIOUS LINKS

EXAMPLE PHISHING MESSAGE

Tier 5
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MALICIOUS LINKS
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EXAMPLE TRAINING PAGE
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CREDENTIAL HARVESTING – LOGIN REQUEST

EXAMPLE PHISHING MESSAGE
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CREDENTIAL HARVESTING – LOGIN FORM
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EXAMPLE LANDING PAGE
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CREDENTIAL HARVESTING
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EXAMPLE TRAINING PAGE
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CREDENTIAL HARVESTING – REPLY TO

EAMPLE PHISHING MESSAGE

vita.virginia.gov  |  Virginia IT Agency



20

CREDENTIAL HARVESTING
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EXAMPLE TRAINING PAGE



EXAMPLE REPORTS
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REPORTING RESULTS

vita.virginia.gov  |  Virginia IT Agency

EXAMPLE REPORTS

There are multiple types of reports that can be pulled once a phishing 
campaign has been completed. These include:

• Executive report (test summary)

• Failed only report

• Actions report

• Exhaustive report (includes details of template used)

• Repeat offenders report – this report will be available after the user 
participates in multiple campaigns

All reports include a phishing term appendix
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EXECUTIVE REPORT 

INCLUDES:

• TEST SUMMARY

• PHISHING TERM 

APPENDIX

vita.virginia.gov  |  Virginia IT Agency

EXAMPLE REPORTS – EXECUTIVE REPORT
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EXECUTIVE REPORT 

INCLUDES:

• TEST SUMMARY

• PHISHING TERM APPENDIX

vita.virginia.gov  |  Virginia IT Agency

EXAMPLE REPORTS – EXECUTIVE REPORT (CONT)
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FAILED ONLY REPORT 

INCLUDES:

• TEST SUMMARY 

(FILTERED)

• ACTION BREAKDOWN 

(FAILED TARGETS ONLY)

• IP ADDRESS USER HIT 

LOCATIONS (FILTERED)

• PHISHING TERM 

APPENDIX

vita.virginia.gov  |  Virginia IT Agency

EXAMPLE REPORTS – FAILED ONLY REPORT
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ACTION BREAKDOWN 

REPORT 

INCLUDES:

• ACTION BREAKDOWN 

• IP ADDRESS USER HIT 

LOCATIONS

• PHISHING TERM 

APPENDIX

vita.virginia.gov  |  Virginia IT Agency

EXAMPLE REPORTS – ACTION BREAKDOWN REPORT
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EXHAUSTIVE REPORT 

INCLUDES:

• TEST SUMMARY 

• TEMPLATE INFORMATION

• ACTION BREAKDOWN 

• IP ADDRESS USER HIT 

LOCATIONS

• PHISHING TERM 

APPENDIX

vita.virginia.gov  |  Virginia IT Agency

EXAMPLE REPORTS – FXHAUSTIVE REPORT
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REPEAT OFFENDERS REPORT

INCLUDES:

• REPEAT OFFENDERS

• PHISHING TERM 

APPENDIX

vita.virginia.gov  |  Virginia IT Agency

EXAMPLE REPORTS – REPEAT OFFERS REPORT
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QUESTIONS?
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QUESTIONS
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Dean Johnson, Director of Threat Management

Dean.Johnson@vita.virginia.gov

804-416-8785

Kathy Bortle, Incident Response Specialist

Kathy.Bortle@vita.virginia.gov

804-416-6061

Jim Sturdevant, Sr., Incident Response Specialist

Jim.Sturdevant@vita.virginia.gov

804-416-6038

vita.virginia.gov  |  Virginia IT Agency

CONTACT INFORMATION

CONTACT INFO
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RISK MANAGEMENT UPDATE

COMMONWEALTH SECURITY AND RISK 
MANAGEMENT

OCTOBER 6, 2021
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AGENDA

RISK MANAGEMENT UPDATE

• SEC 520 Risk Management Standard updates

• NCSR

• COV Incident Response Tabletop Exercise

• Cyber Storm VIII

vita.virginia.gov  |  Virginia IT Agency
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SEC 520 RISK MANAGEMENT STANDARD

RISK MANAGEMENT UPDATE

• Updated language to section 2.0 - Quantitative Risk, changing the “Center for Internet Security” 

to “18 CIS Controls”

• Section 4.4 IT System and Data Sensitivity updated to match/align with SEC501

• Section 4.4.2, 2. updated to required data set template to be attached to system security plan -

new requirement

• Section 4.7.2 update to the Vulnerability Scanning Requirements

• Updated Appendix A, Risk Management Framework Core, to match the new 18 CIS Controls

• ORCA ~November 1, 2021

• Publish ~January 2022

vita.virginia.gov  | Virginia IT Agency
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NATIONWIDE CYBER SECURITY REVIEW

RISK MANAGEMENT UPDATE

• Maturity based self assessment of your agency’s cybersecurity and risk management programs

• Based on the NIST Cybersecurity Framework

• Sponsored by DHS and MSISAC

• New application - No longer in Archer

• 141 Questions

• Designed to take approximately one hour to complete

• Agency participation is included in the Annual Report for Information Security

• A communication with instructions has been sent out to agency ISO’s from the MSISAC (October 1, 2021)

• Follow on presentation by Tyler Scarlotta /CI Security/MSISAC

vita.virginia.gov  |  Virginia IT Agency
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COMMONWEALTH INCIDENT RESPONSE TABLETOP EXERCISE

RISK MANAGEMENT UPDATE

• Tabletop Exercise – October 28, 2021

• All day exercise

• Remote/Virtual

• Hot Wash – October 29, 2021

• CSRM will provide Certificate of participation

• Follow on presentation by Zack Wilson/SAIC

vita.virginia.gov  |  Virginia IT Agency
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CYBER STORM VIII – SPRING 2022

RISK MANAGEMENT UPDATE

• Cyber Storm is the Cybersecurity and Infrastructure Security Agency’s (CISA) biennial capstone 

cyber exercise. Each exercise includes thousands of distributed participants and traditionally 

takes place over the course of a week

• CISA sponsored exercise focused on policy, procedure, information sharing, coordination, and 

decision-making (i.e., no actual attacks)

• Provides a venue to simulate discovery of and response to a large-scale, coordinated 

significant cyber incident

• Players participate from their actual work locations and receive exercise “injects” that describe 

scenario impacts to their organization and respond according to policy and procedure

• Exercise date: To be announced (Spring 2022)

• To participate, please email commonwealthsecurity@vita.virginia.gov
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jonathan.m.smith@vita.virginia.gov
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Confidential & Proprietary

MS-ISAC Presenters: Tyler Scarlotta & Emily Sochia

Overview & Benefits of the Nationwide 
Cybersecurity Review (NCSR)
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Nationwide Cybersecurity Review (NCSR)

Background:

• No-Cost, Anonymous, Annual Self-Assessment

• Measures the gaps and capabilities of State, Local, Tribal, and Territorial 

governments’ cybersecurity programs

• Based on the National Institute of Standards and Technology Cybersecurity 

Framework (NIST CSF)

Benefits:

• Obtain reporting that can be communicated with key stakeholders and utilized 

to prioritize the “next steps” towards cybersecurity improvement.

• Measure your results anonymously against your peers.

TLP:WHITE
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Question Set & Maturity Scale

40

NIST Cybersecurity Framework 

https://www.nist.gov/cyberframework/framework

TLP:WHITE

https://www.nist.gov/cyberframework/framework
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General User Guide

• Detailed instructions for navigating the NCSR can be found in the 

General User Guide: https://learn.cisecurity.org/ncsr-user-guide. 

41
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Confidential & Proprietary

2021 NCSR Updates

42

• 2021 assessment opened for participation on October 1st

• An end-user associated with an organization in the NCSR portal is the 
only person viewing the specific organization’s results.

• The NCSR has moved to a new platform: LogicManager

• You can access your data and automated reports throughout the year.

TLP:WHITE
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How to Login?

43

• All current Nationwide Cybersecurity Review (NCSR) users can now login at 
https://cis.my.logicmanager.com/

• Click “Get a new password” and enter your email

TLP:WHITE
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NCSR Portal Home Screen

44
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NCSR Portal Home Screen

45

• Please do not click the following options that are at the top of the NCSR portal:

• For all questions on the NCSR please contact ncsr@cisecurity.org
or (518) 266 - 2466

TLP:WHITE
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Navigating the NCSR
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Taking the NCSR
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Questionnaire Tabs with Questions Listed:

TLP:WHITE



Confidential & Proprietary

Taking the NCSR

48

• Responding to a question:

TLP:WHITE
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Documenting Notes
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• At the end of the assessment, there are “Optional: End User Comments” 
for each section

• This allows the end-user to enter and save notes on that specific 
question.

TLP:WHITE
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Help Text – Question Clarification

50

• A question mark icon is located to the right of a specific question, giving 

clarification on the question:

TLP:WHITE
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Tracking Progress & Submitting NCSR

51

TLP:WHITE

• Home screen section – Task Status:

• Lower right-hand corner of your NCSR 
task view:
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Viewing Your Assessment

52

• To view your current year’s assessment and responses, select the “Taxonomy” 
section in the top left of the screen and then select “Relationships”:

TLP:WHITE
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Viewing Your Assessment

53

• You will then be 
brought to your 
organization’s 
information entered 
within the current 
NCSR assessment.

TLP:WHITE
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Viewing & Exporting Your Assessment
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• From this section, you can view all of your responses:

TLP:WHITE

• You can also export to PDF, using “Profile Actions”:
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Assessment Completed, What Next?

1. Access NCSR Reports in the NCSR Portal

2. Utilize Resources to Assess Results

3. Identify Areas for Improvement

4. Make the Plan

55
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Reports Available in the Report Portal
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End-User Reports Listed on NCSR Portal Home:

TLP:WHITE
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Report: Current NCSR Results
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• From this screen, you can select your organization from the drop down

• You will only be able to view your own organization’s information 

TLP:WHITE
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Report: Current NCSR Results - Summary

Displays average score within Identify, Protect, Detect, Respond, & Recover 
Functions:

TLP:WHITE
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Report: Current NCSR Results – Detail View
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• You can also review your results by NIST CSF subcategory:

TLP:WHITE
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Report: Year-to-Year Results

60

• Displays the average scores of the functions, for each year of participation:

TLP:WHITE
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Report: HIPAA Compliance Report

61

• Displays the alignment of HIPAA Security Rules to the NIST CSF 
subcategories, as well as your NCSR answer for the applicable NIST CSF 
subcategory:

TLP:WHITE
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Report: CIS Controls v8 & NCSR Mapping

• CIS Controls v8 Report example in the NCSR platform:

TLP:WHITE
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Report: Cybersecurity Resources & NCSR Mapping

• Cybersecurity Resources Report example in the NCSR platform:

TLP:WHITE
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Reports: Peer Profiles by Function or Category

• The “Peer Profile” Reports will be available in March 2022.

• Your applicable peer profiles will appear in the box shown below

• If you are associated with many peer profiles, you can select to view them all 

at once, or one at a time

64
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Report: Peer Profiles – All Function Summary

65

• Displays your organization’s average scores by function, compared to an anonymized 
overall average of the peer group(s) you are associated with:

TLP:WHITE
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Displaying a Report

• When viewing any of the reports on a dashboard, there is a three horizontal line icon 

in the upper left corner of the report. After selecting that three line icon, an option for 

“Export Content” will appear.  

66

TLP:WHITE



Confidential & Proprietary

Exporting a Report

67

• After selecting the “Export Content” option, the following options will appear
• Select the format applicable for your organization and select “OK”. Your report will 

then be available.

TLP:WHITE



Confidential & Proprietary

End-User Resources

• Located Here:  https://www.cisecurity.org/ms-isac/services/ncsr/

68
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Multi-State Information Sharing & Analysis Center (MS-ISAC)

Contact: NCSR@cisecurity.org



MSI Tabletop Exercise 2021

Zachary D. Wilton

SAIC MSI Security Incident Response



© SAIC. All rights reserved.  

S A I C  P R O P R I E T A R Y

Agenda

• Overview

• Objectives

• Expected Outcomes

71
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S A I C  P R O P R I E T A R Y

Overview

The MSI Annual Tabletop Exercise is an unclassified, adaptable exercise developed by the MSI for the 

Platform, and the Commonwealth of Virginia.  The main purpose is to evaluate performance of the 

multisupplier model, promote dialogue around opportunities for continuous improvement, and identify 

recommendations for improvement.
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S A I C  P R O P R I E T A R Y

Objectives

• The Main Objective for this Tabletop is to uncover Strengths within SAIC Multisourcing Services:

– Evaluate the Service Delivery capability for detecting, responding to, and recovering from simulated, realistic 

events

– Evaluate Service Delivery communication and responsiveness

– Run the event through the Service Delivery and State Agency Incident Response plans, identify opportunities 

for alignment, and any gaps in Service Delivery execution

– Provide recommendations for corrective action to VITA-CSRM
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S A I C  P R O P R I E T A R Y

Expected Outcomes

• Expected outcome from this event is to conduct a Tabletop event where Coordination of multiple 

Suppliers and Service Delivery ensures COV information systems will successfully operate in 

support of the exercise scenario, and when the managed environment is under attack.

– Demonstrate successful coordination of multiple Supplier Service Delivery 

– Ensure COV information systems will successfully operate in support of the exercise scenario

– Enhance awareness, readiness and coordination

– Test capability to determine operational impacts of a cyberattack

– Test participant’s exercise playbooks, incident analysis, incident response plans and procedures, and incident reporting

– Demonstrate compliance with MSI Security Incident Management Process SMM 4.1.5.7 and VITA Playbooks

– Identify Enterprise-wide opportunities for improvement

– Further integration of multi sourcing program between MSI, VITA-CSRM, Service Towers, and the Agencies
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S A I C  P R O P R I E T A R Y

Please direct all questions about the exercise to

MSI-Security-Operations@saic.com
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ARCHER SECURITY EXCEPTION
LOURDES LUNSFORD

10/06/2021

ISOAG

Security Architect



OVERVIEW
• Security Exception Review

• Security Exception Live Demo
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78Navigate to the Exception Request
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79ENTER THE NEW RECORD INFORMATION
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80ENTER THE NEW RECORD INFORMATION

Provide details of the exception description

Provide the technical justification or limitations in relation to the 
exception.
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81ENTER THE NEW RECORD INFORMATION

Provide all the risks identified through the risk assessment.

Any residual risk after the compensating controls are identified must be 
listed here.
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82ENTER THE NEW RECORD INFORMATION

Select the affected application(s)

Add any Audit Finding(s)

Add the compensating controls the 
agency plans to implement to reduce 
the identified risks.
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83ENTER THE NEW RECORD INFORMATION

Select the device(s) in scope to the exception

Attach any documentation relevant to the exception
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84CHANGE SUBMISSION STATUS

When the new record is completed and ready for Architectural review change the Submission Status to “Submit for 
Review” and SAVE.

An email is sent to the Architectural team. 
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85ARCHITECTURE REVIEW
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86AGENCY HEAD APPROVAL

• ISO can print the “Exception Request Template” for AH Signature from the EXPORT 

option within the exception record.
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87AGENCY HEAD APPROVAL
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88ISO UPDATES EXCEPTION RECORD

• Update Exception record by attaching the Agency Head 
approval (Signed form or email) 

• Change Submission Status to “Submit for Approval”
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89CSRM REVIEW

• Architectural team is notified by email and the exception is 
routed for CSRM review

• CSRM completes review and CSRM Review Status is updated to 
either Approved or Denied

• ISO receives an email notification with either Approval or 
Denial.
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CENTRALIZED IT SECURITY AUDIT
SERVICE

Mark McCreary, CISA, CISSP, CISM

October 6, 2021

Director



 IT Security Audit Standard

 Centralized IT Security Audit Service

 Risk-Based Audits

 Benefits from Using the Service

 Common Issues Found During Audits

 Memorandum of Understanding

93AGENDA



94PROTECTION IS THE KEY



 Current version is 502.4

 Found on VITA’s website:

https://www.vita.virginia.gov/it-governance/itrm-policies-standards/

95IT SECURITY AUDIT STANDARD (SEC502)

https://www.vita.virginia.gov/it-governance/itrm-policies-standards/


 IT Security Audit Standard (SEC502) requires audits of each Sensitive System 
every three-years.

 Measures compliance with the applicable requirements of IT Security Standard 
501.

 Also includes other Federal regulations or COV Standards as applicable.

96IT SECURITY AUDIT STANDARD (SEC502)



 IT Security Audit Standard

 Centralized IT Security Audit Service

 Risk-Based Audits

 Benefits from Using the Service

 Common Issues Found During Audits

 Memorandum of Understanding

97CENTRALIZED IT SECURITY AUDIT SERVICE



Our A-Team

98CENTRALIZED IT SECURITY AUDIT SERVICE



Our A-Team

Mike Dorris, CPA, CISA, Sr. IT Security Auditor

Nat Chusing, IT Security Auditor

Autumn Mashore, SEC +, IT Security Auditor

Matt Steinbach, IT Security Auditor

99CENTRALIZED IT SECURITY AUDIT SERVICE



Conduct Risk-Based IT Security Audits

Help identify appropriate Corrective Action Plans

Help with annual Audit Plan Submission

100CENTRALIZED IT SECURITY AUDIT SERVICE



 IT Security Audit Standard

 Centralized IT Security Audit Service

 Risk-Based Audits

 Benefits from Using the Service

 Common Issues Found During Audits

 Memorandum of Understanding

101RISK-BASED AUDITS
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RISK-BASED AUDITS

Focus on High-Risk Areas/Activities

RISK-BASED AUDITS



103RISK-BASED AUDITS

Determine High-Risk Areas By:

 Evaluating Pre-Audit Internal Control Questionnaire(s)

 Evaluating results of other audits or reviews

• System and Organization Controls (SOC) Reports

• Prior Audit Reports, Outstanding Findings



104RISK-BASED AUDITS

 Reviewing Security Exceptions

 Evaluating additional controls for Hosted Applications

• Uses SEC525, some controls more restrictive than SEC501

• Emphasis placed primarily on areas the agency controls, for example, 
Access Controls and Contingency Planning

• ECOS Assessments/Oversight



 IT Security Audit Standard

 Centralized IT Security Audit Service

 Risk-Based Audits

 Benefits from Using the Service

 Common Issues Found During Audits

 Memorandum of Understanding

105BENEFITS FROM USING THE SERVICE
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107BENEFITS FROM USING THE SERVICE

 Familiar with Commonwealth Security Standards and VITA 

Operations

 More cost-effective than private firms as DPB sets rates

 Knowledge retention

 Helps provide awareness to Agency Heads of IT security control 

weaknesses



108BENEFITS FROM USING THE SERVICE

Audit Compliance Grade

1) Sensitive System Audits conducted at least once every three-years  +

2) Audit Plan Updated and Submitted  +

3) Quarterly Finding Updates Submitted =

A    
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 IT Security Audit Standard

 Centralized IT Security Audit Service

 Risk-Based Audits

 Benefits from Using the Service

 Common Issues Found During Audits

 Memorandum of Understanding

110COMMON ISSUES FOUND DURING AUDITS
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112COMMON ISSUES FOUND DURING AUDITS

 No Formally Documented and Approved IT Security Policies and 

Procedures.

 ISO does not report to the Agency Head.

 Agency Head not formally designating System Owners, System Owners 

not designating Data Owners and/or System Admins.

 Not documenting how the impacts resulting from a compromise of data 

confidentiality, integrity, or availability were determined.



113COMMON ISSUES FOUND DURING AUDITS

 Account Management

• Inappropriate privileges, separation of duties
• Not Disabling Inactive Application Accounts
• Not using a 42-day password change frequency for sensitive system 

authenticators or for Admin accounts 

 Not using Two-Factor Authentication

• When accessing sensitive systems over the Internet
• When using a network connection to access development environments or 

perform administrative functions on servers or multi-user systems



114COMMON ISSUES FOUND DURING AUDITS

 Establishing remote connections with vendors that circumvent the network’s 
perimeter protections (LogMeIn, GotoAssist).

 Hosting agreements do not contain current information security terms and 
conditions or are inappropriate for type of service.

 Limited review and analysis of audit logs.

 Few approved Security Exceptions on file for known control failures.
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116MEMORANDUM OF UNDERSTANDING

 Identifies the in-scope sensitive IT systems

 Audit cycle is three-years

 Deliverable = One Audit Report per cycle covering the in-scope systems

 Total charge is split into three installment payments



117MEMORANDUM OF UNDERSTANDING

 Every two-years, Planning and Budget uses the sensitive systems in Archer to 
determine agency funding for IT Security Audit Services and associated charges.

 Funding and charges may be adjusted by DPB during the term of the three-year 
MOU.



 IT Security Audit Standard

 Centralized IT Security Audit Service

 Risk-Based Audits

 Benefits from Using the Service

 Common Issues Found During Audits

 Memorandum of Understanding

118CONCLUSION



119QUESTIONS/ORDERING THE SERVICE

Contact me at (804) 416-5174

or

Mark.McCreary@VITA.VIRGINIA.GOV

mailto:Mark.McCreary@VITA.VIRGINIA.GOV
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CYBERSECURITY AWARENESS MONTH
121

Cybersecurity Month is fast approaching so let’s start planning our activities now. Below 
are the weekly themes for the month.

Week 1: Be Cyber Smart
Take simple actions to keep our digital lives secure.

Week 2: Fight the Phish!
Highlight the dangers of phishing attempts—which can lead to ransomware or other 
malware attacks—and how to report suspicious emails.

Week 3: Explore. Experience. Share.
Celebrate National Initiative for Cybersecurity Education’s (NICE) Cybersecurity 
Career Awareness Week and the global cybersecurity workforce, as well as host our 
own CISA hiring fair and highlight the varying educational tools CISA has.

Week 4: Cybersecurity First
Explore how cybersecurity and staying safe online is increasingly important as our 
world continues to operate virtually for so much of work and play.

https://www.nist.gov/itl/applied-cybersecurity/nice/events/cybersecurity-career-awareness-week


ENGAGEMENT IDEAS
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• Contribute your voice and resources to social media conversations by using 
the hashtags #BeCyberSmart and #CybersecurityAwarenessMonth or have 
Fireside Chat with your agency CISO or security personnel.

• Include a message about the importance of cybersecurity in newsletters, 
mailings on your agency website during   October.  Work with your Comms
Department to get the word out.

• Host an event or meeting to discuss local, relevant cybersecurity issues.
• Organize, provide, or promote cybersecurity training and exercise 

opportunities for your internal and external stakeholders.
• Participate in a local or virtual training or exercise to improve cybersecurity 

and resilience within your organization.
• Use the tip sheets available at cisa.gov/cybersecurity-awareness-month to 

read up on various cybersecurity topics.



SCHEDULE OF EVENTS
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• Oct. 1: Work with your leadership to issue an official company proclamation in 
support of #CyberMonth and their commitment to Do Your Part. 
#BeCyberSmart

• Oct. 1: Send a Buzz highlighting your agency’s  involvement in Cybersecurity 
Awareness Month and provide helpful cybersecurity tips for them to 
#BeCyberSmart

• Oct. 1: Send/schedule first series of daily or weekly tips to social 
media/employees on how to stay safe online

• Oct. 11: Send/schedule second series of daily or weekly tips to social 
media/employees on how to stay safe    online

• Oct. 18: Send/schedule third series of daily or weekly tips to social 
media/employees on how to stay safe online and how to join the cyber 
workforce

• Oct. 25: Send/schedule fourth series of daily or weekly tips to social 
media/employees on how to stay safe online

• Oct. 26: Host a Cybersecurity Awareness Month Partner event for employees 



GET THE WORD OUT!
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Governor’s Proclamation: 
https://www.governor.virginia.gov/newsroom/proclamations/proclamation/cyb
ersecurity-awareness-month.html

Twitter

Facebook

Instagram

LinkedIn

Blogs

https://www.governor.virginia.gov/newsroom/proclamations/proclamation/cybersecurity-awareness-month.html


RESOURCES AND EVENTS
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https://www.cisa.gov/cybersecurity-awareness-month

https://staysafeonline.org/cybersecurity-awareness-
month/?utm_source=CISA&utm_medium=website&utm_campaign=NCSAM_Site
&utm_term=NCSAM

https://staysafeonline.org/resource/ransomware-and-responsibility-
government-responsibility-and-individual-responsibility-explained/ - Video

https://staysafeonline.org/resource/oh-behave-2021/ The annual Cybersecurity 
Attitudes and Behaviors Report

https://www.cisa.gov/cybersecurity-awareness-month
https://staysafeonline.org/cybersecurity-awareness-month/?utm_source=CISA&utm_medium=website&utm_campaign=NCSAM_Site&utm_term=NCSAM
https://staysafeonline.org/resource/ransomware-and-responsibility-government-responsibility-and-individual-responsibility-explained/
https://staysafeonline.org/resource/oh-behave-2021/


RESOURCES AND EVENTS
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https://www.nist.gov/itl/applied-cybersecurity/nice/events/cybersecurity-career-
awareness-week - Week Three

https://www.cdse.edu/Training/Security-Awareness-Games/

https://www.vita.virginia.gov/information-security/awareness/kids-safe-online-
poster-contest/ KIDS SAFE ONLINE 2022 poster contest

https://www.sans.org/security-awareness-training/mlp/secure-the-family-2021/
Practical Ways to Stay Safe Online at home 

https://www.nist.gov/itl/applied-cybersecurity/nice/events/cybersecurity-career-awareness-week
https://www.cdse.edu/Training/Security-Awareness-Games/
https://www.vita.virginia.gov/information-security/awareness/kids-safe-online-poster-contest/
https://www.sans.org/security-awareness-training/mlp/secure-the-family-2021/


VDH CYBERSECURITY MONTH EVENT
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Cyber Talk Series: Please join us for a conversation with Ms. Beth Burgin Waller. 
She is currently serving as the Chair, Cybersecurity and Data Privacy Practice at 
Woods Rogers PLC. Ms. Waller will speak on Ransomware from a Legal 
Perspective ( A Guide To Incident Response From A Lawyer In The Trenches). 
MS. Waller also presented the topic (Ransomware from a Legal Perspective) to 
VITA back in August. It is very educational and informative!

Date: Friday, October 15, 2021 | 12:00PM  | Virtual Meeting

Register: Copy and paste the link below. Add your First Name, Last Name and 
email address.

Link: 
https://covaconf.webex.com/covaconf/j.php?RGID=r22726077449d327045191
44c5d965ab6

Please contact infosec@vdh.virginia.gov if you have any questions.

https://covaconf.webex.com/covaconf/j.php?RGID=r22726077449d32704519144c5d965ab6


VITA EVENTS
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VITA will be hosting a weekly CSAM Kahoots trivia contest based on the theme of 
the week.  More details coming soon!

SAVE THE DATE:
FBI Special Agent Jesse Schibilia
Thursday, Oct 21 11 am to noon
The topic and registration link will be forthcoming.



CYBERSECURITY TRAINING 
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CYBERSECURITY CURRICULUM
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Agencies are required to procure, obtain or develop a cybersecurity curriculum that 
meets all of the requirements identified here:

( A ) Core Requirements;
( B ) Policy Review and Acceptance;
( C ) Role Based Training; 
( D ) Other Regulatory Requirements; 
( E ) Phishing Exercise
( F ) Additional training where required



CORE REQUIREMENT COURSES
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Separation of Duties Least Privilege Identifying and Reporting

Security Incidents Privileged Access

Proper disposal of Data Storage Media Insider Threat

Proper Use of Encryption. Cloud Services

Access Controls, Secure Passwords Browsing Safely

Working Remotely Physical Security

Intellectual Property Rights Hacking

Security of Data Personal Identifiable Information (PII)

Phishing and Email Privacy

Social Engineering Social Network

Mobile Devices Malware

Ethics



POLICY REVIEW AND ACCEPTANCE 
COURSES
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Require documentation of IT System users' acceptance of the agency's security 
policies. Cybersecurity awareness training must include policy review and 
acceptance.
----------------------------------------------------------------------------------------------------

Acceptable Use - All users of IT systems must agree to the agency’s acceptable use 
policy.

Remote Access Policy - All users of IT systems must agree to the agency’s remote 
access usage and/or Telework Policy.

Other Applicable Policies - Users of IT systems must review and agree to comply 
with any applicable agency security policies.



ROLE BASE TRAINING
133

Agencies must provide appropriate cybersecurity training based on the 
assigned roles and responsibilities of individuals with specific security 
requirements.
------------------------------------------------------------------------------------------------
Data Owner Training

System Admin Training

Data Custodian Training

Agency Head Training



REGULATORY REQUIREMENT COURSES
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Agencies must provide training for all regulatory or contractual requirements that 
affect IT users.  Agencies need to decide the appropriate level of regulatory training 
that is required for its users
-------------------------------------------------------------------------------------------------
Federal Tax Information (FTI)
Health Insurance Portability and Accountability Act (HIPAA)
Criminal Justice Information Services (CJIS)
Family Educational Rights and Privacy Act (FERPA)
Social Security Administration Training (SSA)
Payment Card Information (PCI)
Federal PII
Personal Health Information (PHI)



ADDITIONAL TRAINING WHERE 
REQUIRED
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Agencies should offer training that goes beyond the required curriculum items when 
necessary in the agency’s environment. The items below are a few suggested 
additional training that agencies should consider for their employees where 
appropriate

Senior Leadership Training

New Employee Orientation Training

Creating a Cyber Secure Home



PHISHING EXERCISE
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Agencies are required to conduct a phishing exercise 
or phishing training with their employee / contractor 
users.  A phishing campaign will help identify if users 
can successfully recognize, avoid and report phishing 
attempts that may occur. 

VITA will be developing a phishing campaign.



IT SECURITY GOVERNANCE 

Ed Miller

October 6, 2021

Director
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Updates to Existing Standards
New Security Standards
Archer Updates



UPDATES EXISTING SECURITY 
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Updates to Existing Standards
SEC501 – Information Security Standard
SEC525  - Hosted Environment Security Standard



UPDATES EXISTING SECURITY 
STANDARDS

140

 SEC501 and SEC525 are each in the area of 280+ different 
controls

 Most of the controls are exactly same in both standards
 However, there are 62 controls that are different



UPDATES EXISTING SECURITY 
STANDARDS
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For example:
501 AC-7: (a) Enforces a limit of 10 consecutive invalid 

logon attempts by a user during a 15 minute period
525 A-7:(a) Enforces a limit of three consecutive 

invalid logon attempts by a user during a 15 minute 
period



UPDATES EXISTING SECURITY 
STANDARDS
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 In addition, there is a new NIST 800-53 rev 5
We want to review this in detail and determine what 

adjustments we want to make to 501/525.  Many of 
the new revisions 5 adjustments are based on the 
latest threat intelligence and latest state-of-the art 
recommended practices.



NEW SECURITY STANDARDS
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We are looking to expand and add a few NEW 
standards:
 Identity Access Management Standard: This will 

set baselines for using IAM tools to manage user 
access, permissions, and onboarding/off boarding 
of users.

Operational Technology (OT) Standard: This would 
cover industrial control systems, SCADA, and IOT, 
and Internet-of-Things.



ARCHER UPDATES
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Expect expansion of “application 
instances”.  

 If your agency uses a software or 
service that a Service Provider 
provides, another agency provides or 
a company provides, we will be 
adding those items to your 
“Application” inventory in Archer



ARCHER UPDATES
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 Expect expansion of “application instances”.  
 These application instances, are essentially SAAS, and 

should be treated the same way as an SAAS, almost like 
an ECOS application.



ARCHER UPDATES
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 Expect expansion of “application instances”.  
 We recognize:

 Your agency doesn’t technically “own” it, but you do 
need a “system owner” to manage your piece of it

 Your agency only has a limited role in managing 
controls for applications like this:  if its sensitive, i.e. 
limited RA, limited audit, etc.
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QUESTIONS?



Upcoming events



NOVEMBER ISOAG
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Nov. 3, 1 to 4 p.m.

Presenters:

Roy Logan/ Nasa

Krishna Marella & Joe Chambers/ Xerox

Meredith Ward/ Nascio



IS ORIENTATION

FINAL IS ORIENTATION 2021

DEC. 8, 2021   

1 – 3 PM

PRESENTER: MARLON COLE

REGISTRATION LINK : 
https://covaconf.webex.com/covaconf/onstage/g.php?MTID=e6299241bfefde9a4e45b6e1
b8a81e7cb
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https://covaconf.webex.com/covaconf/onstage/g.php?MTID=e6299241bfefde9a4e45b6e1b8a81e7cb
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WHEN: OCTOBER 7 AND OCTOBER 8

WHERE: VIRGINIA COMMONWEALTH UNIVERSITY (IN 
PERSON)

COST: CONFERENCE ONLY $150 

CONFERENCE AND TRAINING $400
(CONFERENCE $150 + TRAINING $250)

TRAINING: LINUX FORENSICS

REGISTRATION LINK: 
HTTPS://VASCAN.VCU.EDU/CONFERENCE-REGISTRATION/



THANK YOU FOR

ATTENDING!


