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HACKERS: INCREASING ATTACKS
AND TARGETING GOVERNMENT



Quick Background

● 20+ years helping clients prevent incidents and liabilities as 
well as analyzing data and lessons learned/risk management

● Started CorpNet Security in 1998 (white-hat hacking)

● Awareity won Grace Hopper Award from Virginia

● 20+ years researching post-incident reports and WHY

● Specializing in HOW hackers hack and HOW to prevent 
soaring numbers of breaches and costly consequences



Questions to Get Started? 

● Can you afford costs of being hacked?

● Can you afford consequences of being hacked?

● Why are so many information breaches happening?

● Why are so many information breaches successful?

● What do post-incident reports reveal about breaches?

● How do you prevent information breaches?

● How do you eliminate your gaps?





Why Are Breaches Happening? 

● Hackers exploit unpatched software, firmware, and people

● Information has value (sell it, share it, intelligence, etc.)

● Ransomware costs are expected to be $20 Billion in 2021, up 
from around $5 Billion in 2017



Exploiting Unpatched Assets 

● System Software/Firmware

● Firewalls

● Network and WiFi Devices

● Anti-Virus/Anti-Malware

● Mobile Devices

● Patch Management Software

● Other software, firmware, hardware, etc.





Exploiting Unpatched Assets (People) 

What about your PEOPLE assets?

How are you patching your PEOPLE?

How are you checking latest version on PEOPLE?

What “tools” do you use for PEOPLE?



Exploiting Unpatched Assets (People) 

● Hackers Know YOUR People Are YOUR GAPS To YOUR “Data”

● Phishing attacks (emails)

● Social Engineering (phone calls)

● Remote Worker Issues (emails, phone calls, etc.)

● Text Scams (mobile devices, smishing, etc.) 

● Social Media (deepfake videos and others)

● New attack methods are continuously being created



Exploiting Unpatched Assets (People)

● Hackers Know YOUR People Are YOUR GAPS To YOUR “Data”

● Phishing attacks (emails)

● Social Engineering (phone calls)

● Remote Worker Issues (emails, phone calls, etc.)

● Text Scams (mobile devices, smishing, etc.)

● Social Media (deepfake videos and others) 

● Hackers are exploiting “unpatched people”



Exploiting Unpatched Gaps (People) 

● Gaps in User Awareness

● Gaps in Ongoing Awareness

● Gaps in Changing Threat Awareness 

● Gaps in Lessons Learned Awareness

● Gaps in Situational Awareness 

● Gaps in Accountability of Awareness

● Other GAPS too…



Exploiting Unpatched Gaps (People) 

● Policy GAPS

● Best Practice GAPS

● Standards GAPS

● Compliance GAPS

● Technology GAPS

● Opinion GAPS

● GAPS, GAPS, GAPS…



Exploiting Unpatched Gaps (People) 

● Policy GAPS

● Best Practice GAPS

● Standards GAPS

● Compliance GAPS

● Technology GAPS

● Opinion GAPS

● Global GAPIDEMIC

















Exploiting Unpatched Gaps (People) 



Solution: Patching People 





Solution: Patching People (The Vault)

● Ongoing Awareness (situational, organizational, etc.) 

● Updated Policies

● Updated Alerts

● Updated Attacks/Lessons Learned

● Updated based on GAP Assessments

● Ongoing “BOLO/Zero Day patches” for people

● Tracked/Measured Awareness at Individual Level



































Questions to Get Started? 

● Can you afford costs of being hacked?

● Can you afford consequences of being hacked?

● Why are so many information breaches happening?

● Why are so many information breaches successful?

● What do post-incident reports reveal about breaches?

● How do you prevent information breaches?

● How do you eliminate your gaps?



Game-Changer is Patching People (Vault) 

● Easy and immediate awareness at the individual level

● Excellent for at-work or remote workers

● Excellent for contractors, vendors, other third-parties

● Provides REAL TIME measurability, accountability, etc. 

● Provides audit-ready and legal-ready documentation

● Automated notifications for immediate and annual updates

● VITA Approved / SHI Contract / Clients say it best…





Awareity Contact Information
Rick Shaw – Prevention Specialist

402.730.0090

Rick.Shaw@Awareity.com

Info@Awareity.com

www.Awareity.com

@Awareity

@PreventionCoach

mailto:Rick.Shaw@Awareity.com
mailto:Info@Awareity.com
http://www.awareity.com/


Lessons Learned:
SolarWinds Security Incident

Mike D’Arezzo
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February 3rd 2021
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Today’s Agenda 

Level Set: What Happened?

What can we do?

How can we stop if from happening again?

Finishing the chapter

Q&A
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Identified Issues
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Identified Issues

• Do we have the SolarWinds Orion product installed here?

• Are we connected to anyone through our network that may have Orion?

• Are we using any vendors/ suppliers that may have been impacted by SolarWinds?
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Identified Issues

- Attacker replaced the upgrade executable for SolarWinds Orion early summer 2020

- The Orion product allows a company to digitally sign a product an ensure its source and 
identity

- This allows an attacker access to the product through a backdoor DLL and gives the ability 
to escalate privileges in the Orion environment

- The Orion product requires escalated privileges in order to sign applications and this may 
be a Domain Admin account in cases
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Identified Issues - breakdown

- The product hack creates a backdoor in around 18,000 companies and gov’t agencies

- The hack spread to FireEye which gave attackers access to tools they use for 
penetration testing and red team engagements

- Many of their tools took advantage of vulnerabilities not entirely disclosed

- A lot of vulnerabilities published immediately as a result – Many were critical!

- The attack may also have allowed attackers to Microsoft’s Core Source Code
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Identified Issues – Security Lessons

- Security practices at SolarWinds are in question right now

- Third Party Risk Management

- Incident Response Plan

- Asset Management

- Product/ Supply Chain Risk Management
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Identified Issues – Security Lessons

• Security practices at SolarWinds are in question right now

• Password security

• Multifactor Authentication for publicly exposed resources or privileged accounts

• Privileged access to third parties
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Identified Issues – Security Lessons

- Asset Management

• “Know Thyself”

• Hardware, Software, and Data Asset Management

• Criticality and Risk
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Identified Issues – Security Lessons

- Third Party Risk Management

• Who do you work with today?

• What do they do for you?

• What impact will they have on your operations?
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Identified Issues – Security Lessons

• What is your recovery/ return to normal operations plan?

- Product/ Supply Chain Risk Management

• Is there impact within your supply chain?

• Do you have redundancy built into your supply chain?
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Identified Issues – Security Lessons

- Incident Response Plan

• Do you have one created?

• When was the last time the plan was tested?

• Do you improve it when an opportunity is identified?
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Why ePlus for Security?
 Leading technology integrator

 1400 security customers

 19-year track record, including 3 security acquisitions

 Breadth of engineering talent and expertise
 Dedicated engineering resources, logging 80,000 hours of client 

work per year

 400 security certifications, capturing technical and industry 

leadership

 Broad solutions portfolio
 Security Advisory Services, focused on GRC and Assessment 

Offerings

 Advanced Integration Services

 Managed Security Services

 Financing

 Strong Industry Relationships
 Partnerships with 135+ security vendors

 Active participation on 10 industry councils
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Why ePlus

In today’s constantly changing, complex tech landscape, organizations need a partner that 

can solve short-term challenges with sustainable solutions that ensure long-term success.

“Do what it takes” 
dedication 
Long-term view and 
enduring commitment 
extending well beyond 
the transaction 

Industry-leading 
consultative 
expertise
Capability to help 
customers better 
understand their 
evolving business 
environment

Comprehensive 
offerings 
Transformative 
technology to deliver 
measurable business 
outcomes

Proven processes 
& methodologies
Up-front assessments, 
followed by design and 
architecture, deployment 
and implementation, 
managed services, 
professional services,   
and staffing

Highly-accessible, 
consumption-based 
solutions
Enable future success 
and better position our 
customers for 
tomorrow’s needs



The Sun Will Come Out!

 We have survived and will continue to survive

 We survive as a species because of our adaptability

 “This too shall pass” – Persian adage



Thank you

Questions & Answers

Mike D’Arezzo
mdare@eplus.com

LinkedIn

mailto:Michael.darezzo@eplus.com
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ISOAG
DevSecOps, Cloud Native 

Applications, Zero Trust and Security 

AI:

Security Transformation at the 

Intersection

January 2021

Dennis Moreau, PhD

Sr Engineering Architect

Advanced Technology Group

VMware Office of the CTO
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• Cloud Native Architectures, DevSecOps, Zero Trust and Security AI have not been “silver 

bullets” in isolation … and are unlikely to be in the future

• At the intersection between these innovations, truly interesting things begin to happen

• The hosting platform is in a position to connect these mutually beneficial technologies

• Some examples of evolution in this direction

• Standards

• Public Clouds
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Cloud Native Applications

CNA Security
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Large software artifacts 

Complex interaction/attack surface

Evolved code base

Large trust boundary, large segments

Impact: Largest existing application 

footprint

Many small, more easily grok’d parts

Defined interactions (api) / sharing points 

(services) 

More frequently updated/fixed code base

Can be isolated/segmented at the 

container, micro-service, function… level

Impact: Fastest growing; over 50% of cloud

Cloud Native Applications Architecture 

(reference architectures)

CNA: Comparison

Conventional Applications 

Architecture



…
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CNA: Aggressive Compartmentalization around Components

Containment and Protection



Policy sets large

Policy sets mixed focus

Policy sets hard to change

Dynamics complex & fragile

Lateral movement invisible

CNA:  Granular Policy Simplification and Consistency

Policy sets much smaller

Policy focused on one Svc/Abstraction

Policy sets easy to change

Dynamics are integral

Lateral movement visible and restricted
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Policy sets large

Policy sets mixed focus

Policy sets hard to change

Dynamics complex & fragile

CNA:  Improved Actionability, Explain-ability …  Dynamics

Policy sets much smaller

Policy focused on one Svc/Abstraction

Policy sets easy to change

Dynamics are integral
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…

µSvc 2µSvc 1 µSvc 3 µSvc N

SC SC SC

FW FW

Policy

----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
…
----------
----------
----------

Policy

----------
----------
----------
…
----------
----------

Policy

----------
----------
----------
----------
…
----------
----------

Policy

----------
----------
----------
…
----------
----------

Policy

----------
----------
----------
…
----------
----------

Policy

----------
----------
----------
…
----------
----------

Policy

----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
…
----------
----------
----------
----------
----------

Policy
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
----------
…
----------
----------
----------
----------
----------

VM

VMVM VM

…

AnalyticsAnalytics

Ambiguous
Incomplete
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SC := Service Mesh Side Car
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Distributed, Decoupled, Dynamic components … each of which can have its own state, isolation, 

policy, instrumentation, development/fix lifecycle, …

CNA security resilience comes from: 

Challenge: But, where does all that API policy for all those policy enforcement points come from???
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DevSecOps

Shifted-Left Security
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DevSecOps as a Service (certified :  AF Platform One)

DevSecOps for and in cloud 

Page 18: 

https://dodcio.defense.gov/Portals/0/Documents/DoD%20Enterprise%20DevSecOps%20Referen

ce%20Design%20v1.0_Public%20Release.pdf?ver=2019-09-26-115824-583

https://dodcio.defense.gov/Portals/0/Documents/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20v1.0_Public%20Release.pdf?ver=2019-09-26-115824-583
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Beyond DoD 

devSecOps – Infrastructure vs Application – Continuity - Context

API Desc, Test, Dep…

2020 Analyst Projections

• By 2023 85%-95% of all development projects will adopt DevSecOps practices. (approx. 42% today)

• By 2023 20%-30% of all development projects will be following DevSecOps from design thru 

production. (approx. 12% today)

https://www.csoonline.com/article/3245748/what-is-devsecops-developing-more-secure-applications.html

Anchore:

https://blog.executivebiz.com/2020/06/anchore-gets-dod-

certification-for-hardened-devsecops-software/

DoD Reference Design 

https://dodcio.defense.gov/Portals/0/Documents/DoD%2

0Enterprise%20DevSecOps%20Reference%20Design%

20v1.0_Public%20Release.pdf?ver=2019-09-26-115824-

583
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Context from the Left

Enter DevSecOps

SC

…
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Zero Trust: Aligning the 
Security Portfolio

Suppose we can give the right level of policy to 

the granular isolation boundaries in a CNA, … 

there are still multiple-modalities of security to 

align
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NIST ZTA: One way to enable simpler more resilient security policy

Policy 

Definition

Policy 

E nforcement

Bare Metal ContainersVMs Public Cloud

APP

Untrusted Trusted

Subjects / 

Devices
Enterprise 

Resources

Control Plane

Data Plane

Data access policies

Enterprise public key 

infrastructure (PKI)

ID management system

Security information and 

event management (SIEM) 

system

Continuous diagnostics and 

mitigation (CDM) system

Industry compliance 

system

Threat intelligence feed(s)

Network and system 

activity logs

Ref: NIST SP 800-207 - Zero Trust Architecture – pp 9, 14-17
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ZT System Components

• Continuous diagnostics and mitigation (CDM) 

system

• Industry compliance system – (template)

• Threat intelligence feed(s) – (signature)

• Network and system activity logs & ML

• Data access policies – (intent policy rules)

• Enterprise public key infrastructure (PKI)

• ID management system – (intent roles)

• Security information and event management 

(SIEM) system –(detection rules, correlation 

rules, & action rules)
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What is Zero Trust? And why use it?

Platform Enabled Security Portfolio Alignment

POLICY
________
________
________
________
________
________

Policy
____

____

____

Every AccessSubjects Resource

Policy

Policy 1 Policy 1 Policy 1

Resulting
Simplifications

Smaller More 

Aligned Policy 

sets

Smaller Attack 

Surface & Blast 

Radius

Easier To Update 

Policy Sets

More Mobile 

Policy

How Do I Deploy Zero Trust  (NIST)
1. Identify All Subjects 

2. Identify All Resources

3. Identify Criticality and Bus. Process

4. With 1, 2 & 3 Define ZT Policy

5. Deploy Policy  (mapping for E2E ) 

• Minimize Granularity

• Enforcement is Continuous

For this effort we extend ZT End to End

Reference: NIST SP 800-207 - Zero Trust Architecture – pp 37

A
ctivity

 Lo
g

s

1 Truth

Criticality 
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Security Architecture – Automatable, Normalized, Cross Platform

Zero Trust Reference Architecture – (not the only approach)

https://techzone.vmware.com/resource/zero-

trust-secure-access-traditional-applications-

vmware

https://aws.amazon.com/blogs/publi

csector/how-to-think-about-zero-

trust-architectures-on-aws/

https://www.microsoft.com/en-

us/itshowcase/implementing-a-zero-

trust-security-model-at-microsoft

https://cloud.google.com/blog/pr

oducts/application-

development/13-popular-

application-architectures-for-

google-cloud

VMware Amazon AWS Microsoft Azure Google

https://techzone.vmware.com/resource/zero-trust-secure-access-traditional-applications-vmware
https://aws.amazon.com/blogs/publicsector/how-to-think-about-zero-trust-architectures-on-aws/
https://www.microsoft.com/en-us/itshowcase/implementing-a-zero-trust-security-model-at-microsoft
https://cloud.google.com/blog/products/application-development/13-popular-application-architectures-for-google-cloud
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Context from below

Enter Zero Trust
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Security AI

System and Service Guard Rails address key 

Security AI barriers … today
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Leveraging Platform Metadata

Alignment: Leveraging Platform Metadata 

Segment Segment

Segment

Segment Segment

Compartmentalization:
Containment

Classification (Intention vs. Observation)

Protection

Trusted Communication:
Sources

Destination

Dependency

Controls Policy:
EP & NW Instrumentation

Aligned, Contextual, Actionable

PʹP P̋‴V

CVE
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Policy, Behavior and Analytics in Context

Policy, Behavior and Analytics in Context

85

App/Svc

FW Rules

Snort Rule (PCRE)

OWASP (MSRL)

Agent Policy (WL, BL, Prof, …)

Observed

Behavior 

AI: ML

AI: Normal, Anomaly

AI: (opaque) 

Analytics

• ∇Time

• ∇Population

• Patterns

• …

Model Aware

Intentional/Expected Behavior

AI: Constraints, Rules, Guard Rails

AI: Interpretability, Explain-ability  (XAI, 3rd Wave)

Provisioning,

Orchestration,

Automation Policy

Static

Contextual

Relationships

Very

Bright

Signal
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Directional: Explainable AI

https://lawtomated.medium.com/explainable-ai-all-you-need-to-know-the-what-how-why-of-explainable-ai-dcf2287a9f6c
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Context from the Right

Enter AI (XAI) 

SC

…
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Putting it all together

Connecting the dots. The platform is key.



Only the Hosting Platform Connects all the Pieces

Cloud Native

Platform
DevSecOps

Reference Architecture
Ex: Zero Trust Network Architecture

Analytics
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The Role Of the Platform

System Policy  and Guardrails 

Platform Intrinsics

Controls Placement

Lifecycle Context

Methodology
(Zero Trust -> End to End)

Firewall 

Intrusion Detection Prevention,

Web Application Firewall, 

Gateways, 

Next Gen Antivirus, 

Endpoint Detection & Response 

Network Detection & Response

…

Security Portfolio++

End to End Security Architecture

Response/Change/Evolution 

Context

Isolation, Channels, Encryption

Classification, Tests, Provenance

Topology, Scope, Dynamics

End User Platform Workload Platform Data Platform
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Directional

End to End ZT: Aligning Policy across Hosting Contexts

App

HW Enforced Isolation 

Service insertion
FW (App) 
IPS (App) 
NGFW (App) 
WAF (App) …)

App

Endpoint Security
AV (App)
EDR (App)
Profile App)
Config (xApp)

Service Chaining
FW (App) 
IPS (App) 
NGFW (App) 
WAF (App) …)

Hosted Protection
WAF (App)
CASB (App)
vDDoS (App(s))

Container Introspec,

Controls & Agents

Inter-Svc – All E/W Traffic

Virtualized Sec on DC Host

All  E/W Traffic

NFV Farm Sec
All N/S Traffic

Cloud Hosted Sec

Provision

Corporate App1

Corporate App2

Personal App

Mobile App Protection

Isolation & Visibility

Device Policy
DLP (App)
CASB (App)
Access Profile (App)
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What is Happening Now

Connecting the dots. The platform is key.
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NIST: Zero Trust Extension

https://www.nist.gov/programs-projects/trustworthy-networks-things

https://www.nist.gov/system/files/documents/2021/01/21/Agenda%20D

SOZTA%20Jan%2027%202021%20DRAFT%20v8.pdf

https://www.nist.gov/programs-projects/trustworthy-networks-things
https://www.nist.gov/system/files/documents/2021/01/21/Agenda%20DSOZTA%20Jan%2027%202021%20DRAFT%20v8.pdf
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ISACA Organization – 200,000 Practitioners - 1 Vocabulary

Audit

Risk

Cybersecurity 

Compliance

• Certification

• CPE

• Platform
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“Zero Trust” in all Content

ISACA Auditor CPEs
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ISACA: Global Definition

CACS Global Auditor Guidance

Zero Trust Definition – A Model 
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MISTI: Just Getting Started
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ENISA
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https://software.af.mil/team/platformone/

PlatformOne: Standardized DevSecOps as a Service
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• Cloud Native Architectures, DevSecOps, Zero Trust and Security AI have not been “silver 

bullets” in isolation … and are unlikely to be in the future

• At the intersection between these innovations, truly interesting things begin to happen

• The hosting platform is in a position to connect these mutually beneficial technologies

• Some examples of evolution in this direction

• Standards

• Public Clouds

ReCap



Thank You

Questions?

Dennis R Moreau, PhD

Sr Engineering Architect

Advanced Technology Group

Office of the CTO

VMware

dmoreau@vmware.com
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INFORMATION SECURITY AWARENESS TRAINING STANDARD FORM 
INSTRUCTIONS

102



vita.virginia.gov  |  Virginia IT Agency

INFORMATION SECURITY AWARENESS TRAINING STANDARD FORM 
INSTRUCTIONS
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Identify your training solution: Mark your agency’s proposed solution to 
meet the training requirements identified in A, B, C, D and E.

( A ) Core requirements;

( B ) Policy review and acceptance;

( C ) Role-based training; 

( D )  Other regulatory requirements; 

( E ) Phishing exercise; 

( F ) Additional training where required



vita.virginia.gov  |  Virginia IT Agency

SEC527 – INFORMATION SECURITY AWARENESS TRAINING STANDARD 
UPDATE
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SEC527 – INFORMATION SECURITY AWARENESS TRAINING STANDARD 
ORCA COMMENTS
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CSRM would like to thank everyone who submitted comments or suggestions for 
the SEC527 Information Security Awareness Training Standard. The comments 
have been reviewed and will be incorporated accordingly.  

What’s next?

SEC527 will be send to Nelson for  review and approval.  Any suggested changes 
by Nelson will be incorporated and a final copy of the standard will be posted on 
the VITA website under ITRM Policies, Standards & Guidelines/Tools and 
Templates.
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SEC527 – INFORMATION SECURITY AWARENESS TRAINING STANDARD 
CURRICULUM – ROLE-BASED TRAINING COURSES

106

The following role based training courses are now available in the COVLC/LMS

1231-Data owner
1232-Data custodian
1233-System administrator
1230-Agency head
1020-System owner overview
1021-System owner risk
1301-System owner 1

If you have issues accessing the courses, contact your agency LMS Administrator
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Agency information security awareness  training solutions form

In accordance with the Code of Virginia, section 2.2-2009 sub-section I, all Commonwealth of Virginia agencies shall 
report the type of cybersecurity awareness training solution that they will administer to their employees. Training 
solutions (i.e. software, classroom or other) are required to meet the curriculum requirements identified in this 
document.

This information is to be submitted to VITA no later than Feb. 28, 2021 and every Jan. 31, thereafter.

Please complete the following:

Agency name: click or tap here to enter text.

Information security officer: click or tap here to enter text.
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InfoSec KnowB4 SANS Awareity

Security 

Mentor

*Other 

Software DHRM LMS

Classroom or 

Other Method VITA

A Core Requirements (required):

B Policy Review & Acceptance (required):

C Role Based Training (required):

System Owner Training

Data Owner Training

System Admin Training

Data Custodian Training

Agency Head Training

D Regulatory Training (required as needed):

Federal Tax Information (FTI)

Health Insurance Portability & Accountability Act 

(HIPAA)

Criminal Justice Information Services (CJIS)

FERPA



vita.virginia.gov  |  Virginia IT Agency

Identify training solution: please mark your agency’s proposed solution to meet the training requirements identified in 
A, B, C and D.
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Social Security Training

Payment Card Information (PCI)

Personal Health Information (PHI)

E Phishing Exercise (required)

F Additional Training (optional)



*Other software: If you are planning to use a software solution other 
than: Infosec / KnowB4 / SANS / Awareity / Security Mentor, please 
indicate it here. The use of any other training solution must be 
approved in advance.
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A - CORE REQUIREMENT COURSES
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Separation of duties
Security incidents
Proper disposal of data storage media
Proper use of encryption
Access controls, secure passwords
Working remotely
Intellectual property rights
Security of data
Phishing and email
Social engineering
Mobile devices
Ethics

Least privilege identifying and reporting
Privileged access
Insider threat
Cloud services
Browsing safely
Physical security
Hacking
Personal identifiable information (PII)
Privacy
Social network
Malware
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B - POLICY REVIEW AND ACCEPTANCE COURSES
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Require documentation of IT system users' acceptance of the agency's security 
policies. Information Security Awareness training must include policy review and 
acceptance
--------------------------------------------------------------------------------------------------

Acceptable use - All users of IT systems must agree to the agency’s acceptable use 
policy.

Remote access policy - All users of IT systems must agree to the agency’s remote 
access usage and/or Telework Policy.

Other applicable policies - Users of IT systems must review and agree to comply with 
any applicable agency security policies.
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D - OTHER REGULATORY REQUIREMENT COURSES
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Agencies must provide training for all regulatory or contractual requirements that affect IT users. 
Agencies need to decide the appropriate level of regulatory training that is required for its users
-------------------------------------------------------------------------------------------------
Federal Tax Information (FTI)
Health Insurance Portability and Accountability Act (HIPAA)
Criminal Justice Information Services (CJIS)
Family Educational Rights and Privacy Act (FERPA)
Social Security Administration Training (SSA)
Payment Card Information (PCI)
Federal PII
Personal Health Information (PHI)
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E - PHISHING EXERCISE
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Agencies are required to conduct a phishing exercise or phishing training with their 
employee / contractor users. A phishing campaign will help identify if users can 
successfully recognize, avoid and report phishing attempts that may occur. 

VITA will provide assistance in developing a phishing campaign for your agency if 
needed.
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F - ADDITIONAL TRAINING WHERE REQUIRED
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Agencies should offer training that goes beyond the required curriculum items when 
necessary in the agency’s environment. The items below are a few suggested 
additional training that agencies should consider for their employees where 
appropriate:

• Senior leadership training

• New employee orientation training

• Creating a Cybersecure home

• Etc.
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LOCATION OF FORM ON VITA’S WEBSITE
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https://www.vita.virginia.gov/it-governance/itrm-policies-standards/

Tools and Templates
Agency Security Awareness Training Solution Form

This form is also now available in Archer

https://www.vita.virginia.gov/it-governance/itrm-policies-standards/
https://www.vita.virginia.gov/media/vitavirginiagov/commonwealth-security/docs/Agency-Security-Awareness-Training-Solution-Form.docx
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LOCATION OF FORM ON VITA’S WEBSITE
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LOCATION OF FORM ON VITA’S WEBSITE
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LOCATION OF FORM ON VITA’S WEBSITE
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QUESTIONS?
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Tina.gaines@vita.virginia.gov
Edward.miller@vita.virginia.gov

mailto:Tina.gaines@vita.virginia.gov
mailto:Edward.miller@vita.Virginia.gov
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UPCOMING EVENTS

120



vita.virginia.gov  |  Virginia IT Agency

IS ORIENTATION
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The next IS Orientation will be held on

March 31, 2021

Presenter: Marlon Cole (CSRM)

Registration link:
https://vita2.virginia.gov/Events/chooseSession?MeetingID=10
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VIRTUAL INFORMATION 
SECURITY CONFERENCE

JUNE 24, 2021
MORE DETAILS WILL BE 

FORTHCOMING
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MARCH 2021 ISOAG
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March ISOAG Meeting
March 3 from 1- 4 p.m.
Webex

• Manju Generiwala, Department of Treasury

• Michael French, FBI

• Jennifer Whitty, Google



THANK YOU FOR

ATTENDING


