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For IT Operations and IT Service Management
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Loop1 exists to engage good people who thrive on learning 

from each other and working together to deliver world 

leading IT Operations Management outcomes.

At the heart of this, are the core values that embody what it 

means to be a Loop1 employee

 We are greater than me

 We are purposeful

 We do the right thing

Copyright © 2021. Loop1, LLC. All Rights Reserved.
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Loop1 Mission & Core Values
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Bill Fitzpatrick
Chairman & CEO
Loop1

 CEO & Founder of Loop1

 Architect of L1M3 – Loop1 Monitoring Maturity Model

 Previous gigs at Microsoft and SolarWinds

 In training for Ironman Triathlon
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United States

Australia

United 
Kingdom

Ireland

Sri Lanka

Singapore

Germany

Loop1

2009
founded

120+
employees

7+
global offices
US, UK, Ireland,
Germany, Australia,
Sri Lanka, Singapore

50+
SolarWinds Certified
Professionals

360+
PS Projects
completed
in 2020
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L1M3®
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 L1M3 (Loop1 Monitoring Maturity Model) was created 

as a standard reference for organizations to achieve 

desired business outcomes

 L1M3 leverages IT tools and operational data 

to inform business services to drive better business 

decisions

 Based on decades of experience in designing, 

implementing, and monitoring technology solutions 

across thousands of organizations worldwide

 Structured to help express business technology goals 

in standard terms, while leveraging IT tools and data 

to deliver business insights

Introducing L1M3 (LIME)
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Why L1M3?

 Inclusive approach to align teams, technologies,

and tools

 Simple and easy to understand

 Proactive—featuring a prescriptive, and detailed 

operations runbook

 Designed to cover all IT Operations Management 

(ITOM) tools

 Community aligned, ‘flexible ITIL’, designed to 

deliver continuous improvement

 L1M3 Self Assessment—’Know where you are, 

and where you want to go’

L1M3 Self Assessment
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Self Assessment—easily see where you are…

ITSM

Frequent extended service 
outages handled in email, 
undefined service mappings, no 
asset tracking.

Siloed incident support for key 
services. Limited configuration 
management, frequent service 
disruptions.

Incident management based on 
automated ticket creation across 
key services, but still excessive 
noise and gaps.

Systems of record with 
correlation, incident management, 
and self-service.

Improved business outcomes, 
meaningful data analytics, 
accurate forecasting, and self-
healing services.

APPLICATION

Outages addressed only when end 
users complain. Extensive, 
unaddressed application security 
risks.

Application owners attempting to 
monitor and address 
vulnerabilities on their own tools. 
No tools strategy.

Business applications are mostly 
monitored, false positive alerts are 
rampant. Audits are done but 
common vulnerabilities remain.

Correlation application monitoring 
with automated provisioning and 
alerting. Consistent audit and 
remediation.

Intelligent application monitoring. 
Data informed forecasts and 
budgets with positive impacts to 
financial outcomes.

SERVER

Ad-hoc server provisioning, 
excessive licensing costs, 
reactionary server maintenance, 
no patching standards.

Limited and inaccurate server 
documentation. Monitoring only 
for mission critical servers, 
inadequate patching and 
compliance solutions.

Procedural server provisioning. 
Basic server documentation with 
limited correlation visibility. 
Regular patching efforts. 
Excessive alerts.

Automated and correlated 
performance, event, and 
configuration visibility. Effective 
vulnerability remediation and 
alerting solutions.

Data shared across teams. 
Intelligent hybrid workload 
distribution, dynamic monitoring, 
complete compliance and 
remediation.

DATABASE

Vendor-required databases 
scattered among servers with 
break-fix support only. 
Unmitigated risks.

Accidental DBAs focused only on 
critical systems. Severe sprawl, no 
tools for audit or compliance.

Administrators monitoring key 
indicators, patching and applying 
basic security best practices. 
Limited information sharing.

Correlated database utilization, 
mapping and performance. Shared 
visibility, quality alerts and 
compliance.

Business insights from multi-
platform, federated data to control 
costs, inform strategy and 
increase revenue.

VIRTUALIZATION

Ad-hoc costs, no central 
administration. Default admin 
access, severe sprawl. 
Unsupported ‘free’ hypervisors.

Limited use of native tools for 
administration and reporting. 
Severe resource conflicts and 
orphaned objects.

Common administration tools and 
monitoring solutions. Alerting on 
severe issues, no planning tools. 
Lacking data security.

Specialized monitoring, sizing and 
capacity plans. Automated 
alerting and dashboards with 
cross-functional visibility.

Hybrid environments with dynamic 
load processing. Integrations drive 
business impact reporting and 
incident management.

STORAGE

Little or no storage planning. 
Wasteful disk allocations, 
ineffective redundancy, no 
monitoring, very basic security.

Shared storage solutions on a per 
duster basis. Poor alerting and 
reporting. Reactive security for 
regulatory compliance.

Vendor-centric focus for tools and 
administration. No native 
correlation of usage and 
performance. 

Correlated monitoring, alerting, 
and reporting. Shared visibility of 
usage and performance. Effective 
data security policies and tools.

Proactive management of hybrid, 
tiered storage. Integrated tools 
ensure performance and support 
financial decisions.

NETWORK

No standards, random device 
procurement, break-fix 
administration, limited monitoring 
via ICMP, no SNMP visibility.

Some SNMP monitored devices. 
Spreadsheet-based device 
tracking, excessive false alerts, 
minimal compliance.

Full SNMP monitoring. Simple 
alerts, dashboards and reports, 

standards for back-up compliance 
and device authentication.

Reduce alert noise, user-centric 
dashboards, correlated traffic and 
application utilization. 
Documented compliance.

Integrated and automated device 
and incident management. 
Utilization data informs technical 
and business decisions.

AD-HOC FRAGMENTED TYPICAL OPTIMIZED INSIGHTFUL
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Self Assessment—versus where you want to be

ITSM

Frequent extended service 
outages handled in email, 
undefined service mappings, no 
asset tracking.

Siloed incident support for key 
services. Limited configuration 
management, frequent service 
disruptions.

Incident management based on 
automated ticket creation across 
key services, but still excessive 
noise and gaps.

Systems of record with 
correlation, incident management, 
and self-service.

Improved business outcomes, 
meaningful data analytics, 
accurate forecasting, and self-
healing services.

APPLICATION

Outages addressed only when end 
users complain. Extensive, 
unaddressed application security 
risks.

Application owners attempting to 
monitor and address 
vulnerabilities on their own tools. 
No tools strategy.

Business applications are mostly 
monitored, false positive alerts are 
rampant. Audits are done but 
common vulnerabilities remain.

Correlation application monitoring 
with automated provisioning and 
alerting. Consistent audit and 
remediation.

Intelligent application monitoring. 
Data informed forecasts and 
budgets with positive impacts to 
financial outcomes.

SERVER

Ad-hoc server provisioning, 
excessive licensing costs, 
reactionary server maintenance, 
no patching standards.

Limited and inaccurate server 
documentation. Monitoring only 
for mission critical servers, 
inadequate patching and 
compliance solutions.

Procedural server provisioning. 
Basic server documentation with 
limited correlation visibility. 
Regular patching efforts. 
Excessive alerts.

Automated and correlated 
performance, event, and 
configuration visibility. Effective 
vulnerability remediation and 
alerting solutions.

Data shared across teams. 
Intelligent hybrid workload 
distribution, dynamic monitoring, 
complete compliance and 
remediation.

DATABASE

Vendor-required databases 
scattered among servers with 
break-fix support only. 
Unmitigated risks.

Accidental DBAs focused only on 
critical systems. Severe sprawl, no 
tools for audit or compliance.

Administrators monitoring key 
indicators, patching and applying 
basic security best practices. 
Limited information sharing.

Correlated database utilization, 
mapping and performance. Shared 
visibility, quality alerts and 
compliance.

Business insights from multi-
platform, federated data to control 
costs, inform strategy and 
increase revenue.

VIRTUALIZATION

Ad-hoc costs, no central 
administration. Default admin 
access, severe sprawl. 
Unsupported ‘free’ hypervisors.

Limited use of native tools for 
administration and reporting. 
Severe resource conflicts and 
orphaned objects.

Common administration tools and 
monitoring solutions. Alerting on 
severe issues, no planning tools. 
Lacking data security.

Specialized monitoring, sizing and 
capacity plans. Automated 
alerting and dashboards with 
cross-functional visibility.

Hybrid environments with dynamic 
load processing. Integrations drive 
business impact reporting and 
incident management.

STORAGE

Little or no storage planning. 
Wasteful disk allocations, 
ineffective redundancy, no 
monitoring, very basic security.

Shared storage solutions on a per 
duster basis. Poor alerting and 
reporting. Reactive security for 
regulatory compliance.

Vendor-centric focus for tools and 
administration. No native 
correlation of usage and 
performance. 

Correlated monitoring, alerting, 
and reporting. Shared visibility of 
usage and performance. Effective 
data security policies and tools.

Proactive management of hybrid, 
tiered storage. Integrated tools 
ensure performance and support 
financial decisions.

NETWORK

No standards, random device 
procurement, break-fix 
administration, limited monitoring 
via ICMP, no SNMP visibility.

Some SNMP monitored devices. 
Spreadsheet-based device 
tracking, excessive false alerts, 
minimal compliance.

Full SNMP monitoring. Simple 
alerts, dashboards and reports, 

standards for back-up compliance 
and device authentication.

Reduce alert noise, user-centric 
dashboards, correlated traffic and 
application utilization. 
Documented compliance.

Integrated and automated device 
and incident management. 
Utilization data informs technical 
and business decisions.

AD-HOC FRAGMENTED TYPICAL OPTIMIZED INSIGHTFUL
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The L1M3 Model—5+6+7

1. Adhoc

2. Fragmented

3. Typical

4. Optimized

5. Insightful

5

PHASES OF MATURITY

6
1. Adoption & Enablement

2. Feature Complete

3. Performance & Availability

4. Security & Compliance

5. Automation & Integration

6. Data Analytics & Business Outcomes

ASSESSMENT AREAS

This model provides a scorecard and roadmap to close the gaps between people, tools,

and processes to reduce noise, improve efficiency, and drive business insights.

7
1. ITSM Suite

2. Applications

3. Servers & Services

4. Database

5. Virtualization

6. Storage

7. Network

TECHNOLOGY LAYERS
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L1M3 Methodology

YOUR Outcomes
Vendors—Roadmap getting 
the most of your investment

Loop1—Monitoring Maturity 
Model scorecard and 
runbook to execute across 
teams and technologies

L1M3

YOUR Tools
Vendors—best of breed 
solutions that provide full-
stack, end-to-end monitoring 
and service management 
with automated correlation

Loop1—our expertise in API-
based integrations

TOOLS

YOUR Teams
Vendors—exec leadership, 
Customer Success, 
THWACK®

Loop1—extension of both 
SolarWinds and You, 
bringing it all together

PEOPLE

Loop1 believes our services should provide clients with real business outcomes. For decades 

IT Management has followed the concept of people, tools and process—Loop1 built on that 

foundation to develop people, tools and L1M3
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AD-HOC
‘RISK’

High-risk to the business 

due to a lack of tools, poor 

visibility, and excessive 

outages

FRAGMENTED
‘SILOED’

Silo’s at their worst. 

Fragmented tools, limited 

correlation, difficulty 

sharing, persistent security 

risks

TYPICAL
‘NOISE’

Substantial investment in 

tools, improved coverage, 

but often still siloed. Too 

much noise, limited 

resiliency, overlapping tools, 

excessive licensing, and 

operational costs. Still gaps 

in compliance and 

remediation

OPTIMIZED
‘CORRELATION’

Tools well deployed, 

integrated & provide 

correlated data with shared 

visibility between silos. Most 

easily achieved via 

SolarWinds AppStack™. 

Integration and automation 

improving incident 

management

INSIGHTFUL
‘OUTCOMES’

IT helps to drive business 

outcomes and deliver a 

positive impact to the 

bottom line. You have data 

you can trust, facilitating 

improved planning for 

budgets, forecasts, training, 

and more

Scoring the tools and processes—the L1M3 score

5 Phases of Maturity

Copyright © 2021. Loop1, LLC. All Rights Reserved.
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Feature Complete
Feature awareness. Ensure you know what your 

tools can do and you’re using the features you 

want. Reduce costs by eliminating redundant 

tools

Adoption & Enablement
Who has access? What do they see? How do 

they use it? What can we add to make it better?

Security & Compliance
Configuration security for audit, remediation, 

and change management. Operational security, 

and event-based monitoring with automated 

response and incident management

Performance & Availability Metrics
Gathering the right metrics to ensure optimal 

user experience while also providing the right 

data for analytics

Automation & Integration
Real AI for the rest of us. Experience building 

API-based integration for the most popular 

industry tools

Data Analytics & Business Outcomes
Intelligent Dashboards, integrated solutions

for data-driven business decisions that enable 

improved forecasting and business 

predictability

Copyright © 2021. Loop1, LLC. All Rights Reserved.

6 Maturity Assessment Areas
What we measure and score—the maturity assessment
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ITSM
The foundation of 
modern ITOM

Copyright © 2021. Loop1, LLC. All Rights Reserved.

The right tool for the right job—with teams and tools working together

7 Technology Layers

APPLICATIONS
The reason IT 
organizations exist

SERVERS & SERVICES
Legacy, cloud and
hybrid foundation of 
application delivery

DATABASE
The ‘base’ of modern 
applications

VIRTUALIZATION
The ‘hosts’ of modern 
infrastructure

STORAGE
Legacy and cloud

NETWORK
The transport and the 
services

L1M3 Services—Secure by Design
Security and compliance built in across each tech layer of the L1M3 model
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Questions?

loop1.com/L1M
3



Woods Rogers Offices: 

Roanoke │ Charlottesville │ Lynchburg │ Richmond  

P. 800-552-4529 │ www.woodsrogers.com

ANATOMY OF AN INCIDENT:  A GUIDE TO

INCIDENT RESPONSE FROM A LAWYER IN

THE TRENCHES



RANSOM
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ANATOMY OF THE

INCIDENT: THE THREAT



RANSOMWARE



RANSOMWARE



THE INCIDENTS:  RANSOMWARE
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ANATOMY OF THE

INCIDENT: THE
COMMUNICATIONS



RANSOMWARE



THE INCIDENTS:  RANSOMWARE



RANSOMWARE



THE INCIDENTS:  RANSOMWARE



THE INCIDENTS:  RANSOMWARE



THE INCIDENTS:  RANSOMWARE
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ANATOMY OF THE

INCIDENT: THE
DOCUMENT DUMP



THE INCIDENTS:  RANSOMWARE



RANSOMWARE



4
PRIVILEGE



RANSOMWARE



RANSOMWARE



PRIVILEGE



PRIVILEGE



PRIVILEGE CAN BE WAIVED



THE CLOAK

Kovel Doctrine:

• Attorney-client privilege will extend to the work and 

communications of third-party experts if the expert was hired 

“for the purpose of obtaining [confidential] legal advice 

from the lawyer.”

• In Kovel – attorney hired an accountant to assist in 

understating client’s tax position.

• Court analogized the accountant to a translator, whose 

assistance in overcoming a language barrier would not 

destroy the privilege. 



THE CLOAK



THE CLOAK

• In re Target Corp. Customer Data Security Breach Litigation 

• Data breach task force post-incident – Court held some communications privileged and others not –

discussing the “purpose of the communications” 

• Internal communications between CEO and Board were not privileged – because they did not involve 

attorney!

• Other communications were privileged because they were designed to “inform in-house and outside 

counsel” and assist with the provision of legal advice versus remediation.



THE CLOAK

• Genesco v. VISA 

• PCI compliance case.  Genesco retained Stroz Friedberg, to provide consulting and technical services to in-

house counsel and outside counsel regarding the breach and to respond to PCI auditors.

• Court held: the reports for the attorneys were privileged because the reports were generated to assist 

counsel in the provision of legal advice. 

• Easton v Capital One 

• Reports were not privileged because (a) waiver (shared with regulators) and (b) were not for a primarily 

legal purpose but rather for a business purpose.



THE CLOAK

• Genesco v. VISA 

• PCI compliance case.  Genesco retained Stroz Friedberg, to provide consulting and technical services to in-

house counsel and outside counsel regarding the breach and to respond to PCI auditors.

• Court held: the reports for the attorneys were privileged because the reports were generated to assist 

counsel in the provision of legal advice. 

• Easton v Capital One 

• Reports were not privileged because (a) waiver (shared with regulators) and (b) were not for a primarily 

legal purpose but rather for a business purpose.



PEN TEST



THE RISK



INCIDENT



LAW ENFORCEMENT

• CISA

• Creates a specific procedure for private organizations to share specific cyber threat intelligence to 

Department of Homeland Security – without waiving privilege.  

• Section 1504(d)(1) states “the provision of cyber threat indictors and defensive measures to the 

Federal Government under this subchapter shall not constitute a waiver of any applicable 

privilege or protection provided by law, including trade secret protection.”
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INCIDENT RESPONSE

FRAMEWORK



THE RESPONSE

Contain and 

Eradicate 

Malware

Investigate

Notify

1

2

3



THE RESPONSE

Data & services restoration  

Contain and 

Eradicate 

Malware

1
Clean & monitor 

workstations and 

environment 24/7 to 

make sure bad actor not 

still on the network 



THE RESPONSE

Investigate 

2
Forensic analysis to 

determine event and 

impact  is notice 

necessary?



THE RESPONSE

Notify

3
Notify impacted 

individuals as 

appropriate
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WHAT WAS EXFILLED?
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THE INCIDENTS:  RANSOMWARE



Sample Analytics 



Sample Analytics



Sample Analytics
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CONCLUSION



PRIVILEGE



BETH BURGIN WALLER

CHAIR, CYBERSECURITY & DATA PRIVACY
PRACTICE

WOODS ROGERS PLC 

www.woodsrogers.com

BWALLER@WOODSROGERS.COM
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NEW VITA SERVICES OVERVIEW

ENTERPRISE SERVICES



ROBOTIC PROCESS AUTOMATION (RPA)
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69ROBOTIC PROCESS AUTOMATION (RPA)

RPA is used for software applications that partially or fully automate 
human activities that are rule-based, manual and repetitive.
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70ROBOTIC PROCESS AUTOMATION (RPA)

RPA robots utilize the user interface (UI) to capture data and manipulate applications the 
same way a human would. They interpret, trigger responses and communicate with other 
systems in order to perform a vast variety of repetitive tasks.

RPA tools are not replacements for the underlying business applications; rather, they 
simply automate the already manual tasks of human workers. They look at the screens that 
workers would normally look at and fill in and update the same boxes and fields within the 
user interface by pulling the relevant data from the relevant location.
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71ROBOTIC PROCESS AUTOMATION (RPA)

BENEFITS OF RPA

• Frees users from monotonous, low-value-added tasks like data entry and 
makes them available for higher-value tasks that require ingenuity, 
human creativity and decision making

• Assists in ensuring that outputs are correct, complete and consistent 
between tasks and users

• Helps to ensure that tasks can be completed more quickly because the 
robotic process automation tool can find and retrieve any necessary data 
in the background



BOX CONTENT MANAGEMENT
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73BOX CONTENT MANAGEMENT

Box content management is a cloud-based platform used to access and 
share digital content. The user-centric platform enables users to easily 
share, manage and secure their content using any device. 

Works for virtually any file type, enabling 
multiple people to collaborate without the risk 
of version-control issues; enables quick 
access to files from any device

Three main features:

1. Secure file sharing and collaboration
2. Workflow
3. Integrations



ePEN
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75

ePen featuring DocuSign provides electronic signature capabilities.
The service offers an intuitive user experience that allows for the sending, 
signing and management of documents. 

Sending
• Upload a document
• Indicate who needs to sign
• Place signature fields and send

Signing
• Signer clicks email link
• Follows DocuSign tabs
• Finishes the signature

Manage
• Know the status of your documents
• Documents save automatically and securely
• Simple administration
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76

BENEFITS OF ePEN

• Transactional model as opposed to the previous per user model; this 
means your agency can allow as many users access to the DocuSign 
system as you would like, with a consumption-based model

• Same DocuSign experience as the previous offering

• More affordable transaction cost: now $1.33 per transaction (previous 
model converted to $11.92 per transaction)



QUESTIONS?
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BILL STEWART, SERVICE OWNER

RICK TOMPKINS, ATOS

MANAGED SECURITY SERVICES

ENTERPRISE REMOTE ACCESS
• REMOTE USER ACCESS
• THIRD-PARTY VIRTUAL NETWORK CONNECTION
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79REMOTE USER ACCESS

Remote user access allows individuals to remotely access COV resources.
This service is similar to a virtual private network (VPN).

• Remote user access replaces Cisco AnyConnect as the VITA-preferred service

• The remote user will be configured with the same access as the AnyConnect agent

• Upcoming project to convert agencies to the new service

Example

An employee is teleworking and needs access 
to their agency's network
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80REMOTE USER ACCESS

COV equipment is required by VITA in order to use this service.

• A virtual desktop in the cloud is an example of COV equipment

• Service only available on workstations, not phones or tablets

• An agent is required on workstations

• Agent will be installed by the end-user computing supplier

• Users should not perceive any noticeable difference

ADVANTAGES

Improved security and administration
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81THIRD-PARTY VIRTUAL NETWORK CONNECTION

Third-party virtual network connection is for a site that needs a connection 
to resources. This service is similar to site-to-site VPN.

• For remote networks, the service provides access to both VITA enterprise resources and 

third-party resources. 

• The service provides secure remote access to applications and services based on zero 

trust network access control policies.

Example

An agency system needs a connection to a 
banking data center
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82THIRD-PARTY VIRTUAL NETWORK CONNECTION

• New deployments of site-to-site VPNs will use the new third-party virtual connection service.

• Site-to-site VPN is now an agency direct expense.

• New site-to-site VPNs will continue to be ordered through the request for solution (RFS) 
process in the VITA service catalog.

• Installation of new site-to-site VPNs will start in August. 

• Users should not perceive any noticeable difference.

ADVANTAGES
Improved security and administration



QUESTIONS?
Thank you! 



Upcoming events
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SEPTEMBER ISOAG MEETING DETAILS
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ISO CERTIFICATION



VIRGINIA IT AGENCY
87

Steps to obtain COV ISO certification for those who already have a professional 
security certification:

Steps to obtain COV ISO certification for those 
who already have a professional security 

certification:

Possession of recognized 
professional IT security 
certification

CISSP, CISM, CISA, CEH or other IT 
Certification (please let us know what you 
have)

Possession of recognized professional IT 
security certification

VITA training Attend Information Security Orientation 
training every 2 years

VITA training

ISO education Successful completion of at least one course
in the KC ISO Academy or take any IT security 
related one-hour course in any format (any 
online course, in-person course, IT security 
conference, IT security organization meeting, 
IT security related books or articles, etc.)

ISO education

Steps to obtain COV ISO certification for those who do not have a professional
security certification:

ISOAG attendance

VITA training Attend Information Security Orientation 
training every 2 years

ISO education Successful completion of at least 3 courses 
per year in the KC ISO Academy or take any 3 
hours of IT security related courses in any 
format (any online course, in-person course, 
IT security conference, IT security 
organization meeting, IT security related 
books or articles, etc.)

ISOAG attendance Attend the mandatory October ISOAG 
meeting vita.virginia.gov  |  Virginia IT Agency



STEPS TO MAINTAINING YOUR ANNUAL COV 
ISO CERTIFICATION 

88

VITA training Attend Information Security Orientation training every 2
years

ISOAG attendance Attend the mandatory October ISOAG meeting

Annual continuing 
education (only 
required after COV 
ISO certification has 
been obtained)

Obtain an additional 20 hours of training in IT security
related topics annually (any online course, in-person 
course, IT security conference, IT security organization 
meeting, IT security related books or articles, etc. 
Remember, that ISOAG meetings count for up to 3 hours 
each!)

vita.virginia.gov  |  Virginia IT Agency



SEPTEMBER ISOAG MEETING DETAILS

89

Date: Sept. 1, 2021 
Time: 1- 4 p.m. via WebEx

Agenda
Alok Ojha, BOX
Demetrias Rodgers, VITA
Barry Davis, DSS
Aaron Mathes, CGI

vita.virginia.gov  |  Virginia IT Agency



THANK YOU FOR

ATTENDING!


