
1 

ISOAG Meeting 
 
March 1, 2017 

Welcome to CESC 
 

www.vita.virginia.gov 



2 

 
 
 
 
 
 
 

Welcome and Opening Remarks 
 

Michael Watson 
 
 
  
 
 
 

March 1, 2017 

www.vita.virginia.gov 2 



3 

ISOAG  March 1, 2017 Agenda 
 
I. Welcome & Opening Remarks                         Mike Watson, VITA 

 
 II. Windows PowerShell        Mike Howard , Assistant Director, IS  
                                                                                 Audits US House of Representatives OIG 
III. Risk Based Approach to 
       Compliance Management                                 Karen Cole & John Brightly, Assura 
 
IV. Upcoming Events                                                Mike Watson, VITA 
 
 
V. Partnership Update                                            Northrop Grumman 
 
       
 
 
  
        
 
   
      
       
 
     

 



Windows PowerShell®:  
A Surprisingly Powerful 
Tool for IT Auditors and 
Security Professionals 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 
INFORMATION SECURITY OFFICERS ADVISORY 
GROUP MEETING  
MARCH 1, 2017 



Agenda 
• What is Windows PowerShell 
• How PowerShell Can Be Used 

• Windows and Active Directory 
• Logs 
• Website and Contact Management 

• How to Get Started 
• Final Thoughts 
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“In this world, 
nothing can said to 
be certain, except 
death and taxes” 
BEN FRANKLIN 



… and PowerShell 
 
 
POSSIBLY MICROSOFT 



What is PowerShell? 
• Its everywhere, including now on Macs! 
• PowerShell is an automation platform and 

scripting language for Windows and Windows 
Server that allows you to simplify the 
management of your systems. Unlike other 
text-based shells, PowerShell harnesses the 
power of the .NET Framework, providing rich 
objects and a massive set of built-in 
functionality for taking control of your 
Windows environments.  

• Official Site: 
https://msdn.microsoft.com/powershell  

VITA ISOAG MEETING – MARCH 1, 2017 8 

https://msdn.microsoft.com/powershell


What is PowerShell? 
• Basics of PowerShell 
◦ On all modern Windows operating systems beginning 

with Windows 7 
◦ An enhanced shell environment for Windows 
◦ Easy-to-use verb-noun syntax for commands 

(cmdlets) 
◦ Can execute non-PowerShell commands and launch 

programs 
◦ Accepts pipes “|”, allowing passing of data between 

commands 
◦ Includes a scripting language and script development 

program 
◦ Built-in help 
◦ Large community of PowerShell users on the Internet 
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What is PowerShell? 
• Interfaces with Other Software 
◦WMI and other Windows programs 
◦Active Directory 
◦Office applications (e.g. Word, Excel, Outlook) 
◦ SQL Server 
◦ SharePoint 
◦ Third-party software (e.g. VMware, Remedy) 
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What is PowerShell? 
• Data Analysis Capabilities 
◦ Easily imports CSV, XML, and Text Files 
◦ Imports Office files, including Word and Excel 
◦ Includes analysis commands, such as those to 

compare data 
◦ Includes editing features such as search and replace 

text 
◦ Can be used to lookup data from one file in another 
◦ Output can be sent to a Grid-View where data can be 

filtered 
◦ Generates output in text, CSV, and Office file formats 
◦ With text output, you can generate HTML files 
◦ Commands available to send output via e-mail 
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What is PowerShell? 
• Command-Line Shell 
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What is PowerShell? 
• Integrated Scripting Environment 

 

VITA ISOAG MEETING – MARCH 1, 2017 13 



What is PowerShell? 
• Built-in Directory of Commands (Cmdlets) 
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What is PowerShell? 
• Verb-Noun command structure 
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What is PowerShell? 
• Help available on each command 
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What is PowerShell? 
• Grid-View 
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“Logic will get you 
from A to B.  
Imagination will get 
you everywhere.” 

ALBERT EINSTEIN 



“In this world, 
nothing can said to 
be certain, except 
death and taxes” 
BEN FRANKLIN 



Windows PowerShell®:  
A Surprisingly Powerful 
Tool for IT Auditors and 
Security Professionals 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 
INFORMATION SECURITY OFFICERS ADVISORY GROUP 
MEETING  
MARCH 1,  2017 



Imagination and 
creativity is found in 
everyone, including 
auditors and IT pros. 

UNKNOWN AUTHOR 



How Can PowerShell Be 
Used? 
• Uses are limited only by your imagination and 

the amount of time you invest in learning and 
using PowerShell 

• It helps to have an IT problem to work on 
• The tool is so robust that once you become 

proficient, you’ll find ways to use for nearly 
every project, problem, or task 
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How Can PowerShell Be 
Used? 
• Perform basic Windows Functions 
◦View directory and file information 
◦ Create directories 
◦Open files and websites 
◦ In practice: 
◦ Created over 40 directories with common subdirectories 

in a matter of seconds 
◦ Monitor patch installation and e-mail IT administrator 

with recent patches 
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How Can PowerShell Be 
Used? 
• Collect Information About Windows Systems 
◦View network interfaces 
◦View operating system details 
◦View list of running services 
◦ List users and groups 
◦View event logs 
◦View directory structure and file details 
◦View directory and file permissions 
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View Network Interfaces 
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View Operating System 
Information 
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View Running Services 
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View Account Information 
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View Group Information 
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View Event Log Information 
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How Can PowerShell Be 
Used? 
• Audit Windows Systems against a Baseline 
◦ Use PowerShell to collect data from Windows 

system(s) 
◦ Test, test, test and get client buy-in before running in 

production! 
◦ Prepare a file of baseline settings 
◦ Import Windows settings and baseline into 

PowerShell 
◦ Use data analysis commands, such as compare-

object, to compare settings against baseline to 
determine compliance 

◦ Multiple systems can be assessed and results output 
into a consolidated file 

◦ In practice: Audited over 300 Windows systems using 
this approach. 
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How Can PowerShell Be 
Used? 
• Review Windows Event Logs 
◦ Find the proverbial “needle in a haystack” 
◦ Windows event logs can be retrieved using 

PowerShell, both locally and remotely 
◦ PowerShell’s ability to read XML data allows for 

creation of a rich log data set 
◦ Filtering capabilities provide means for exceptions to 

be identified 
◦ Output capabilities provide options for exporting 

data to CSV files and web pages 
◦ In practice: Have generated daily report of log 

exceptions that is  
e-mailed daily to IT management and staff. 
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How Can PowerShell Be 
Used? 
• Audit Active Directory 
◦No more sampling! 
◦Query and download detailed user and computer 

account details, such as password age, last logon, 
etc. 

◦Query and download group memberships 
◦Query and download Group Policy Objects (GPO) 
◦ In Practice: 
◦ Audited user password compliance 
◦ Audited groups for excessive members 
◦ Audited GPO setting compliance 
◦ Obtained data for use in other audits 
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How Can PowerShell Be 
Used? 
• Audit of VMware® vCenter 
◦ VMware provides a plugin to PowerShell to interface 

with vCenter: VMware vSphere PowerCLI 
◦ Commands allow you to query vCenter for just about 

everything that can be viewed through vCenter 
◦ Using PowerCLI, you can audit: 
◦ Virtual Machine Settings 
◦ vCenter Access and Permissions 
◦ Virtual Network Configuration 

◦ In practice: Audited vCenter configuration and over 
400 Virtual Machine configurations (No Sampling!) 
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How Can PowerShell Be 
Used? 
• Consolidate Data into Single Report 
◦ Data in a common format can be imported into 

PowerShell and combined into a single data set 
◦ PowerShell can search directories for file names with 

similar naming convention 
◦ In Practice: 
◦ Consolidated network scans of over 300 systems 
◦ XML data for the network scans contained more information, 

such as exploit information, than the standard report 
◦ Used Grid-View to review individual scan results for 

reportable weaknesses 
◦ Used filtering capabilities to filter out low-risk vulnerabilities 
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How Can PowerShell Be 
Used? 
• Review website logs 
◦ PowerShell can process all types of data, as long 

as its structured 
◦ Import and format web logs 
◦ Filter out Google-bots and other search engine 

crawlers to identify legitimate users 
◦Build custom reports to track website growth 
◦Generate web-friendly reports 
◦ In practice: Monitoring website logs for well over 

a year.  Changed website links to allow metrics to 
be generated from the logs. 
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How Can PowerShell Be 
Used? 
• Example website log report 
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How Can PowerShell Be 
Used? 
• Website management 
◦ PowerShell’s analytics features allow for the 

import, manipulation, and output of text 
◦Generate Web pages and e-mail communications 

from content in Word and Excel files 
◦Updates website support files, such as the 

master index 
◦ Fetch webpages from the Internet and identify 

attributes such as links, images, HTML, etc. 

• In practice: Generate web pages and manage 
website using PowerShell for nearly a year. 
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How Can PowerShell Be 
Used? 
• Automate repetitive tasks 
◦ Tasks was to identify sites running specific web 

applications 
◦ Scan network for hosts running web services 
◦ Import data into PowerShell 
◦Break list into batches and open web pages in 

browser  
◦ In practice: Reviewed over 150 websites  
◦Better way: Use PowerShell to download web 

page and use PowerShell to extract details to 
identify the web applications of interest 
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How Can PowerShell Be 
Used? 
• Update of Chapter Mailing List 
◦ Import Current and Prior chapter membership 

list 
◦ Identify demographic information 
◦ Raw data includes codes 
◦ Use PowerShell to compare codes against lists with 

associated descriptions 
◦Generate output 
◦ Update files for Mailing List 
◦ Demographics reports 

◦ In practice:  This script has been in use for over 2 
years 
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“The secret of 
getting ahead is 
getting started.” 
MARC TWAIN 



The secret of 
starting to use 
PowerShell is time, 
tasks, and Google. 
MIKE HOWARD 



How to Get Started 
• Open PowerShell, its on your computer! 
• Dedicate time to practice using PowerShell 
• Have a task in mind 
◦ Combining files with the same structure 
◦ Import a CSV file and output to Grid-View 
◦ Import an XML file and navigate its tree structure 
◦ Searching file system for keywords 

• Use the abundant online resources to answer 
your questions 
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How to Get Started 
• Online Resources 
◦ Wikipedia - 

https://en.wikipedia.org/wiki/Windows_PowerShell  
◦ Microsoft - https://msdn.microsoft.com/powershell  
◦ Microsoft Virtual Academy 

(https://mva.microsoft.com/ ): Free online courses, 
including PowerShell. 

◦ Microsoft Scripting Guy 
(http://blogs.technet.com/b/heyscriptingguy/): Lots 
of tips and suggestions for when you’re stuck. 

• Google PowerShell <what you want to do>  
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“Do or do not, 
there is no try.” 
 
YODA 



Do use PowerShell 
Do be imaginative 
Do use it often 
Do make it a core 
tool 
MIKE HOWARD 



Final thoughts 
• Make PowerShell a core tool in your toolkit 
• Like any skill, dedicate time to practicing and 

developing your expertise 
• Benefits 
◦ Increase the scope/depth of your audits and 

decrease audit time 
◦ Reduce costs by not having to buy expensive tools 
◦ Having the knowledge and confidence to quickly turn 

an idea into reality 
◦ Start to do amazing and ground-breaking things on a regular 

basis 
◦ Impress your colleagues (and your bosses!) 
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Contact Information 
Mike Howard, CISA, MBA 
Assistant Director, IS Audits, U.S. House of 
Representatives OIG 
Email: michael.howard@mail.house.gov 
LinkedIn: 
https://www.linkedin.com/in/mikehoward3   
Twitter: @mike_howard5 
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Copyright 2017 Assura, Inc. All rights reserved. 

A Practical Risk-Based Approach 
to Compliance Management 

March 1, 2017 

VITA Commonwealth Security  

Information Security Officers Advisory 
Group (ISOAG) Meeting 
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Agenda 

Welcome and Introductions 

The Problem 

The Solution 

Step-By-Step Process 

Additional Considerations 

1 
2 
3 
4 
5 

Q & A 

Close 

6 
7 
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Assura and Speaker Introduction 

• Formed in 2007 & Headquartered 
in Ashland, VA 

• Mission: Safeguarding the future 
one client at a time 

• Dynamic consulting firm focused 
on: 
- Information Security/Cybersecurity 
- Continuity of Operations 
- Enterprise Risk Management 
- IT Audit and Compliance 

• Works with many COV agencies, 
commissions, and localities on 
program planning and 
management. 

• SWaM and EDWOSB Certified 
(from U.S. Women’s Chamber of 
Commerce on behalf of SBA) 
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Karen Cole, CBCP, MBCI, 
CISA, CRISC 
 Co-Founder and CEO 
• Expertise in: 

- Information Security 
- IT Governance & Compliance 
- Enterprise Risk Management 
- Business Continuity and 

Disaster Recovery 
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John Brightly, CISM, 
CBCP, CISSP 
 Vice President, Service Delivery 
 25 years of Information Security 

Officer experience 
 Expertise in: 
 Information Security Policy 

Development, Implementation, and 
Operationalization 

 IT Governance 
 Compliance 
 Business Continuity and Disaster 

Recovery 
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The real “Department of No”? 

• No Funding: Information Security 
Program not funded 

• No Attention: Leadership attention 
given during times of crisis or 
compliance management only 

• No Resources: Not enough 
resources to build or maintain 
program 
- Functions covered under “other duties 

as assigned” 

• No Path: “Squeaky Wheel 
Syndrome” 

Page  52 

The Problem – Does this sound familiar? 

Do you feel like Fred? 

Courtesy of www.dunkindonuts.com. 



Copyright 2017 Assura, Inc. All rights reserved. 

The Solution: A Risk Based Approach – Your Roadmap 

What it is: 
- Analysis of current state 
- Prioritization of gaps  
- Remediation Plan (with 

resources)  
- “Business” & Leadership Plan 

What it is not: 
- Technical Guide 
- “CYA” or Filler for Audit 
- Pie in the sky! 
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Step By Step - The Road Less Travelled 

1. Establish 
Current State 

2. Plan 
w/Leadership 
Team 

3. Develop 
Remediation 
Strategies 

4. Produce 
Remediation 
Plan 

5. Gain 
Leadership 
Approval 
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Step 1: Establish Current State Considerations  

Select A Risk Assessment Model 
• Examples:  
• SEC520-00.1 
• NIST SP 800-30 Rev. 1 
• Carnegie Mellon’s OCTAVE Methodology 
• Factor Analysis of Information Risk (FAIR) 

Map Multiple Regulatory Requirements 
• Use available resources such as NIST or HIPAA/HITECH cross-mapping. 
• Remove controls not applicable to your organization. 

Assess Current State 
• Detail all regulatory and business information requirements. (Use 800-53A to start.) 
• Rate current compliance state verses expected. 
• SCORE: Fully Compliant, Partially Compliant, or Materially Non-Compliant. 

Identify Gaps and Prioritize Remediation 
• All Partially Compliant and Materially Non-Compliant items left constitute your overall program gaps. 
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A Word About Risk Ranking 

 Most Models: High, Moderate, or Low 

 Balancing Risk 
- Remain Independent - Remediation costs 

and timeframes are important factors 
(address later)  - but do not have a role in 
risk ranking! 

- Quantify – Measure risk impacts across 
time in areas such as Financial, Legal, 
Regulatory, Reputation, Safety, Service 
Delivery, etc.  
• Total impact scores will help quantify overall 

risk for ranking purposes. 

- Include Management – obtain priority 
drivers that cannot be not accommodated 
by the models (i.e. political considerations, 
non-public business drivers).  Allow for 
management override of rankings. 
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Step 2: Plan w/Leadership Team 

Dos 

Determine trends – executive 
communication 

Balance negative and positive. 

Prepare w/solutions but ask for 
guidance. 

Always discuss with Finance 
and IT Leadership first – full 
team later. 

Bring results & integrated IT 
strategic plan 

Don’ts 

× Disasterize for support 

× Play the compliance or audit 
card. 

× Fail to integrate into other 
agency initiatives. 

× Bring a budget (not at this time) 
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Step 3: Develop Remediation Strategies 

Attributes of a Sound 
Remediation Strategy 
 Align (and re-align) to business 

risks! 

 Consider outside resources for non-
permanent staffing needs. 

 Constant stakeholder involvement. 

 Don’t re-invent the wheel! Learn 
from others. 

 Commitment to program 
maintenance after remediation. 
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Step 4: Produce A Remediation Plan 

Includes: 
 Analysis: Full details on identified risks that 

include ratings, prioritization, and methodology. 

 Strategies and Solutions: Address each major 
issue. Options for leadership consideration.  

 Major Steps/Milestones:  Realistic and Time 
Driven – Project Plan w/Dependencies 

 Budget: Personnel, Software, Hardware, VITA/NG 
costs, for all major activities.  Write like a budget 
request for two year cycle. Include ongoing 
operations cost.  

 Risks: Risks of each strategy suggested. 

 Organizational Change Control: Define the 
impact on the agency and leadership’s 
involvement.  
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Step 5: Gain Leadership Approval  

Now and in the future… 

 Ownership: Sometimes it’s more 
their plan than yours. 

 Follow-Up: Schedule updates and 
deliver, deliver, deliver. 

 Facetime with Leadership: Utilize 
closed sessions when needed. 

 Strategic Success: Make it 
leadership’s win – not yours. 

 Celebrate Wins and Milestones – 
Rescore to show improvement. 
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Additional Considerations – Know When To Seek Help 

 Governance 
- Know your governance structure – include in plan. 

Consult governance SMEs. 
- Address governance across organization.  Successful 

programs have support at all levels – Approved policy 
needed. Get support from most impacted areas. 

- Training for governance and leadership – not just 
security. (Different from standard program training.) 

 Audit  
- Review w/Audit – Can be your greatest champion! 
- Findings – Plan should address remediation of 

finding(s) but not be the sole focus. 

 Budget 
- Every budget should have a line item for information 

security. 
- Develop the budget – Not receive it. 
- Must align to Agency and VITA strategic plan. 
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Copyright 2017 Assura, Inc. All rights reserved. 
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Questions and 
Answers 

For more information, please contact: 

Karen Cole 
Karen.cole@assuraconsulting.com 
804-767-4521 (Office) 

John Brightly 
John.brightly@assuraconsulting.com 
804-767-4523 (Office and Cell) 
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Upcoming Events 
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Security Center Training 
The security center application training/ demonstration has been 
rescheduled from Feb. 23 to March 3. 

 
Date: March 3 
Time: 10 am to Noon 
Where: CESC Room 1221 (seating limited to 30) 

 
Join WebEx meeting  
–  Meeting Number: 712 478 912 
– Meeting Password: PfP4mfTmg? 
Join by Phone 
– Call-in toll-free number: 1- 877-329-1541 (US) 
– Call-in number: 1-832-408-9366 (US) 
– Conference Code: 721 372 4 
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Registration is Open 
 
 

   
   
     
  
     
 
 
 
                                              
Contact: CovSecurityConference@vita.virginia.gov 
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COV Security Conference 
 
 ****SPACE IS LIMITED**** 

   
More information on the 2017 COV Information Security 
conference can be found @: 
http://www.vita.virginia.gov/default.aspx?id=6442472001  
 
Questions about the conference can be emailed to: 
CovSecurityConference@vita.virginia.gov 
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ISC2 Richmond Chapter 
 
 Date: March 30th  

Time: 6 - 8 pm.   
Location: VCU, East Hall Room 1232.   
 
 
For more details about the meeting, please sign up for the 
newsletter on our site:  
http://isc2chapter-richmondmetro.com/ 
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Information Security Orientation 
• The IS Orientation calendar has been updated: 

 
• March 23, 2017  9 am – 11 am 
• June 22, 2017  1 pm – 3 pm 
• Sept 21, 2017  9 am – 11 am 
• Dec 14, 2017   1 pm – 3 pm 

 
http://vita2.virginia.gov/registration/Session.cfm
?MeetingID=10 
 

http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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Virginia Tech SANS Class 

• VT is hosting SANS SEC 501:  
“Advanced Security Essentials 

-Enterprise Defender” 
• Dates:  3/6 – 3/11 

• Location: VT, Blacksburg 
(will also be available in simulcast) 
• Huge discounts for State/Local 

• For more information: 
– www.cpe.vt.edu/isect 

 

http://www.cpe.vt.edu/isect
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Future ISOAG 
 
 

  

April 5, 2017 1:00 - 4:00 pm @ CESC 
 

 Speaker: Reggie McKinney, Program Director, C3 Voluntary 
Program, U.S. Department of Homeland Security, Office of 

Cybersecurity and Communications  
 

Speaker: Donna Pletch, Strategic Planning Branch Chief 
Virginia Department of Emergency Management    

   

   
 
 
 
 
 
 

ISOAG meets the 1st Wednesday of each month in 2017 
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ADJOURN 
THANK YOU FOR ATTENDING 

Picture courtesy of www.v3.co.uk 
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