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Is the Windows 2000 operating system (OS) still supported by VITA and Northrop Grumman?
At this time, VITA and Northrop Grumman are supporting Windows 2000, but the OS reached end-of-life status with Microsoft in July 2010. Security patches no longer are being provided. 
It is the standard of VITA and Northrop Grumman to maintain “N minus 1” status for software. This means that the Commonwealth must be running only the most current version of software,  or at the least, only one version back. 
Does this upgrade include servers running on UNIX or LINUX?
No, this specific effort does not include UNIX or LINUX.  
What is the agency’s role in scheduling the upgrade?
An agency should collaborate on dates once engaged and raise immediate concerns and requests with the agency operations manager (AOM).
What communication or outreach has been made?
Whereas informal discussions have taken place between VITA and Northrop Grumman staff and agencies to this point, some agencies may not be fully aware of the effort. The upgrade schedule was developed by regional leads, but collaboration to confirm schedules has not taken place with all agencies. 
Regional leads began approaching their agencies in April 2010. 
Verbal discussions with Information Security Officers (ISO) took place in April/May 2011. 
At the April 2011 Information Security Officers Advisory Group (ISOAG) meeting, changes to SEC 501 were presented. Agencies were informed that, effective July 1, 2011, all agencies must be using supported software or an exception must be filed. 
Information regarding the Windows 2000 upgrade was published in the September issue of Network News.
How does the process begin?
On a regular and continuing basis, VITA and Northrop Grumman review all systems that are in scope to determine if they are valid candidates for migration to a higher OS level. 
Specific to this upgrade, a Northrop Grumman Windows 2000 migration lead for the region initiates the process. The first step is an internal review of servers to determine if they are candidates (may require agency assistance).  Once the candidates are determined, the regional lead will begin formal coordination efforts with the agency personnel. 

Who are the regional leads?
The following regional leads will conduct the migrations and all activities pertaining to the migrations.
	ABC	Rod Carpenter			DSS	Rod Carpenter
	DBHDS	James Brady			NG	Alvin Hunter
	DEQ	Eric Robertson			SCHEV	Justin Bromilow
	DGIF	Rod Carpenter			TAX	David Din
	DGS	David Dumais			TRS	Justin Bromilow
	DHRM	Justin Bromilow			VDH	James Brady
	DMV	Ed Sedillo			VDOT	James Brady
	DOC	Justin Bromilow			VEC 	James Brady
	DPOR	Ed Sedillo			VITA	Alvin Hunter
	DRS 	Ed Sedillo			VSP	Justin Bromilow
						WWRC	Ed Sedillo

Who owns/manages the process? 
The regional leads manage the process, with coordination from the AOMs. VITA and Northrop Grumman server staff executes the upgrades. Agencies are involved with migration activities and coordination of application moves.  Agencies also are tasked with testing and acceptance of migrated systems.
When will the upgrades occur?
AOMs or regional leads are following high-level project plans and can share agency targeted dates.

Can an agency request an upgrade sooner than they are scheduled?
Yes, if an agency has a specific business driver or requirement for needing to have existing systems evaluated for migration, a priority review can be arranged. Agencies should open a service request to begin this process.
What are the costs to upgrade? 
There is no cost to make OS upgrade-related changes. The OS is upgraded and the hardware, if necessary, is refreshed (one-to-one).
Costs may exist depending on the following factors:
· If the hardware needs to be upgraded and an agency requests additional resources above the standard offerings or greater than one-to-one replacement
· If an additional disk is required (agency requests expanded storage)
· If an agency requires more than 30 days to test and migrate applications, there may be a charge for both (new and old) configurations until completed
Additionally, an agency may incur internal costs for activities associated with application migration.
What if a server does not support the OS upgrade?
If the hardware does not meet the minimum OS level requirement, VITA and Northrop Grumman will provide cost-effective options, for example: upgrade of existing hardware at component levels, redeployment options and/or replacement.
One-to-one replacements (same size class) will be made at no additional charge. 
What if the OS cannot be upgraded?
VITA and Northrop Grumman security staff will complete a risk assessment to determine potential risk. If the OS cannot be upgraded, an agency must file an exception request, per SEC501-06. If granted, the exception is for one year only. Please refer to agency ISO or SEC 501-06. The other alternative is to decommission the server.

