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data secure
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Surf safe on the
Internet
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Don’t send
personal info
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Do not download
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central location
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unattended
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child is doing
online
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October is National Cyber Security Awareness Month Lpdate your anti. 2
Cyber Security is OUR Shared Responsibility malware software
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Safeguard your
data
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Cyber security is
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responsibility
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¢ Spyware is a software that gathers information about a person or ¢
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2 company. Spyware can also be a software virus that gets into your >y

» computer. Spyware applications can be hidden components of freeware »
"y and shareware programs that can be downloaded from the Internet. "y
& 3¢
»? How Spyware is installed: »?

: e Through a Virus :
"y e Secretly downloaded and installed "y
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,: How to Prevent Spyware from happening: ,"
o e Don’t download things that are not from trusted sites ¢

: e Update your computer :
(3¢ "y
-: For More Information: u"
»? e MS-ISAC National Webcast: http://www.msisac.org/webcast/02 05/ »?
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> e MS-ISAC Newsletter on Spyware: http://www.msisac.org/awareness/news/2007-06.cfm >
[ . 4 . [

: e US-CERT Cyber Security Tip: http://www.us-cert.gov/cas/tips/ST04-016.html :
"y e National Cyber Security Alliance: http://www.staysafeonline.org/content/spyware "y
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SUNDAY MONDAY TUESDAY | WEDNESDAY | THURSDAY FRIDAY SATURDAY
1 2 3 4 5 6
Develop Internet
rules with your
children
7 8 9 10 11 12 13
* Veterans Day
14 15 16 17 18 19 20
Lock your
computer when
you leave it
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* Thanksgiving Day
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Protect your
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SUNDAY MONDAY TUESDAY | WEDNESDAY | THURSDAY FRIDAY SATURDAY
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Look for “https”
in the URL when
shopping online
5 6 7 8 9 10 11
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Scan your
computer for
viruses daily
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untrusted
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Multi-State Information Sharing and Analysis Center

The mission of the MS-ISAC is to provide a common mechanism for raising the level of cyber security
readiness and response in each state, local governments, and U.S. Territories. The MS-ISAC provides a
central resource for gathering information on cyber threats to critical infrastructure and providing two-
way sharing of information between and among the states, local governments, and U.S. Territories.
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MS-ISAC Members

State of Alabama State of Louisiana State of Ohio

State of Alaska State of Maine State of Oklahoma

State of Arizona State of Maryland State of Oregon

State of Arkansas Commonwealth of Massachusetts Commonwealth of Pennsylvania
State of California State of Michigan State of Rhode Island
State of Colorado State of Minnesota State of South Carolina
State of Connecticut State of Mississippi State of South Dakota
State of Delaware State of Missouri State of Tennessee

State of Florida State of Montana State of Texas

State of Georgia State of Nebraska State of Utah

State of Hawaii State of Nevada State of Vermont

State of Idaho State of New Hampshire Commonwealth of Virginia
State of Illinois State of New Jersey State of Washington

State of Indiana State of New Mexico State of West Virginia
State of Iowa State of New York State of Wisconsin

State of Kansas State of North Carolina State of Wyoming
Commonwealth of Kentucky State of North Dakota District of Columbia

U.S. Territory of American Samoa
U.S. Territory of Guam
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For more information on the MS-ISAC and its Members - please visit: www.msisac.org




Cyber Security Awareness Tips for
Adults, Educators, Kids and Organizations

Adults and Educators

Establish Internet rules

Be informed and involved with your children’s Internet activity
Create a safe haven

Place the computer in a central location

Be sure your computer has anti-virus software and a firewall installed
Know the cyber space lingo

Use filters and parental control software

Use hard to guess passwords

Report any suspicious activity
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Kids

Always ask for permission from a parent/guardian or teacher before releasing any personal information
Never talk to strangers on the Internet

Tell a trusted adult if you feel uncomfortable about any situation on the Internet

Never meet strangers in-person that you met on the Internet

Never go into chat rooms unless you have parental/guardian permission

Report any cyber bullying incident to a trusted adult or teacher

Don’t click on links that you are not familiar with and don’t download files without adult permission

VVVVVYYVYYVY

Organizations

Designate a principal individual responsible for cyber security

Know how to recognize that you might have a cyber security problem
Understand how to deal with cyber security problems

Physically protect equipment

Protect essential hardware/software

Control access

Protect information

Implement training and awareness programs

Develop Internet and acceptable use policy

Take steps to securely dispose of storage media and equipment

VVVVYVVVVYYYVY



Multi-State Information Sharing and Analysis Center
www.msisac.org

Thank you to all the participants and national poster contest winners!

The poster art work located throughout the calendar was developed by students in the
K-12 grade levels who participated in the 2009 NCSA/MSISAC Cyber Security National Awareness Poster Contest.

© 2009 Multi-State Information Sharing & Analysis Center (MS-ISAC)

The 2010 Cyber Security Calendar has been developed and distributed for educational and non-commercial purposes only. Copies and
reproductions of this content, in whole or in part, may only be distributed, reproduced or transmitted for educational and non-commercial

purposes. Copyright language and distribution restrictions must be included on all reproductions whether electronic or hard copy.
For questions, please contact the MS-ISAC at isac@cscic.state.ny.us.

Calendar Created by: Dawn Hoffman and Asif Ismail from the Multi-State Information Sharing and Analysis Center

*National Holidays





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [4000 4000]
  /PageSize [612.000 792.000]
>> setpagedevice


