Appendix A - Information System Security Plan
Sample Template
The following sample has been provided ONLY as one example. Agencies may be using other formats and choose to update those to reflect any existing omissions based on this guidance. This is not a mandatory format; it is recognized that numerous agencies and information security service providers may have developed and implemented various approaches for information system security plan development and presentation to suit their own needs for flexibility. 

Information System Security Plan Template 
1. Information System Name/Title:  Unique identifier and name given to the system. 

2. Information System Owner and other Designated Contacts:  Name, title, agency, address, email address, and phone number of person who owns the system. 

3. Authorizing Official:  Name, title, agency, address, email address, and phone number of the official designated as the authorizing official, such as Agency Head or designated ISO. 

4.  Information System Operational Status:  Indicate the operational status of the system. If more than one status is selected, list which part of the system is covered under each status. 

	Operational 
	Under Development 
	Major Modification 


5. General System Description/Purpose: Describe the function or purpose of the system and the information processes. 

6. System Environment: Provide a general description of the technical system. Include the primary hardware, software, and communications equipment. 

7. Related Laws/Regulations/Policies:  List any laws or regulations that establish specific requirements for the confidentiality, integrity, or availability of the data in the system. 

8. Plan to Implement Recommended Controls (reference Risk Assessment): Provide a description of how security controls recommended from the risk assessment are being implemented or planned to be implemented, and who is responsible for the implementation. 
9. Information System Security Plan Completion Date: _____________________ Enter the completion date of the plan. 

10. Information System Security Plan Approval Date: _______________________  Enter the date the system security plan was approved and indicate if the approval documentation is attached or on file. 

