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m Virginia Information Technologies Agency

1. Welcome & Opening Remarks John Green, VITA

1. Securing Mobile Devices Randy Marchany, Virginia Tech
11l. COV ITRM Mobile Device Policy Bob Baskette, VITA

V. COV ITRM SEC501-06: Bob Baskette, VITA

Important Changes
V. Upcoming Events & Other Business John Green, VITA
VI. Partnership Update Bob Baskette, VITA

Michael Clark, Eric Taylor
and Dean Weiner, NG



Securing Mobile Devices

“In the world of mobile, there is no anonymity” — Michael Becker

Randy Marchany
VA Tech IT Security Office and Lab

marchany@vt.edu
540-231-9523



mailto:marchany@vt.edu

What Were You Thinking?

Student in my Computer Security class tried
to cheat

Duh!
Busted!

7/5/2011



The Things That Scare Me

Downloading a trojan to a www site through
an input screen

Metasploit Attack — why patching systems is
critical

Bluetooth Eavesdropping
Gigapan Inaugural Shot

7/5/2011


http://www.youtube.com/watch?v=1c-jzYAH2gw
http://gigapan.org/viewGigapan.php?id=17217

The Things That Scare Me

Data Broker Acxiom

InfoBase Ethnicity System

“Broad & precise breakdown of ethnic, religious
and minority classifications

Matches names against housing, income,
education & other demographics

Naviant Technologies

Processes online product registrations for
companies like IBM
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— THE THREATS



Place to Steal Personal Data

SOOCiI | No Effective
Vet Defense
Practices Install
| Encryption |
S K 1 C
‘ Install Sniffer, more i
Attack : Email
. dangerous in the Attachments,
The wireless arena WWW based

Server



Passwords ARE the First Defense

Bad Password Examples

Check out
http://www.skullsecurity.org/wiki/index.php/Passwords for

password dictionaries

This is why you need to check password
strength



http://www.skullsecurity.org/wiki/index.php/Passwords
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f"{ Instant Macro-Virus Maker (IMVM] - Netscape

File Edit “iew G0 Communicator  Help

F"'ll‘l =|.|'i Haorme Search  MNetscape Frint SECUrity shop

The Instant Macro-Virus Maker (IMVM) v1.2

This, as far as I know, is the first (and only) on-line virus creation tool.

NO DOWNLOAD, NO WASTED TIME, NO PROGRAMING SKILL NEEDED!!

Choose from the options (few, I know, but it's the first edition) and then copy/paste the generated code into a Word
{97...2000 etc.) module named after the virus. Enjoy!!!

Virus name:

Author's name:

The date when the text is shown {(between 1 and 31}:

Final source:

-

Ll L [nd @uﬂﬂ)d} 5:46 PM




T-Mobile said the company's
computer forensics and
security team were "actively
Investigating to determine
how Ms. Hilton's information
was obtained."

dy

Cell phone voicemail easily hacked

They got Paris Hilton's contacts, and could get
yours, too

By Bob Sullivan
Technology correspondent
MSNBC

Updated: 3:

"We were shocked by mobile
voicemail vulnerability,” he said.
"This is not about (cell phone)
operator bashing. This is about
generating attention. They knew this
and haven't generated any action."
hiltonbook.html



http://www.msnbc.msn.com/
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School bans camera phones

255

Students at a Wearside
secondary school have been
banned from using mobile
phones equipped with
Europe  ameras, over fears images
Middle East  of hypils could fall into the

South Asia wrong hands.
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Your Apps Are Watching You

Smartphones keep a lot of info about you
Phone numbers
Txt messages
Pics
Owner’'s name
Unique ID # (can’t be disabled)

N Wall St. Journal article describes some of
these “threats”



Your Apps Are Watching You

101 iPhone, Android apps examined

56 transmitted phone’s unique ID# to other
companies w/o user awareness or consent

47 transmitted phone’s location

5 sent age, gender, other personal detalls to
outsiders

Tracking companies are building detailed
dossiers on users

IPhone apps transmitted more data than
Android apps



Your Apps Are Watching You

Example: iIPhone App TextPlus 4

Send phone ID # to 8 ad companies, phone’s
ZIp code, user’s age, gender to 2 of them

Pandora (IPhone, Android)

Send age, gender, location, phone ID# to ad
networks.

Paper Toss (IPhone, Android)
Send phone ID# to 5 ad companies



What’s a Phone ID?

Unique ID number assigned to every phone
IPhone — Unique Device Identifier (UDID)

Android — various names
Set by phone makers, carriers or OS makers

Can’t be blocked or deleted
Best tracking tool for ad companies

Watch what you download, how often you use
them, how much time you spend on them,

Some aggregate individual data



Your Apps Are Watching You

Most apps don’t offer written privacy policies

45 of the 101 apps didn’t provide privacy
policies on their www site or in the app
Google, Apple don’t require privacy policies
from app writers



Does not transmit data

- Transmits data to app owner
iPhone Android B Transmils data to third parfies
—— o 9 PREMIUM NEWSLETTERS.

App name Password Contacts Gender Location Phone 1D number

0.03 Seconds Pro

Age My Face

Angry Birds -
Angry Birds Lite -

Aurora Feint II: Lite |||||||||||||||

Barcode Scanner
(BahnTech)

Bejeweled 2 -

Best Alarm Clock
Free

Mar‘ket- \Vatch

Bible App
(LifeChurch.tw}

Bump

CBS News

0.03 Seconds

Dictionary.com ||
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Doodle Jump [ ] (NI Worst Tech Ads Fuzzy Future Exec Set to be

i_n Super Bowl 1:35 Relsaased in Eyvpt
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Facebook (I I

Flashlight (John
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Related Stories -

Your Apps Are Watching You

IPhone and Android apps are breaching the privacy of
smartphone users, a Wall Street Journal investigation has
found. 13th in a series.
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Firefox Web Tool to Deter Tracking

Mozilla plans to add a do-not-track feature to its Firefox Web
browser, which could let users avoid having their actions
monitored online.

Smartphone Marketers Plan Privacy Rules
Facmg growing public concern about privacy breaches, a




S

Fluent News
Reader
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Fox News
Google Maps
Grindr
Groupon
Hipstamatic
lewels
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Pandora

Paper Toss
PerfectPhoto
Pimple Popper Lite
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The Moron Test

The Moron Test:
Section 1
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IPhone and Android apps are breaching the privacy of
smartphaone users, a Wall Street Journal investigation hz
found. 13th in a series.

Firefox Web Tool to Deter Tracking

Mozilla plans to add a do-not-track feature to its Firefox
browser, which could let users avoid having their actions
monitored online.

Smartphone Marketers Plan Privacy Bules

Facing growing public concern about privacy breaches,
lobby representing mobile-phone advertisers and publish
called for guidelines to better protect smartphone users |
intrusive tracking technaologies.

The Web's New Gold Mine: Your Secrets
A Wall Street Journal investigation finds that one of the f
growing businesses on the Internet is the business of s
on American consumers. First in a series.

Personal Details Exposed Via Biggest U.5. Websites

The largest U.S. websites are installing new and intrusiv
consumer-tracking technologies on the computers of ped
visiting their sites—in some cases, more than 100 track
tools at a time—a Wall Street Journal investigation has 1

Top Technology Stories -
AOL to Acquire Huffington Post
Verizon iPhone Has New Antenna
Google Executive Key Figure in Revolt
Facebook Firing Case Is Settled
Intel to Resume Shipments of Flawed Chip

Scripts Partially Allowed, 12/13 (yahooapis.com, google-analytics.com, facebook.com, wordpress.com, chartbeat.com, fbcdn.net, wsj.net, 2mdn.net, wsj.com, facebook.net, jguery.com, doubleclick
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Vour Apps Are Watching You

IPhone and Android apps are breaching the privacy of
smartphaone users, a Wall Street Journal investigation hz
found. 13th in a series.

Firefox Web Tool to Deter Tracking

Mozilla plans to add a do-not-track feature to its Firefox
browser, which could let users avoid having their actions
monitored online.

Smartphone Marketers Plan Privacy Bules

Facing growing public concern about privacy breaches,
lobby representing mobile-phone advertisers and publish
called for guidelines to better protect smartphone users |
intrusive tracking technologies.

The Web's New Gold Mine: Your Secrets
A Wall Street Journal investigation finds that one of the f
growing businesses on the Internet is the business of sp
on American consumers. First in a series.

Personal Details Exposed Via Biggest U.5. Websites

The largest U.S. websites are installing new and intrusiv
consumer-tracking technologies on the computers of ped
visiting their sites—in some cases, more than 100 track
tools at a time—a Wall Street Journal investigation has 1

Top Technology Stories -
AOL to Acquire Huffington Post
Verizon iPhone Has New Antenna
Google Executive Key Figure in Revolt
Facebook Firing Case [s Settled
Intel to Resume Shipments of Flawed Chip

Scripts Partially Allowed, 12/13 (yahooapis.com, google-analytics.com, facebook.com, wordpress.com, chartbeat.com, fbcdn.net, wsj.net, 2mdn.net, wsj.com, facebook.net, jguery.com, doubleclick
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Your Apps Are Watching You

Apple Position

“IPhone apps cannot transmit data about a
user w/o obtaining the user’s prior permission
and providing the user with access to
Information about how and where the data will
be used”

WSJ tests showed the apps violated this rule.

“Apple declines to discuss how it interprets or
enforces the policy”



Your Apps Are Watching You

Google requires Android apps to notify users
what data sources the app plans to access

Done before the app is installed
Possible sources

Phone camera

Memory

Contact list, up to 100 individual source
Mobclix — ad exchange

Matches 25 ad networks with 15K apps
seeking advertisers



Your Apps Are Watching You

Ad Networks offer software kits that
automatically insert ads into an app

Keep track where user spends time in the app
MySpace Android App

Sends age, gender, device ID, to Millennial
Media, an ad network

Millennial lists 11 types of info — age, gender,
Income, ethnicity, sexual orientation, political
views, parental status, user income



E-Book Reading Up On You?

E-books, Kindles, iIPads, Nooks, can transmit
Info back to the manufacturer

How fast you read (turn the page)
Do you skip to the end? ©
Where you read the book? Geolocation!

Google Books
Keeps track of the last 5 pages

Stores more pages for “security monitoring” to
prevent abusive book sharing

Stored for several weeks with user acct



E-Books Reading Up On You?

Apple iBook (iIPad, iPhones)
Sends info back to Apple.
Only to understand customers’ behavior

FBReader
Free Russian reader © runs on Androids.
Open Source

Kindle

Can collect age, zip code, gender info to book
authors. And those who stop on p. 45 ©



B  AMBITION

THE JOURMEY OF A THOUSAMD MILES SOMETIMES EMDS VERY, VERY BADLY.
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Motivation

People want access to information all the time

User expectation of information everywhere and all
the time.

Rapid evolution to use interconnected networks.

Ik

e<

Laws, regulations, and policies not keeping pace.

Security Challenges

Information sharing and security at odds.

Stopgap measures.



Background for Security & Privacy

Historically: security applied as an afterthought.
Privacy issues receive secondary corsat
Not the focus of most system desi

Results:
Loss of privacy and user confidentia
Deters knowledgeable users and ear'v. ...
Users forced to trust a flawed system.
Information gathering is commonplace.

Pervasive Goals:
Mutual trust. Tradeoff between

Minimally intrusive. exploiting benefits of

Preserve invisibility. shared information and
giving away one’s
personal privacy.




Security Best Practices

PDAs, smart phones, RFID tags, and WSN.

Device size decreases and mobility
Increases.

Balance confidentiality, integrity, and
availability.

Device constra* acurity capabillities.
: . Transitional -
Traditional Hybrid IDS Future
Firewall Reputation Secure Design  2NSse.
IDS & Trust Pervasive Data
ADS User
Antivirus Confidentiality
Encryption Filtered User

Data



Technical Solutions for Protection
Privacy

Privacy policy encoding.
Privacy profile is based on user’s willingness
to share information.

System compares user’s profile with ¥ 7
policy.
Anonymization tools.

Abound on the Internet today.

Transitioning to pervasive environments.

Deter unwanted information collection.
Hippocratic databases.

Enforce privacy policy, explicit access checks.

Users “opt-in” or “opt-out”.



Technical Solutions for Protection
Privacy

Privacy preserving data mining.

Allows businesses to derive aggregated client
data for insight.

Maintains user privacy.
Discards personal information.

Information sharing across private
repositories.

Users will disclose data, but do not want it
collected in dossiers.

Data retrieval from disparate storage.
Multiparty data sharing framework needed.



Privacy & Legal Concerns with
Technologies

L ocation-aware.

E911 enabled smart phones offer 300 meter
accuracy.

Placelab (GSM, WiFi, & GPS) gives 300 to 10
meter accuracy.

Limited governance, laws, regulations, and
policies.




RFID Technology

RFID tags.
first “true” pervasive technology.
Correlation tracking for inventory mgt

Potential misuse by combining user
habits with tags tracking data

Table 1. RFID tag characteristics comparison.

Tag Memory | Reprogrammable | Processor | Power Range Reusable
Type Source
Passive | ROM No No RF 2 Meters No
Active RAM / Yes 8-bit Battery 1 Yes
ROM Kilometer
Hybrid ROM Yes / No No Battery 20 Meters | Yes




Privacy & Legal Concerns with
Technologies

Where do we draw the line?
Limits must be set.
Laws, court rulings, and public opinion will draw

Limits must be set with pervasive
technology, ... else these systems
will offer no privacy anywhere.

Dr. Pottie, UCLA

The goal of hearings is not to create
legislation that says the technology
could never be used, but it is to gain a
better understanding of the impacts.
Senator Bowen




Threat Summary

Data Disclosure
Data Modification

Denial of Service Attacks
Drain the battery




— MOBILE DEVICE FORENSICS
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E[| cnamnet. 10 ¥ Andrea?s 00:15:4d:ad:dc:04 | 02.04,2010 13:26:38 MSLS112367, W 0.1351144  Uinited Kinggom, Greater Landon, London, Brewe...  150.0 A 4
= 00 ¥|  Boingo Hotspat O0:a0:FEeai TRES | D04 2000 210445 WSL4505237, W 0.49692  United Kingdam, Greater Landon, Hilingdon, Swin...  150.0 A 1
1 Eia:fmwmmn (MT+0) 08062010 | L Acer AP 021300000288 | 18.00.2000 18:18:37  W4LE3ITTSIE, W 794256463 Canads, Oniterio, Tarents, Mowst Avs, 67-87 150.0 nfs E
7| 13 F METGEAR_1ig-0  00:I8cadic3:68:03  H0.05.2009 15:08:4% N4LSA5H5L W ETB417635  United States, Tinois, Chicego, W Higgns Rd, 8515 150.0 s 7
E ;""’M:W ¥l g 00 leebaalich51 - 29.05.2000 20:45:11  WALSASHA5L, W BT.8417685  United States, Tingis, Chicagn, W Higons Rd, 8519 150.0 07.05.2010 19:27:23 3
H ‘accuracy (n mesers): 345.0 ¥ ClobalSuteWireless  00:03:52:9: 1d:50 M 415854354, W B7.8411207  United States, Hlinais, Chicago, W Higgns Rd, 8535 247.0 07.05.2010 22:52:02 o
§|| sacress Unted States, inois, Chicaga, ¥ hrc-public 00: 1d:a1:74:a3: 70 W 4L.B331952, W E7.6308405  United States, Tinois, Chicage, W Ontano St, 63 315.0 09.05.2010 L0413 3
E ﬁmﬁﬂ 7] Guest (Dowrstars)  00:19:23:Fa:59:58 - M 4LBI26548, W E7.6226931  United States, Thnois, Chicago, M St Clar St, 601...  235.0 T E
| | e Goloxy THACAS,..  00:26:cb:35:36:06  D3.05.2000 13:3447 | N41.B219168, W B7.620053  Urvted States, Tinois, Chicago, N State St, 527-529 312.0 N 1
¥ oo 02:1b:11:76:04:50  24.05.2009 17:41:01 N 36.634028, W 4.4502845  Spain, Andalusa, Malaga, Calle del Jalin, 21 150.0 01.05.2010 13:08:44 ¢
] @ DAWDOV 02:1b:11:75:04:50 1 36.684028, W 4.9502845  Spain, Andalusa, Maiaga, Calie dl Jalén, 21 150.0 ) I
g ¥ cowtospialty  OO:ObeDS:bbifbias  03.06.2009 20429 14 35, 1028512, W 115,170L... United States, Nevada, Las Vegas, Las Vegas Blv...  150.0 nfa E
H W] MeCartan Wi 00:0b:EA-c0E:A0 | 03.06.2000 20:01:35 360806333, W 115.1397...  United States, Nevads, Las Vegas, ERatrickLn, ... 150.0 nfn
2 7 oudity Inn 00:16:%:b3:a%:90 | 22.04. 2080 7:00:10 W 35.5734763, W 112.1271...  Urited States, Arizona 150.0 Nfs F
c FI T 00:lese5if205:ab | 05.05,2010 17:4%:08  NjA HiA A 07.05.2010 20:13:25 1
B Fl tyhet JerScaedfb2dd | 08.09.2000 19:90:08 NjA NiA A B.04.2010 0:04:52 €
g 7 omm 00:13:35:decbbs b 24.06.2009 5:45:05 WA MR A OL06.2010 21:15:06 B
2| ¥ oHaRLYz 00:24b2: 1heefida | 06.06.2009 130446 NjA Mja A nfa
4 Hi | b
United States, Tlincis, Chicago, W Ontario St, 63 (N 41.8931952, W 87.6308405) X
QY Thismepin a Web Browser +.- Zoomin 5* Zoomout
gy . e s s
I & Chicags-Brawn & ; i v
. I L 0] E cricags A Horn
: E § ' : (Mec
E Wi Suparor 51 W Supetinr 3z ‘\N:m"ﬂ;a" i = ;_
iwmmnsn o g gwnums z”""’"P‘“" n:h:c”u?:xo ooz
W Erie St W ke 5t z E“B—g" ¥ 3 : - ;
O —cwommas | = 3 %-wm; == Taiinn’s E Srsateraie &
wody XY wonp g ; S h WomasL  — = E Chio 51 = E O
< o e L N
Y ot e = Womndave [0
» E i E gl\llllm&; £ wlllmai = st T o
Plebwe EdEE e mm é sz & EW““""‘“‘ ‘mw
|Andﬁ!m 280534 MNew device (iPhone 36) Totakl? objects Sel i hre-publhc MD5 Hash: Tifbc bl da366f19ddi4be997 d1 7830




Calendar & Tasks

A | B | €| D E | F | & | H | J | K | L

_1 |Subject Location Note Number Start date/time End date/time All day Type Alarm Recurrence Last w SHA-2 Hash
2 |Jessica Simpson 04.02.2003 12:0004.02.2003 12:00 False  Mesting  Alarm type: Loud Repeat forever MiA 1 ebcOb3a5ce20dAe dbid o
3 |Mr Callins 05.02.2003 10:0005.02.2005 12:00 False  Mesting Repeat forever Mi&  eZb30d86602da20955c06ae
_4 |Meet with Diana Cafe 05.02.2003 07:00 06.02.2003 03:00 False  heeting Repeat foreser M&A a3 220055600561 02 d57 2]
_5 |Mr Thomsan Bank 07.02.2003 02:0007.02.2003 12:00 False  Mesting  Alarm type: Loud Recurrence: manthll M4 foofB93c195bfed0f a20ab0c:
_B |Mr Zimans Bank 03.02.2003 12:0008.02.2005 13:00 False  Mesting Repeat forever Mis, Sf05fdad036e5eadebYa3154d)
_7_|Peter Saman Restauran 03.02.2003 15:0009.02.2003 17:00 False  Meeting Repeat forever M&A 4e31h3F7 056452437 5daa20]
8 |Wisit my father 10.02.2005 13:00 10.02.2005 15:00 False  Meeting  Alarm type: Loud Repeat forever MAA 9702250452301 bbd1335936
9 |Zara O'Connar Office 11.02.2005 09:00 11.02.2005 10:00 False  Meeting  Alarm type: Loud Repeat forever Mi&  035dc0463176fd1bb7E41 eco
10 |Mr Thomson Bank 12022008 05:00 12 02 2005 09:00 False  Meeting  Alarm type: Loud Repeat foreser MéA cB0edbb332eed365117 42674
11|ty fyffy 14.02.20058 0944 14.02. 2005 10:44 False  Meeting Repeat forever MAA 53603 c3ed 2 b 142507 345
12 |Patrick T9a9757876 04.02.2008 09:0004.02.2008 09:00 False | Call Repeat forever M8 18c7e0101347 ecOd57E042 3,
13 |Sara B4545454  |05.02.2008 15:0005.02.2008 15:00 False | Call Alarr type: Loud Repeat forewer MEA abedc205915a255057 332
14 My bithday 04.02.2008 04.02.2008 True Birthday Recurrence: yeatly (MNA  B1hbcB971ad3a5ch313553431

Cirol's hirthday 07 022003 07 022003 True Birthday AIeer_t\rpe: Loud Recurrence: \rearII JRAA 5aa02167 339 d269cd5d3hE 2]
16 |Mother's birthday 07 .02.2003 07.02.2003 True Bithday Alarm type: Loud Recurrence: yvearly (MAA a033f3de2ed 1440309122255
17 |Mike's birthday 09.02.2003 09.02.2003 True Birthday Alarm type: Loud Recurrence: yearly (MAA 38483750 dec? 1912530 oy
18 |.Jessica Right 12.02.2005 12.02.2005 True Birthday Recurrence: yearly (MAA 0891 eddaZ256070f3eeeb3c
19 |To get photos 0B.02.2003 0B.02.2003 True Memao  Alarm type: Loud Recurrence: monthl M4 e9d01b526219035261349631
20 |To renew my OxyCube license 10.02.2008 10.02.2008 True Mermao  Alarm type: Loud Repeat farever MA& cEB5d5af3dbh39005677 dO72E
21 |To go to the laundry 11.02.2005 11.02.2005 True Iermna Repeat farever Mi& 7 30352cdi43ded0947 eeala;
22 |Doctor 12.02.2008 12.02.2008 True  Memo Repeat forever MA 0767 dBafdbdf7 35daBdby 1448
23 |To place the order with 000 Softy 05.02.2008 05.02.2008 True Reminder Alarm type: Loud Repeat farever MA& DacfEEd56f4bdeb? dE27 aba5
24 |To water mather's fakwers 08.02.2008 08.02.2008 True  Reminder Alarm type: Loud Repeat forever M bac3e0dda7 2 dcfBe dibddfdfl
25 |To call Sara 03.02.2003 03.02.2003 True Reminder Alarm type: Loud  Repeat forever MiA 0edlched7B202e0ae6eba2
26 |To call Mrs Brown about the haby, 10.02.2008 10.02.2008 True Reminder Alarm type: Loud Repeat farever MA& BchEy b2y a810aa83e70c11e]
27




Tasks

Tasks
Owygen Forsnsic Suite 2-2.1.0.15

Priority Time stamp Description Ia:ﬁ:‘ modified MD5 Hash

Low Due time:03.03.2009 |C 02.03.2009 ed671e80831670adY684
00:00:00 18:30:08 Sed4e(002e0981c
Done time:02.03.2009
00:00:00

High Due time:03.03.2009 |Dentist 03.03.2009 cf3b4efeh3’ 3eace3b21f
00:00:00 115741 89b%ebhbced
Alarm:Same day at
19:00

Normal Due time:12.03.2009 |Water flowers 03.03.2009 2d94aebf7a95dee2b969
00:00:00 11:58:56 Sfab45c6d921

Normal Due time:07.03.2009 Meet Ann 03.03.2009 3cebd02f2bf3a19779393
00:00:00 11:59:37 eddd16c9733
Alarm:Same day at
11.00

Normal Due time:07.03.2009 |Order OxyCube 03.03.2009 c9b1436cfad9e7 3b83ad
00:00:00 12.00:27 Heeb208d8b139

Low Due time:07.03.2009 |Buy medicine 03.03.2009 e8ch3fod0bc7532408a9
00:00:00 12:01:18 eeeal2Zfabba
Alarm:Same day at
08:00

High Due time:05.03.2009 |meet Don Pedro 03.03.2009 cl12afbfd264d31caeb9ds
00:00:00 12.02:18 f9cSf0bB8589

High Due time:06.03.2009 |Money from Kate 03.03.2009 0f2d33e46b9123ae3497¢
00:00:00 12:03.05 51cbbe11912
Alarm:Same day at
08:00




filebrowser

4

De:

New device (N73-1)

New device (N73-1) | 2

New device (iPhone 3G)

£| Show properties

1 Saveto.

i Save GEO positioning infarmation
2 Fird fles ...

b2

Object information

Name: photoDd jng photo02.jpg phota05.jpg

Type: JPG File

photo17.jpg

Size: 1,06 MB ®
Modified: 02.06.2010 10:41:13

MD5 Hash:

179064917 7bf7c277dcari351b35e8a1

Foider: E\lmages\FromSEY

003215C0.jpg

00668C07.jpg

® ®

bl

@eo positioning

Cellinfo (from XMP)

MCC : 250
MNC:: 1
LAC : 6405 ; ;
Cell ID : 12704 phato06.jpg photo15-1.jpg phato29.jpg photo27.jpg photo03.jpg
Geo ition G from XM
Latitude: N 55,729981
Longitude: E 37 613801 @ ‘ | @ P = | ‘ @ ‘ ‘ @ — ‘ | @ -
Celinfo (from LifeBlog) | . [ S o RS | | L o | [~ RS
e 4 E-s-a-&d-hde|0 @-A-@-E0-4a
LAC:0 e - 00000000: | FF D8 FF E1 6E 4A 45 78 | 69 66 00 00
CelID: 0 3 By 00000010: | 00 00 00 08 00 OA 01 OF | 00 02 00 00
' : R B 00000020: | 02 18 01 10 00 02 00 00 | 00 05 00 00
00000020: | 00 03 00 00 00 01 0C 01 | 00 00 01 1A
00000040: | 00 01 00 00 02 2C 01 1B | 00 05 00 00
: 00000050: | 02 34 01 28 00 03 00 00 | 00 01 00 02
@Qms'iar- kay 0000060: | 00 02 00 00 00 29 00 00 | 02 3C 01 32
e i | . 0000070: | 00 14 00 00 02 &6 02 13 | 00 03 00 00
M il . Y R i - "00000080: | 00 00 &7 &5 00 04 00 00 | 00 01 0O 0O
} .-Zl'ii.[na"y!al| e . ; 00000020: | 01 BE 00 17 82 9A 00 05 | 00 00 00 01
] | : - : 00000020: | 82 SD 00 05 00 00 00 01 | 00 00 02 &2
o Sadovoye K 000000BO: | 00 00 00 01 OO0 40 00 00 | 90 00 00 07
uitsa Ky, annanacn- | 20 22 32 20 an ne oan on? | an o an o nn 14

4D
00
02
00
00
00
00
00
00
00
&8
00

B T i T T e T TN e Y e Y e SO e TN e T % Y i Y -9

mn




File Manager

File manager

Oygen Forensic Suite 2 - 1.4.0.21

. . Time
File name Size (bytes) stamp MD5 Hash
c:\ 315F3EADA434CAAEFDAFA8BATIITFA17
FIM_fixed_id 01.01.2007 9:03:06 |8 332650D6D98E0R61570ESFO8220D2TFE
FIM_perm_id 19.11.2008 11:51:48 | 19608 FE67D2894C0S0DEAC20ADEOADAID5IATS
FIM_punique_id 19.11.2008 11:5148 | 6216 COA51B40225CT23ATAS1FCEEB19807CD
test.docx 30.10.2008 12:55:18 | 9984 4DADBCH52CB3E01CF61B6E4ADS5D0918
[c:HTTR |B8728316324B26CF0BGEFEFBFENSECACO |
MpoBEpKa YTEHUA dhadnoe 28.01.2007 4:44:50 B 5T92098ETEAD4G49326T68EBTAAIOFEDT
[C:\HTTP\cache\ |D311E0287187B07626A16309DB6D298E. |

C400dapkrDDVQACHC . dat
C400dapkrDDvQACHC.hdr
CHATFXVcPailYJ12k dat
CHATFXVePaifyJ12k hdr
CAadr1IM3aZtlup3.dat
CAadriIMSaZtiup3.hdr
Cea0ycMaRUYSSvB2t dat
CcBOycMaRUYSSvE2t hdr
CGFwk3QH9IMg5s28..dat
CGFwk3QHIIMg5s28J.hdr
CHEgKaozjsHkY8nd .dat
CHBgKaozjsHKY 8nd . hdr
CmlL7oJFLuxDgofGdu dat
CmLVoJFLuxDgofGdu hdr
CNmjQf2BAAIMCIhPR. dat
CNmjQf2ZBAAIMCIhPR. hdr
CF2GeqliaXahxFCRL dat
CP2GeqQiaXahxFCRL hdr
CrBaYFig7JvMFgvhy.dat
CreaYFe7JvMFgvby hdr
CTIEKTOFOeNzsvaRS.dat
CTEK7OFDeNzsv3RS.hdr
CuGDTdfCitaRI1C8.dat
CuGDTdfmCitaRI1Ca8.hdr
CvoBDLatysuldQany .dat
Cvol8DLaCysuldQahy hdr
Cwi3mxQgEqGisSy23md.dat
Cw3ImxQqEqGTsV23mJ. hdr

16.05.2008 16:20:36 | 4298
16.05.2008 16:20:36 441
16.05.2008 16:20:34 831
16.05.2008 16:20:34 | 366
16.05.2008 16:20:34 535
16.05.2008 16:20:34 | 366
16.05.2008 16:20:34 | 1030
16.05.2008 16:20:34 335
16.05.2008 16:20:34 1413
16.05.2008 16:20:34 | 335
16.05.2008 16:20:34 906
16.05.2008 16:20:34 | 366
16.05.2008 16:20:34 | 1581
16.05.2008 16:20:34 | 336
16.05.2008 16:20:34 1011
16.05.2008 16:20:34 335
16.05.2008 16:2036 | &
16.05.2008 16:2036 941
16.05.2008 16:20:34 | 1568
16.05.2008 16:20:34 | 553
16.05.2008 16:2032  &70
16.05.2008 16:20:32 434
16.05.2008 16:20:32 | 7352
16.05.2008 16:20:32 348
16.05.2008 16:20:36 | 585
16.05.2008 16:20:36 426
16.05.2008 16:20:34 | 956
16.05.2008 16:20:34 | 335

50D7EFBA115D4698D423BA0CBAN%EECE
AJ49BCA4FETCEAFI120ETEC3254956FB
F213CETCES5004556AB5056547768FD4
B75AFTD3B0AGTO5A12CTA58C5095F2CD
D33ESCB3A4BCFBSDCBAS56B33EBB3TSD
ACFF506BD132D662550303A39C08FEAS
332ECTO04B43CE66750E44B1670D30D2E
D062649C67DAFOFF1EEATET105FED302E
02E3ADEED36EDCO0F493FEET19C3D2EBA
ADOSECCETSF5CBEDBCASACAC48TFTO2D
1DB2850CI20637C1B5ES527B7071BEEE2
FOCGZI03EBT421CCIDCE3B147TAE4BASE
E2B5EESS2ACABESODGFEC32C4T521ADS
085BF01370E13DCFEBDFIDBETA5601526
923A42F9T749TAIETODS9ADCSEYGFDBER
504E0CTA4DF24ACEB8TSBFEAEDAB3EDE
G63ABB2700B1824723FEC4ANDEIDTODF
AZDT2AFBE1597B9C2C0aD0YFI5661324
560ACATDEOSEFS530AD4200CT0BY2ABY
2E992A294AEBAZDGD1EB31FE2CTC2DC2
E2541C3372CEABD15B0TFT82931347D4
TAEFD7FVEOT4ET5TECODA2OE451FCIEE
5SD0BCF25B6E45E3508E50C3A87B483EC
DCEA3E2CETOD1BAGBDDDEC2DFS8DCH02
T7F1500E9DBAT255ECTBESF1CA14555D
1FAD3A394DER42700131BEEGS5F2B0GD
6B70ELA329220175251BA1A0BB0029645
BOGEAZEBF3ASASDCBD29F229EB5E9540




eventlog

Quick filter:
amm | 0 e ]
B Answeredcalls | s Missedcals | B Dialedcalls | B SMS | % PacketData |

s 3 B - osscrptn|clduston [sans '« Renowpary (= |Twesump ©
‘l! & sms +7SEIEA0E . Short message ; Defivered Baards Michasl 03.08.2010 12:05:35
e yel sM3 Zeline moe Becnnatro 0301 Nogasp ... 03.05.2010 11:09:13

¥ SMS 479636041032 Thank you! ! | D.06.2010 14:43:02
= @ Unbmown 479636041032 helo! 02.06.2010 14:96:28
< Padket (o number) Trafficin: 1,79 K8, out: 10,15 KB 02.05.2010 14:96:20
Slpeess @ 3 s amedenn Inesdjossstece
i &+ +79636041032 Cal me ASAP 02 05.3010 14:26:13
H & # +79636041032 telo! 02.06.2010 14:26:01
z [ t (0 number) Trafficin: 176,38 KB, out: 8,73 K8 02.06.2010 1%:45:24 |

+ osws 479R4mI035E Hello! Have yau received my fax
Z L] Ol T £l yod] Bk - L
d [# Wie need to discuss it 2 bit late | 02.06.2010 13:41:95
£ [# Hello! Please, cal me tomormow D206, 2010 13:41:05
% 02.06.2010 8:51:11
3 DL.05.2010 11:34:27
H D1.D6.3010 11:33:04 | |

| D1.06.2010 11:32:25
01.06.2010 11:32:09
01.06.2010 11:31:43
DLDS.2010 1130207

EEEEE

New device (Phone 3G)

B oL E— 11 -
By email please: | 01.06.2010 11:28:59
Ok, IV sendiit via fax 0106, 2010 11:28:23
[ Anrual regort 01.06.2010 11:27:54
Do you nee any addtionsl doaume  DLD5.201D 11:27:15
o Helo! Everything s allight. I've chec..,
i} Hello! How are you? :
Bye! 0106, 2010 11:23:4
[ Ok, Bye 01.06.2010 11:23:23
Oh dan't worry, Im 2 bit bugy now DL05.2010 11:23:09
Li whelsw? DLDS.2010 14:22:43
Wo probiem! Cal me a bit later D11.D6. 2010 11:21
Good! Lets meet tomorran 01106, 2010 11:20:55
Fine thariks! D1.06.2010 11:20:23

: DLD5.2010 11:19:40
2

DL0D6.2010 11:

01.06.2010 11:15:57
01.06.2010 11:15:20

EEER

DL.06.2010 11:14:23
DLD6.2010 11:13:54




messages

Messages

Oxygen Forensic Suite 2-1.5.0.2

Direction Time stamp/ Description
Service Center Time
Folder Ctarnm Remote party
am Message
MD5 Hash
Incoming 16.05.2008 13:08:49
Inbox N/A +79262479174 . . )
F1CCF322F6F930BFDECF1AASTERST62D Ok, il be there in 5 min.
Incoming 16.05.2008 13:05:24
Inbox N/A +79035841186 Formidablel
27333E205DB7A3AG56759150F B5B04D6 ormidables
Incoming 18.07.2007 11:32:30
Inbox NiA +79052729910 ) : L
DOBEABSEB41E4DT2807FEEIBFAGTDF20 Uj kak-to bolno merzko sie 6ou vygljadit.
Incoming 17.07 2007 23:49:42
Inbox N/A +79052729910  |To na zapade, a to u nas. Raznye javlenija. Ibo otblesk na nih
G4EIIAFDEAC21591AEFRAEERFOBSG441 istorija nafej i ih civilizacii brosaet raznyj.
Incoming 17.07.2007 23:40:20
Inbox N/A +79052729910  |A-aal Da, nasdet gay-paradov ja stala podozrevat - slog
OF4BDC2E6F61204723A0417DOFFE6681 znakomyj.
Incoming 16.00.2005 14:46:48
Inbox N/A Please, ask John to meet me in the airport. My plane arrives at
BE7F2D5516C6947AD5878F54D41B27F9 +1340 9 PM on Saturday.
Otpravitel81.195.194 203
Incoming 16.09.2005 14:45:35
Inbox N/A There are only one day before we'll be together again. Hope,
F16308EAG1C609577TFERSBCACDECER4B +1340 you didn't forget your sailor. | didn't.1 miss you every minute.
Otpravitel-81.195.194 203
Incoming 16.09.2005 14:44:49
Inbox NiA +1340 The trip to the Pirate Bay was marvellous. | found a great gift for

ESFCIDA1BCOE3021F7CO91005458D2E8

you in a store on a real pirat frigate. I'm sure, you'll like it!

Otpravitel:81.195.194.203




Summary

There’s a lot of iInformation that can be
retrieved from smart phones

History

www, Chat/txt, Geolocation
People, pics, orientation

Physical security is paramount

Forensic software can extract a lot IF you
have physical access to the phone

Ensure mobile device polices are enforceable



Addendum

Some additional information on mobile phone
security



10 Steps to Secure Mobile Devices

Configure mobile devices
Enable auto-lock
Enable password protection

Connect to secure Wi-Fi, disable when not In
use

Update OS frequently

Use antivirus programs, configure auto
updates

Use encryption solution to keep portable data
secure



10 Steps to Secure Mobile Devices

Use digital certificates on mobile devices
Take appropriate physical security measures
Securely wipe your old phones

Delete everything

Develop mobile device policies, procedures,
standards, guidelines

Increase user awareness
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Bob Baskette

Senior Manager, Security Operations
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m Virginia Information Technologies Agency

e The draft policy is on ORCA for review and
comment

e As of 7/2/2011 CSRM has received 97
comments from COV Agencies and
Universities

e 20 of the comments request grammatical
changes or formatting changes

www.vita.virginia.gov 75




m Virginia Information Technologies Agency

e Major areas of interest based on
comments
— Use of removable media
— Connecting to non-COV computing assets
— Hardware and software restrictions
— What constitutes a mobile device
— What is COV data
— Password policy
— Use of personal devices

www.vita.virginia.gov 76




m Virginia Information Technologies Agency

e |Installation and use of removable media

for phones and tablets

— Use of removable media is prohibited due to
the lack of controls since the media cannot be
wiped Iif not installed at the time of wiping
Instruction

— Removable media is easily lost or stolen

e General Use of USB thumb drives
— Covered in COV ITRM SEC 501-06
— Not addressed in the Mobile Device Policy

www.vita.virginia.gov 7




m Virginia Information Technologies Agency

e Connecting to Home/Public networks

— Allowed if in compliance with the SEC 511
Telework Standard

e Connecting to Home/Public computers for
charging
— Not allowed since USB charging cables can
transfer data as well as power

— Car chargers are permitted
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e WWhat hardware components should be

disabled by default:

e GPS
e Camera
e Microphone

— The list of enabled hardware should be
approved by the Agency Head

e \WWhat software components should be
disabled by default:

e \Web browsers
e SMS/MMS programs
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e A definition that properly describes a
mobile device is difficult since the
technology Is ever evolving
— Tablets and laptops are merging
— Smart phones are replacing some laptops

e The draft Mobile Device Policy does not
govern laptops or the removable media
referenced in SEC 501

— Mobile Device requirements will be added to a
future version of SEC 501

www.vita.virginia.gov 80




m Virginia Information Technologies Agency

e COV data Is any data that is provided to
the Commonwealth for processing or
storage by COV computing systems
— COV emaill

— COV form data
— Working papers and documents
— Data associated with web services

e Also includes configuration information
— Must be included in the backup schedule
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e The Mobile Device must adhere to the

password reguirements set forth in SEC
501 for length, complexity, lifetime, and
history

— Simple PINs are too easy to defeat prior to
automated wiping windows

— The device must use a password for screen
lock and device configuration access
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e The use of personal devices is a privileged
granted by the Agency Head, not a right

— The Acceptable Use Policy will stipulate the
right of the Agency to remotely wipe a device
without warning

— The AUP will stipulate the right of the Agency
to conduct a forensic review or the device

— The AUP will also stipulate that the personal
device cannot use customized firmware or
allow the end user to escalate privilege
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For more information, please contact:
CommonwealthSecurity@vita.virginia.gov

Thank Youl!
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COV ITRM SEC 501-06: Important
Changes

Bob Baskette

Senior Manager, Security Operations
and Architect
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e Publication Date
— April 4, 2011

e Compliance Date
—July 1, 2011 for revisions to the standard

e Supersedes

— COV ITRM Standard SEC501-01 dated August
11, 2009 (revision: 5).
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e Existing SEC 501-01v5 language

e \WWording changes to clarify existing SEC
501-01v5 language

e New reguirements
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1.5. Exceptions to Security Requirements

e If an Agency Head determines that
compliance with the provisions of this
Standard or any related information
security standards would adversely impact
a business process of the agency, the
Agency Head may request approval to
deviate from a specific requirement by
submitting an exception request to the
CISO.
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e For each exception, the requesting agency
shall fully document:

— 1. The business need,

— 2. The scope and extent,

— 3. Mitigating safeguards,

— 4. Residual risks,

— 5. The specific duration, and
— 6. Agency Head approval.
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1.5. Exceptions to Security Requirements

e Each request shall be in writing to the
CISO and approved by the Agency Head
Indicating acceptance of the defined
residual risks. Included in each reguest
shall be a statement detailing the reasons
for the exception as well as mitigating
controls and all residual risks. Requests
for exception shall be evaluated and
decided upon by the CISO, and the
regquesting party informed of the action
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e An exception will not be accepted for

orocessing unless all residual

nas approved, indicating acce
these risks. The exception reo

risks have

oeen documented and the Agency Head

ntance of
uest must

be submitted by the Agency H

ead or

Agency 1SO. Denied exception requests
may be appealed to the CIO of the

Commonwealth.
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e 2.7.2.3.IT Security Audits should only be
performed by independent parties who are
not associated with the processes or
procedures of the system.
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e 4.3.2.9. Apply all software publisher
security updates to the associated
software products.

e 4.3.2.10. All security updates must be
applied as soon as possible after
appropriate testing, not to exceed 90 days
for implementation.
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e 4.3.2.11. Prohibit the use of software
products that the software publisher has
designated as End-of-Life (i.e., software
publisher no longer provides security
patches for the software product).

www.vita.virginia.gov 94




i
v A Virginia Information Technologies Agency

g \
i

Ildentify steps to protect data shared with other IT
systems.

e 4.4.2.5. The written agreement shall
specify that System Owners of the IT
systems that share data acknowledge and
agree to abide by any legal requirements
(i.e., HIPAA) regarding handling,
protection, and disclosure of the shared
data, including but not limited to Data
Breach requirements in this Standard.
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e 4.7.2.8. Agencies shall not use or store
sensitive data in non-production
environments (i.e., a development or test
environment that does not have security
controls eguivalent to the production
environment).
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e 5.2.2.6. Review all user accounts and
corresponding privileges for the user’s
continued need to access all IT systems.

e 5.2.2.21. Require confirmation of the
account request and approval by the IT
system user’s supervisor and approval by
the Data Owner or designee to establish
accounts for all sensitive IT systems.
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e 5.3.2.8. Require users of all sensitive IT
systems, to include network systems, to
change their passwords after a period of
90 days.
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e An Agency sponsoring an Internet-facing
system containing sensitive data provided
by private citizens, which Is accessed by
only those citizens providing the stored
data, may determine the appropriate
validity period of the password,
commensurate with sensitive and risk.
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e The account holder must be provided with
Information on the importance of changing
the account password on a regular and
frequent basis.
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e 5.3.2.10. Configure all sensitive IT
systems to maintain at least the last 24
passwords used in the password history
files to prevent the reuse of the same or
similar passwords.
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e An Agency sponsoring an Internet-facing
system containing sensitive data provided
by private citizens, which Is accessed by
only those citizens providing the stored
data, may determine the appropriate
number of passwords to be maintained In
the password history file, commensurate
with sensitive and risk.

www.vita.virginia.gov 102




m Virginia Information Technologies Agency

e The account holder must be provided with
Information on the importance of changing
the account password on a regular and
frequent basis.
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e 5.3.2.11. Provide a unique Iinitial password
for each new account of sensitive IT
systems and require that the IT system
user change the initial password upon the
first login attempt.
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e An Agency sponsoring an Internet-facing
system containing sensitive data provided
by private citizens, which Is accessed by
only those citizens providing the stored
data, may allow the citizen to continue to
use the initial password so long as the
Agency provides a mechanism to the
citizen that allows the citizen to create a
unique initial password.
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e 5.3.2.18. Implement a screen saver
lockout period after a maximum of 30
minutes of inactivity for COV devices.
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e 6.2.2.3. Prohibit the storage of any
Commonwealth data on IT systems that
are not under the contractual control of
the Commonwealth of Virginia. The owner
of the IT System must adhere to the latest
Commonwealth of Virginia information
security policies and standards as well as
the latest Commonwealth of Virginia
auditing policies and standards.
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e 6.2.2.5. Prohibit the connection of any
non-COV owned or leased data storage
media or device to a COV-owned or leased
resource, unless connecting to a guest
network or guest resources. This
prohibition, at the agency’s discretion
need not apply to an approved vendor
providing operational IT support services
under contract.
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6.3 Encryption

e 6.3.2.3. Require encryption for the
transmission of data that is sensitive
relative to confidentiality or integrity over
non-Commonwealth networks or any
publicly accessible networks, or any
transmission outside of the data’s
broadcast domain. Digital signatures may
be utilized for data that is sensitive solely
relative to integrity.

www.vita.virginia.gov 109




m Virginia Information Technologies Agency

e 9.2.2.6. Provide quarterly summary
reports of IDS and IPS events to
Commonwealth Security.
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e Medical information means the first name
or first initial and last name In
combination with and linked to any one or
more of the following data elements that
relate to a resident of the Commonwealth,
when the data elements are neither
encrypted nor redacted:
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1) Any information regarding an individual's

medical or mental health history, mental
or physical condition, or medical
treatment or diagnosis by a health care

professional; or

112
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2) An individual's health insurance policy
number or subscriber identification
number, any unique identifier used by a
health insurer to identify the individual, or
any information in an individual's
application and claims history, including
any appeals records.
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For more information, please contact:
CommonwealthSecurity@vita.virginia.gov

Thank Youl!
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Upcoming Events

www.vita.virginia.gov 115



m Virginia Information Technologies Agency

1SSA

DATE: Wednesday, July 13, 2011

LOCATION: Maggiano’s Little ltaly
11800 West Broad Street, #2204, Richmond, VA 23233
TIME: 11:30 - 1:00pm. Presentation starts at 11:45.
Lunch served at 12.
COST: ISSA Members: $20 & Non-Members: $25

SPEAKER: TBD

TOPIC: TBD
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National Webcast Initiative

Thursday, August 25
2:00 pm — 3:00 pm EDT

Topic: Bring Your Own Device.: Addressing the Security
Challenges Of Employee-Owned Devices in the
Workplace

Visit MS-ISAC web for more information:

htti://V\ANW.msisac.or(lzjlwebcast/
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From 1:00 — 4:00 pm at CESC

Wednesday - August 3, 2011

Wednesday - September 7, 2011

ISOAG will be held the 1st Wednesday of each month in 2011
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Tuesday - September 13, 2011 9:00 — 11:30a
(CESC)

Tuesday - November 8, 2011 1:00 — 3:30p
(CESC)

IS Orientation is now available via webinar!




ISOAG-Partnership Update

IT Infrastructure Partnership Team
Bob Baskette

July 6, 2011

' INFRASTRUCTURE
PARTNERSHIP

V' A NORTHROP GRUMMAN
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John Green is moving to Australia!!

Hide
Your
Vegemite!
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We Bid VITA’s CISO,

A fair wind...
and just enough of it

John Green
a Fond Farewell &
Best Wishes
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