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ISOAG July 2011 Agenda

I. Welcome & Opening Remarks John Green, VITA

II. Securing Mobile Devices Randy Marchany, Virginia Tech

III. COV ITRM Mobile Device Policy Bob Baskette, VITA

IV. COV ITRM SEC501-06: Bob Baskette, VITA
Important Changes

V. Upcoming Events & Other Business John Green, VITA

VI. Partnership Update Bob Baskette, VITA
Michael Clark,  Eric Taylor 
and Dean Weiner, NG



Securing Mobile Devices
“In the world of mobile, there is no anonymity” – Michael Becker

Randy Marchany
VA Tech IT Security Office and Lab

marchany@vt.edu
540-231-9523

mailto:marchany@vt.edu
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What Were You Thinking?

 Student in my Computer Security class tried 
to cheat

 Duh!
 Busted!



7/5/2011
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The Things That Scare Me 

 Downloading a trojan to a www site through 
an input screen

 Metasploit Attack – why patching systems is 
critical

 Bluetooth Eavesdropping
 Gigapan Inaugural Shot 

http://www.youtube.com/watch?v=1c-jzYAH2gw
http://gigapan.org/viewGigapan.php?id=17217


The Things That Scare Me

 Data Broker Acxiom
 InfoBase Ethnicity System

 “Broad & precise breakdown of ethnic, religious 
and minority classifications

 Matches names against housing, income, 
education & other demographics

 Naviant Technologies
 Processes online product registrations for 

companies like IBM
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THE THREATS



Place to Steal Personal Data

S C

Attack
The 
Server

Good
Sysadmin
Practices

Install Sniffer, more
dangerous in the 
wireless arena

Install 
Encryption

Email
Attachments,
www based

No Effective
Defense 



Passwords ARE the First Defense

 Bad Password Examples
 Check out 

http://www.skullsecurity.org/wiki/index.php/Passwords for 
password dictionaries
 This is why you need to check password 

strength

http://www.skullsecurity.org/wiki/index.php/Passwords






T-Mobile said the company's 
computer forensics and 
security team were "actively 
investigating to determine 
how Ms. Hilton's information 
was obtained." 

Cell phone voicemail easily hacked
They got Paris Hilton's contacts, and could get 
yours, too
By Bob Sullivan
Technology correspondent
MSNBC
Updated: 3:51 p.m. ET Feb. 28, 2005

"We were shocked by mobile 
voicemail vulnerability," he said. 
"This is not about (cell phone) 
operator bashing. This is about 
generating attention. They knew this 
and haven't generated any action." 
hiltonbook.html

http://www.msnbc.msn.com/




Your Apps Are Watching You

 Smartphones keep a lot of info about you
 Phone numbers
 Txt messages
 Pics
 Owner’s name
 Unique ID # (can’t be disabled)

 Wall St. Journal article describes some of 
these “threats”



Your Apps Are Watching You

 101 iPhone, Android apps examined
 56 transmitted phone’s unique ID# to other 

companies w/o user awareness or consent
 47 transmitted phone’s location
 5 sent age, gender, other personal details to 

outsiders
 Tracking companies are building detailed 

dossiers on users
 iPhone apps transmitted more data than 

Android apps



Your Apps Are Watching You

 Example: iPhone App TextPlus 4
 Send phone ID # to 8 ad companies, phone’s 

zip code, user’s age, gender to 2 of them
 Pandora (iPhone, Android)

 Send age, gender, location, phone ID# to ad 
networks. 

 Paper Toss (iPhone, Android)
 Send phone ID# to 5 ad companies



What’s a Phone ID?

 Unique ID number assigned to every phone
 iPhone – Unique Device Identifier (UDID)
 Android – various names
 Set by phone makers, carriers or OS makers
 Can’t be blocked or deleted

 Best tracking tool for ad companies
 Watch what you download, how often you use 

them, how much time you spend on them, 
 Some aggregate individual data



Your Apps Are Watching You

 Most apps don’t offer written privacy policies
 45 of the 101 apps didn’t provide privacy 

policies on their www site or in the app
 Google, Apple don’t require privacy policies 

from app writers











Your Apps Are Watching You

 Apple Position
 “iPhone apps cannot transmit data about a 

user w/o obtaining the user’s prior permission 
and providing the user with access to 
information about how and where the data will 
be used”

 WSJ tests showed the apps violated this rule.
 “Apple declines to discuss how it interprets or 

enforces the policy”



Your Apps Are Watching You

 Google requires Android apps to notify users 
what data sources the app plans to access
 Done before the app is installed

 Possible sources
 Phone camera
 Memory
 Contact list, up to 100 individual source

 Mobclix – ad exchange
 Matches 25 ad networks with 15K apps 

seeking advertisers



Your Apps Are Watching You

 Ad Networks offer software kits that 
automatically insert ads into an app
 Keep track where user spends time in the app

 MySpace Android App
 Sends age, gender, device ID, to Millennial 

Media, an ad network
 Millennial lists 11 types of info – age, gender, 

income, ethnicity, sexual orientation, political 
views, parental status, user income



E-Book Reading Up On You?

 E-books, Kindles, iPads, Nooks, can transmit 
info back to the manufacturer
 How fast you read (turn the page)
 Do you skip to the end? 
 Where you read the book? Geolocation!

 Google Books
 Keeps track of the last 5 pages
 Stores more pages for “security monitoring” to 

prevent abusive book sharing
 Stored for several weeks with user acct



E-Books Reading Up On You?

 Apple iBook (iPad, iPhones)
 Sends info back to Apple. 
 Only to understand customers’ behavior

 FBReader
 Free Russian reader  runs on Androids.
 Open Source

 Kindle
 Can collect age, zip code, gender info to book 

authors. And those who stop on p. 45 







Unlocked Key
Mean Transmission
In the Clear!





Motivation
 People want access to information all the time
 User expectation of information everywhere and all 

the time.

 Rapid evolution to use interconnected networks.

 Security Challenges
 Information sharing and security at odds.

 Laws, regulations, and policies not keeping pace.

 Stopgap measures.



Background for Security & Privacy

 Historically: security applied as an afterthought. 
 Privacy issues receive secondary consideration.
 Not the focus of most system designs.
 Results:

 Loss of privacy and user confidentiality.
 Deters knowledgeable users and early adopters.
 Users forced to trust a flawed system.
 Information gathering is commonplace.

 Pervasive Goals:
 Mutual trust.
 Minimally intrusive.
 Preserve invisibility.

Tradeoff between 
exploiting benefits of 
shared information and 
giving away one’s 
personal privacy.



Security Best Practices
 PDAs, smart phones, RFID tags, and WSN.
 Device size decreases and mobility 

increases.
 Balance confidentiality, integrity, and 

availability.
 Device constraints limit security capabilities.
 RF signaling provides attack vector.
 Each device is own first and last line of defense.

Traditional
 Firewall
 IDS
 ADS
 Antivirus
 Encryption

Future
 Secure Design
 Pervasive Data 
 User 

Confidentiality
 Filtered User 

Data

Transitional
 Hybrid IDS
 Reputation 

& Trust



Technical Solutions for Protection 
Privacy
 Privacy policy encoding.

 Privacy profile is based on user’s willingness 
to share information.

 System compares user’s profile with website’s 
policy.

 Anonymization tools.
 Abound on the Internet today.
 Transitioning to pervasive environments.
 Deter unwanted information collection.

 Hippocratic databases.
 Enforce privacy policy, explicit access checks.
 Users “opt-in” or “opt-out”.



Technical Solutions for Protection 
Privacy

 Privacy preserving data mining.
 Allows businesses to derive aggregated client 

data for insight.
 Maintains user privacy.
 Discards personal information.

 Information sharing across private 
repositories.
 Users will disclose data, but do not want it 

collected in dossiers.
 Data retrieval from disparate storage.
 Multiparty data sharing framework needed.



Privacy & Legal Concerns with 
Technologies

 Location-aware.
 E911 enabled smart phones offer 300 meter 

accuracy.
 Placelab (GSM, WiFi, & GPS) gives 300 to 10 

meter accuracy.
 Limited governance, laws, regulations, and 

policies.



RFID Technology

RFID tags.
 first “true” pervasive technology.
Correlation tracking for inventory mgt
Potential misuse by combining user 

habits with tags tracking data
Table 1. RFID tag characteristics comparison.

Tag 
Type

Memory Reprogrammable Processor Power 
Source

Range Reusable

Passive ROM No No RF 2 Meters No

Active RAM / 
ROM

Yes 8-bit Battery 1 
Kilometer

Yes

Hybrid ROM Yes / No No Battery 20 Meters Yes



Privacy & Legal Concerns with 
Technologies

 Where do we draw the line?
 Limits must be set.
 Laws, court rulings, and public opinion will draw 

the line.
Limits must be set with pervasive 
technology, … else these systems 
will offer no privacy anywhere.

Dr. Pottie, UCLA
The goal of hearings is not to create 
legislation that says the technology 
could never be used, but it is to gain a 
better understanding of the impacts.

Senator Bowen



Threat Summary

 Data Disclosure
 Data Modification
 Denial of Service Attacks

 Drain the battery



MOBILE DEVICE FORENSICS



Device Information



Data Search



Data Search



Calendar & tasks



geopositioning



Web cache



Phone history



Skype analyzer



Wifi analyzer



Calendar & Tasks



Tasks



filebrowser



File Manager



eventlog



messages



Summary

 There’s a lot of information that can be 
retrieved from smart phones

 History
 www, Chat/txt, Geolocation

 People, pics, orientation

 Physical security is paramount
 Forensic software can extract a lot IF you 

have physical access to the phone
 Ensure mobile device polices are enforceable



Addendum

 Some additional information on mobile phone 
security 



10 Steps to Secure Mobile Devices

 Configure mobile devices
 Enable auto-lock
 Enable password protection

 Connect to secure Wi-Fi, disable when not in 
use

 Update OS frequently
 Use antivirus programs, configure auto 

updates
 Use encryption solution to keep portable data 

secure 



10 Steps to Secure Mobile Devices 

 Use digital certificates on mobile devices
 Take appropriate physical security measures
 Securely wipe your old phones

 Delete everything
 Develop mobile device policies, procedures, 

standards, guidelines
 Increase user awareness
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Contact Information

 Randy Marchany
 University IT Security Officer
 VA Tech IT Security Office & Lab
 1300 Torgersen Hall
 Blacksburg, VA 24061
 540-231-9523
 marchany@vt.edu
 http://security.vt.edu
 Twitter: @randymarchany

mailto:marchany@vt.edu
http://security.vt.edu/
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COV ITRM Mobile Device Policy

Bob Baskette
Senior Manager, Security Operations 
and Architect

www.vita.virginia.gov 74
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COV ITRM Mobile Device Policy
• The draft policy is on ORCA for review and 

comment

• As of 7/2/2011 CSRM has received 97 
comments from COV Agencies and 
Universities

• 20 of the comments request grammatical 
changes or formatting changes

www.vita.virginia.gov
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COV ITRM Mobile Device Policy
• Major areas of interest based on 

comments
– Use of removable media
– Connecting to non-COV computing assets
– Hardware and software restrictions 
– What constitutes a mobile device
– What is COV data
– Password policy
– Use of personal devices

www.vita.virginia.gov
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Use of Removable Media
• Installation and use of removable media 

for phones and tablets
– Use of removable media is prohibited due to 

the lack of controls since the media cannot be 
wiped if not installed at the time of wiping 
instruction

– Removable media is easily lost or stolen

• General Use of USB thumb drives
– Covered in COV ITRM SEC 501-06
– Not addressed in the Mobile Device Policy

www.vita.virginia.gov



78

Connecting to non-COV devices
• Connecting to Home/Public networks

– Allowed if in compliance with the SEC 511 
Telework Standard

• Connecting to Home/Public computers for 
charging
– Not allowed since USB charging cables can 

transfer data as well as power
– Car chargers are permitted

www.vita.virginia.gov
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Hardware and Software restrictions
• What hardware components should be 

disabled by default:
• GPS
• Camera
• Microphone

– The list of enabled hardware should be 
approved by the Agency Head

• What software components should be 
disabled by default:

• Web browsers
• SMS/MMS programs

www.vita.virginia.gov
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Mobile Device Definition
• A definition that properly describes a 

mobile device is difficult since the 
technology is ever evolving
– Tablets and laptops are merging
– Smart phones are replacing some laptops

• The draft Mobile Device Policy does not 
govern laptops or the removable media 
referenced in SEC 501
– Mobile Device requirements will be added to a 

future version of SEC 501

www.vita.virginia.gov
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COV Data 
• COV data is any data that is provided to 

the Commonwealth for processing or 
storage by COV computing systems
– COV email
– COV form data
– Working papers and documents
– Data associated with web services

• Also includes configuration information
– Must be included in the backup schedule

www.vita.virginia.gov
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Password requirements
• The Mobile Device must adhere to the 

password requirements set forth in SEC 
501 for length, complexity, lifetime, and 
history
– Simple PINs are too easy to defeat prior to 

automated wiping windows
– The device must use a password for screen 

lock and device configuration access

www.vita.virginia.gov
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Use of Personal Devices
• The use of personal devices is a privileged 

granted by the Agency Head, not a right
– The Acceptable Use Policy will stipulate the 

right of the Agency to remotely wipe a device 
without warning

– The AUP will stipulate the right of the Agency 
to conduct a forensic review or the device

– The AUP will also stipulate that the personal 
device cannot use customized firmware or 
allow the end user to escalate privilege

www.vita.virginia.gov
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Questions???

For more information, please contact: 
CommonwealthSecurity@vita.virginia.gov

Thank You!
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COV ITRM SEC 501-06: Important 
Changes

Bob Baskette
Senior Manager, Security Operations 
and Architect

www.vita.virginia.gov 85
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COV ITRM SEC 501-06
• Publication Date

– April 4, 2011

• Compliance Date
– July 1, 2011 for revisions to the standard

• Supersedes
– COV ITRM Standard SEC501-01 dated August 

11, 2009 (revision: 5).

www.vita.virginia.gov
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Document Legend
• Existing SEC 501-01v5 language 

• Wording changes to clarify existing SEC 
501-01v5 language

• New requirements

www.vita.virginia.gov
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1.5. Exceptions to Security Requirements
• If an Agency Head determines that 

compliance with the provisions of this 
Standard or any related information 
security standards would adversely impact 
a business process of the agency, the 
Agency Head may request approval to 
deviate from a specific requirement by 
submitting an exception request to the 
CISO.  

www.vita.virginia.gov
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1.5. Exceptions to Security Requirements
• For each exception, the requesting agency 

shall fully document:
– 1. The business need, 
– 2. The scope and extent, 
– 3. Mitigating safeguards,
– 4. Residual risks,
– 5. The specific duration, and
– 6. Agency Head approval.

www.vita.virginia.gov
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1.5. Exceptions to Security Requirements
• Each request shall be in writing to the 

CISO and approved by the Agency Head 
indicating acceptance of the defined 
residual risks.  Included in each request 
shall be a statement detailing the reasons 
for the exception as well as mitigating 
controls and all residual risks. Requests 
for exception shall be evaluated and 
decided upon by the CISO, and the 
requesting party informed of the action 
taken. 

www.vita.virginia.gov
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1.5. Exceptions to Security Requirements
• An exception will not be accepted for 

processing unless all residual risks have 
been documented and the Agency Head 
has approved, indicating acceptance of 
these risks. The exception request must 
be submitted by the Agency Head or 
Agency ISO. Denied exception requests 
may be appealed to the CIO of the 
Commonwealth. 

www.vita.virginia.gov
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2.7. IT Security Audits
• 2.7.2.3. IT Security Audits should only be 

performed by independent parties who are 
not associated with the processes or 
procedures of the system.

www.vita.virginia.gov
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4.3. IT System Hardening 
• 4.3.2.9. Apply all software publisher 

security updates to the associated 
software products.

• 4.3.2.10. All security updates must be 
applied as soon as possible after 
appropriate testing, not to exceed 90 days 
for implementation.  

www.vita.virginia.gov
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4.3. IT System Hardening 
• 4.3.2.11. Prohibit the use of software 

products that the software publisher has 
designated as End-of-Life (i.e., software 
publisher no longer provides security 
patches for the software product).

www.vita.virginia.gov
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4.4. IT Systems Interoperability Security
Identify steps to protect data shared with other IT 

systems. 

• 4.4.2.5. The written agreement shall 
specify that System Owners of the IT 
systems that share data acknowledge and 
agree to abide by any legal requirements 
(i.e., HIPAA) regarding handling, 
protection, and disclosure of the shared 
data, including but not limited to Data 
Breach requirements in this Standard.

www.vita.virginia.gov
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4.7. Application Security
• 4.7.2.8. Agencies shall not use or store 

sensitive data in non-production 
environments (i.e., a development or test 
environment that does not have security 
controls equivalent to the production 
environment).

www.vita.virginia.gov
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5.2 Account Management
• 5.2.2.6. Review all user accounts and 

corresponding privileges for the user’s 
continued need to access all IT systems. 

• 5.2.2.21. Require confirmation of the 
account request and approval by the IT 
system user’s supervisor and approval by 
the Data Owner or designee to establish 
accounts for all sensitive IT systems.

www.vita.virginia.gov
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5.3 Password Management
• 5.3.2.8. Require users of all sensitive IT 

systems, to include network systems, to 
change their passwords after a period of 
90 days. 

www.vita.virginia.gov



99

5.3.2.8 Password Management
• An Agency sponsoring an Internet-facing 

system containing sensitive data provided 
by private citizens, which is accessed by 
only those citizens providing the stored 
data, may determine the appropriate 
validity period of the password, 
commensurate with sensitive and risk. 

www.vita.virginia.gov
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5.3.2.8 Password Management
• The account holder must be provided with 

information on the importance of changing 
the account password on a regular and 
frequent basis.

www.vita.virginia.gov
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5.3 Password Management
• 5.3.2.10. Configure all sensitive IT 

systems to maintain at least the last 24 
passwords used in the password history 
files to prevent the reuse of the same or 
similar passwords. 

www.vita.virginia.gov
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5.3.2.10 Password Management
• An Agency sponsoring an Internet-facing 

system containing sensitive data provided 
by private citizens, which is accessed by 
only those citizens providing the stored 
data, may determine the appropriate 
number of passwords to be maintained in 
the password history file, commensurate 
with sensitive and risk. 

www.vita.virginia.gov
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5.3.2.10 Password Management
• The account holder must be provided with 

information on the importance of changing 
the account password on a regular and 
frequent basis.

www.vita.virginia.gov
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5.3 Password Management
• 5.3.2.11. Provide a unique initial password 

for each new account of sensitive IT 
systems and require that the IT system 
user change the initial password upon the 
first login attempt. 

www.vita.virginia.gov
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5.32.11 Password Management
• An Agency sponsoring an Internet-facing 

system containing sensitive data provided 
by private citizens, which is accessed by 
only those citizens providing the stored 
data, may allow the citizen to continue to 
use the initial password so long as the 
Agency provides a mechanism to the 
citizen that allows the citizen to create a 
unique initial password.

www.vita.virginia.gov
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5.3 Password Management
• 5.3.2.18. Implement a screen saver 

lockout period after a maximum of 30 
minutes of inactivity for COV devices.

www.vita.virginia.gov
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6.2 Data Storage Media Protection
• 6.2.2.3. Prohibit the storage of any 

Commonwealth data on IT systems that 
are not under the contractual control of 
the Commonwealth of Virginia. The owner 
of the IT System must adhere to the latest 
Commonwealth of Virginia information 
security policies and standards as well as 
the latest Commonwealth of Virginia 
auditing policies and standards.  

www.vita.virginia.gov
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6.2 Data Storage Media Protection
• 6.2.2.5. Prohibit the connection of any 

non-COV owned or leased data storage 
media or device to a COV-owned or leased
resource, unless connecting to a guest 
network or guest resources. This 
prohibition, at the agency’s discretion 
need not apply to an approved vendor 
providing operational IT support services 
under contract. 

www.vita.virginia.gov
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6.3 Encryption
• 6.3.2.3. Require encryption for the 

transmission of data that is sensitive 
relative to confidentiality or integrity over 
non-Commonwealth networks or any 
publicly accessible networks, or any 
transmission outside of the data’s 
broadcast domain. Digital signatures may 
be utilized for data that is sensitive solely 
relative to integrity.

www.vita.virginia.gov
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9.2 Threat Detection
• 9.2.2.6. Provide quarterly summary 

reports of IDS and IPS events to 
Commonwealth Security. 

www.vita.virginia.gov
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9.5 Data Breach Notification
• Medical information means the first name 

or first initial and last name in 
combination with and linked to any one or 
more of the following data elements that 
relate to a resident of the Commonwealth, 
when the data elements are neither 
encrypted nor redacted:

www.vita.virginia.gov
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9.5 Data Breach Notification
1) Any information regarding an individual's 

medical or mental health history, mental 
or physical condition, or medical 
treatment or diagnosis  by a health care 
professional; or

www.vita.virginia.gov
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9.5 Data Breach Notification
2) An individual's health insurance policy 

number or subscriber identification 
number, any unique identifier used by a 
health insurer to identify the individual, or 
any information in an individual's 
application and claims history, including 
any appeals records.

www.vita.virginia.gov
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Questions???

For more information, please contact: 
CommonwealthSecurity@vita.virginia.gov

Thank You!
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Upcoming Events
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Information Security System Association

ISSA
DATE:  Wednesday, July 13, 2011

LOCATION:  Maggiano’s Little Italy
11800 West Broad Street, #2204, Richmond, VA 23233

TIME: 11:30 - 1:00pm. Presentation starts at 11:45.     
Lunch served at 12.

COST: ISSA Members: $20 & Non-Members: $25

SPEAKER: TBD

TOPIC:  TBD
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MS-ISAC
National Webcast Initiative

Thursday, August 25
2:00 pm – 3:00 pm EDT

Topic: Bring Your Own Device: Addressing the Security 
Challenges Of Employee-Owned Devices in the 
Workplace

Visit MS-ISAC web for more information:
http://www.msisac.org/webcast/
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Future ISOAG’s

From 1:00 – 4:00 pm at CESC

Wednesday - August 3, 2011

Wednesday - September 7, 2011

ISOAG will be held the 1st Wednesday of each month in 2011
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Future IS Orientation Sessions

Tuesday - September 13, 2011 9:00 – 11:30a 
(CESC)

Tuesday - November 8, 2011 1:00 – 3:30p

(CESC)

IS Orientation is now available via webinar!  
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ISOAG-Partnership Update 
IT Infrastructure Partnership Team

Bob Baskette

July 6, 2011
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Crikey!!!
John Green is moving to Australia!!

Hide 
Your 

Vegemite!
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ADJOURN
We Bid VITA’s CISO, 

John Green 
a Fond Farewell &

Best Wishes 
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