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Work described in this presentation was supported by the National Strategy for Trusted Identities in Cyberspace (NSTIC) National
Program Office and the National Institute of Standards and Technology (NIST).

The views in this presentation do not necessarily reflect the official policies of the NIST or NSTIC, nor does mention by trade names,
commercial practices, or organizations imply endorsement by the U.S. Government.
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* Objective: increase confidence in end-user identity by leveraging DMYV in-person
proofing to strengthen the authentication events while maintaining user privacy

when accessing on-line services

Authentication

Evolve Trust Framework & UX
* Challenges:

u Identify Trust Framework model to meet CSDII business needs
®  Bind self-assured credential to user without impacting IdP

u Leverage DMV in—person proofing on remote authentication events

" Create composite claim set with privacy enhanced attributes
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CAS/CSDII Relationship .
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Traditional Model
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User Services
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* Business
* Packaged Trust Framework (TF) v1.2
 Appointed TF Governing Board & Assurance Committee members
* Solicited interest from potential RPs & Defined Use Cases
Health IT Provider
Higher Education
* Identified RP Value Proposition

o Technical
* Verified Strong Authentication Capability , i.e. Verified Attributes

* Developed Stronger Authentication Capability , i.e. ond / Multi
Factor

* Enhanced / Evolved User Experience
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Health Care System
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Functional Walk Through
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