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What is Forefront Identity Manager?

+ Portal built on the latest Microsoft product Forefront Identity Manager (FIM) designed to
streamline a variety of different management functions

— Internal portal user interface (COV domain)
— User management

— Group management

— Password management

— Directory synchronization
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Phase | (In production )

* COV self service
password reset

 Self-service group
management

— Add/remove

— Join/leave

« Self-service profile
updates

e Centralized user
interface

LS T T Al T AL TRE
Current and Future Infrastructure

Phase I
« Certificate management

— Self-service certificate
portal

* Reporting
— Request history
— Monthly metrics
— Group activities
— Group membership

* Integration with Outlook
2007

— Dependent on
Exchange
2007/Exchange 2010

Phase lli

» Self-service account
creation

— Approved agency
users can request
new accounts

— Account creation
automatically with no
interaction from the
help desk
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COV Account Center

*Centralized user interface (Phase |)

- COV users only

» Update account

» Manage security groups
* Manage distribution list
* Request to join/leave

active directory groups

Forefront Identity Manager

ndows Internet Explorer
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Home

users
1y Profie.
Authertication Workfiow
Regisration

Security Groups (SGs)
Wy SGs

My SG Memberships

Distribution Lists (DLs)
MyDLs

My DL Memberships

Management Policy Rules
Workflows

Sets

Requests & Approvals
Manage My Requests.
Approve Requests.

Search Requests

Administration

Computers

Vg Infermaton Techrologios Agorey

COV Account Center

. . Search for
Welcome, Fleming, Keith (ADMIN)

Users, Profiles, and Passwords

» Edit my profile » Hegister for password resei |

Profiles allow you to see information about users in your organization. You
can also update certain information in your profile, such as your phone
number, of register to resetyour password

Security Groups (SGs)

» Create a new SG » See my SG memberships
» Manage my SGs » Join a SG

Security groups (SGs) are used to secure network resources. When
permissions 1o a resource are assigned to a SG, all members ofthe group
can access that resource

Distribution Lists (DLs)
3 » Create a new DL » See my DL memberships
o » Manage my DLS » JoinaDL
/ Distribution Lists (DLs) provide an easy way fo send email to a group of
users. When you send email to a DG, the email will be delivered to all its
members. (Also known as Distribution Groups).
Requests

» Approve requests » See requests I've made

See fequests youve made, or approve requests that others have made to
you

Weicome Fleming, Keith (ADMIN) v | Site Actions v @

Search within,

2| [arusers -

BE Administration
« Unlock Users
* Schema Management
« Search Scopes
* Workflows
« Management Palicy Rules
- sels
« Synchronization Rules
« Al Resources
, Resource Control Display
Configurations
« Home Page Resources
« Navigation Bar Resources

@ Help

@ About Forefront Identity Manager

J Local intranet R 100% -
- 4
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User Management

» Self service user account management

(Phase I)

— Users can edit personal information

» Preferred first name (updates display name in
the GAL)

+ Office phone, fax; mobile phone
« Office location

» Address city, postal code
— Changes are updated in the GAL
— No help desk ticket required
» Self service account creation (Phase lll)

— Agency users can request new
accounts for approval

— Account created automatically with no
interaction from the help desk

Fleming, Keith (ITP)

WMobile Phone

Office Location

Address

City

Postal Code

Contact Info | Roles

Password Reset

Self Service

| | Cancel
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) Forefront Identity Manager - Webpage Dialog x|

0000-GP-C AutoEnroll Computer Wireless Certific... B @
General Members | Owners |
More information
Current Membership A203-AC-All Workstations Group ﬂ
A read-only view of wha is A2B2-AC-All Workstations Group
presently in this group
A408-AC-DMME All Workstations Group
A426-AC-JYF All Workstations Group
° A425-AC-JYF General LAM Access Group
elr service group management tunctionality A0 1 ACVDOT Al Workstations
| ABOB-AC-VBPD All Workstations Group
1 AT0Z-AC-DBVI All Workstations Group ~
ase siosseiois Caoa cea 14 4 b b
Members To Remove - =

Choose who to remove

— Business owners can add/remove users from Active Directory
groups they own Members To Add Flormina. ket 4TE) o o

Choose new additions to
the group

— New group creation still will require a VCCC ticket

— Users can request to join/leave groups

Advanced View | | oK | [ cancel

— Help desk ticket not required

— Approval e-mails are automatically sent to group owners

% Inbox - Microsoft Outlook -aXx

_ DynamIC g rou p mem bersh | p Rl Edit View Go Tools Adions Help ) Wueauuesnnnlfnv hep v

{adlew - Y X GaReply CiReplyto All (55 Forward | B W | send/Receive + [ | (@ Serch address beoy

» Automatically add/remove members based on specific criteria (location, manager, Mail < J|E mbox test new group i JinGroup
= Leave Group
department, etc FaoieFotes 4 Doy ‘
p ) [ mbox (17) ‘ ‘ Allen, Mary (VSDB) B Add Members to Groups

srranged By Date Newsstontop | & sent Wed 622010 287 P
AL D B Remove Members from Groups

Role based access control 8 stten 5 o et e e

Mall Folders ¥ =
&) Group Management Help

£ Unread Mail

£ Allen, Mary [VSDB)  6/2/2010 ceee
test new group

1 yyFMSenvice@cov.virginia...

+ Integration with Outlook 2007 (Phase 1)

A yFMSenice@covirginia.g..
Pending approval: Baker, Ka...

2 yyFIMSenvice@cov.virginia...

— Requests can be approved/denied from Outlook client | M
B v
— Business owners can add/remove users from Active Directory ) cor 8 tenicBomgeg
groups they own from Outlook client sz O irs s o
Tasks 3 yFIMSenvice@covinginia.g..

Pending approval: Baker, Ka... ()

— Will be available post Exchange 2010 upgrade IO B | 5 ey szmn v -

32 ltems Allfolders are up to date. {3 Connected to Microsoft Exchange ™
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PaS SWO rd M an ag e m e nt Log On to Windows

. Wlndows"F’

- Professional

* Internal self service password reset

(Phase I) Lser name: |fm-wwerw.m.wm'u.qw
— COV users can reset forgotten passwords - :' _ et |
from logon screen ' | -
0K I Cancel Options << |
— No need to contact help desk
« Password synchronization (Phase I) e

1

— Changes to COV passwords synchronize to0 | auhentication Required

\:E g Forefront Identity Manager 2010

connected systems | e crtenges nesmseny yoir sccamtmerhéon e fne . S
E
What was the name of your elementary school? | |
» Help desk d t (Ph I
e p eS p as S W O r r es e aS e What was the name of your first pet? ]

— Single interface to reset passwords in
multiple domains

— COV, COVTEST will be Phase I

Next Cancel |
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Reporting

* Reporting for aspects of FIM (Phase II)

« Variety of different reports

* Monthly metrics
* Request history
» Group activity

» Group membership

» Export to Excel format

Hom

Public Reports

Management

Orous Vanagement

Welcome Fleming, Keith (ADMIN) | Help |

Group Membership Details s«
310up Diaplay Name

[4PP-Keim-TEST 2

Group Display Nama
APP-Kellh-TEST

Group Email Allas Group Type |
ecurt
Group Membership Tree
& [ APP Koith TEST
& approver, tm (TP
& Bunop, Desuan (TP)
8 Burgens, Kre (%)
& Floming, Keth (ADWH)
18 rioming, kot (79)

Home

Public Reports

Pu

Metrics

Group Membership

Admin Reports
Monthly Metrics
Metrics On Demand
Group Activity On Demand
Request Activly On Demand
Heavy Groups

System Totals

Management

Group Management

Welcome Fleming, Keith (ADMIN) | Help 4

Welcome, Fleming, Keith (ADMIN)

Public Reports

Public reports are available to all the paople visiting the Forefront™ Identity Manager 2010 Reporting web site. There are
two reports available under public reports as specified below.

« Public Matrics: Pre-defined group related activty metrics in a given time range
« Group Membarship: Group membership details for a given group name

Admin Reports

Admin reports are available to Forefront™ Identity Manager 2010 Reporting web site Administrators only. There are
six reports available under admin reports as specified below.

« Monthly Metrics: Pre-defined group related activity metrics for a given month

« Metrics On Demand: Group related request count based on various filter criteria
« Group Activity On Demand: Group activity details with given filter criteria and time range

Request Activity On Demand Request activity details with given filter criteria and time range.
« Heavy Groups: Groups with more than a configured number of members
« System Totals: Security Group (SGs) and Distribution Group (DGs) count

Notice Board #1

Reporting project will move to production on 29" April 2010. Kudos to the entire project teaml

Hanagemant

Vieicome Fleming, Kem (AOMIN) | Help |

Monthly Metrics

o Yoar

Febuan ] [2011 3] 8

WAl e b s [seecatorma v e 4
Monthly Metrics

Mok Fobrus
Yer
Actvy Nome Cout
50 Croind n
50 Deens )
50 Crnte Desd 0
50 Moo At 1 \
Frr— w | 3
DO Crted 0
DO Delnst 0
0 Crste Dind 0
DG Mok At ™
DO Mersbrs Reeseved 16 i
— G Created G Members Removed DG Members Added
56 Deeted -G Crevted DG Members Remored
W SGCreweDeved W G Deleted
56 Members Added 0 Creste Denied
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Communications and Artifacts

 Tips and Tricks; sent with e-mail to AITRs
» User Guide and FAQs documents; available on COV Account Center

« Communications and deployment schedule being finalized
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How does this impact you?

* Any group that does not have a defined owner will be assigned to
the AITR by default.

— You can change assignments via the COV Account Center.
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Questions?
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