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How does Virginia’s IT spend compare?

FY09 IT spend as percentage of operating budget

Total budget
$27 B *

* Executive branch agencies 
“in scope” to VITA

IT spend
$501 M

1.9%

8.2%

4.1%

4.9%

0.0% 2.0% 4.0% 6.0% 8.0% 10.0%

Fortune 500 **

Bus. - $10B+**

Government - $10B+ **

VA

Sources: Dept. of Planning and Budget Web site
JLARC 2009 IT spend analysis, Review of VITA
Dept. of Accounts FY09 IT payroll data

** Source: Gartner IT Key Metrics Data 2009
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How does Virginia’s IT spend compare?
FY09 IT spend as annual cost per employee *

* Executive branch agencies “in scope” to VITA

$8,603

$13,939

$14,240

$13,289

$0 $5,000 $10,000 $15,000

Fortune 500 **

Business - $10B+ **

Government - $10B+ **

Virginia

Sources: Dept. of Planning and Budget Web site
JLARC 2009 IT spend analysis, Review of VITA

** Gartner IT Key Metrics Data 2009
Dept. of Accounts FY09 IT payroll data
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Actual 
completed

Forecast

Transformation progress
Cumulative agency completions

Transformation is well underway
• 65% of agencies are 90% (or more) 

complete

• 71% of all transformation work is 
completed

• Of 72 milestones, 67 accepted

Schedule to be finalized
• VITA and Northrop Grumman are 

working with agencies to reach 
agreement on schedule

• 66% of agencies have agreed to 
schedule
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Presentation Topics

• 90-Day assessment 
• 2009 accomplishments and next steps

– IT investments and governance
– Information security
– Enterprise applications
– E-911 and geographic information systems

• JLARC review of VITA
• Infrastructure transformation update 

– Progress
– Contract changes 

www.vita.virginia.gov
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90-Day assessment
• Tremendous progress made
• Impressive body of talent
• Significant challenges can be overcome
• My top priorities

1. Enhancing customer service
2. Getting the IT infrastructure program with Northrop 

Grumman back on track
3. Managing costs effectively

• All three must move forward in tandem
– Require commitment from Northrop Grumman and 

state agencies
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Formed the CIO Council
• Customer knowledge and experience
• Advise and assist with decision making
• Formed in September, meets monthly
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Reorganized VITA to be more effective

Customer Services & 
Project Mgmt Org.

Debbie Secor

Customer Services & 
Project Mgmt Org.

Debbie Secor

CIO
George Coulter

CIO
George Coulter

Commonwealth 
Security

John Green

Commonwealth 
Security

John Green

Internal Audit
Sheila Alves

Internal Audit
Sheila Alves

ITIBITIB

Communications
Marcella Williamson
Communications

Marcella Williamson
IT Investment & 

Enterprise Services
Jerry Simonoff

IT Investment & 
Enterprise Services

Jerry Simonoff

Human Resources 
Management
Susie Witter

Human Resources 
Management
Susie Witter

Integrated 
Services 
Program

E-911

VGIN

Enterprise 
Applications

Peggy Feldmann

Legal & Legislative Services
Eric Link

Legal & Legislative Services
Eric Link

Supply Chain 
Management
Susan Woolley

Supply Chain 
Management
Susan Woolley

Finance & 
Budget

Dana Smith

Finance & 
Budget

Dana Smith



9

Created customer teams for better service
• Focus – customer satisfaction

– Projects
– Transformation
– Services
– Security

• Structure – formed eight 
integrated customer teams
– By secretariat
– Overseen by two Customer 

Service Managers and eight
team leads

– Matrix management across 
VITA and Northrop Grumman

– In place today

The first customer team 
successfully supported the 

complex server move 
project at Social Services

• 85+ servers

• 120+ sites

• 50 staff
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2009 awards and recognition
• 2009 NASCIO Recognition Awards

Most recognition of any state in the nation
– Virginia Performs (Council on Virginia’s Future)
– Virginia.gov Portal Widgets (VITA) 
– Virginia Technology Portfolio 2.0 (VITA) 

• Finalist: University IT Internship Partnership 
(Mines, Minerals & Energy)

• 2009 Digital Government Achievement 
Award
– Stimulus reporting Web site (Governor, 

Accounts, Planning & Budget, VITA)

• 2009 Bronze Telly Award
– “Duhs of Security” video (VITA)
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FY2009 closed better than expected

Actual (July 08 – June 09) FY 2009 
Budget

Actual 
revenue as 
% of 
budget

Revenue Expense Net

Fee for Service (ISF) $ 269.5 $ 270.9 $ (1.4) $ 261.8 102.9%

E-911 (Enterprise) $ 51.5 $ 60.3 $ (8.8) $ 51.1 100.8%

General Fund $  1.9 $  1.9 $   - $ 1.9 100.0%

Special Revenue 
(IFA & VGIN)

$  8.3 $  8.6 $ (0.3) $ 6.5 127.7%

Federal Grants $  - $   - $   - $   - 0.0%

Total $ 331.2 $ 341.7 $ (10.5) $ 321.3 103.1%

SWaM spend 
$66.4 million
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2009 Accomplishments 
and Next Steps
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VITA statutory roles
• Provide statewide information technology (IT) 

services 
– Manage the PPEA agreement with Northrop Grumman to 

modernize IT infrastructure 

• Oversee information security policies and 
standards 

• Oversee IT investment management and major IT 
projects

• Support E-911 services for 137 local governments
• Host statewide Geographical Information System 

(GIS) data and maps
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IT investment management and governance

• No major project failures since 2003

www.vita.virginia.gov

CIO Assessment Number Dollar Value

Active – Red 0 $0

Active – Yellow* 5 $426,226,438

Active – Green 22 $241,457,831

Suspended 0 $0

Total 27 $667,684,269

Current active major IT projects

*$357 million attributed to STARS project
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IT Portfolio Comparison – Major Projects

January 1, 2009

Total Major Portfolio

55 projects
Value of $816,010,216

• Approved for Development

22 projects - Value of $492,803,242

• Approved for Planning

24 projects - Value of $230,690,189

• Identified for Preliminary Planning

9 projects - Value of $92,516,785

October 1, 2009

Total Major Portfolio

52 projects
Value of $758,892,048

• Approved for Development

27 projects - Value of $667,684,269

• Approved for Planning

15 projects - Value of $55,007,994

• Identified for Preliminary Planning

10 projects - Value of $36,199,785
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Information security
• Significantly strengthened information security in 

the Commonwealth
– Updated the Security Standard
– Promoted security awareness and education
– Piloted application security assessment initiative
– Improved the security of infrastructure operations
– Conducted two disaster recovery tests

• Plans to strengthen information security and risk 
management
– Enhance application security standards and practices
– Promote information security as an executive priority
– Strengthen infrastructure security 
– Enhance threat detection and response
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Enterprise Applications 
• Integrated Virginia Enterprise 

Applications Program (VEAP) into VITA
• Awarded Performance Budgeting contract 
• Awarded Financial Management contract
• Launched Business Intelligence (reports, 

analytics, dashboards)
• Continued development of financial 

management data standards



18

Enterprise Applications
• Supported health IT standards

–Staffed ITIB’s Health IT Standards 
Advisory Committee (HITSAC) 

–Supported application for federal 
stimulus funds to establish Virginia’s 
Health Information Exchange (HIE)

–Supporting HITSAC’s development of 
technical infrastructure requirements for 
HIE
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Summary and next steps
• Implement enterprise applications

– Performance Budgeting
• Phase 1 “Go Live” August 2010 replaces current 

Commonwealth (DPB) budgeting systems
• Phase 2 “Go Live” (March 2011) incorporates strategic 

planning and detailed Agency budgeting capability
– Financial Management 

• VDOT delivery scheduled for July 2011
• DOA delivery scheduled for July 2012

– Roll-out to agencies to follow

• Complete data standards by June 2010
• Support Office of Health IT and HITSAC in 

developing an implementation plan for Virginia’s 
HIE (January – August 2010)
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Enhanced 9-1-1 services
• VITA oversees the statewide E-911 program to 

improve public safety
– Coordination with law enforcement and localities
– Ensuring “landlines” are tied to addresses
– Using GPS technology or triangulation to locate a 

wireless phone
– Aid in dispatching first responders quickly

• VITA distributed $36.3 million in grant funding to 
localities
– 4.4 million calls to Virginia 9-1-1 centers
– 2.9 million calls placed from wireless phones (64%)

• Virginia is a national leader in E-911 deployment

www.vita.virginia.gov
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Wireline E-911 deployment status

9-1-1 center has physical address of caller (landline)
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Wireless E-911 Phase 1

9-1-1 center has call-back number to cellular phone
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Wireless E-911 Phase II

9-1-1 center has call-back number and location information
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Geographic information systems (GIS)
Accomplishments
• Updated Virginia Base Mapping Program with aerial imagery 

for eastern portion of the state
• Assisted Deputy Secretary of Technology Karen Jackson 

with Virginia's initial Broadband Mapping effort
– Applied for ~$2 million federal grant for Virginia's next phase 

• Initiated five year GIS strategic planning effort

Next steps
• Deliver five-year strategic plan in January 2010
• Continue supporting Broadband Mapping efforts
• Update Virginia Base Map with aerial imagery for western 

portion of the state in 2011
• Depending on award of grant applications, oversee data 

capture of rural coastal areas and conduct return on 
investment studies
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JLARC Review of VITA
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JLARC review of VITA
• Comprehensive briefing delivered Oct. 13 (1 of 2)

– IT infrastructure program and governance focus
– Appreciate thoroughness and professionalism of JLARC staff
– Helps CIO, VITA to address top priorities 

• Have begun addressing findings, recommendations
– Execution: improved transformation planning process
– Documentation: 95% of documents for procedures manual 

approved
– Performance measurement: 193 (100%) of service level 

agreements measuring 71% of the environment (134 have 
interim or final approval)
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JLARC review of VITA
• Next JLARC briefing Dec. 14 (2 of 2)

– Quality and impact of VITA and Northrop 
Grumman’s services

– Enterprise applications and data standards
– Oversight of IT projects
– IT procurement
– Rates and billing issues
– IT expenditures

• VITA will develop formal corrective action 
plan after delivery of final report
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IT Infrastructure 
Transformation Update
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IT Infrastructure Program
• What is it? 

– A 10 year, $1.9 billion agreement with Northrop 
Grumman to modernize IT infrastructure for 85 agencies 
(networks, PCs, phones, servers, e-mail, etc.)

• What’s the business value of the partnership?
– Northrop Grumman has invested more than $270 million 

in Virginia in upfront capital
– Corrects millions of dollars in infrastructure deficiencies
– Creates a standard IT environment that is maintained 

and replaced – in good times and bad
– Creates 433 jobs in rural southwest Virginia and $40 

million investment in workforce development programs

www.vita.virginia.gov
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Why are we doing this?
• Old, inefficient and under-utilized equipment

– Large percentage of IT equipment was more than eight years 
old

– Servers operated at an average of 25% capacity
– A hodgepodge of systems 

• Inconsistent staffing, support and compliance
– Thousands of devices with no IT support staff and no 

documented software licensing
– Thousands of devices lacked maintenance
– 42 separate help desks
– No consistent performance measures

• Inadequate information security
– Inconsistent practices and use of virus protection
– Data center rated a security risk; inadequate disaster recovery
– Inability to monitor the threat environment centrally

www.vita.virginia.gov
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Network
58,042 ports

Printers
6,859 network printers

Communications
~55,000 desk phones
~3,400 handhelds (PDAs)
~9,000 pagers
~13,400 wireless devices 
(cell phones)

IT infrastructure for executive branch
PCs and servers

57,995 computers
3,484 servers

Disk storage
1.3 petabytes

Mainframe
4,856 MIPS
175.6 terabytes

E-mail
64,211 mailboxes

Source: VITA IT Asset Inventory, Nov. 1, 2009
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Contract modifications
• Several contract changes and updates needed 

urgently
– Work stoppages and outages impact public safety, public 

health and business continuity
– Federal funding/cost allocation compliance
– Required by infrastructure agreement

• Before executing contract modifications
– Rely on Office of the Attorney General review to ensure 

modifications preserve Virginia’s rights 
– Follow the process set forth by the Governor’s Office 

with the ITIB and Governor’s Office 
– Provide detailed briefings to General Assembly members 

and staff
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Summary
• Virginia is managing its IT costs effectively

– Costs are below industry average
– Transformed environment, with future 

replacement costs built in

• Virginia has a good infrastructure contract 
in place
– Modifications are needed to reflect actual 

practices, growth and requirements

• VITA and Northrop Grumman are 
addressing customer service issues
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For More Information on VITA
www.vita.virginia.gov

George F. Coulter
CIO of the Commonwealth

804.416.6004
cio@vita.virginia.gov
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