
Passwords should have at least 
eight characters and include 
upper case (capital letters) and 
lowercase letters, numbers and 
symbols. 

Avoid words and proper names, 
regardless of language. Hackers 
use programs that try every word 
in a dictionary. 

Don't use personal information, 
such as name, children's name, 
birthdates, etc. that someone 
might already know or easily 
obtain. 

Change passwords regularly. If 
you believe your system, or an 
online account you access, has 
been compromised change your 
password immediately. 

Use unique passwords for unique 
accounts. 

Make sure your work passwords 
are different from your personal 
passwords. 

Keep your system updated.  Ensure that 
any computer you use to connect to a 
social networking site has proper 
security measures in place, including 
anti-virus and anti-spyware software, 
and a firewall. Make sure you keep 
them up-to-date. 

 
Use strong passwords. Protect your 
social networking account with a strong 
password. Do not share this password 
with anyone or use it for other sites.  

Be cautious when clicking on links. If a 
link seems odd, suspicious, or too good 
to be true, do not click on it...even if the 
link is on your most trusted friend's 
page. Your friend's account may have 
been hijacked or infected and now be 
spreading malware. 

Do not respond to an email requesting 
personal information or that ask you to 
"verify your information" or to "confirm 
your user-id and password." 

B e c a u t i o u s a b o u t i n s t a l l i n g 
applications. Some social networking 
sites provide the ability to add or install 
third party applications, such as games. 
Keep in mind there is varying degrees of 
quality control on these applications and 
they may have full access to your 
account and the data you share.  

Helpful Tips
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