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Modify Report

Search Records: Applications

Search

¥ Keyword Search

o Enter the term(s) or phrase(s) you want to search for.

i Agency
i Agency IT RA Current and Sensitive System - Helper

| Enter Search Criteria Here | |Applicalions ||
¥ Fields To Display
o Select fields to display on the search results page.
Available Selected
Find: | | |Name - | C@ Applications
=- [ Applications Ii Application ID (%]
] Add New Relationship Application Name @ (%]
-~ 3 Year Audit Obligation - Helper Description (%]
i~ 3 Year Audit Obligation - Previous Year - Helper Criticality Rating (%]
i~ 3 Year Audit Obligation - TEST - Domain Family Helper Count of Critical Business Functions (%]
- 3 Year Audit Obligation - TEST - Helper Last IT Security Audit (%]
- Active Usage Quantity Last Updated (%]

[] statistics Mode  Return search results in the form of a statistics report by grouping and aggregating field values.
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Modified Report

Search Records: App

0 Select filttering options, including filter by value, cross reference, users/groups and date ranges.

Search
Available Selected

Find: | ||Nan‘|e v| ';g Applications

=- [[] Applications I: Application Name o= (%]
i~ F] Add New Relationship Description (%]
- 3 Year Audit Obligation - Helper Devices e
- 3 Year Audit Obligation - Previous Year - Helper Information (%]
- 3 Year Audit Obligation - TEST - Domain Family Helpar
- 3 Year Audit Obligation - TEST - Helper
- Active Usage Quantity
- Agency
i Agency IT RA Current and Sensitive System - Helper v

L1l -
P
[ ] statistics Mode  Retumn search results in the form of a statistics report by grouping and aggregating field values.
¥ Filters | AddNew |

Field To Evaluate Operator Value(s) Relationship  Actions
1. |Statu5 || |Dnes Mot Equal v| *|Nn longer in use - retirad || And €3
2. |Ager1w || |Equals -r| a|e|‘».-’||'giniaInflJ-rmati{:nTeit:hnulugiesngem:y.r || And €3
3. |Sensitive System || |Equals vl *|Yes || And €3
4, |Devic:es || |Does Not Equal v| *|NoSeIection || And (%]
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Mew Modify Save Repors Delete

1102 (of 2)

Refresh Export Print

Emall

Applications by Criticality Rating

Drag a column name here to group the items by the values within that column.

| Options »

Application and Tools

business architecture of the Commonwealth. Provides the ability to extract selective EBA
information to spreadsheet formats. Also provides the ability to create enter

Application Name & Description Devices Information
EBA - Enterprise Business Architecture Used to develop, maintain, and administer all information associated with the enterprise COVTESCES-WEBQ9 Enterprise Business Architecture

Oracle Primavera Portfolio Management

(OPPM]

ProSight Portiolios which has been business-configured to automate portfolio management COVTESCES-WEB12
processes allowing agencies to manage their business needs and technology investments like a
portfolio.

ProSight

Page 1 of 1 (2 records)
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Data Sets

ADD Aatlc i
S . S= a ™
é EI Il 4 4 122y B Pl [ EE Eg] =4
Mew Modify Save Repordz Delete Refresh Export  Print  Email
Search Results | Options~ |

Agency Application Name a 1 Description Data set Name & 2

Virginia Information Technologie VITA Security Asset Inventory Enterprise Governance and Risk Management IT Security Audits

s Agency and Risk Management (RSA

ARCHER}

Virginia Information Technologie VITADirectorateSvc Web Services that provides a list of VITA directorates for applications to  HR

s Agency use.

Page 1 of 1 (2 records)
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Mew Copy Sawe Apply Edit Delete Related Recalculate Export  Print  Ema

First Published: /192015 1:00 PM Last Updated: 2/11/2016 11:31 AM

¥ Full Information Asset Assessment {Target) | Add New |

Questionnaire ID
Mo Records Found

In this data classification inventory you are required to:

1. Select your Agency

2. Provide a name for the data set and a brnef description of the data.

3. Answer all the questions in the "General Information” section.

4. Check all the boxes that apply in the following sections regarding data attributes

5. Asscociate the data with applications from your agency's list of applications. Please contact CSRM if this data is associated with an
application that is not listed.

6. Associate the data with your agency's devices. Please contact CSRM if you have more than a couple devices that are not listed
and need to be entered into Archer.

v General Information

Agency: Wirginia Information Techneologies Agency Information 1D: INFO-235131
Data set Name: IT Security Audits
Description: This data is gathered from agencies and covers dates for when IT Security Audits will be scheduled, what they will focus on, if the audits were completed,

related findings, sensitive systems audited, etc..

Do other state No Do federal agencies Yes

agencies or localities access this data?:

access this data?:

Do private Mo Date data went into 1172014

organizations access production / will go

this data?: into production:

How many users are 200 Is this data set the Yes

there of the data set?: authoritative source of
information?:

Is this data subject to Partial NMumber of records 2.400

FOILA?: processed annually?:
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¥ Personal Identifiable Information

MIST Special Publication 800-122 defines Pll as any information about an individual maintained by an agency, including (1) any information that can be used to distinguish or
o trace an individual's identity, such as name, social security number, date and place of birth, mother's maiden name, or biometric records; and (2) any other information that is
linked or linkable to an individual, such as medical, educational, financial, and employment information. Please select all that apply.

Pil: & NIA

¥ Personal Medical Information (Commonwealth defined)

Medical information means the first name or first initial and last name in combination with and linked to any one or more of the following data elements that relate to a resident of

o the Commonwealth: 1.) Any information regarding an individual's medical or mental health history, mental or physical condition, or medical treatment or diagnosis by a health
care professional; or 2.) An individual's health insurance policy number or subscriber identification number, any unique identifier used by a health insurer to identify the
individual, or any information in an individual's application and claims history, including any appeals records. Please select all that apply.

PMI: & NIA

¥ Protected Health Information

PHI is defined as "individually identifiable health information” transmitted by electronic media, maintained in electronic media or transmitted or maintained in any other
o form or medium by a Covered Component (HIPAA applies to Covered Components, which are health care providers, health plans, and clearinghouses that engage in
certain types of transactions electronically). PHI is considered individually identifiable if it contains one or more of the following identifiers. Please select all that apply.

PHI: " NIA

@ Help

¥ Family Educational Rights and Privacy Act

o Reference the Family Educational Rights and Privacy Act (FERPA) for more information. Please select all that apply from the options below.

FERPA: «” NIA
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Data Sets C, |, A

v Confidentiality Integrity Availability

0 Please indicate if your agency regards this information as sensitive to Confidentiality, Integrity, or Availability and give a brief description explaining why.

Sensitive as to No Sensitive as to Yes: Reporting is expected to be correct and is used in the
Availability?: Integrity?: Annual Report.

Sensitive as to Yes: Yes, confidential agency documents are present on the

Confidentiality?: system.

¥ Submit Dataset Inventory

Inventory for this data [ 1 00% First Published: 8/19/2015 1:00 PM

set complete?:

CSREM Approved: Yes

Last Updated: 211172016 11:31 AM
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¥ Agency Scorecard Data

= 150 Certification
Status:

w3 Year Audit
Obligation:

' Audit Plan Status:

iz Current Year
Percentage of Audits
Received:

' Current Year
Percentage of
Quarterly Updates
Received:

=¥ Business Impact
Analysis Status:

& 3 Year Risk
Assessment
Obligation:

Risk Assessment Plan
Status:

IDS Quarterly Reports:

Vulnerability
Scanning:

Primary IS0 is
Certified:

Niata Cot lnwvantoore

N/C

NIC

0%

Pass

84%

Yes

3 Year Audit
Obligation - Previous
Year:

Audit Plan Status -
Previous Year:

Previous Year
Percentage of Audits
Received:

Previous Year
Percentage of
Quarterly Updates
Received:

Business Impact
Analysis Status -
Previous Year:

Previous Year 3 Year
Risk Assessment
Obligation:

Previous Year Risk
Assessment Plan
Status:

Previous Year IDS
Quarterly Reports:

Previous Year
Vulnerability
Scanning:

NIC

T5%

Pass

~
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Refresh Export  Print
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Search Results

Process Name & Criticality Rating

Drag a column name here to group the items by the values within that column.

Impact to
Confidentiality

Impact to Customer
Service

Impact to Finances

Impact to Life

| Options =

Impact to Safety

Accounts Payable (2]

Hot Rated

Hot Rated

Hot Rated

Accounts Receivable (Non- ¢
State)

Hot Rated

Hot Rated

Hot Rated

Accounts Receivable ()
{State)

Hot Rated

Hot Rated

Hot Rated

Advance the quality & Hot Rated
maturity of ITIM

implementation & support

{Both PMD & ITIM Division}

Hot Rated

Hot Rated

Hot Rated

Hot Rated

Advance the quality &
maturity of PMD ITIM
implementation & support

Hot Rated

Hot Rated

Hot Rated

Hot Rated

Agency IT strategic
planning process

Hot Rated

Hot Rated

Hot Rated

Hot Rated

Agency Procurement
Request Support

Hot Rated

Hot Rated

Hot Rated

-VITA Portfolio System

Hot Rated

Hot Rated

Hot Rated

Hot Rated

6
(=]
Application development
e

Applications Development
VITA
Administrative/Financial
Systems

Hot Rated

Hot Rated

Hot Rated

Hot Rated

Applications Development
-VITA Internal Support
Systems

Hot Rated

Hot Rated

Hot Rated

Hot Rated

D

Approve Standards

Hot Rated

Hot Rated

Hot Rated

Hot Rated

@

Approve Virginia.gov
Domains Registrations

Hot Rated

Hot Rated

Hot Rated

ARMIC S Assessment (2]

Hot Rated

Hot Rated

Hot Rated

Hot Rated

Hot Rated
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Audit Plans and Scheduled Audits

% [;ﬂ ﬁ |4 4 11t P

Mew Modify Save Reporiz Delete
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X
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Refresh  Export  Print  Email

Search Results

Drag a column name here to group the items by the values within that column.

| Options~ |

& Reconciliation

Internal Audit reviewed with four audits: Application
Processing Review, Change Management Review,
Security Controls Review and Backup and Recovery

D marimuar

- - - N Number of Percentage of
Audit Plan 3 Year Period 3 Year Period Date Audit . 3
Agency CSRM Approval . Audits Past Audits
ID End Start Date Plan Expires Due Complete
= AP-221052 Virginia Information Technologie 2017 Approved 1M1/2015 112016 0 56 %
s Agency
Scheduled
- Scheduled Actual .
#,';‘ﬂ;inﬂ T Systems Scheduled  ¢cneduled Audit Description Audit All Audits Complete  Audit S Review
D & Completion Completion
= SA-212161 VITA Architecture Revie VAR 12/31/2009  ves 10/1/2009 Approved
w
;’,‘;fé’k’i'r%‘:‘gdi Alternative Application Name Audit Complete CSRM Approval Date Submitted
SECAUD-212178 VAR Yes Approved 10172009
Page 1 of 1 {1 records)
SA-212162 Computer Services Char Computer Services Billing System 121312013 ves 121672014 Approved
geback System
Internal Audit reviewed with four audits: Application
Processing Review, Change Management Review,
Security Controls Review and Backup and Recovery
Review.
SA-212163 Vendor Invoice Payment VIPER System 121312013 ves 121672014 Approved
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Questions

DDV VVDVIVIV?

You may also send any questions to :
CommonwealthSecurity@VITA.Virginia.Gov



mailto:CommonwealthSecurity@VITA.Virginia.Gov
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