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Data: How are you going to
secure it if you can't manage it?

... in the Post Big Data Era

Peter Aiken PhD, Senior Member - ACM

datablueprintcom

Peter Aiken, Ph.D.

30+ years in data management

Repeated international recognition
Founder, Data Blueprint (satablueprint.com)
Associate Professor of IS (cuedu)
DAMA International (dama.oro)

9 books and dozens of articles

Experienced w/ 500+ data
management practices

Multi-year immersions:
— US DoD (DISA/Army/Marines/DLA)

Nokia
Deutsche Bank
Wells Fargo
Walmart

= data
~m DIueprint

UNLOCKING BUSINESS VALUE



Dear Ms. Davis:

:’ \ g ! I want to be very clear on my
L B /\  child'sillustration. It is NOT of
' A\ meonadance pole onastage ina
- l strip joint. I work at Target and
\ ( \ . - “* % had commented to my daughter
e M how much money we made in the
g recent snowstorm. This drawing is
\ of me selling a shovel.
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Target Isn't Just Predicting Pregnancies
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http://rmportal.performedia.com/node/1373 and http://www.predictiveanalyticsworld.com/patimes/target-really-predict-teens-pregnancy-inside-story/ http://rmportal.performedia.com/rm/paw10/gallery 01#1373
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Life is Short. Have an Affair.*
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THE WALL STREET JOURNAL.

SO wednesdsy, May 20, 2014 As ol 158 EDT 1 hese decisions have consequences!

Home World us. Buainess Tech Markots Market Data  Your Money Opinion Ufe & Culture N.Y. Real Estate

Target ':Sﬁhareholders Should Oust Directors, ISS Says

Article

—

2 Emal 2 Printor  gnae K tacebook = = Text *
Friendly

By Paul Ziobro
A prominent proxy adviser took the unusual step of recommending that Target Corp. sharehoiders oust seven of the company’s 10 directors, citing what
it calied the board's failure 1o manage risk and protect the retaller from a massive data breach,

Institutional Shareholder Services, which advises big sharehoiders ke mutual funds how 10 vote on corporate issues, focusad on direciors who serve on
Target's audd and corporale-responsibility commitices. Those committees are tasked with ovarseeing and managing sk, and the data breach showed
the company was inadaquately prepared for the threats posed by hackers.

“It appears that fadure of the committees 1o ensure appropriate management of thesa risks set the stage for the data breach, which has resulted in

significant losses 10 the company and its shareholders,” ISS wrote. I~
Target’s CEO is out in wake

Beth Jacobs abruptly of big security breach

resigned in March
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Data Inflation

Unit Size What it means

Short for “binary digit”, after the binary code (1 or 0)

12 Lart computers use to store and process data

Enough information to create an English letter or number in

) Sl computer code. It is the basic unit of computing

Kilobyte (KB) 1,000, or 21, bytes From “thousand” in Greek. One page of typed text is 2KB

Megabyte 1,000KB; 22 bytes From "‘Iarge” in Greek. The complete works of Shakespeare total 5MB. A typical pop
(MB) song is about 4MB

Gigabyte (GB) 1,000MB; 2% bytes From “giant” in Greek. A two-hour film can be compressed into 1-2GB

From “monster” in Greek. All the catalogued books in America’s Library of Congress

Terabyte (TB) 1,000GB; 2«bytes | - oo

. All letters delivered by America’s postal service this year will amount to around
FRERR (FE) | 00O, 2 g 5PB. Google processes around 1PB every hour
Exabyte (EB) 1,000PB; 2¢ bytes Equivalent to 10 billion copies of The Economist

The total amount of information in existence this year is forecast to be around

Zettabyte (ZB) 1,000EB; 27 bytes 1278

Yottabyte (YB) 1,000ZB; 2% bytes Currently too big to imagine

The prefixes are set by an interg group, the i Bureau of Weights and Measures. Source: The Economist Yotta and Zetta were added in 1991; terms for larger amounts have yet to be established
= 3t :
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]Increasingly individuals make use of the |
things data producing capabilities to
perform services for them including

| context, mobile, data, sensors and

location-based technology
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The Internet of Things

~ Secmity/
Pulific S alety

datea
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AT&T Mobile Data Volumes Up 8,000%
Over Four Years
PB/month

"Every 2 days we create as much
information as we did up to 2003"
- —  Eric Schmidt

Smart-Phone Shipment
Wortldwide and in China

= Giobal
——China

-~
o

IP traffic

3

China (Millions of Units)

g8 8 8 8

&

Waoridwide (Milions of Units)

g

2007 2008 2009 2010
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The likely state of your data management efforts
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Separating the Wheat from the Chaff

» Harvard Business School wisdom
— 20% of your customers cause 80% of your problems

— Eliminating those 20% (the problem customers) should increase
profitability without any additional cost

— The key question is how to identify the correct 20%
— Very few try this strategy
* Poor data management practices are costing organizations
much
money/time/effort
« Data that is better organized increases in value

+ Pareto analysis dictates that 80% of organizational data is ROT
— Redundant
— Obsolete
— Trivial

» The question is the same - which data to eliminate?
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Data / Information Gap
* Overly dependent upon:

Human-beings

Wetwear

Information
Tribal knowledge

Informal communications mm%ﬁ

Non-repeatable

practices
Data
ggﬁb int UNLOCKING BUSINESS VALUE
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O rint

Architecture

Engineering

and

* Engineering
ensures a
disciplined
approach to
development

 Architecture
enables complex
"things" to be built

UNLOCKING BUSINESS VALUE

Gopyright 2016 by Data Blusprint  Side #



llllllll

Niccolo Machiavelli

T e (1469-1527)

He who doesn’t lay his
foundations before
hand, may by great
abilities do so
afterward ...

... although with great trouble to the
architect and danger to the building.
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What they think they are purchasing!
7 .

-

data .
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What is this?

It is tall
It has a clutch

It was built in 1942

It is still in regular use!
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New River Bridge
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http://www.stltoday.com/news/local/metro/a-look-back-arch-workers-had-to-stretch-push-legs/article_Obc89bca-0433-11e2-be00-001a4bcf6878.html

Oct. 28, 1965 Keystoning the St. Loms Gateway Arch

Keystone

A Look Back * Arch workers had to stretch push

legs apatrt to fit final piece in E
1 week before, earthquake “ w,’

 Every fire truck in the state é
 Arch could swell 1'in the 40 degree temps
- Jacked legs 8.5' apart - 6" to spare « Springers— m

8' keystone provided structural integrity 8] & LS PasT DisPATCH
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A Model Specifying Relationships Among 3 Important Terms

Wisdom & knowledge are

often used synonymously
Data Intelligence
Information Strategic Use
Data
Data - Request
‘ H
\
Fact Meaning
Data Data

1. Each FACT combines with one or more MEANINGS.
2. Each specific FACT and MEANING combination is referred to as a DATUM.
3. An INFORMATION is one or more DATA that are returned in response to a specific

REQUEST

4. INFORMATION REUSE is enabled when one FACT is combined with more than one
MEANING.

5. INTELLIGENCE is INFORMATION associated with its USES. (Bt on definition by Dan Appleton 1983]
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MASLOW'S
HIERARCHY ' m : Mmmm%mp;x;m
OF NEEDS B 2\ "

PHYSIOLOGICAL )
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Data Management Practices Hierarchy

Without foundational A
practices everything: ‘39
(o)
« Takes longer Advanced 60
- Costs more Data CX
2 Dalivary Practices
elivers less . MDM

* Presents * Mining .

reater vorg Data ‘ wi

ngisk « Analytics §

(with thanks to Tom DeMarco) Wa rehOUSin 9 .
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Requirero~ats "Waterfall" and other SDLC
models create data silos

Develop/Implement Data
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Evolving Data is Different than Creating New Systems

Common Organizational Data Future State
(and corresponding data needs requirements)

BEHpE» %@-,

.o

ﬁ Evolve (Ver3|on +1)
Data evolution is separate from,

external to, and precedes system
development life cycle activities!

Systems
Development
Activities

Create

New Organizétional
Capabilities

UNLOCKING BUSINESS VALUE
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Information Security Maturity Model

Reactive Proactive
Blocking & Compliance Risk-Based
Tackling Driven Approach

*» Lack of Executive * Control-based * Multi-layered
support security approach security and risk-
» Underfunded « Align to mandatory based approach
* Understaffed regulations * Using behavior
* Lack of metrics for * EU/PIl Data analytics and
reporting protection evaluatlng_ new
* Set up for failure * FFIEC technologies
« HIPAA frequently
; * Linking events across
. :fg 2760k multiple disciplines
¢ NCUA http://krebsonsecurity.com/2015/04/whats-your-security-maturity-level/
':gﬁligpﬂnf UNLOCKING BUSINESS VALUE

Who wrote this ... ?

* In considering any new
subject, there is
frequently a tendency
first to overrate what
we find to be already
interesting or
remarkable, and
secondly - by a sort of
natural reaction - to
undervalue the true
state of the case.

 Augusta Ada King,
Countess of Lovelace - aka

Ada Lovelace, publisher of
the first computing program
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L UNLOCKING BUSINESS VALUE
~m Dlueprint ’
Copyright 2016 by Data Blueprint  Side# 38



Dingram for the comprtation by e Bugine il the Nusibers of Beroulll,  See Notw G. (ynge 722 of reg.)

“ (]
! . L B SR S 3 ™1,
LS - = .
(M i | e R IR A A EA LA R Ak
| [ EIEE0E 3000
) T T EPR———— | ‘
‘i"'.b_b!’n:.'. 25::'": R Tl 1 S
Vowmifty it i Hots et — o d | !
TN T [0 Y RE T oo .
i e A == |
i | |2 - ‘_
A | ot S Il =
e | LA | bk {8 = | ]
N e T ET S Fs -
. z*‘q:;,'.t'""‘ = | & {
-y N .
i
$ ] l:‘a:

1

g?'a s UNLOCKING BUSINESS VALUE
'E weprint

Copyright 2016 by Data Blueprint  Side# 39

http://www.gartner.com/technology/research/methodologies/hype-cycle.jsp

AVISIBILITY Gartner Five-phase Hype Cycle

Peak of Inflated Expectations: Early publicity produces a number of
success stories—often accompanied by scores of failures. Some
companies take action; many do not.

Plateau of Productivity: Mainstream adoption starts to
take off. Criteria for assessing provider viability are more
clearly defined. The technology’s broad market

applicability and relevance are clearly paying off.

Slope of Enlightenment: More instances of how the technology can benefit the
enterprise start to crystallize and become more widely understood. Second- and third-
generation products appear from technology providers. More enterprises fund pilots;
conservative companies remain cautious.

Trough of Disillusionment: Interest wanes as experiments and implementations fail to deliver. Producers of the
technology shake out or fail. Investments continue only if the surviving providers improve their products to the
satisfaction of early adopters.

Technology Trigger: A potential technology breakthrough kicks things off. Early proof-of-concept stories and media interest TlME
trigger significant publicity. Often no usable products exist and commercial viability is unproven.

>
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Open SCADA mw-m(;artner Hype CyC|e

Hybrid Cloud Comput
Avanced Fracd . \pP A Semaniic Web
Deteclicpancdesl chipotogies )8 @ Cioud-Based Gnd Gomputing
oG Network Anzlysi X Cloud Collaboration Services
noSOL Databaso e

e - Clopd Paraile! Proee-sng
9 Gaographic information Systams for Mapping, Visualzation and Analytics
Context-Esnwiched Services R Social § Database Platform as a Service (doPaas)
° In-Memovy Database Mansgement Systsms

infarmation Capabistins Framework A ) ‘;cng WWA T
0 Fra . IT Sarvice nalysis Took
Dynamic Data Masking —// Cloud NN Open Govemment Data pprodictive Analytics
V?dme: Scimiist A  Camputiog Telomatics -~ 2 ‘. A
Search Sal OF
Search-Based Dats Discovery Tools~/ /§ Noaktey™ &\ ey Oma ance.__. _—,
!man:\alotmm { MapReduse and A "y Speech Recognition
PmﬁdeodeﬁngoMons Q. Dotabase Sofware Social Media Monitors
High-Peorformance as a Service {dbSaaS) Supply Chain Analytics
Message Infrastruciure ~
In-Memocy Anatytes T - Imelligent Electromc Davices
Information Valuation £
As of July 2012
Technology el o Trough of Slope of Enlightenment Plateau of
Trigger Expectations Disillusionmeant Productlvity'
time

Plateau will be reached in: obeslets
Olessthan2years O2toSyears @S5t 10years A morethan 10 years @ befora plateau

-= Cats
UNLOCKING BUSINESS VALUE
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2012me..iﬂ Data in Gartner’s Hype Cycle

ta
expec &n

Peak of
Technology Inflatod Trough of of h Plateau of
Trigger Expectations Disillusionment Stope of Enlightenment Productivity
time »
Plateau will be reached In:

obsolete

Olessthan 2 years@Q O 2to Syears J @ 5to 10years A morethan 10 years @ before plateau

-= Cats
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expectations SoneumersoFining 2013 Big Data in Gartner’s Hype Cycle

4 Wearabie User interfaces
anguage uestiodhggye g Complex-EventProcessing
Internet ; Content Analytics
smodt-w-SpoeqlT ) in-Memory Database Management Systems
30
Neurobusiness
Biochips
Auu?nom\loﬂldn
Prescriptive Analyscs
Affective Computing Predictive Analytic
| Electroibration Speach Racogniion
lumetric and Holographic Dispiays
Human Augmentation Consumer Telematics
Brain-Computerinterface
3D Bioptinling
i
Quantum Computing
Sman Dust
Bioacoustic Sensing
As of July 2013
Innovation Posk of Trough of Plateau of
Trigger ¢ Inflated Disillusionment Slope of Enlightenment Productivity
time »-

Plateau will be reached in: dbaolete
Olessthan 2 years © 210 5 years A morethan 10 years  © before plateau
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2014 Big Data in Gartner’s Hype Cycle

Innovation Peak of Trough of Plateau of
Trigger ~  Inflated =~ piciitusionment Siope of Enlightenment  p,Squci iy
time w
Plateau will be reached in: obsolete

Olessthan 2years ©2toSyears @510 10 years) A morethan 10years @ before plateau

;-m UNLOCKING BUSINESS VALUE
T

blueprint
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2015 Big Data in Gartner’s Hype Cycle

.xmﬁom wgﬂmmxﬂ Salf-Sardce Delvery
4 internat of Things
Smait Advisors Spoechdo-Speach Tranylation
|Micra Diata Cenlers Slachvte Latning

SomuBe-DeInAdSecUY. Copecurences The Demise of Big Data,

M‘&E"gg Hatural-Language Queston nsweny [ | @essons and the

v e State of Things to Come
Aftpctve Computng

SmanRobols

sponfing Systems for Organ Transplant Hytirid Cloud Computing

Voturmetric Displays
Hurnan Augmaentation
Brain-Compudss interface
Quantum Computing

Emarprise 30 Printing

Gesture Control

Vinual Reatity
Autonomous Fleid Venhicies

Augmentad Reality

|
Bloncm‘nnc Sonsing
*sopla-Lderate Yechnoiogy

Cryplocurrancy Exchiangs

U beouy Viduat Personal Assistarts
o Az of July 2015
Peak of
Innovation Trough of Plateau of
Trigger Inflated Disillusionment Slope of Enlightenment Productivity
time »
Plateau will be reached in: Dsolete

Olessthan 2years ©2toSyears @5t 10years A morethan 10years @ before plateau
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Defining Big Data

- Big Data are high-volume, high-velocity, and/or high-variety
information assets that require new forms of processing to
enable enhanced decision making, insight discovery

and process optimization. \
~ Gartner 2012 a\,‘a‘
+ Big data refers to datasets whose size is beyond t'“ 6 Q

typical database software tools to capture, stor: 9 S \G
~ IBM 2012 0 5 69
 An all-encompassing term for any collr \) “ e and complex that it
becomes difficult to process usmo ‘ S \N it tools or traditional data
processing applications
— Wikipedia 2014 69 ((\
» Shorthand for advan~s, \; «nat open the door to a new approach to

understanding th<, G‘ ., (‘, ,.ons
— NY Times 27 “\ "9 ‘\

. The bro=

(\O
a\] ea G\N , typically to the extent that its manipulation and management
\\ \ gistical challenges.”

“G PS\‘! ‘be _ictionary 2014

wout putting the "I" back into IT.

“\\) /alken 2007

«\ 6 evsealve data types that have appeared over the last decade

UNLOCKING BUSINESS VALUE
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"There’s now a blurring between the storage world and the memory world"

 Faster processors outstripped
not only the hard disk, but

main memory
Hard disk too slow
Memory too small

* Flash drives remove both

bottlenecks

Combined Apple and Yahoo have
spend more than $500 million to

date

* Make it look like traditional
storage or more system

memory

Minimum 10x improvements

Dragonstone serveris 3.2 tb
flash memory (Facebook)

* Bottom line - new capabilities!

== Odata
~m DIueprint
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Non-von Neumann Processing/Efficiencies

* von Neumann
bottleneck
(computer science)

"An inefficiency inherent
in the design of any von
Neumann machine that
arises from the fact that
most computer time is
spent in moving
information between
storage and the central
processing unit rather
than operating on it"

[http://encyclopedia2.thefreedictionary.com/von+Neumann
+bottleng

program
d ot

P rocessor

== Oata
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Michael Stonebraker

Ingres (Berkeley/MIT)
Modern database
processing is
approximately 4% efficient

R o T B B A S R e Tl

Y T
4

UNLOCKING

* Many "big data
architectures are
attempts to address
this, but:

Zero sum game

Trade characteristics
against each other

* Reliability
* Predictability

Google/MapReduce/
Bigtable

Amazon/Dynamo
Netflix/Chaos Monkey
Hadoop

McDipper

+ Big data exploits

non-von Neumann
processing

BUSINESS VALUE
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’ . Decomposition
" * Reassembly
— not optional!
»
»
»
»
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Vertical Apps Ad/Media Apps Business I Analytics and h
@m'é | eonecteill] Intelligence ~ Visualization
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e i SADA s Objocts [ommey | | s
Log Data Apps o g || = S| [@ymeTamarxers
’ Media ™ = Dotaxy | | Merosoft|Business intelligence Towaonin AsTER  ComRTUgR
| EEIE [ osemooo J| Sclence S -m % birst] OSaAS mWTBCO [Eamane
— — panopticon
Data As A Service Bl || Autonomy ~O Datameer
. QlikY o (O platfora - @
= IRRIX @ o S50 LOSATE [y [TIERETE ) \ ateryx <visually Ao )
( \ ( \7 \ N
Analytics Operational Infrastructure As Structured
Infrastructure Infrastructure A Service Databases
m o MAER| | coucnpase 10gen | == -;;igpuon ORACLE My
INFORRIGHT Servees
tloudera [ERADATA & Windows Azure w  Negri=
EMC @ sasinie o - |- 032 S
o5 ~".u:. g~ ® MarkLogic ' m ]
\PRTRSTAX: OAKE_ - \ 2 JAN Google BigQuery PAL - )
= Technologies
o TEREE wM& Whastiog H3ASE X cassandra
e et
Copyright ® 2012 Dave Feinleib dave@vcdave.com blogs.forbes.com/davefeinleib
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Big Data Technologies by themselves, are a One Legged Stool

Governance is the major means
of preventing over reliance on
one legged stools!

—:gﬁl‘gpﬂm UNLOCKING BUSINESS VALUE
Data Science Big data—capturing its value

al anpual yalug 1o US haalth gare —more than
the total annual heaith care spending In Spai

$300 billion

€250 billion

HopE's MIDKE secfor
)dmxm:halnc“- GOP of Gresoe

Big data: The next frontier
for innovation, competition,
and productivity

$600 billion

ull ndvantogs
of big data In the United Stites
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What is a Data Scientist?
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Data Scientist?

Dutajobs com

Mathematics |
Expertise

Technology;

| Hacking Skills
@ DATA g8 '
| SCIENCE S

Business/Strategy
Acumen
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MODERN DATA SCIENTIST

Data Scientist, the sexies! job of 21th century requires a mixture of mullidisciplinary skills ranging from an
intersection of mathematics, statistics, computer science, communication and business. Finding 2 data
scientist is hard. Finding people who understand who a data scientist Is, is equally hard. So here is a little
cheat sheet on who the modern data scientist really is.

MATH PROGRAMMING
& STATISTICS & DATABASE

Wattwrs gy

nat wext hefreny

Angt g Letgtenet ¢ v Yhen

Uptewgataer yradmmt descenr prd
st

o= data :
L UNLOCKING BUSINESS VALUE
~m Dlueprint
= = W e
Data Scientist? SHLBCET
Oama Scoonce sow) s ofces 1o bettor
it mint and when contumnrs aee likady to by,
The sbillty 5 weite 2ig that fing pein
1t unsbiv 10 provide actionabie mmight.
[re— f,. _\ « The Challenge
U— ot
=] = -~z :DltaMlninq
= — ~Communication
D E Industry Niche Titles
A
S o <
Urgent Need [e/Omn Crannet Expent
Data Senticrs - those with the technical savvy and
anatytical chogs t desive meaning from il
the information- #ro In high dermand
Skills by the Numbers
The shill st talents that mane 3 fanessle Dath Scetiet Did you Know?
Google's £z Setmick Zhaime thet
E—— b o
an nch informution sy we did hom the
-M % dawn of cviition 4 untll 2003
i & S
BBcanrming Languages  10%
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Data _— Data Frocesser
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Data Scientist?

Communicative
& Collaborative }
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]
|| Statistician

Programmer

Analysts, Industry Leaders.
Trend Setters, Academicians and
almost everyone has opinion

Domain SME

on Data Scientist's must-have
skills...

Client facing

Communicator

Question is does someone really exist
with all these skills and if yes why would
the person work for someone else? @
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Data Scientist?

SUIENTIST
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\ Customer

\‘ | Current Customer Potential Customer

UNLOCKING BUSINESS VALUE

o data
~m DIueprint

Data Scientist?

* Wrong level of abstraction
Actuarial Data Scientist
Forensic Data Scientist
Financial Data Scientist
Forestry Data Scientist
Marine Data Scientist
Chemical Data Scientist
Canine Data Scientist
Economic Data Scientist
Manufacturing Data Scientist
FDA Data Scientist
Cancer Data Scientist
Diabetes Data Scientist
Weather Data Scientist
Metadata Scientist
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We believe ...

Asset: Aresource controlled by the organization as a result of past events or
transactions and from which future economic benefits are expected to flow [Wikipedia]

+ Today, data is the most powerful, yet underutilized and poorly
managed organizational asset

« Data is your Financial Real Inventory
Assets  Estate Assets Assets
Sole -
Non- Can be Can be
Non-depletable depletable | submuem used up used up
Non-degrading
Non- Can degrade | Can degrade
Durable degrading ‘\j \/ over time over time
Strategic
* Asset Durable \ Non-taxed ‘\j \/
Data is the new oil! ' 4
. . Strategic
Data is the new (s)oil! Adoat V/ \/ '\/ \/

Data is the new bacon!

* Our mission is to unlock business value by
Strengthening your data management capabilities
Providing tailored solutions, and
Building lasting partnerships

UNLOCKING
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Data Assets Win!

BUSINESS VALUE

A certain university
The Egg Man
Admission Date
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The Case for the MONETIZING

Top Datadob (TD)) Susi it

Rethinking the Essence ofa Critically
Lacking Business Function

Unlocking the Value in Your Organization’s
Most Important Asset.

PETER AIKEN WITH JUANITA BILLINGS

Peter Aiken FOREWORD BY JOHN BOTTEGA
-.:bh_lgmnf UNLOCKING BUSINESS VALUE
Questions?

(

It's your turn!
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datablueprint.com

10124 W. Broad Street, Suite C
Glen Allen, Virginia 23060
804.521.4056
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