
Commonwealth  

Information Security Officers 

Advisory Group (ISOAG)  

Meeting  

 

 

February 5, 2014 

www.vita.virginia.gov 1 

1 



2 

ISOAG February 2014 Agenda 

I. Welcome & Opening Remarks         Bob Baskette, VITA 

 

II. Are You the Next Hack?   Karen McDowell, UVA 

 

III. Archer     Ed Miller, VITA 

 

IV. 2013 Penetration Test   Bob Baskette, VITA 

  

V. Upcoming Events    Bob Baskette, VITA 

 

VI. Partnership Update   Bob Baskette, VITA 

       Michael Clark, NG  

      

       
 

     

 



ARE YOU THE NEXT HACK? 

Karen McDowell, Ph.D., GCIH 
Information Security, Policy, and Records Office - ISPRO 
University of Virginia 



Target Breach:  
Any Lessons Learned?  



Neiman Marcus Breach 
 1.1 million credit and debit cards 

involved 

 Possibly same Eastern European or 
Russian group that hacked Target 

 Both companies experienced prior, 
smaller scale breaches 

 



BlackPOS - Possibly 

 Hackers had persistent access (APT?) 

 Control server within Target’s internal 
network for some months 

 Not sophisticated 



Best1_user and BackupU$r 

Anyone know these credentials? 



Europay, Mastercard and Visa 

 EMV: European Chip and PIN cards – 
chip embedded payment cards  

 US uses Magnetic-striped payment 
cards, chip and signaure 



Anatomy of a Hack 

 Step 1: Do Reconnaissance 

 Step 2: Attract the Victim 

 Step 3: Gain Control 

 Step 4: Exfiltrate Data and  
conscript computers 



Overall: Cloak Source 

 Hackers routinely penetrate major 
universities, routing attacks through 
them. 

 Millions of attacks weekly, as many as 
100,000 a day from China (Wisconsin) 

 Decentralized universities are porous 
and create perfect proxies. 

 University employees are prime targets 

 
*Universities Face a Rising Barrage of Cyberattacks, New York Times 7/17/2013 



Antivirus is Only a Speed Bump 
 

 Attacks routinely 
bypass antivirus 

 Viruses are moving 
targets in arms race 

 Zero-day attacks 
 



APT and Spear Phishing 

 RSA Hack, Pentagon, Lockheed Martin, 
Oak Ridge Labs, New York Times, 
Northrup Grumman, Capital One, 
Chase, Zappos, College Board, etc. 





Deceit by Any Name 

Phishing  

QRishing 

Smishing 

Spear phishing 

USBishing 

Vishing 
 



A Cautionary Tale 



Robin Sage 

 25-year old female 

 Naval Network Warfare Command 

 Cyber threat analyst 

 Internship at the NSA 

 Educated at MIT 

 New Hampshire prep school 

 Ten years work experience 



Moral of the Robin Sage Story 

 Just because it’s on social media  
doesn’t mean it’s true. 

 Limit the amount of personal 
information you post online.  

 Remember, what goes on the  
Internet, stays on the Internet. 

 Nobody loves you on  
the Internet. 

 



Login to Social Media Accounts 

Only by typing in the URL –  

Do not respond to social media email requests 





Social Media Basic Protection 

 Limit amount of PI you share on any 
social media account 

 Don’t respond to email requests to 
do anything on social media. 

 Instead login to the account and see 
what’s going on…may be a scam. 



 Logout of any VPN session before 
you login to any social media site. 

 Never accept a request by email 
or text to connect on social 
media. 

 Never accept a download/plugin 
from any social media site. 

Using Social Media  
While at Work 



Even If Legit, Verify! 



Verify Sponsored Ads, Any Ads 



Stay Away from ASK.COM!! 

 Installs one or more toolbars, 
masquerading as Search bars  

 Loads the Registry with all kinds  
of ugly stuff 

 Hijacks your home page 

 Slows your computer to a crawl 

 Stay away from ooVoo, Ask.com in 
Sponsored Links, Codecs, etc. 





Beware Sponsored Ads in Browsers 



Think Twice Before Accepting  
Bundled Software 



Do I Need This Download? 

Treat any "Please update me" message 
as a notification that it's time to do a 
manual update – type “adobe.com” in 
the browser’s address bar 

Difficult to do this with Java updates 

 

Especially in social media, including YouTube 



 Never accept a download from 
YouTube. 

 If you think you need the software, 
type in the URL yourself and verify. 



Ransomware CryptoLocker [.zip] 



Four Hallmarks of Phishing 

 Asks you to take action 

 Timing  

 Unsolicited 

 Urgent 
 

They are hiring grammarians, so don’t bet on bad grammar. 





Target Email to Customers 

 Three phishing indicators 

 Unknown address 

 Generic greeting  

 Prompting action to click on an ID theft 
insurance link 

 Two other major errors 

 “Don't click links within emails you don't 
recognize.“ 

 “..ask for a call-back number”  

 

 



Intended Consequences 

 Hackers spear phish using stolen 
credentials, widen their net 

 Devastating consequences if same or 
similar password used on all sites 

 Worst case scenario to use the same 
password for different accounts 



Spear Phishing at UVa 









Google Docs Phishing 











Hand Crafted Spear Phishing 



Hackers Exploit Our Trust 



QRishing 
 Link Shortners: bitly.com, tinyURL 

 http://1.usa.gov/1aCGgb5 

 QR Codes 

 

 

http://1.usa.gov/1aCGgb5
http://1.usa.gov/1aCGgb5


http://bit.ly/173aD6i add + 
 

http://bit.ly/173aD6i
http://bit.ly/173aD6i


Link Shorteners 

 Bit.ly http://bit.ly/173aD6i add + 

 TinyURL > Enable Preview 

 goo.gl > previews in Google 

 t.co > previews in Twitter/tweets 

 

 

http://bit.ly/173aD6i


Smishing 

GATEWAY BANK 

ALERT: Your card 

starting with 4138* 

has been 

DEACTIVATED . 

Please contact us 

at 804-414-7700.  



VISHING by Land or Cell 

 Your account needs updating… 

 Register for free prizes! 

 Your credit card has been deactivated… 

 Surveys 



Vishing:Tech Support Scams  

         Hello, we are calling from 
Windows and your computer 
looks like it is infected. Our 
Microsoft Certified Technician 
can fix it for you. 



Social Engineering by USB! 

 Credit union hired a penetration 
tester to seed 20 USB sticks with a 
Trojan and scatter them in the 
parking lot before work. 

 15 credit union employees plugged 
into the network with these sticks 

 Moral of the story? 

http://www.darkreading.com/perimeter/social-engineering-the-usb-way/208803634 



Money Mules  



Cover Your Webcam – Sticky? 

 Wide variety of webcams, IP surveillance 
cameras and baby monitors made by 
China camera giant contain software bug 





Are Smart Phones Secure? 

 Easily lost or stolen 

 Maintain Situational 
Awareness 

 Consider Defense-
in-Depth 



 Turn on GPS, Geotagging, Bluetooth 
and NFC, only when necessary 

 Verify SMS/text messages 
independently to avoid smishing 

 Take initiative to update system and 
application software 

 Know “Remote wipe” option 

 Enable "Ask to join networks“ 
function on iPhone 

 

 

Defense-in-Depth for Phones 



 Passcode 

 Enable at least 4 digits but this also 

depends upon IT policies 

 Exceeding the number of allowed password 

attempts deletes all data 

 Auto-Lock  

 Locks the screen after a pre-set time period 

of non-use (consider 30 minutes or less) 

 Passcode-lock enhances auto-lock 

 

Android, iPhone, Blackberry 



Are Market Place Downloads Safe? 

 Do not click 
“Install” before you 
review. 

 Do you want this 
app to have so 
much access to 
your information? 

 Think before you 
app! 



Best, Free Protection 

 Lookout Mobile Security 

 https://www.lookout.com/ 

 Verizon Mobile Security 

 http://www.verizon.com 

 Vipre Mobile Security 

 http://www.vipremobile.com/ 



Gmail “2-step” verification 



Password Guesser 

out.12920:join: Oct 21 14:36:33 Guessed akovacs (/usr1/bin/badpasswd in  

maxwell.passwd) [morrison] .AB8KhkzFZkCc 

out.12920:join: Oct 21 14:36:33 Guessed dsummers (/usr1/bin/badpasswd in 

maxwell.passwd) [w0mbat] /P8idUdpMO/6Q 

out.12920:join: Oct 21 14:36:33 Guessed crockett (/usr1/bin/badpasswd in 

maxwell.passwd) [bxxxsxxx] 2ULXddBrRGI.I 

out.12920:join: Oct 21 14:36:33 Guessed jlucas (/usr1/bin/badpasswd in  

maxwell.passwd) [stealth] 6KIIfIlFO0qP6 

out.12920:join: Oct 21 14:36:33 Guessed cminton (/usr1/bin/badpasswd in  

maxwell.passwd) [Faustus] 6hiuZITiFmlX. 

 

Automated Password Cracking 

brute force pw.docx


Password Managers 

 Stand-alone  

 1Password (~$50/yr) 

 Dashlane (free & premium 19.95/yr) 

 KeyPass  (open source & free) 

 LastPass (free & premium ~$12/yr) 

 PasswordSafe (open source & free) 

 Built into the browser 

 I don’t trust them, though they claim  
to encrypt passwords 



Google Yourself Once a Month 

Google - images: <your name> 



Wireless Network Tips 

 Use WPA2 encryption on router 

 Change the default SSID and the 
default login and password 

 Create strong passwords for all 
devices including printers 

 Install an alternate DNS provider,  
like OpenDNS, or Norton DNS  
 



Public Hotspot Wireless Insecurity 

Do not use your login credentials to  
access email, banking or any sensitive  

data in public hotspots.  



International Travel 

 Before you go…Acquire a temporary 
device & email account, prepaid, 
throwaway phone. Strong passwords 

 While you’re there…assume anything 
you do will be intercepted. Keep 
devices with you at all times. 

 When you return…Discontinue use of 
device. Reformat, reinstall, dispose, 
change passwords 

 Read Traveling Light in a Time of Digital 
Thievery NYT 2/10/2012 

 

 



Speedtest.net 



Update Software 

 File Hippo 
http://www.filehippo.com/updatechecker/ 

 Apple Mac Updates 

 Microsoft Updates 

 Qualys https://browsercheck.qualys.com/ 

 Secunia Personal Software Inspector 

http://secunia.com/vulnerability_scanning/
personal/ 

 

 

http://www.filehippo.com/updatechecker/
http://www.filehippo.com/updatechecker/
https://browsercheck.qualys.com/
https://browsercheck.qualys.com/
http://secunia.com/vulnerability_scanning/personal/
http://secunia.com/vulnerability_scanning/personal/
http://secunia.com/vulnerability_scanning/personal/


Top Seven Human Risks 

 Phishing 

 Poor password security 

 Failing to patch or update devices 

 Insecure use of mobile media 

 Sharing too much on social media 

 Not realizing you are a target 

 Accidentally disclosing or losing data 

Courtesy Securingthehuman.org (SANS.org) 



Top Risks in 2014 

 Targeted phishing aka spear phishing 
continues to become more sophisticated 

 Confidential data or PII in the cloud  
or in transmission lost or stolen 

 Malware on mobile devices  

 International travel with data assets 

 Retail and data broker breaches 



stopthinkconnect.org 

STOP.THINK.CONNECT 
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Introduction to 

ARCHER 
 

 
 

Ed Miller 

edward.miller@vita.virginia.gov 

804-416-6027 

mailto:edward.miller@vita.virginia.gov
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What is Archer? 

• Archer is the Commonwealth repository of IT Security 
Information. 

 

• We are using Archer to collect and analyze: 

– IT security audit information 

– Business impact analysis information 

– Risk assessments 

– Security incidents 

 

• Archer is the source of calculations for “Data Points” 
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Data Points 

Plan on seeing a “data points” email, on  
or around February 11th.   

 

Please review it carefully.  We want to 
get this as “final” as possible in the 
next few weeks. 
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Accessing Archer 

• All primary ISOs have been setup as users in 
Archer.  For now, each agency can have up to 
2 ISO users setup. 

 

• If you’re a primary ISO and find that you don’t 
have, but need access to Archer, please send 
an email to 
commonwealthsecurity@vita.virginia.gov.  If 
you’re a primary ISO and want a backup ISO 
to have access, also send an email. 

 

 

mailto:commonwealthsecurity@vita.virginia.gov
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Accessing Archer 

• To access Archer, you need VPN access 
with 2 factor authentication 
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Accessing Archer 

• Login to VPN 

• Open your browser to this address: 

 

  https://itgrcs.vita.virginia.gov 

 

Single sign-on 
 

NOTE: you could run in to some version issues with IE that 
inhibit your login.  Let me know, I’ve got some work arounds. 

 

https://itgrcs.vita.virginia.gov/
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Archer 

• Archer consists of a number of database 
tables.  These are the main ones: 

 

• Agency 

• Application 

• IT Security Audits 

• Business Processes 

• Incidents 
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Agency Table 

• The Agency table contains demographic 
information about your agency.   

 

• It is also the place where data points and 
other metrics are accumulated and 
summarized. 
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Agency Table 
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Application Table 

• The Application table contains information 
about all of your agency’s applications. 

 

• If your agency is subject to using CETR 
(Commonwealth Enterprise Technologies 
Repository), we routinely import this data 
from CETR into Archer.  Otherwise, analysts at 
VITA enter your applications based on the 
audit plan you submitted. 
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Application Table 

• In addition to maintaining (duplicating) the 
information in CETR, we are also tracking some 
additional information: 

 

• Date of next audit / Date of last audit 

• RPO / RTO that you reported 

• The business processes that are dependent on the 
application 

• Risk criticality of the application as to C-I-A 

• Links to any audit findings related to the application 
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IT Security Audit Table 

• The data in this section tracks: 

 

• Audit Plans: scheduled audit dates 

• IT Security Audits: electronic copies of audit 
reports 

• Findings (applied to the application associated 
with the finding and related IT security control) 

• Corrective Action Plans & Quarterly Updates 
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Business Processes 

• Business processes identified from your 
agency’s BIA 

• Name and description of the process 

• Identification of Mission Essential Functions 

• BIA attributes for impact to confidentiality, 
safety, finance, legal/regulatory, customer 
services, etc. 

• RTO of the process 

• The applications that support this process 
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Incidents 

• IT security incidents are documented 

• VCCC ticket number 

• Incident Priority 

• Description of the incident 

• Assignment and resolution of the incident 
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Dashboards 

• When you access Archer, the information in 
these main tables, plus others, will be 
summarized in a Dashboard. 

 

• You can click and drill down through the 
dashboards on any hyperlinked area. 
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Agency Executive Dashboard 
• Agency Business Process 

– Processes by Criticality Rating 

– Processes by Application 

– COV: Agency Application by Business Process 

• Agency Applications 

– Processes by Criticality Rating 

– Processes by Application 

– COV:  Agency Application by Business Process 

• Agency Findings 

– Findings by Status 

– COV:  Overdue Findings 

• Agency Infrastructure Information 

– COV:  Asset Distribution 

– Agency Datapoints 

– COV: Sensitive Systems Missing a Security Audit 

– COV:  Systems with Sensitive Data 

•  Agency Incident Summary 

• Incidents Reported by Month 
Most Recently Reported Incidents 
Incidents Reported by Quarter 
Open Incidents by Priority 
Incidents by Status 
Incidents Reported by Month and 
Priority 
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Agency Actionable Dashboard 
• Actionable Finding Information 

– Overdue Findings 

– Scheduled Finding Completion Dates 

• Actionable IT Security Audit Information 
– Scheduled IT Security Audit Issues 

– Sensitive Systems Missing IT Security Audits 

– Upcoming Scheduled IT Security Audits 

• Actionable Application Information 
– Applications not Associated with Business Processes 

– Critical Systems that are Not Sensitive 

• Actionable Business Processes 
– Actionable Business Processes 

– Processes by Criticality Rating 

– Applications not Associated with Business Processes 

• Actionable IT Risk Assessments 
– Sensitive Systems Missing IT Risk Assessments 

– Agency Application IT Risk Assessment Status 
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Dashboards 
 

–Green is Good.  Red is not so Good. 

 

–BUT, these are mostly measurements of very 
high-level compliance issues in a few limited 
areas.  

 

–Being “compliant” or “green”, does not mean 
your agency is secure.  They are simply 
indicators at a particular point in time. 
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Dashboards 
 

– “Compliant” organizations are not necessarily 
“secure”.   

 

– However, organizations with excellent “security” are 
almost always “compliant”.   

 

– Compliance is a stepping stone to being secure. 

 

– And keep in mind, we are only measuring 
compliance in a limited (although important) area.  
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Live Archer Demo 



108 

Questions 
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Upcoming Events 
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Future ISOAG 

 

 

  

 

 March 5 1:00 – 4:00 pm @ CESC  

 Keynote: “Mobile Device Security”  

   with  Jack Mannino 

   And 

 “SOA Security” with James Watwood 

   

    

     

  

     

ISOAG meets the 1st Wednesday of each month in 2014 
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IS Orientation 

  When: Thursday, March 6, 2014 

  Time: 9:00 am to 11:00 am 

  Where: CESC , Room 1211 

 

  Register here:  
 http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10 

 

 Next IS Orientation will be held on Jun 5, 2014 

 

 

 

 

http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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VA TECH Hosting SANS IT Audit Class 

 What:  AUD507 

  Auditing Networks, Perimeters & Systems 

 When: March 10-15, 2014 

 Where: 2150 Torgersen Hall, VA Tech,    

       Blacksburg 

 Cost:  $1350/class only, $1949/Class& GIAC Exam 

 

  Register here:   http://www.cpe.vt.edu/isect 

  

http://www.cpe.vt.edu/isect
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VEMA 2014 Symposium Pre-Conference 

 What:  Social Media in Emergency Mgmt &  

     Disaster Response 

 When: March 18, 2014, 9am – 5pm 

 Where: Hampton Roads Convention Center, Hampton

 Cost:  $0 

 

 Course is listed in the Knowledge Center as 

 VDEM - V460: Social Media in Emergency Management and Disaster Response (VEMA 

 Symposium) - Hampton 

 (If you are unable to locate this course in your agency KC, contact your KC 

 Administrator and ask them to load it in the KC)   

https://covkc.virginia.gov/vita/Kview/CustomCodeBehind/Customization/Content/COV_MyOptions.aspx?id=FCBECF2D09FB46889E6967B992357ED4
https://covkc.virginia.gov/vita/Kview/CustomCodeBehind/Customization/Content/COV_MyOptions.aspx?id=FCBECF2D09FB46889E6967B992357ED4
https://covkc.virginia.gov/vita/Kview/CustomCodeBehind/Customization/Content/COV_MyOptions.aspx?id=FCBECF2D09FB46889E6967B992357ED4
https://covkc.virginia.gov/vita/Kview/CustomCodeBehind/Customization/Content/COV_MyOptions.aspx?id=FCBECF2D09FB46889E6967B992357ED4
https://covkc.virginia.gov/vita/Kview/CustomCodeBehind/Customization/Content/COV_MyOptions.aspx?id=FCBECF2D09FB46889E6967B992357ED4
https://covkc.virginia.gov/vita/Kview/CustomCodeBehind/Customization/Content/COV_MyOptions.aspx?id=FCBECF2D09FB46889E6967B992357ED4
https://covkc.virginia.gov/vita/Kview/CustomCodeBehind/Customization/Content/COV_MyOptions.aspx?id=FCBECF2D09FB46889E6967B992357ED4
https://covkc.virginia.gov/vita/Kview/CustomCodeBehind/Customization/Content/COV_MyOptions.aspx?id=FCBECF2D09FB46889E6967B992357ED4
https://covkc.virginia.gov/vita/Kview/CustomCodeBehind/Customization/Content/COV_MyOptions.aspx?id=FCBECF2D09FB46889E6967B992357ED4
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Save The Date 

IT Security Conference 

“Information Security Enabling the Business”    
 

  The 2014 Commonwealth of Virginia Information Security Conference will 

be held at the Crowne Plaza Hotel in Richmond, Virginia on April 3-4, 
2014.  This year's theme "Information Security Enabling the Business" will 
focus on the significant value information security can contribute to the 
mission and goals of an organization.  Emphasis will be given to the 
balance of security risks and business needs, effective security metrics, 
regulatory compliance, information security governance, major business 
trends with security implications and other issues.   

 

 This opportunity to hear presentations and share ideas with fellow 
managers, auditors and technical professionals around this theme should 

not be missed !!!!  
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Keynote Speakers 

IT Security Conference 

“Information Security Enabling the Business”    
 

 

  Dr. Ron Ross -  National Institute of Standards and 

             Technology 

  

   Dr. Ross will speak on TACIT Security -  “Institutionalizing 

      Cyber Protection for Critical Assets” 
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Keynote Speakers 

IT Security Conference 

“Information Security Enabling the Business”    
 

 

    Justin Somaini – Chief Trust Officer at Box 

    

    Mr. Somaini will discuss - “The need for Security     

       Transformation”  
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Conference Topics 

IT Security Conference 

“Information Security Enabling the Business”    
 

 

    Telecommuting 

    Social Networking 

       Wireless Policy and Compliance 

       Enterprise Governance and IT Architecture  

     Balancing Security/Risk Management  

        

  

Note: Topics are subject to change prior to conference   
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Conference Topics 

IT Security Conference 

“Information Security Enabling the Business”    
 

 

   Dealing with Big Data 

   APA Vision 

      Security Awareness 

      How to Deal with Auditors (and ISO’s) 

   Security Metrics 

      BIA/DR – Lessons Learned and how to Pitch 
 

  

Note: Topics are subject to change prior to conference  
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Vendor Attendees 

IT Security Conference 

“Information Security Enabling the Business” 

 

    
 

 

   

   

      
 

Verizon 
IBM 
Impact Makers 
AT&T 
Gartner 
North Highland 

ePlus Technology 
Syrinx Technologies 
Accuvant 
Symantec 
Oracle 
FishNet Security 
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Registration  

IT Security Conference 

“Information Security Enabling the Business”    
 

 

    Registration fee:  $125.00 

 

 The conference website is currently being updated and we 
will notify you when the site will be available for 
registration. 
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Submit Events  

• If your group or organization is promoting 
a security related event and would like to 
have it communicated to the Information 
Security Officer community: 

 

 Please submit all upcoming events to: 
CommonwealthSecurity@VITA.Virginia.Gov 

 

mailto:CommonwealthSecurity@VITA.Virginia.Gov
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ISOAG-Partnership Update  
  

IT Infrastructure Partnership Team 

Bob Baskette 

  5 February, 2014 
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ADJOURN 

THANK YOU FOR ATTENDING 

Picture courtesy of www.dreamstime.com 


