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SECURING THE HUMAN

John Fitzgerald




Challenges

Organizations have multiple challenges:

« How to develop and deploy an effective Security
Awareness Program

 What to teach Users in that Security Awareness
Program
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Organizations have nvested n nlormabion securdy for years now. Unfortunately, aimost all of this effort has been focused on technology
with Rk, if any, effort on the human factor. As a resull, the human & now the weakest Ink. From RSA and Epsidon to Oak Ridge National Labs
and Google, the simplest way for cyber alfackers to bypass securly is o {anget your employees. One of the most effective ways fo secure
the human & an active swareness and educalion program that goes beyord complance and changes to behaviors. In this challengng courss
il learn the key concepts and skils to plan, implement. and maintain an effective securiy awareness program that makes your
organizabion bath more secure and complant. In addiion, you wil develop metrics o measare the impact of your program and demonsirate
valie, Finaly, through a series of labs and exercises, you will develop your own project and execubion plan, 52 you can immedialely
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(FISkA), Famiy Educational Rights and Privacy Act (FERPA), Payment Card industry-Data Securty Standards (PCHDSS), GOEC 270 Delivery Options
Educational Rights and Privacy Act (FERPA), Sarbanes-Oxley At {SOX), or any other complance driven standards.

« Anyone responsibie for planning, depioying, or maintaining an awareness program Wilivel

Day 1 - Plannine and Building OnSte

« Defining the elements of risk and their role in awareness _

J Seif Study

Why humans are so vulnerable and how cyber affackers explod these vulerabiifies

Defining awareness, traming, and educabion

Getfing both management support and a budged

Deberminng strategic sswes ncludng: bulding a steering commilles, documenting an awareness polcy, developing overal goals, and
idenfifying kmiations

How 1o striechane & lange, enterprise solution that scakes for muliple busness unis

How to budd & medular program that can adapt io your organization's changing nesds

Wheo - entifying the different targets of your awareness program

Wheat - identifiying and prioritizing the topics that wil have both the greatest mpact for your organization snd ensare you are complant 30
Creating and decumenting lesson obieclives for each of your bopics




Challenges

Organizations have multiple challenges:

 How to develop an effective Security Awareness
Program

« What should that Security Awareness Program
contain?




ldentifying the issues

* ltis hard to do security awareness consistently well:

Vendor awareness training often too generic and not applicable

Cost to develop a quality program internally is high PLUS don’t forget the cost
of keeping the program updated, often several times annually

Often no framework for the training

Different programs for different parts of the organization — consistency in
message across the organization?

« A new model is needed:

To establish a consistent training program that is built on a solid security
framework and mandated compliance requirements

Ensuring that the specific needs of the organization are addressed

Providing a consistent program for the organization. Everybody on the same =
page

Demonstrating that the organization’s security needle is moving in the right
direction




SECURITY AWARENESS MATURITY
MODEL & FRAMEWORK

Metrics

Organization has metrics in
place to track the progress,
impact and return on
investment

Long Term Sustainment
Processes are created and budget provided to sustain a long-term training

life cycle, including regular reviews and revisions of materials and
messages. Program is continually updated to adapt to new technologies,

threats and business requirements. Employees are encouraged to provide
feedback and suggestions.

Promoting Awareness & Change

A defined plan with identified roles and responsibilities, sufficient budget and
executive support. Awareness program includes both primary and
reinforcement training that focuses on topics with highest impact. Content is
provided in an engaging and positive manner that encourage behaviour change

. both at work and at home.

Minimal Training / Compliance Focused

Minimal training designed to meet only specific compliance or audit requirements. There
is no defined program or standardized plan, messages are infrequent and inconsistent.
Employees are unaware of their role in protecting the organization’s information assets
and how to prevent, recognize, or report a security incident.

-
Non-Existent

There is no security awareness training.
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Securing the Human

STH training is mapped to the 20 Critical Controls Security Audit Framework.
Updated TWICE annually to ensure that the latest threat vectors are addressed.
Each organization can choose to host the training:

— Internally on their own Learning Management System (LMS)

— Use the SANS VLE (hosted LMS solution)
Training materials are custom branded with your organization’s own name and logo.

You can add your own custom content to the training program when you choose the
SANS VLE option.

You can view the content on any mobile device such as iPads when you use the SANS
VLE option.

Training is SCORM-compliant — all training activity by your Users can be tracked and
reported. Meets your compliance audit needs.

Training is US Federal 508 compliant (ADA Requirement) — subtitles for all languages.
Available in 20 languages — this is a solution for global organizations

SANS will be adding a Pre- and Post-Training exam option to the VLE that Clients can
choose to use to measure effectiveness of the training in 2012-April as part of the
platform continuous improvement process.




Engaging the Audience

e 70-80% of your awareness program also applies
to peoples’ personal life.

* Do not focus on Fear, Uncertainty and Doubt,
Instead focus on how they benefit, how you
enable the use of technology
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Computer-based Video Training

YouTube / Facebook generation.
Ability to scale.
People can take training on their own schedule.

Standardize what you communicate, in multiple
languages

Tracking use, critical for compliance.
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Security Awareness Training Modules

—

Mobile Device
Security

You Are A Target Social Engineering Email & Browsing
Instant Messaging

Data Protection Data Destruction Working Away

From Office

Insider Threat Physical Security Protecting Your Protecting Your
Personal Computer Home Network

65 Minutes of Training

Protecting Your Hacked Senior Management
Kids Online




Compliance Training Modules

PCI DSS Personally Identifiable Criminal Justice Federal Tax

Information (PII)

Gramm Leacw, Sutey Acr

&

Gramm Lencw, Suiey Act

o

GLBA-EDU GLBA-FIN Red Flags Rule

35 Minutes of Training




Sample Video

Show a sample of one of the modules.
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Your information and your computer
have tremendous valuéito cyber
criminals. The first step'to protecting
yourself is understanding that you are
the target.

University of
Connecticut

Problem

Many people  mistakenly
believe that they are not a target
and that their information or
computer has no value.
Unfortunately, nothing could be
further from the tuth. Your
information and your computer has
tremendous value. In fact you are
the cyber criminal's number one
target. In this newsletter we explain
how you are a target and why.

Crime has existed for
thousands of years. Attacks such
as fraud, identify theft, and
extorion are nothing new.
However, the Internet has made
crime much more profitable, much
simpler to commit, and with far less
rigk to the eriminal.

Before the Intemet a criminal
could only steal what he physically
had access fo. These days
criminals can use the Internet fo
target millions of people in every
part of the world, twenty four hours
a day seven days a week. In
addiion they now have access to
very sophisticated tools that
automate the attacks for them.
This means that you are constantly
under attack by thousands of
criminals from around the globe..

~

YOU ARE THE TARGET

In addition # is far more
difficult for law enforcement to
amest these cyber criminals as it is
difficult to prove who performed the
attacks.  Furthermore,  cyber
criminals often live in countries that
have little or no laws making it very
difficult to  prosecute  them.
Because cyber criminals can steal
s0 much money with so little risk of
being caught, more and more
attacks occur every day.

Solution

The first step in protecting
yourself is understanding that you
are a farget. Far too often people
believe that no one would want to
attack them because they have
nothing of value. As a result, they
do not take the necessary steps to
protect  themselves or  their
infermation. In this newsletter we
are going to explain your value and
show why you are a target. Future
newsletters  will explain  the
different ways you are being
attacked and what you can do fo
protect yourself, your family, and
your organization.

You Are The Target

Many people mistakenly believe that
cyber eriminals do not target them, that
their computer or information has no
value. in reality individuals like you are
the cyber criminals’ primary target—you

and your computer are under attack
every day. The first step fo protecting
yourself is understanding that you are a
valuable targef.

University of
Connecticut

This newsletter is pubkshed by the
University of Connecficut's IT
Seourity Offics. For more
information please contact us at the
following.

seourity@uoonn edu

N/

@ The SANS Institute 2010




You can add your own policies

€ C # O viesecuringthehuman.org/course/view.phplid=1366

@ MAR A News RegHardware [T BusinessWeek "% Security Awareness .. [ GoogleDocs [§f LogMeln > OTRS = Login  (§) - Ellumninat

Client Training Program

Available Training Topics

Seats Used 39
(Quewed Users: 0
Zeats Remaining: %99

SANS VLE Trainin_._[+]

Sub-accounts: 3
Seals Used 34
Queued Users 0
Seafs Remaining: 428

Customize Logo & Tifle
Customize Emai
pRrCustom Conten
Customize Messages

Account Management

Manage Sub-Accounts
Assign Training Policy
Add Users

Allocate Users

User Management

Show All Users

Assign User Training
Manage Queued Users
View User Profiles

Reports

B} introduction 109

B} You Are The Target 208
B} Social Engineering 38
[B) Email & Mz

[B) Browsers 310

@ Social Networking 503
B} Mobile Desices 220

) Passwurds 340

[B) Data Proteciion 217

B} Data Destruction 122
) Policies 129

[B) Hacked 21

) Telecommuting 220

@ WiFi Security 221

a Encryplion 1.5

E Protecting Your Computer 2
) FERPA341

B PCIDSS 208

B HIPAA 225

[B) Insider Threat 245

[B) Physical Security 222
@ Protecting Your Kids 428
ﬂ Advanced Computer Securily 443

20




€ - C # O vesecuringthehuman.org/mod)client/customcontentphplid=1366
) MAR. A News RegHardware [Z] BusinessWeek ¢k Security Awareness.. [l GoogleDocs B LogMeln >f OTRS = Login () : Elluminate Live! P...  (§) hitp://virginmebile... % SHEEO

CLIENTNAME S

Client Training Program

Home » Manage Custom Content

Manage Custom Content

Attach Custom Content to Chosen Lesson.

{Non-Specific Custom Content may be attached to Intreduction or Summary of Training modules)

Apply Changes | | Cancel Changes

Module Policy {Lock Content]
Introduction hitp://www.securingthehuman org/supportitraining update remove

You Are The Target add
Social Engineening No content cumently uploaded add
Email & IM No content curently uplnaded add
Browsers No content cumently uploaded add
Social Networking No content cumently uploaded add
Mobile Devices No content cumently uploaded add
Passwords No content curently uploaded add
Data Protection No content currently uploaded add
Data Destruction add
Policies No content cumently uploaded add

Hacked M confent cummently unlnanied add




Sequence of Training

. Show STH Video Module

. Answer STH Quiz Questions

. Download and Review Client Policy

. Agree to Client Affirmation Statement

. Repeat -

o B~ W N B
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Account
SANS VLE
Training
Account
SANS VLE
Training
Account
SANS VLE
Training
Account

Level 2

Cork

London

Reporting

Results
Enrolled Not Started
49 37
8 8
26 26
83 7

In Progress

12

12

Completed

0

You are logged in as

Security Awarene




Reporting

Previous Page

Account

SANS VLE
Training
Account

SANS VLE
Training
Account

SANS VLE
Training
Account

SANS VLE
Training
Account

SANS VLE
Training
Account

SANS VLE
Training
Account

SANS VLE
Training
Account

SANS VLE
Training
Account

SANS VLE
Training
Account

SANS VLE
Training
Account

SANS VLE
Training
Account

SANS VLE
Training
Account

First Name

James13

James14

James15

James16

James17

JJF

User11

User12

Users

Userb

Userd

User9

Last Name

Brown

Brown

Brown

Brown

Brown

Fitz

Smith

Smith

Smith

Smith

Smith

Smith

Results

In Progress

Export Data ] [ Send Reminder Email

Email

james13_brown@nowhereemail net

james 14 brown@nowhereemail .net

james15_brown@nowhereemail net

james16_brown@nowhereemail.net

james 17 _brown@nowhereemail net

johnjfitz@yahoo.co.uk

user11.smith@nowhereemail_net

user12.smith@nowhereemail.net

users smith@nowhereemail net

userb.smith@nowhereemail.net

userf smith@nowhereemail net

userd.smith@nowhereemail.net

Department

Accounting

Accounting

Marketing

Marketing

Ops

Reference

employee101

employee102

employee103

employee104

employee105

101111

employee?3

employee24

employeel?

employee18

employee20

employee21

Enroll Date

2011-11-30

2011-11-30

2011-11-30

2011-11-30

2011-11-30

2011-09-09

2011-07-13

2011-07-13

2011-07-13

2011-07-13

2011-07-13

2011-07-13

Started
Training
2012-01-19
2012-01-19
2012-01-19
2012-01-19
2012-01-19
Ib2tl‘1‘1—09—09
2011-07-13
2011-07-13
2011-07-13
2011-07-13

2011-07-13

2011-07-13

No. Assigned

Modules

10

10

10

10

10

10

Percentage

Complete

10%

10%

10%

10%

10%

20%

T0%

70%

20%

40%

T0%

70%

Sele

Email Sent Unse

2012-01-18 |

O

T




Reporting
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[[] BusinessWeek &™% Security Awareness... [l Google Docs Q LogMeln )ﬁf QTRS:: Legin @ i Elluminate Live! P... 58 Home - Windows Live @ http://virginmobile.... \ SHEEQ Home Amazon CloudFront

You are logged in as Jo

Security Aware

Results
Previous Page
Student ¢ i
First name Last name Email Introduction You Are The Target Social Engineering Email & IM Browsers Pi
JF Fitz johnjfitz@yahoo.co.uk Completed Incomplete Incomplete Completed Incomplete In

2011-09-09 2011-09-09
4| m | b




C ERTIF1CATE OF COMPL ETI ON

This certifies that

succesgﬁ,lﬁy comp[eted the fouowing course

Course Title:
Date Completed:
Field of Study:
Delivery Mode:

Security Awareness Training




: Support Resources you can prewew “‘
B https,//www.securingthehuman.org/s m
:@m g www.securingthehuman.org/support L

O BusinessWeek &% MM

Services Resources Blog  About

Customer Support Resaurces

Immediate Support

| If you heave an issue please send an email with te issue details plus your contact information o suppot@securingthehuman org this automatically alerts the Support Team
and we will contact you shoriy.

Training Documentation Updates
We highly recommend you first start by viewing our ¢ [Deployment Package Watch this sediion for any new updates induding
webinars. These 45-60 minute courses are + YLE Docikpertation newvideos, video updates or new languages.
designedto get you starled quickly and efectvely.

¢ LM3 Documentation Read More »

Read More »

ReadMore s




review these training sessions

1an.org/support/training
MWeek @™ Security Awareness..  [l|§ Google Docs m LogMeln )*: OTRS :: Login @ .t Elluminate Live! P... 38 Home - Windows Live @ http://virginmobile.... \ SHEEQ Home |/ Amazen Clo

Client Login | Jle” Custom

Services  Resources  Blog  About

Support: Training

These training sessions will help you get you started quickly and effectively. For each webinar you have the option of attending a
live session or watch recorded archives L_;;I i F__\ F_] ork

Deploying Your Security Awareness Program Training

We highly recommend you start your training with this video, regardless if you are hosting on SANS' VLE or your own LMS. This [' ocumentation
forty-five minute webcast takes you through all the steps to successfully deploy your program. It is directimpact training to help
you extractthe bestvalue from your awareness training efforts L 8] da

» Click here to sign up for one of our live sessions. —

+ Click here to view the online archive of the training. (Windows version) TR

+ Click here toview the online archive of the training. (Mac/iPad version) please contactus at:
support@securingthehuman.org

Using the Virtual Learning Environment platform A B i BB

If you are deploying your online training on SANS' hosted solution, we walk you through how to configure and deploy your online with our Customer Support to
training. Topics included loading users, selecting videos and generating reports. We also cover common problems and how to have someone contact you
troubleshoot them. please call (301) 654-SANS
s 7257)
« Click here to sign up for one of our live sessions Mon-Fri 09:00-20:00 EST/EDT.

» Click here toview the online archive of the training. (Windows version)

+ Click here to view the online archive of the training. (Mac/iPad version)




Aggregate Purchase Program

« MS-ISAC & REN-ISAC membership will be able to aggregate their
purchase requirements and get this approved security awareness
product for reduced pricing:

— $1.50/User/Year for a 1-year license

— $1.25/User/Year for a 2-year license
This is the best price that SANS STH can be purchased for.

 There are minimum purchase requirements:
— One-Year Agreement = $2,000
— Two-Years Agreement=  $3,000

www.securingthehuman.org/programs/ms-isac/
Order Period = 15 June to 31 July 2012. Pay by 30 Aug 2012

www.securingthehuman.org/programs/ren-isac/

s

Order Period =01 June to 15 July 2012. Pay by 15 Aug 2012



http://www.securingthehuman.org/programs/ms-isac/
http://www.securingthehuman.org/programs/ren-isac/

~ securingthehuman.org/programs/ren-isac/ —

b/programs/ren-isac/

Services  Resources

Aggregate Purchase Programs

REN-ISAC Security Awareness

As part of SANS Partnership Frogram with REN-ISAC Security Awareness, the SANS Securing the Human security
awareness solution is available at 8 specisl rate to qualifying members. This offer is only valid for education
organizations from February 1 until March 31, 2012.

Training License Options

Term Annual Cost Per Seat  Minimum Order Optional Support Materials Cost
1year  §1.50 52,000 (trein up to 1,324 users per year) 2,500 {If purchased with Seats)

2yeas 5125 53,000 (train up to 1,200 Users per year) $2.500 {If purchased with Seats)

Support anly (posters, . and $5,000 {No Seat Purchase)

Mote that the Support Materials are an additional cost and NOT part of the per Seat cost.

Features
+ Training sests can be transfemed to new users each year if you purchase multiple years.
+ Option to host on the SANS Virtual Learning Envirenment {VLE) or your own LMS
# Acoess to all the updstes to the training material that are released during your license period

Availability

This program is only available from February 1 until March 31, 2012. Once payment for your order is received, delivery
will be completed within 10 business days

Program Registration Form
If you are interested in this progrem, plesse complete the form below. By doing so, the following will happen:

1. You will be registersd for this Aggregate Purchase Program.

2. You will recsive s Securing the Human tial account with acosss to train up to thres users in your organization for a cne-
menth pericd (you will not be sble to access your account until February 1, 2012},

3. We will contact you with your dlient account details so that you can place your arder for Securing the Human awareness
fraining. Onos you have received your dient acoount details, you may log in here.

4. You will be sble to manage all details for your Securing The Human awareness training purchase with your dient
account.

rity Awareness .. [l Google Docs E LogMeln :}f OTRS : Login @ . Elluminate Livel P... &8 Home - Windows Live @ http:/fvirginmobile.... \ SHEEQ Horn

Client Login [

Blog  Advisorw Board  About

Downlnads *

-

Securing the Human
brochure {POF)

-

How fo manage your
swarsness program [video
presentation)

Double dlick on video for full
soeen mode




STH Support

 Please send an email with a brief description of your issue
to support@securingthehuman.org

» Ticket is automatically generated and response by not
later than next business day.

« All support tickets are reviewed by STH Management to
ensure an issue is fully resolved.



mailto:support@securingthehuman.org

OnDemand & Universal Voucher Credits

e Order Period = June 1-30, 2012
Payments due by July 30, 2012

« Minimum order size per transaction:
OnDemand = $3,000
Universal Voucher Credit = $5,000
o Partnership Class Costs
— SANS Long Courses = $1,000 (4-6 day classes) £
— SANS Short Courses = $500 (1-3 day classes)
— GIAC Certification = $549 each P




SANS Partnership Offerings

* What is SANS Universal Voucher Credit? |
www.sans.org/vouchers/options/universal-credit.php

— Similar to Online Savings Account
 SANS pays 10-25% bonus (interest) up front.
« Manage Credits and Debits online.

— Best when you have a set training budget, but need
flexibility on training methods, certification, class dates
and who will attend.

— Credits are valid for 12 months

— Use for classroom, online learning, and GIAC P
certification.



http://www.sans.org/vouchers/options/universal-credit.php

“The expense isn't what it costs to train
employees. It's what it costs not to train
them. You realize that as you grow.”

-- Gary Wilber, CEO of Drug Emporium, Inc.

John Fitzgerald
Managing Director

SANS Securing the Human Program -
US +1 646 257 5875

UK +44 779 257 9875
e. jfitzgerald@SANS.org
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ISSA

DATE: Wednesday, April 11, 2012

LOCATION: Maggiano’s Little Italy
11800 West Broad Street, #2204, Richmond, VA 23233
TIME: 11:30 - 1:00pm. Presentation starts at 11:45.
Lunch served at 12.
COST: ISSA Members: $20 & Non-Members: $25

SPEAKER: Jack Mannino, CEO of nVisium Security

TOPIC: Practical Android Security



m Virginia Information Technologies Agency
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Wednesday, April 11th
8:30 am — 9:00 am: Networking
9:00 am: Meeting start

Location: CESC



m Virginia Information Technologies Agency

Implementing Enterprise Risk Management:
A Practical Approach w/ ARMICS

This class incorporates references to Virginia’s ARMICS process and will
focus on training governmental employees and incorporating the mission
statement of the agencies represented at the training.

e When: May 8 & 9

e Time: 8:15am to 4:45pm each day

e Where: James Monroe Building

e Cost: $320

e Register: https://hrtraining.doa.virginia.gov/

Earn 16 CPEs for taking this class

uestions? Contact: Tim.Sadler@DOA Virginia.Gov



https://hrtraining.doa.virginia.gov/
mailto:Tim.Sadler@DOA.Virginia.Gov
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CISA Review Class

Location: EdgeComm, 4913 Fitzhugh Ave, Ste: 201, Richmond, VA 23230
Time: 6 —9 pm

Dates: May 7, 9, 14, 16, 21, 23

Instructor: Jerry Jarvis, CISA, CRISC, CIA, CFSA

Registration: Online at www.isaca-va.orqg/
Discount for early registration before April 15. Registration closes May 4.

Course will cover all (5) job practice domains of the CISA body of knowledge.
The process of Auditing Information Systems

Governance and Management of IT
Information Systems Acquisition, Development & Implementation

Information Systems Operations, Maintenance & Support
Protection of Information Assets
Sample tests will be administered and discussed.


http://www.isaca-va.org/

m Virginia Information Technologies Agency

CISM Review Class

Location: EdgeComm, 4913 Fitzhugh Ave, Ste: 201, Richmond, VA 23230
Time: 6 —9 pm
Dates: May 8, 10, 15, 1,. 22, 24
Instructor: John Karabaic, CIPP/IT, CISM, CISSP &
Chandra Barnes, CISM,CRISC

Registration: Online at www.isaca-va.orq/
Discount for early registration before April 15. Registration closes May 4.

Course will cover all (5) domains of the CISM body of knowledge.
Information Security (I1S) Governance
Information Risk Management
IS Program Development
IS Program Management
Incident Response & Management
Sample tests will be administered and discussed.


http://www.isaca-va.org/

m Virginia Information Technologies Agency

From 1:00 — 4:00 pm at CESC
Wednesday - May 2, 2012
Speaker: Alana Foster with RSA

Wednesday - June 6, 2012
Topic: Obtaining IT Security Certifications

ISOAG will be held the 1st Wednesday of each month in 2012




m Virginia Information Technologies Agency

Tuesday - May 15, 2012 9:00 — 11:30a
(CESO)

Email CommonwealthSecurity@VITA.virginia.qov if
you are interested in attending.

IS Orientation also available via webinar!


mailto:CommonwealthSecurity@VITA.virginia.gov

m Virginia Information Technologies Agency
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e |f your group or organization is promoting
a security related event and would like to
have it communicated to the Information
Security Officer community:

Please submit all upcoming events to:
CommonwealthSecurity@VITA.Virginia.Gov



mailto:CommonwealthSecurity@VITA.Virginia.Gov

ISOAG-Partnership Update

IT Infrastructure Partnership Team
Bob Baskette

April 4, 2012

' INFRASTRUCTURE
PARTNERSHIP

V' A NORTHROP GRUMMAN
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