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Conversations

ISO: Are the developers writing secure code?

Development: Sure, as far as | can tell, with the knowledge of my
training class 3 years ago, “Intro to Security 101”. | did also take a

one hour webinar last year...

ISO: Microsoft releases monthly security patches, why don’t we?

Development: | believe our code iIs secure, but I am not a security
expert. Why, have we been hacked?

ISO: | need documentation of our information security risks for

auditors.
Development: Isn’t it your job to write that stuff? I am still trying
to evaluate our software for risks, much less fix any of them...
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Conversations

* |SO: What is the scope of our security vulnerabilities?

* Development: We have millions of lines of code written since 1995
by dozens of developers. | don’t have time to analyze every line of
code, so | cannot answer that question. And even if | did have time,
| lack the training to recognize every possible security threat as

they change daily. We would need a full-time development team to
stay up to date with the latest security threats.

Realization:

« Our developers want to write secure code, but they lack the proper
training to understand threats. This cannot be addressed simply by
security training, because security threats evolve rapidly.
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Why do we need Fortify?

« Our developers require ongoing feedback to stay abreast of
information security threat vectors and best practices

Development staff need to know where to concentrate their efforts
on fixing security vulnerabilities

IT management and auditors need easy access to data on potential
risks in our software

* While we are working to improve our software, our Agency needs
protection from threats which may exploit existing vulnerabilities
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Fortify has 3 Main Components

Fortify RTA (Real-Time Analyzer)
» Blocks attacks and logs suspicious activity
* Logs potential security issues for 1SOs to review

Fortify SCA (Source Code Analyzer)

» Scans for vulnerabilities and poor coding techniques (Memory
leaks, unused variables, password issues)

Fortify 360
» Shows developers most critical areas to address risks

* Shows progress over product lifecycle
* Provides reports for ISO and auditors
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Screen Shot — Dash Board
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Screen Shot — Project Trend
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Software Security Assurance Process
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Fortify Evaluation

» Fortify SCA does very intelligent pattern matching. It traces
through blocks of code to determine if data is handled correctly

Fortify SCA is not a substitute for good developers, but it can assist
good developers in writing secure code

Fortify SCA sometimes flags false positives, so a significant amount
of time is spent evaluating vulnerabilities

Fortify RTA — No news is good news

Software Security Assurance is a process, not a tool.
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Questions
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For Follow On Questions

Andrew McEnhimer 804-204-2304

Chris LumpkKin 804-213-4685
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Innotas
Portfolio and Project

Management Tool
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Innotas Modules

Complete set of PPM and APM features

Project Portfolio .~ Application Portfolio
Management Management

Project Request

Service Request Management
Management

Project Management Application Management

Resource Management ( Prioritization

Financial Management ‘2 Reports & Dashboards

Time Tracking ( Web Services
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The Innotas Process
Covering all IT & PMO
Processes in one solution
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Innotas Integration Platform

Flexible integration of all business systems

® Robust, cloud-based
integration solution
managed by Innotas

® Seamless connectivity with
any cloud or on-premise
applications

Managed and maintained by
Innotas




