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Date:  Enter date
Agency Name:  Enter Agency Name
Request Number:  Enter Request Number

Summary 
This document is a standard form for eligible customers, “Customer,” to request a Windows and/or Linux virtual machine (VM) service. This form allows Customers to order up to four (4) small 1-2 CPU VMs. The information provided in this form will be used by Northrop Grumman, “Vendor,” to fulfill the request. The services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement (CIA).

Conditions
The following conditions must be met for this form to be used:
1. Customer currently must be receiving services under the CIA.
2. This request is not part of incident resolution (i.e.: to resolve and close an incident ticket).
3. This request is not being processed through the VCCC (Q-ticket).
4. The project information section is complete and the form is signed.
5. This request is for “net new” servers; not for replacement of servers.

6. Request is for:

a. No more than four (4) Small (1-2 CPU) VMs located at the CESC

b. Windows Server 2008 Operating System (OS) Standard Edition or Redhat Linux

c. Two (2) or less CPU’s (default is one CPU)
d. Up to Four (4) GB RAM
e. Minimum of 35GB of storage for Windows OS or 40GB of storage for Redhat Linux OS
7. Each VM must have the same Operating System (OS) configuration.

8. Servers do not require HIPAA, FTI or PCI security compliance. Addressed via custom work request.

9. This form does not address Disaster Recovery Services.

10. This Form should not be used if SQL will be installed.

11. As the Customer is providing the system specification requirements, the Vendor assumes that the requested VM(s) is/are sufficient for the application. If the application does not function as desired relative to the system configuration, the Customer will be required to upgrade the VM(s) or migrate to a physical server. Additional costs will apply.

Stakeholders
The following table lists the stakeholders for this solution.
	Name
	Role
	Work Phone
	Email

	Enter Name
	Agency Information Technology Resource (AITR)
	Enter telephone number
	Enter email address

	Enter Name
	Agency Point of Contact (POC)
	Enter telephone number
	Enter email address

	Enter Name
	Customer Account Manager (CAM)
	Enter telephone number
	Enter email address

	Enter Name
	Agency Operations Manager (AOM)
	Enter telephone number
	Enter email address


Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	Lead Time for Order
	45 business days

	Requested Implementation Date
	Enter requested implementation date
	Click here to enter a date.

	
	Note:  The period between the date when the form is submitted to VITA and the requested implementation date must include the number of business days indicated in the lead time for order section.

	Basis for Implementation Date
	Detailed reason for this requested implementation date.

	
	Enter comments here - optional

	Other Customer Comments
	Provide comments that may assist with the implementation of this request

	
	Enter comments here - optional

	Application Description
	Describe the application the server will be hosting.

	
	Enter comments here.


Server Details
	Server Details
	Server 1
	Server 2
	Server 3
	Server 4

	Server Needed
	 Yes
	 Yes
	 Yes
	 Yes

	Operating System (OS)
	Select Desired OS
	Select Desired OS
	Select Desired OS
	Select Desired OS

	OS Standard Edition

(Windows Only)
	Standard
	Standard
	Standard
	Standard

	Memory (RAM)
	Select RAM
	Select RAM
	Select RAM
	Select RAM

	Select Number of CPUs (Default is One)1
	1 CPU
	1 CPU
	1 CPU
	1 CPU

	Designated Server Environment
	Select Environment
	Select Environment
	Select Environment
	Select Environment

	Server Function/Role
	Select
	Select
	Select
	Select

	Network Segment Server Will Reside
	Select Network Segment
	Select Network Segment
	Select Network Segment
	Select Network Segment

	Server Admin Rights Required (RDP / SSH)
	User Name / Group
	User Name / Group
	User Name / Group
	User Name / Group

	Remote Desktop Protocol (RDP – Windows Only)
	Source ID Address -or- Source Subnet
	Source ID Address -or- Source Subnet
	Source ID Address -or- Source Subnet
	Source ID Address -or- Source Subnet

	SAN Details
	Server 1
	Server 2
	Server 3
	Server 4

	Tier 1 – at CESC High Availability with Backup
	xxxx GB
	xxxx GB
	xxxx GB
	xxxx GB

	Tier 2 – at CESC with Backup
	xxxx GB
	xxxx GB
	xxxx GB
	xxxx GB

	Tier 2 – at CESC no Backup
	xxxx GB
	xxxx GB
	xxxx GB
	xxxx GB


1In most cases a single CPU virtual server is acceptable unless the application to be hosted on the server specifically designed to take advantage of multiple CPU’s.  This is due to the technology that allows virtual machines to share CPU resources.  For more information and guidance, reference “CPU Performance Best Practices” at: http://www.vmware.com/pdf/vi_performance_tuning.pdf
· Multiple types of storage may not be requested for the same server.  
· Minimum storage of 35GB per server using a Windows OS and 40GB per server using a Redhat Linux OS is required.  
Server Ports and Protocols

Completing the server ports and protocols is critical to understanding the interfaces and desired communication between systems/users and addressing any security concerns.  There are four (4) separate server sections outlined below, from one to four and each section corresponds directly to the number of servers being requested.  Therefore if the request is for one (1) server only, complete Server One section, if the request is for two (2) servers complete Server One and Two sections, and so forth.

Additionally all ports associated with the following services will be open by default:

· Domain Controller Communications

· Domain Name Services

· Time Services

· Altiris

· Anti-Virus

· OS Licensing

· Mail Relay

· HP OpenView

Explanation of Server Table (1-4) Columns:

1. Traffic Direction “Select Direction” explains the communication flow is either coming into the server or going out of the server.

2. End Point “Specify IP Address, etc” identifies the system end point 1 is receiving from or sending to, typically an IP address or IP subnet.

3. End Point Function “Specify End Pt. Funct” identifies the function/role the end point performs. If the drop down box does not provide a function/role please use “other” to complete.

4. Protocol “Choose Protocol” communications layering scheme (TCP/UDP).

5. Ports & Service “Choose Port & Service” identifies the port and the service being performed/requested for that given port.

6. If for any reason the provided tables do not provided enough rows to describe the ports/protocols required please add an additional separate page to this document/request.

Example of a server ports and protocols table completed:

	
	1
	2
	3
	4
	5

	Example
	Traffic Direction

(Relative to Server 1)
	End Point (Communicates with Server 1)
	End Point Function
	Protocol
	Ports & Service

	
	Incoming
	World
	Web Server
	TCP
	443-HTTPS

	
	Incoming
	10.164.0.0/16
	Web Server
	TCP
	3389-RDP


Example of a server ports and protocols table
Server One 
	Server One
	Traffic Direction

(Relative to Server 1)
	End Point (Communicates with Server 1)
	End Point Function
	Protocol
	Ports & Service

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other


Server Two

	Server Two
	Traffic Direction

(Relative to Server 2)
	End Point (Communicates with Server 2)
	End Point Function
	Protocol
	Ports & Service

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other


Server Three

	Server Three
	Traffic Direction

(Relative to Server 3)
	End Point (Communicates with Server 3)
	End Point Function
	Protocol
	Ports & Service

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other


Server Four

	Server Four
	Traffic Direction

(Relative to Server 4)
	End Point (Communicates with Server 4)
	End Point Function
	Protocol
	Ports & Service

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other

	
	Select Direction
	Specify IP Address, IP Subnet, etc.
	Specify End Pt Funct.

-OR-

Describe Other
	Choose Protocol
	Choose Port & Service
-OR-

Describe Other


Project Assumptions
	Item
	Description

	Virtual Machine (VM)
	Request is for four (4) or less VMs.

	Data Sensitivity
	Data being processed by system is not classified as sensitive (HIPAA, FTI or PCI).

	Management & Monitoring
	New service platforms will be supported by existing infrastructure management and monitoring systems.

	Licensing
	Customer is ultimately responsible for meeting all application licensing requirements and certifying compliance to the Vendor. 

	Application
	Customer staff/contractors are responsible for installation, configuration and support of all application specific components.

	Data Migration
	Customer is responsible for migration of data to the new service environment.

	Infrastructure Validation
	Customer is responsible for validating the requested infrastructure build operates and functions properly.

	Technical Point of Contact
	Contact will be available to the Vendor as needed, to provide clarification of requirements and offer additional technical information.


Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	Server
	The Vendor has configured the Virtual Server 1-2 CPU server(s), server operating system (OS), ITP Admin Tools, and integrated server into the computing environment to meet the above requirements (excludes server application(s)).

	OS
	The Vendor has installed, configured and applied if necessary any OS patches.

	SAN
	The Vendor has configured the requested SAN storage outlined in the above SAN details section and are functioning properly.

	Network and Firewall
	The Vendor has configured the network and firewall rules for platform communication and access and is functioning properly.

	Backup
	The Vendor has configured backup services as outlined in the above Server and SAN Detail sections.


Signed Approval and Authorization to Proceed
By signing this document, the Customer provides VITA with the authorization to proceed with the implementation and delivery of the services described herein and agrees to pay VITA the associated fees listed in the below table. Costs will be billed as they are incurred.  VITA rates are required to be developed using state and federal guidelines and are reviewed by JLARC. Customers' bills may change as/when VITA statewide rates change.
It is acknowledged and agreed that the services delineated herein shall be provided in accordance with and are subject to the provisions of the CIA.  
If this work request is cancelled for any reason by the agency prior to completion, the agency is responsible for all expenses, including labor charges, incurred prior to the cancellation notice.
VITA pricing of services:
	Recurring (Monthly) Costs

	Server
	Quantity
	Unit Cost
	Total

	Windows/Linux Virtual Server (1-2 CPU)
	Select # Servers
	$578.04/server
	Enter Total

	Network Access Charge
	One per Server
	$14.57/port
	Enter Total

	Storage1

	Storage Tier 1 at CESC
	Enter Qty
	$3.11/GB
	Enter Total

	Storage Tier 2 at CESC 
	Enter Qty
	$2.80/GB
	Enter Total

	Storage Tier 2 at CESC - No Backup 
	Enter Qty
	$1.41/GB
	Enter Total

	Total Recurring Costs/Month
	Total


1Minimum storage requirement of 35GB per server using Windows OS and 40GB per server using Redhat Linux OS
Please contact your agency’s customer account manager with any questions or concerns.  VITA is pleased to work with you to provide IT and services that enable the business of government.
Approval
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________
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