VA
Virginia Information Technologies Agency

VITA Update

www.vita.virginia.gov

Nelson Moe
Chief Information Officer of the Commonwealth

Agency Head Briefing
June 13, 2016




m Virginia Information Technologies Agency

e IT infrastructure sourcing will improve
services, but will require dedicated time
from your staff
— Planning & RFP teams, supplier governance
— Testing & modification of your applications

e Cloud services will provide new options,
but will require your staff to assess
compliance, governance, and cost

e New shared security center can help
you secure your applications
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e Preparing for transition & disentanglement

e Starting to support multi-supplier model,
Including services integrator

e Adjusting VITA’s organization to support
these changes

e Working with Customer Advisory Council
to enhance agency involvement
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e Service delivery quality e Maintain cost competitiveness
e Ease of doing business * Management control

e Service flexibility * Flexibility to evolve

e Innovation and evolution e Supports VITA oversight

e Agency choice functions

e Service transparency * Standardization

e Spend transparency * Security

¢ Procurement and Transition
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e Transition all services from Northrop
Grumman contract by June 2019 (term)

e Manage implementation, operational and
transitional risk

e Include agencies in request for proposal
(RFP) development and negotiation

e Create competition within service towers
whenever possible
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_ Plan Procure Transition
I'T Sourcing 2014 - 201 2016 - 2018 NLT 2019
Plan Disentanglement
Disentangle 2017 - 2018 NLT Oct 2018
Maintain Operations, Security and Oversight
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Competitive Procurement Waves

RFP Issue Responses Service
Service Commence
(Notional) (Notional) (Notional)
. Messaging Feb 2016 April 2016 Nov 2016
IBM Mainframe March 2016 May 2016 Dec 2016
Service
Integration / Aug 2016 Oct 2016 Nov 2017
> | Service Desk
Server / Storage Aug 2016 Oct 2016 Nov 2017
Security Sept 2016 Nov 2016 Nov 2017
Desktop Aug 2017 Oct 2017 July 2019
5 :
DEWE / Voies Feb 2018 April 2018 July 2019

Networks
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e Thank you to agency staff who already
participate
— Steering committee (8)
— Extended core team (3)
— Wave 1 RFP teams (19)
— Wave 2 RFP teams (23+)
— Customer Advisory Council (15)
— Agency Interaction Model (AIM) workgroup (6)

e Additional participation by agency business &
IT staff will be needed

www.vita.virginia.gov 9




m Virginia Information Technologies Agency

e Sourcing is Transition, not Transformation
— Unlike 2006, COV is already standardized
— Level & extent of effort depends upon outcome of RFPs

e Participation by agencies will be needed for:
— Wave 3 RFP teams (2017-18)
— Test agency-owned applications (2016-2019)
— Vendor governance (ongoing, starting in 2016)

e FY17 rates are final, but future rates are
unknown

— Should reflect market prices, but transition costs exist
— Working with DPB to keep costs predictable & level
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Future Services Delivery Platform
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e Security

— Risk and liability language often inadequate to
protect COV interests

— Vendors often inadequately resourced to meet
security requirements

e Contractual
— Terms and conditions are difficult to negotiate

— Oversight by COV often restricted by vendor’s
contractual language

e Governance and oversight
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e Budget includes cloud services center
— Cloud hosting targeted 3 quarter 2016

— VITA will evaluate & oversee provider’s ability
to meet contractual and security requirements

— Working with DPB to establish recovery
mechanism for evaluation & oversight

e Intermediate “stop gap” cloud alternative
may be approved for non-sensitive data If:
— Agency keeps same cloud solution & provider
— Cloud is only option which meets agency needs
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e Budget also includes new IT security
service center at VITA

— VITA already provides infrastructure security

e Agencies can choose to use center’s
services for your applications

— Services will include vulnerability scans, IT
security audits, and 1SO services

— Participating agencies will have an MOU that
outlines services & costs
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e IT infrastructure sourcing will improve
services, but will require dedicated time
from your staff
— Planning & RFP teams, supplier governance
— Testing & modification of applications

e Cloud services will provide new options,
but will require your staff to assess
compliance, governance, and cost

e New shared security center can help
you secure your applications
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Nelson Moe
clo@vita.virginia.gov
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