Appendix E – General Audit Program Example

II. PRELIMINARY SURVEY
Objective:
To adequately plan the audit & obtain background information for the activities to be audited including researching past reports, applicable laws, policies and standards as well as best practices.

	         Audit Step    
	  W/P

No
	   Est.

  Hrs
	Act.

Hrs

	A.

B.

C.

D.

E.

F.

G.

H.

I.


	1. Document planning meeting the Internal Audit Director or agency representative. Obtain name of system, identification of previous reviews, and applicable laws, policies and standards, and related documentation such as the system boundary definition, any interconnectivity with other systems, system risk assessment and system roles and responsibilities.  

2. List draft major Scope (including System(s) Names), Objective or Resources decisions including any technical assistance needed and any coordination with the Auditor of Public Accounts (APA).

________________________________________________________________

________________________________________________________________

________________________________________________________________ 

________________________________________________________________

________________________________________________________________

3. Is APA Coordination Needed?  YES     NO

IF “YES” State what, when & who:  __________________________________

_______________________________________________________________

_______________________________________________________________    
for Year Ending ______, 20xx Meeting date – _____, 20xx, Representing
4. Is technical Assistance Needed? (circle) YES     NO
IF “YES” State what, when, who & estimated cost:  ______________________ 

_______________________________________________________________ 

Prepare Date & Time Budget (time in columns to right) :

Phase                           
Deadline         Budget               

Familiarization      
x/xx/20xx        
xx.x                  

Preliminary Survey   
x/xx/20xx        
xx.x 

Fieldwork              
x/xx/20xx        
xx.x

Draft Report             
x/xx/20xx        
xx.x

Final Report               
x/xx/20xx         
xx.x

Administration           
x/xx/20xx         
xx.x

TOTALS:                                           xxx.x
 
Time reports should be included in the work papers behind the Date and Time Budget.

Prepare Engagement Memorandum signature & include:

proposed review scope & objectives,

1. estimated starting & completion dates,

2. Auditor‑in-Charge (AIC) & staffing,

3. physical facilities required, if any, & 

4. general questionnaire of background information needed & timeframe for receipt.

Review and document any applicable IA reports, APA reports & any reports issued from other sources such as Agency, DPS Review Team, JLARC, Consultants, etc.  List any issues and dispositions related to the system or the general control environment that might be pertinent.
Review and document any Federal or State laws pertinent to the system as well as the Commonwealth IT Security Policies and Standards 

http://www.vita.virginia.gov/library/default.aspx?id=537#securityPSGs

Review and document pertinent industry information technology guidance from the Institute of Internal Auditors, ISACA and the AICPA as well as from organizations such as:

1. CobiT from the IT Governance Institute: http://www.itgi.org/
2. National Institute of Standards & Technology Computer Security Division:


http://csrc.nist.gov/
3. International Standards Organization Guidance on Information Security

http://www.iso.org/iso/support/faqs/faqs_widely_used_standards/widely_used_standards_other/information_security.htm
4. AuditNet - Kaplan's comprehensive KARL (audit resource list) and ASAP (auditors sharing audit programs) site http://www.auditnet.org/ 

Review and document Agency internal policies & procedures, Division/Staff unit policies & procedures, etc. & complete.

Schedule & conduct an entrance conference with applicable Agency Management  to discuss proposed scope & objectives, recent or proposed changes in the audit area, legislative & financial concerns, key contacts, audit timing & staffing.  Document in a memo.

Submit Familiarization work papers for review and clear review notes.

Total For Familiarization
	
	
	


II. PRELIMINARY SURVEY
Objective:
To obtain an understanding of the IT System area being audited including goals & objectives, regulations, & areas of management concern.

	         Audit Step    
	  W/P

No
	   Est.

  Hrs
	Act.

Hrs

	A.


	Gain knowledge of the area being audited by reviewing related documents, conducting interviews & observing the processes & functions.  Obtain the organizational chart of the area being audited and the job descriptions of staff members.  List the major segments/processes of your review below and reference to the detailed narratives or flowcharts for each.  Include completed samples of input & output documents, forms & report.  Include source on samples. Obtain auditee sign off on narratives and flowcharts to ensure accurate representation.

1. Major Process 1

2. Major Process 2 

3. Major Process 3

4. Major Process 4

5. Major Process 5

6. Major Process 6


	
	
	

	
	
	
	
	

	B.

C.

D.

E.

F.

G.
	Analyze the strengths and weaknesses of the major processes in the narratives and flowcharts.  Prepare a Risk Matrix that identifies the following for each preliminary audit objective:

· the risks and expected controls for each objective

· actual practices that fulfill each element (strength) or the absence of such (weakness) with work paper reference to the flowchart or narrative and 

· the disposition for each actual practice listed as appropriate from one of the following: report without testing, Detailed Fieldwork Program reference or no further action (NFA) as outside scope or immaterial.
Prepare a summary of proposed modifications to the audit scope & objectives & prioritize the objectives in order of significance.  

Develop the Detailed Fieldwork Program to include test steps for each objective as well as the sampling plans.  Estimate time for audit steps & calculate completion date – document detailed time on by step and total time and the deadline on I. B.  Reference the applicable audit steps on the risk matrix.    If necessary, draft proposed revisions to budget & report due date & submit or approval – include on this General Audit Program.

If there are revisions to the audit scope, objectives, report due date or other areas of significance based on preliminary survey, prepare a memorandum to the attendees of the Entrance Conference to communicate the changes.

Prepare a Conclusion Summary for inclusion in the report for items which will not be addressed in fieldwork & discuss with operating manager(s) & obtain signature(s).

Submit work papers, detailed fieldwork program & Permanent File for review and clear any resulting review notes.  

Total Hours For Preliminary Survey

FAMILIARIZATION & PRELIM. SURVEY: Date Completed _________________Total Hrs:
	
	
	


III. FIELDWORK

  Objective:
To collect, analyze, interpret, & document sufficient, competent, & relevant information as outlined in the detailed fieldwork program to support audit results & ensure that the audit objectives are achieved.

	
	Audit Step
	W/P

No.
	Est.

Hrs.
	Act.

Hrs.

	A.

B.

C.

D.

E.
	Perform testing as specified on the Detailed Fieldwork Program (total estimated time should be listed here).  When completed, record actual total testing time here. Ensure that testing results are discussed with affected personnel as encountered.  Do not document results in Conclusion Summaries without first discussing the issues with applicable operating managers to ensure their awareness & the auditor’s complete understanding.

For each testing section prepare a Conclusion Summary stating objective, conclusion, procedures & summary of the prioritized results of testing which substantiate conclusions.  Cross reference results to detailed W/P's.  Include proposed disposition; place "Verbal" points last.

Review work to ensure that work papers are complete:

1. Has a heading, states name of the function examined, description of the contents of the work paper, period of the audit, & detailed fieldwork program step performed.

2. page number, initial & date (1st page of series)

3. States purpose, source, scope & conclusion,

4. Are adequate to support conclusions, and

5. Conclusion Summary Sheets are cross-referenced to support.

Submit working papers & the permanent file for review & clear subsequent review notes.

Discuss Conclusion Summary Sheets with operational managers and directors, document the results, revise Sheets & index as necessary.

FIELDWORK: Date Completed ___________________Total Hours: 
	
	
	


IV. REPORTING
Objective: To communicate the results of the audit to management.

	
	Audit Step
	W/P

No.
	Est.

Hrs.
	Act.

Hrs.

	A.

B.

C.


	Prepare a Draft Report:

1. Write report introduction, background & scope.

2. Consolidate conclusion summaries into a report, x-ref

3. Write memo for less significant items.

4. Submit report for review & clear review notes.

5. Set up the Exit Conference and distribute Draft Report

6. Conduct Exit Conference to brief on the audit results and request a date for completion of the corrective action plan. (Note: If any material changes to the audit report are identified, establish the date for revised report to be issued.)

Obtain Corrective Action Plan

1. Analyze the Corrective Action Plan for adequacy and document.

2. Advise agency management of any apparent inadequacies in the Corrective Action Plan & resolve.

Prepare a Final Report:

1. Add the revised Corrective Action Plan to the revised Draft Report to prepare the Final Report.

2. Submit report for review & clear review notes.

3. Distribute the final report.

REPORTING: Date Completed ___________________Total Hours:
	
	
	


