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Reference 1: RFP-2017-04 Executive Summary Response;

VITA Draft Discussion Document // Mar-8-2018 COBIT to be embraced because of the realization that Cloud, SaaS, and BYOD are business decisions — not IT decisions. COBIT is broader than ITIL in its scope of coverage. ITIL focuses on ITSM providing more in-depth guidance through the five stages of the service life cycle.
Intent of the RFP No. 2017-04 is to transition current data center and service in-place and then transition to trends and innovations in Data Center Management, Cloud Services, Consumption Based Services, Identity Management, and Software as a Service (SaaS).

Robert Kowalke ~ Enterprise Architecture ~ robert.kowalke@vita.virginia.gov
Relationship Management & Governance (RM&G) @ Virginia Information Technologies Agency (VITA)

PURPOSE: To depict the solution identified from the solution and pricing response to the Server, Storage, and Data Center Services RFP 2017-04. Commonwealth Enterprise Solutions Center (CESC)

Architectural Artifacts/Graphs/Views/Matrices/etc. reference page: http://pubs.opengroup.org/architecture/togaf9-doc/arch/chap35.html




COBIT 5 Processes

Governance

MSI System Management Tools - S
_g Agencies of the Commonwealth of Virginia

Asset

i i CMDE Event ViMWare Reporting Service service Now
Monitor, Evaluate, Direct Management  Manager vRealize Catalog IT Service VITA
(EDM) L Management (ITSM)
1. Ensure Governance Framework Setting and Maintenance 4. Ensure Resource Optimization A A A - o A A = R = .
ts el 5 =8 Zoc§ S2 5 o 8ps MSI Operational Oversight and Compli
2. Ensure Benefits Delivery 5. Ensure Stakeholder Transparency ™ =2 Eﬁﬂ 2 5 = c -6 T E =L Z5 ®._5 = EES pera iona vers'g an omp Iance
3. Ensure Risk Optimization E I E Ty c® T o = o E = ®mWLE QSOT2m = mWOE c£Dg®
5 SQER &8s g2 ah 8 Edo SO0IZH 52 ESo 3636 .
— = AN @ = Ty = =
Management 2  858°52: 28 @8 B S8 < = 55 578 Service Management Systems (SMS)
=% 533 O v o= e v/ oL = o V’
Align, Plan, Organize Build, Acquire, Implement Deliver, Service, Support Measure, Evaluate, Assess , — . ¢ , _ 7 P | M '
APO BAI DSS MEA Server Asset & Availability & Performance | [Server Services / Cloud Broker| [ IP Address identity & Access \ rogram Management
(APO) (BAI) (DSS) ( ) Y . " . | | -
anagement Discovery Monitoring Reporting (Unisys Cloud Mgmt platiorm || Management Management
1. Manage the IT Management Framework 1. Manage Programs and Projects 1. Manage Operations 1. Monitor, Evaluate and Assess s
2. Manage Strategy 2. Manage Requirements Definition 2. Manage Service Requests and Performance and Conformance ITl L Process LlfeCYCIe
3. Manage Enterprise Architecture 3. Manage Solutions Identification and Build  Incidents 2. Monitor, Evaluate and Assess the
4, Manage Innovation 4, Manage Availability and Capacity 3. Manage Problems System of Internal Control e
5 .Manage Portfolio 5. Manage Organizational Change 4, Manage Continuity 3. Monitor, Evaluate and Assess S-EWIEE H'DW Eﬂt&[priﬂe S-E-WI{]-E-N{}W B|U.E-{]a’[_ O t' C o ntl n u al
6. Manage Budget and Costs Enablement (Change management) 5. Manage Security Services Compliance with External Requirements Service Bus M{}rkﬂ{}w} pe ra IO n s
7. Manage Human Resources 6. Manage Changes 6. Manage Business Process Controls Im proveme nt
8. Manage Relationships 7. Manage Change Acceptance and
m 9. Manage Service Agreements Transitioning
D . 10. Manage Suppliers 8. Manage Knowledge
R | 14 Managa Qunity S, Manage Assets Remole | CMDBDiscove Solarwinds ~ ODS Object || CMP  Puppet BMC || DNS DHCP Okta  Acive
. Manage Ris . Manage Configuration - i _ -
Process 13, Mansge Security SE Sgwe] (Server & Application) Data Store Control-M Directory
\ J\ = ) = e . g,
S . . . o o - E E-E 17-B-AUIA-11JDZF-36:R4
8L St 3 258 56 5c8 S 8L TS ' * : i
ITIL 3 Processes 25 238 s£  38% 38 25 g3 25 o8 Service Service Service Service Service
e ome D =7 e 5 0 = — 2 = =g | |
N S = 2 & A : T T ¥ T T T
7 E sfs 3 gas A = =1 ower ower ower ower ower ower
v B et v ‘, Supplier Supplier Supplier Supplier Supplier Supplier

Continual Service

Service Strategy Service Design Service Transition  Service Operation
(Portfolio) (Product Management) (Development) (Support)
(Quality)

1. Strategy Management for IT 1. Design Coordination 1. Change Management 1. Event Management 1. Service Review _ L
Services 2. Service Catalogue 2. Change Evaluation 2. Incident Management 2. Process Evaluation Plaﬁﬂrm ST.GTE_QE!' D'E'mhll Avamar ESX ViMWare App“ﬂﬂhﬂﬂ Web [}atabas.elnfrastruﬂtu e
Specific  Arrays & Host  vCenter Server(s) Server(s)Server(s) Server(s)
2. Service Portfolio Management Management 3. Project Management 3. Request Fulfillment 3. Definition of CSI Initiatives Mﬂnn{}ring Datadomain =2
3. Demand Management 3. Service Level Management (Transition Planning and 4. Access Management 4. Monitoring of CSI Initiatives Tools - - - - E ¢
Infrastructure Platforms Agency Servers (Virtual & Physical) ||Public Cloud Services|= o o
4, Financial Management for IT 4. Risk Management Support) 5. Problem Management . . A\ = ﬂrkﬂﬂw Apprﬂver Sa I I Polni
Services 5. Capacity Management 4. Application Development 6. IT Operations Control ' .{ @ }
i lationshi 6. Availability M t 5. Rel d Depl t 7. Facilities M t - - : - - : - """-_ -~
> Business Relationships Avafabiy anagemen e IR The chart in Figure 8-6 depicts roles and relationships, and the sections below add detail. ¢ Okta N
Management 7. IT Service Continuity Management 8. Application Management Directory Agent
. )

Management 6. Service Validation and 9. Technical Management o o o - - ?

8. Information Security Testing = - WDrkﬂDW + Okta

Management 7. Service Asset and // AN = Admln User .{: @ }

9. Compliance Management Configuration Management / Agencv Interfaces \ lntegrated Seerces Platform - = o= ~ G

10. Architecture Management 8. Knowledge Management |' Client Decision Rights o OLAs ( Okta il'g;ﬂralﬂnlﬂg -

Stage 11. Supplier Management ™ o e g mmm ? S—

Custom Source
Process

cCOV

As Accountable
Customers

_{© J-_

. ) -
Process Comparison Platform Relationship Organization ¢ Okta Applcafion oud Ao
Relational Governance N .. e e =Y :
: 2 . :
Governance As Strategic f Multisourcing Service Integrator ,
Governance AdVisorS | Influencing Quality Operational Governance : PIV USE”
1. Ensure Governance Framework Setting and Maintenance - [ﬂ‘rﬁ’u]_l_ [MFA] FEdRAMP APPS On prem APPS
2. Ensure Benefits Delivery - Standard Processes, Consolidated SLAs, M workdh ---l--ﬁme_cgm —
. . ) . B MEBEE
3. Ensure Risk Opt|m|za’luoln | - | Tools Reporting “xs-amazon GSite  GoToMeeting _@’
4. Ensure Resource Optimization -
5. Ensure Stakeholder Transparency - bax ;
A3D e TOMCA
Management - R WEDeX
APO Members of the Ecosystem /
1. Manage the IT Management Framework - - |
2. Manage Strategy 1.1 As D‘e!lvery
3. Manage Enterprise Architecture 2.10 Participants Exhibit 4.2-1. Sailpoint And Okta Technical Architecture. AP/ and workflows enable provisioning and compliance
4. Manage Innovation -
5 Manage Portfolio 1.2 management.
6. Manage Budget and Costs 1.4 _
7. Manage Human Resources - Integris Applied © 2015
8. Manage Relationships 1.5
9. Manage Service Agreements 2.3 . . .
10. Manage Suppliers 511 Figure 8-6: Agency Interfaces with Integrated Services Platform
11. Manage Quality - . -
12. Manage Risk 24 Processi D|fferen.‘: dthflmtlon
13. Manage Security _ 2.8 Process: Not avallable

Process Comparison

Migration Link

x
Agency DCs Use Existing 2" 10Gbps 2*1Gbps
COBIT Processes Related ITIL Process
BAI
1. Manage Programs and Projects 3.3
2. Manage Requirements Definition 15,23
3. Manage Solutions Identification and Build -
4. Manage Availability and Capacity 25,26 27 1OGb|DS
5. Manage Organizational Change Enablement (Change management) 3.1,3.2 Migration Lin >*10Gh
6. Manage Changes 3.1,3.2 — RS
7. Manage Change Acceptance and Transitioning 3.1,2.10 Use Existing Use Existing
8. Manage Knowledge 3.10
9. Manage Assets 3.7
10. Manage Configuration 3.7
DSS
1. Manage Operations 4
2. Manage Service Requests and Incidents 4.1,4.2,4.3 _ _ _
3. Manage Problems 4.5 Mlgratlﬂn Link
4. Manage Continuity 2.7 RemOte SItES Use Existing 2*500Mbps 1*1Gbps
5. Manage Security Services 2.8
6. Manage Business Process Controls 5.2
MEA
1. Monitor, Evaluate and Assess Performance and Conformance 29,51,53,54 | - -
. Process: Different definition Exhibit 3.4.2-2. Conceptual Data Center Internetworking Schematic.
2. Monitor, Evaluate and Assess the System of Internal Control - ,
] ] ) ) Process: Not available
3. Monitor, Evaluate and Assess Compliance with External Requirements 29,15

Service Tower Description of Services Service Coverage

Monitoring Compute Management
Automation Storage and Backup Management
Asset Management Database Management

Data Center Operations and Management (DCOM) Capacity Management Middleware Management

Service Management Operations Network Management

Managed Security Services Security Device Management (FW, VPN, UTM, LB) 24x7

Service Strateqgy Service Operation 24x7 for Service Operations

Cross Functional Services Service Design Continual Service Improvement (CSI) 5x9 for the rest of the services

Service Transition

Account Management and Governance

Program Management Office Service Delivery Management

Reporting

Services to be performed on the Server, Storage, and Data Center (DC) Systems Project.
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