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[bookmark: _Toc518390915][bookmark: _Toc386548730]EXECUTIVE SUMMARY
[Please provide and executive summary of the IT system security plan here]

[bookmark: _Toc518390916]SYSTEM INVENTORY & DEFINITION
Please use the template located at the following URL to complete the application inventory template.  Follow the instructions on the tab labeled “Instructions”.  This application information will be populated into the Commonwealth Security and Risk Management (CSRM) governance, risk, and compliance (GRC) application.  Upon completion, send the completed inventory spreadsheet to CommonwealthSecurity@VITA.Virginia.Gov

https://www.vita.virginia.gov/media/vitavirginiagov/commonwealth-security/docs/Application-Template-07.01.2020.xlsm

 

[Attach the System Inventory as an appendix to the SSP or insert file object here]


[bookmark: _Toc378851596][bookmark: _Toc518390917]DATA SET CLASSIFICATION INVENTORY
The purpose of a data classification is to summarize the data types contained within the data set inventory of this system.  The data classification types are:  PCI, PII, PHI, HIPAA, PMI, FTI, FERPA, Control Systems/SCADA, Intellectual Property, Law Enforcement Data, Legal or Legislative Data and Critical Infrastructure Information. The data set inventory is the complete catalog of the system information and should be completed in the CSRM GRC tool. If you do not have access to the CSRM GRC tool, please submit a request to CommonwealthSecurity@VITA.Virginia.Gov or you may utilize the following template to complete the data set inventory and submit the results to CommonwealthSecurity@VITA.Virginia.Gov  
Instructions can be found on the tab labeled “Instructions.”   

https://www.vita.virginia.gov/media/vitavirginiagov/commonwealth-security/docs/Data-Set-Template-07.01.2020.xlsm

[Attach the Data Set Classification Inventory as an appendix to the SSP or insert file object here]

[bookmark: _Toc518390918]BUSINESS PROCESSES
Please list the business processes that rely on the system and complete the Business Impact Analysis (BIA) template located at 
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/docs/BIA_Spreadsheet_Template.xlsx 

[Attach the BIA template as an appendix to the SSP or insert file object here]


[bookmark: _Toc518390919]SYSTEM BOUNDARY DIAGRAM
[Provide diagram of system network with device names and asset tags]

[bookmark: _Toc518390920]INFORMATION FLOW DIAGRAM
[Insert information flow diagram]
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[bookmark: _Toc518390627][bookmark: _Toc518390921]CSRM RESOURCES
For additional ITRM Policies, Standards & Guidelines please visit:  https://www.vita.virginia.gov/it-governance/itrm-policies-standards/

[bookmark: _Toc518390922]ITRM-SEC 525 CONTROLS
The following section contains the SEC 525 security control catalog.  Please indicate the implementation status for each control and describe in detail the implementation strategy, or how this control will be met for this particular IT system.
Disclaimer:  This control catalog does not account for additional control requirements from other regulatory bodies that the system may be subject to.  Future iterations will try to include a more comprehensive list of controls.  It is incumbent upon the system owner to know and comply with all state and federal laws and regulations.
 
[bookmark: _Toc518389997][bookmark: _Toc518390338][bookmark: _Toc518390629][bookmark: _Toc518390923]AC-1 Access Control 
	SYSTEM
	

	CONTROL REQUIREMENT
	a. Develops, documents, and disseminates to all organization personnel, contractors, and service providers with a responsibility to implement access controls: 
	1. An access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the access control policy and associated access controls; and 
b. Reviews and updates the current:
	1. Access control policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Access control procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	Attach Access Control document



[bookmark: _Toc518389998][bookmark: _Toc518390339][bookmark: _Toc518390630][bookmark: _Toc518390924]AC-2 Account Management
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization:
a. Identifies and selects the following types of information system accounts to support organizational missions/business functions: individual, group, system, service, application, guest/anonymous, and temporary; 
b. Assigns account managers for information system accounts; 
c. Establishes conditions for group and role membership; 
d. Specifies authorized users of the information system, group and role membership, and access authorizations (i.e., privileges) and other attributes (as required) for each account; 
e. Requires approvals by the Agency Head, ISO, or designee for requests to create information system accounts; 
f. Creates, enables, modifies, disables, and removes information system accounts in accordance with the agency-defined logical access control policy. 
g. Monitors the use of information system accounts; 
h. Notifies account managers: 1. When accounts are no longer required; 2. When users are terminated or transferred; and 3. When individual information system usage or need-to-know changes; 
i. Authorizes access to the information system based on: 1. A valid access authorization; 2. Intended system usage; and 3. Other attributes as required by the organization or associated missions/business functions; 
j. Reviews accounts for compliance with account management requirements on an annual basis or more frequently if required to address an environmental change; and 
k. Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are removed from the group.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	




[bookmark: _Toc518389999][bookmark: _Toc518390340][bookmark: _Toc518390631][bookmark: _Toc518390925]AC-3 Access Enforcement 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system enforces approved authorizations for logical access to information and system resources in accordance with applicable access control policies

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	




[bookmark: _Toc518390000][bookmark: _Toc518390341][bookmark: _Toc518390632][bookmark: _Toc518390926]AC-4 Information Flow Enforcement
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems based on the appropriate organization-defined information flow control policies.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	




[bookmark: _Toc518390001][bookmark: _Toc518390342][bookmark: _Toc518390633][bookmark: _Toc518390927]AC-5 Separation of Duties
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization:
a. Separates duties of individuals as necessary, to prevent malevolent activity without collusion; 
b. Documents separation of duties of individuals; and 
c. Defines information system access authorizations to support separation of duties.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	




[bookmark: _Toc518390002][bookmark: _Toc518390343][bookmark: _Toc518390634][bookmark: _Toc518390928]AC-6 Least Privilege
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization employs the principle of least privilege, allowing only authorized accesses for users (or processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	




[bookmark: _Toc518390003][bookmark: _Toc518390344][bookmark: _Toc518390635][bookmark: _Toc518390929]AC-7 Unsuccessful Logon Attempts
	SYSTEM
	

	CONTROL REQUIREMENT
	The Information System:
a. Enforces a limit of 3 consecutive invalid logon attempts by a user during a 15 minute period; and 
b. Automatically locks the account/node for a minimum of a 30 minute period when the maximum number of unsuccessful attempts is exceeded.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	




[bookmark: _Toc518390004][bookmark: _Toc518390345][bookmark: _Toc518390636][bookmark: _Toc518390930]AC-8 System Use Notification 
	SYSTEM
	

	CONTROL REQUIREMENT
	The Information System:
a. Displays to users organization-defined system use notification message or banner before granting access to the system that provides privacy and security notices consistent with applicable Commonwealth laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that: 
	1. Users are accessing a Commonwealth information system; 
	2. Information system usage may be monitored, recorded, and subject to audit; 
	3. Unauthorized use of the information system is prohibited and subject to criminal and civil penalties; and 	
	4. Use of the information system indicates consent to monitoring and recording; 
b. Retains the notification message or banner on the screen until users acknowledge the usage conditions and take explicit actions to log on to or further access the information system; and 
c. For publicly accessible systems: 
	1. Displays system use information before granting further access; 
	2. Displays references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities; and 
	3. Includes a description of the authorized uses of the system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	




[bookmark: _Toc518390005][bookmark: _Toc518390346][bookmark: _Toc518390637][bookmark: _Toc518390931]AC-8-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Require acknowledgement that monitoring of IT systems and data may include, but is not limited to, network traffic; application and data access; keystrokes (only when required for security investigations and approved in writing by the Agency Head); and user commands; email and Internet usage; and message and data content.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	




[bookmark: _Toc518390006][bookmark: _Toc518390347][bookmark: _Toc518390638][bookmark: _Toc518390932]AC-9 Previous Logon (Access) Notification 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV




[bookmark: _Toc518390007][bookmark: _Toc518390348][bookmark: _Toc518390639][bookmark: _Toc518390933]AC-10 Concurrent Session Control 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV




[bookmark: _Toc518390008][bookmark: _Toc518390349][bookmark: _Toc518390640][bookmark: _Toc518390934]AC-11 Session Lock
	SYSTEM
	

	CONTROL REQUIREMENT
	The Information System:
a. Prevents further access to the system by initiating a session lock after 15 minutes of inactivity or upon receiving a request from a user; and 
b. Retains the session lock until the user reestablishes access using established identification and authentication procedures.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	




[bookmark: _Toc518390009][bookmark: _Toc518390350][bookmark: _Toc518390641][bookmark: _Toc518390935]AC-12 Session Termination 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system automatically terminates a user session after 24 hours of inactivity.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	




[bookmark: _Toc518390010][bookmark: _Toc518390351][bookmark: _Toc518390642][bookmark: _Toc518390936]AC-13 Supervision and Review – Access Control 
	SYSTEM
	

	CONTROL REQUIREMENT
	Withdrawn: Incorporated into AC-2 and AU-6

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390011][bookmark: _Toc518390352][bookmark: _Toc518390643][bookmark: _Toc518390937]AC-14 Permitted Actions without Identification or Authentication 
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization:
a. Identifies restricted user actions that can be performed on the information system without identification or authentication consistent with organizational missions/business functions; and 
b. Documents and provides supporting rationale in the security plan for the information system, user actions not requiring identification or authentication.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390012][bookmark: _Toc518390353][bookmark: _Toc518390644][bookmark: _Toc518390938]AC-15 Automated Marking
	SYSTEM
	

	CONTROL REQUIREMENT
	Withdrawn: Incorporated into MP-3

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390013][bookmark: _Toc518390354][bookmark: _Toc518390645][bookmark: _Toc518390939]AC-16 Security Attributes
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390014][bookmark: _Toc518390355][bookmark: _Toc518390646][bookmark: _Toc518390940]AC-17 Remote Access
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization:
a. Establishes and documents usage restrictions, configuration/connection requirements, and implementation guidance for each type of remote access allowed; and 
b. Authorizes remote access to the information system prior to allowing such connections.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390015][bookmark: _Toc518390356][bookmark: _Toc518390647][bookmark: _Toc518390941]AC-17-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization Shall:
1. When connected to internal networks from COV guest networks or non-COV networks, data transmission shall only use full tunneling and not use split tunneling. 
2. Protect the security of remote file transfer of sensitive data to and from agency IT systems by means of approved encryption. 
3. Require that IT system users obtain formal authorization and a unique user ID and password prior to using the Agency’s remote access capabilities. 
4. Document requirements for the physical and logical hardening of remote access devices. 
5. Require maintenance of auditable records of all remote access. 
6. Where supported by features of the system, session timeouts shall be implemented after a period of not longer than 15 minutes of inactivity and less, commensurate with sensitivity and risk. Where not supported by features of the system, mitigating controls must be implemented. 
7. The organization ensures that remote sessions for accessing sensitive data or development environments employ two-factor authentication and are audited.

Supplemental Guidance: Additional security measures are typically above and beyond standard bulk or session layer encryption (e.g., Secure Shell [SSH], Virtual Private Networking [VPN] with blocking mode enabled). Related controls: SC-8, SC-9.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390016][bookmark: _Toc518390357][bookmark: _Toc518390648][bookmark: _Toc518390942]AC-18 Wireless Access
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization:
a. Establishes usage restrictions, configuration/connection requirements, and implementation guidance for wireless access; and 
b. Authorizes wireless access to the information system prior to allowing such connections.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390017][bookmark: _Toc518390358][bookmark: _Toc518390649][bookmark: _Toc518390943]AC-18-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Each agency ISO is accountable for ensuring the following steps are followed and documented: Wireless LAN 

(WLAN) Connectivity on the COV Network. 
1. The following requirements shall be met in the deployment, configuration and administration of WLAN infrastructure connected to any internal Commonwealth of Virginia network. 
	a. Client devices connecting to the WLAN must utilize two-factor authentication (i.e., digital certificates); 
	b. WLAN infrastructure must authenticate each client device prior to permitting access to the WLAN; 
	c. LAN user authorization infrastructure (i.e., Active Directory) must be used to authorize access to LAN resources; 
	d. Only COV owned or leased equipment shall be granted access to an internal WLAN; 
	e. All WLAN communications must utilize a secure encryption algorithm that provides an automated mechanism to change the encryption keys multiple times during the connected session and provide support for secure encryption protocols (i.e., the Counter Mode with Cipher Block Chaining Message Authentication Code Protocol encryption mechanism based on the Advanced Encryption Standard cipher); 
	f. Physical or logical separation between WLAN and wired LAN segments must exist; 
	g. All COV WLAN access and traffic must be monitored for malicious activity, and associated event log files stored on a centralized storage device; 
	h. WLAN clients will only permit infrastructure mode communication. 

WLAN Hotspot (Wireless Internet) 
2. When building a wireless network, which will only provide unauthenticated access to the Internet, the following must be in place: 
	a. WLAN Hotspots must have logical or physical separation from the agency’s LAN; 
	b. WLAN Hotspots must have packet filtering capabilities enabled to protect clients from malicious activity; 
	c. All WLAN Hotspot access and traffic must be monitored for malicious activity, and log files stored on a centralized storage device; and 
	d. Where COV clients are concerned, WLAN clients will only permit infrastructure mode communication. 

Wireless Bridging 
3. The following network configuration shall be used when bridging two wired LANs: 
	a. All wireless bridge communications must utilize a secure encryption algorithm that provides an automated mechanism to change the encryption keys multiple times during the connected session and provide support for secure encryption methods (i.e., the Counter Mode with Cipher Block Chaining Message Authentication Code Protocol encryption mechanism based on the Advanced Encryption Standard cipher);
	b. Wireless bridging devices will not have a default gateway configured; 
	c. Wireless bridging devices must be physically or logically separated from other networks;
	d. Wireless bridge devices must only permit traffic destined to traverse the bridge and should not directly communicate with any other network; 
	e. Wireless bridging devices must not be configured for any other service than bridging (i.e., a wireless access point).

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390018][bookmark: _Toc518390359][bookmark: _Toc518390650][bookmark: _Toc518390944]AC-19
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization:
a. Establishes usage restrictions, configuration requirements, connection requirements, and implementation guidance for organization-controlled mobile devices; and 
b. Authorizes the connection of mobile devices to organizational information systems.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390019][bookmark: _Toc518390360][bookmark: _Toc518390651][bookmark: _Toc518390945]AC-20 Use of External Information Systems
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization establishes terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to: 
a. Access the information system from external information systems; and 
b. Process, store, or transmit organization-controlled information using external information systems.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390020][bookmark: _Toc518390361][bookmark: _Toc518390652][bookmark: _Toc518390946]AC-20-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Identify whether personal IT assets are allowed onto premises that house IT systems and data, and if so, identify the controls necessary to protect these IT systems and data.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390021][bookmark: _Toc518390362][bookmark: _Toc518390653][bookmark: _Toc518390947]AC-21 Information Sharing
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390022][bookmark: _Toc518390363][bookmark: _Toc518390654][bookmark: _Toc518390948]AC-22
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization:
a. Designates individuals authorized to post information onto a publicly accessible information system; 
b. Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information; 
c. Reviews the proposed content of information prior to posting onto the publicly accessible information system to ensure that nonpublic information is not included; and 
d. Reviews the content on the publicly accessible information system for nonpublic information prior to initial posting and at least once a quarter and removes such information, if discovered.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390023][bookmark: _Toc518390364][bookmark: _Toc518390655][bookmark: _Toc518390949]AC-23 DATA MINING PROTECTION
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390024][bookmark: _Toc518390365][bookmark: _Toc518390656][bookmark: _Toc518390950]AC-24 ACCESS CONTROL DECISIONS
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390025][bookmark: _Toc518390366][bookmark: _Toc518390657][bookmark: _Toc518390951]AC-25 Reference Monitor
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390026][bookmark: _Toc518390367][bookmark: _Toc518390658][bookmark: _Toc518390952]AT-01 Security Awareness and Training policy and Procedures
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization:
a. Develops, documents, and disseminates to all information system users (including managers, senior executives, and contractors): 
	1. A security awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls; and 
b. Reviews and updates the current: 
	1. Security awareness and training policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Security awareness and training procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390027][bookmark: _Toc518390368][bookmark: _Toc518390659][bookmark: _Toc518390953]AT-2 Security Awareness
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization provides basic security awareness training to information system users (including managers, senior executives, and contractors): 
a. As part of initial training for new users; 
b. When required by information system changes; and 
c. Annually or more often as necessary thereafter.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390028][bookmark: _Toc518390369][bookmark: _Toc518390660][bookmark: _Toc518390954]AT-2-COV 
	SYSTEM
	

	CONTROL REQUIREMENT
	1. Develop an information security training program so that each IT system user is aware of and understands the following concepts: 
	a. The agency's policy for protecting IT systems and data, with a particular emphasis on sensitive IT systems and data; 
	b. The concept of separation of duties;
	c. Prevention and detection of information security incidents, including those caused by malicious code; 
	d. Proper disposal of data storage media; 
	e. Proper use of encryption; 
	f. Access controls, including creating and changing passwords and the need to keep them confidential; 
	g. Agency acceptable use policies; 
	h. Agency Remote Access policies; 
	i. Intellectual property rights, including software licensing and copyright issues;
	j. Responsibility for the security of COV data; 
	k. Phishing; 
	l. Social engineering; and 
	m. Least privilege. 
2. Require documentation of IT system users’ acceptance of the agency’s security policies after receiving information security training.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390029][bookmark: _Toc518390370][bookmark: _Toc518390661][bookmark: _Toc518390955]AT-3 Based Security Training
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization provides role-based security training to personnel with assigned security roles and responsibilities: 
a. Before authorizing access to the information system or performing assigned duties;
b. When required by information system changes; and 
c. As practical and necessary thereafter.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390030][bookmark: _Toc518390371][bookmark: _Toc518390662][bookmark: _Toc518390956]AT-4 Security Training Records
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization: 
a. Documents and monitors individual information system security training activities including basic security awareness training and specific information system security training; and
b. Retains individual training records for period as defined by the organization’s records retention policy.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390031][bookmark: _Toc518390372][bookmark: _Toc518390663][bookmark: _Toc518390957]AT-5 Contacts with Security Groups and Association 
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into PM-15



[bookmark: _Toc518390032][bookmark: _Toc518390373][bookmark: _Toc518390664][bookmark: _Toc518390958]AU-1 Audit and Accountability Policy and Procedures
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization: 
(a) Develops, documents, and disseminates to the appropriate organization-defined personnel and roles: 
	1. An audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls; and 
(b) Reviews and updates the current: 
	1. Audit and accountability policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Audit and accountability procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390033][bookmark: _Toc518390374][bookmark: _Toc518390665][bookmark: _Toc518390959]AU-2 Audit Events
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization: 
a. Determines that the information system is capable of auditing the following events: Successful and unsuccessful account logon events, account management events, object access, policy change, privilege functions, process tracking, and system events. For Web applications: all administrator activity, authentication checks, authorization checks, data deletions, data access, data changes, and permission changes; 
b. Coordinates the security audit function with other organizational entities requiring audit-related information to enhance mutual support and to help guide the selection of auditable events; 
c. Provides a rationale for why the auditable events are deemed to be adequate to support after-the-fact investigations of security incidents; and 
d. Withdrawn: Not applicable to COV

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390034][bookmark: _Toc518390375][bookmark: _Toc518390666][bookmark: _Toc518390960]AU-3 Content of Audit Records
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system generates audit records containing information that establishes what type of event occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the event, and the identity of any individuals or subjects associated with the event.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390035][bookmark: _Toc518390376][bookmark: _Toc518390667][bookmark: _Toc518390961]AU-4 Audit Storage Capacity 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization allocates audit record storage capacity in accordance with the organization-defined audit record storage requirements.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390036][bookmark: _Toc518390377][bookmark: _Toc518390668][bookmark: _Toc518390962]AU-5 Response to Audit Processing Failures 
	SYSTEM
	

	CONTROL REQUIREMENT
	The Information systems: 
a. Alerts designated organizational officials in the event of an audit processing failure; and 
b. Withdrawn: Not applicable to COV

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390037][bookmark: _Toc518390378][bookmark: _Toc518390669][bookmark: _Toc518390963]AU-6 Audit Review, Analysis, and Reporting 
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization: 
a. Reviews and analyzes information system audit records at least once a week for indications of inappropriate or unusual activity; and 
b. Reports findings to designated organizational officials.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390038][bookmark: _Toc518390379][bookmark: _Toc518390670][bookmark: _Toc518390964]AU-7 Audit Reduction and Report Generation 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390039][bookmark: _Toc518390380][bookmark: _Toc518390671][bookmark: _Toc518390965]AU-8 Time Stamp
	SYSTEM
	

	CONTROL REQUIREMENT
	The Information System: 
a. Uses internal system clocks to generate time stamps for audit records; and 
b. Records time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT) and meets the organization-defined granularity of time measurement based on the sensitivity of the system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390040][bookmark: _Toc518390381][bookmark: _Toc518390672][bookmark: _Toc518390966]AU-9 Protection of Audit Information 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system protects audit information and audit tools from unauthorized access, modification, and deletion.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390041][bookmark: _Toc518390382][bookmark: _Toc518390673][bookmark: _Toc518390967]AU-10 Non-Repudiation 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390042][bookmark: _Toc518390383][bookmark: _Toc518390674][bookmark: _Toc518390968]AU-11 Audit Record Retention
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization retains audit records for consistent with the agency’s records retention policy to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390043][bookmark: _Toc518390384][bookmark: _Toc518390675][bookmark: _Toc518390969]AU-12 Audit Generation 
	SYSTEM
	

	CONTROL REQUIREMENT
	The Information System: 
a. Provides audit record generation capability for the auditable events defined in AU-2 a. at the operating system, services, applications, and network components; 
b. Allows authorized organization personnel to select which auditable events are to be audited by specific components of the information system; and 
c. Generates audit records for the events and content defined in AU-3.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390044][bookmark: _Toc518390385][bookmark: _Toc518390676][bookmark: _Toc518390970]AU-13 Monitoring for Information Disclosure
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization monitors organization-defined open source information and/or information sites at the appropriate organization-defined frequency for evidence of unauthorized disclosure of organizational information.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390045][bookmark: _Toc518390386][bookmark: _Toc518390677][bookmark: _Toc518390971]AU-14 Session Audit 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390046][bookmark: _Toc518390387][bookmark: _Toc518390678][bookmark: _Toc518390972]AU-15 Alternate Audit Capability  
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390047][bookmark: _Toc518390388][bookmark: _Toc518390679][bookmark: _Toc518390973]AU-16 Cross-Organization Auditing
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390048][bookmark: _Toc518390389][bookmark: _Toc518390680][bookmark: _Toc518390974]CA-1 Security Assessment and Authorization Policies and Procedures
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization: 
a. Develops, documents, and disseminates to authorized organization-defined personnel: 
	1. A security assessment and authorization policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the security assessment and authorization policy and associated security assessment and authorization controls; and 
b. Reviews and updates the current: 
	1. Security assessment and authorization policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Security assessment and authorization procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390049][bookmark: _Toc518390390][bookmark: _Toc518390681][bookmark: _Toc518390975]CA-2 Security Assessments
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390050][bookmark: _Toc518390391][bookmark: _Toc518390682][bookmark: _Toc518390976]CA-3 Information System Connections
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization: 
a. Authorizes connections from the information system to other information systems through the use of Interconnection Security Agreements; 
b. Documents, for each interconnection, the interface characteristics, security requirements, and the nature of the information communicated; and 
c. Reviews and updates Interconnection Security Agreements an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390051][bookmark: _Toc518390392][bookmark: _Toc518390683][bookmark: _Toc518390977]CA-3-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	For every sensitive agency IT system that shares data with non-Commonwealth entities, the agency shall require or shall specify that its service provider require:

1. The System Owner, in consultation with the Data Owner, shall document IT systems with which data is shared. This documentation must include: 
	a. The types of shared data; 
	b. The direction(s) of data flow; and 
	c. Contact information for the organization that owns the IT system with which data is shared, including the System Owner, the Information Security Officer (ISO), or equivalent, and the System Administrator. 
2. The System Owners of interconnected systems must inform one another of connections with other systems. 
3. The System Owners of interconnected systems must notify each other prior to establishing connections to other systems. 
4. The written agreement shall specify if and how the shared data will be stored on each IT system. 
5. The written agreement shall specify that System Owners of the IT systems that share data acknowledge and agree to abide by any legal requirements (i.e., HIPAA) regarding handling, protection, and disclosure of the shared data, including but not limited to, Data Breach requirements in this Standard. 
6. The written agreement shall specify each Data Owner’s authority to approve access to the shared data. 
7. The System Owners shall approve and enforce the agreement.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390052][bookmark: _Toc518390393][bookmark: _Toc518390684][bookmark: _Toc518390978]CA-4 Security Certification 
	SYSTEM
	

	CONTROL REQUIREMENT
	Withdrawn: Incorporated into CA-2

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390053][bookmark: _Toc518390394][bookmark: _Toc518390685][bookmark: _Toc518390979]CA-5 Plan of Action and Milestones
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390054][bookmark: _Toc518390395][bookmark: _Toc518390686][bookmark: _Toc518390980]CA-6 Security Authorization 
	SYSTEM
	

	CONTROL REQUIREMENT
	The Organization: 
a. Assigns a senior-level executive or manager as the authorizing official for the information system; 
b. Ensures that the authorizing official authorizes the information system for processing before commencing operations; and 
c. Updates the security authorization on an annual basis or more frequently if required to address an environmental change

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390055][bookmark: _Toc518390396][bookmark: _Toc518390687][bookmark: _Toc518390981]CA-7 Continuous Monitoring 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization develops a continuous monitoring strategy and implements a continuous monitoring program that includes: 

a. Establishment of organization-defined metrics to be monitored;
b. Establishment of organization-defined frequencies for monitoring and organization-defined frequencies for assessments supporting such monitoring; 
c. Ongoing security control assessments in accordance with the organizational continuous monitoring strategy; 
d. Ongoing security status monitoring of organization-defined metrics in accordance with the organizational continuous monitoring strategy. Metrics include operating system scans on a monthly basis, database and web application scans on a monthly basis, and independent assessor scans performed annually; 
e. Correlation and analysis of security-related information generated by assessments and monitoring; 
f. Response actions to address results of the analysis of security-related information; and 
g. Reporting the security status of organization and the information system to appropriate organizational officials at least every 120-days

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390056][bookmark: _Toc518390397][bookmark: _Toc518390688][bookmark: _Toc518390982]CA-8 Penetration Testing 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390057][bookmark: _Toc518390398][bookmark: _Toc518390689][bookmark: _Toc518390983]CA-9 Internal System Connection 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390058][bookmark: _Toc518390399][bookmark: _Toc518390690][bookmark: _Toc518390984]CM-1 Configuration Management Policy and Procedures
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to all individuals providing system support and all system owners: 
	1. A configuration management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the configuration management policy and associated configuration management controls; and 
b. Reviews and updates the current: 
	1. Configuration management policy on an annual basis or more frequently if required to address an environmental change and 
	2. Configuration management procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390059][bookmark: _Toc518390400][bookmark: _Toc518390691][bookmark: _Toc518390985]CM-2 Baseline Configuration 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization develops, documents, and maintains under configuration control, a current baseline configuration of the information system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390060][bookmark: _Toc518390401][bookmark: _Toc518390692][bookmark: _Toc518390986]CM-2-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	1. The organization: 
	a. Identifies, documents, and applies more restrictive security configurations for sensitive agency IT systems, as necessary. 
	b. Maintains records that document the application of baseline security configurations. 
	c. Monitors systems for security baselines and policy compliance. 
	d. Reviews and revises all security configuration standards annually, or more frequently, as needed. 
	e. Reapplies all security configurations to IT systems, as appropriate, when the IT system undergoes a material change, such as an operating system upgrade. f. Modifies individual IT system configurations or baseline security configuration standards, as appropriate, to improve their effectiveness based on the results of vulnerability scanning. 
2. Requires creation and periodic review of a list of agency hardware and software assets. 
3. The organization reviews and updates the baseline configuration of all information system: 
	(a) Once a year at a minimum; 
	(b) When required due to a significant configuration change or a demonstrated vulnerability; and 
	(c) As an integral part of information system component installations and upgrades. 
4. Requires additional configuration changes to devices to be used for international travel: 
	(a) Install all operating system security updates. 
	(b) Install all anti-virus, firewall, and anti-spyware security application software updates. 
	(c) Encrypt the computer hard disk or at least all sensitive information on the device. 
	(d) Update the web browser software and implement strict security settings. 
	(e) Update all application software to be used during the trip. 
	(f) Disable infrared ports, Bluetooth ports, web cameras, and any hardware features not needed for the trip. 
	(g) Configure the device to use a VPN connection to create a more secure connection. 
	(h) Configure the device to disable sharing of all file and print services. 
	(i) Configure the device to disable ad-hoc wireless connections. 
	(j)Ensure that all required cables and power adapters are packed with the computing asset.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390061][bookmark: _Toc518390402][bookmark: _Toc518390693][bookmark: _Toc518390987]CM-3 Configuration Change Control 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Determines the types of changes to the information system that are configuration-controlled; 
b. Reviews proposed configuration-controlled changes to the information system and approves or disapproves such changes with explicit consideration for security impact analyses; 
c. Documents configuration change decisions associated with the information system; 
d. Implements approved configuration-controlled changes to the information system; 
e. Retains records of configuration-controlled changes to the information system for a minimum of one year; 
f. Audits and reviews activities associated with configuration-controlled changes to the information system; and 
g. Coordinates and provides oversight for configuration change control activities through Change Control Board that convenes on a regular basis to review changes prior to implementation.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390062][bookmark: _Toc518390403][bookmark: _Toc518390694][bookmark: _Toc518390988]CM-3-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Each agency shall, or shall require that its service provider, document and implement configuration management and change control practices so that changes to the IT environment do not compromise security controls.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390063][bookmark: _Toc518390404][bookmark: _Toc518390695][bookmark: _Toc518390989]CM-4 Security Impact Analysis
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization analyzes changes to the information system to determine potential security impacts prior to change implementation.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390064][bookmark: _Toc518390405][bookmark: _Toc518390696][bookmark: _Toc518390990]CM-5 Access Restrictions for Change 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization defines, documents, approves, and enforces physical and logical access restrictions associated with changes to the information system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390065][bookmark: _Toc518390406][bookmark: _Toc518390697][bookmark: _Toc518390991]CM-6 Configuration Settings 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Establishes and documents configuration settings for information technology products employed within the information system using system using the Commonwealth of Virginia System Hardening Standards that reflect the most restrictive mode consistent with operational requirements; 
b. Implements the configuration settings; 
c. Identifies, documents, and approves any deviations from established configuration settings for information system components based on operational requirements; and 
d. Monitors and controls changes to the configuration settings in accordance with organizational policies and procedures.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390066][bookmark: _Toc518390407][bookmark: _Toc518390698][bookmark: _Toc518390992]CM-7 Least Functionality 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Configures the information system to provide only essential capabilities; and 
b. Prohibits or restricts the use of functions, ports, protocols, and/or services that are not required for the business function of the information system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390067][bookmark: _Toc518390408][bookmark: _Toc518390699][bookmark: _Toc518390993]CM-8 Information System Component Inventory 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 

a. Develops and documents an inventory of information system components that: 
	1. Accurately reflects the current information system; 
	2. Includes all components within the authorization boundary of the information system; 
	3. Is at the level of granularity deemed necessary for tracking and reporting; and 
	4. Includes organization-defined information deemed necessary to achieve effective information system component accountability; and 
b. Reviews and updates the information system component inventory on a monthly basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390068][bookmark: _Toc518390409][bookmark: _Toc518390700][bookmark: _Toc518390994]CM-9 Configuration Management Plan
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization develops, documents, and implements a configuration management plan for the information system that: 
a. Addresses roles, responsibilities, and configuration management processes and procedures;
b. Establishes a process for identifying configuration items throughout the system development life cycle and for managing the configuration of the configuration items; 
c. Defines the configuration items for the information system and places the configuration items under configuration management; and 
d. Protects the configuration management plan from unauthorized disclosure and modification.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390069][bookmark: _Toc518390410][bookmark: _Toc518390701][bookmark: _Toc518390995]CM-10 Software Usage Restriction 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Uses software and associated documentation in accordance with contract agreements and copyright laws; b. Tracks the use of software and associated documentation protected by quantity licenses to control copying and distribution; and 
c. Controls and documents the use of peer-to-peer file sharing technology to ensure that this capability is not used for the unauthorized distribution, display, performance, or reproduction of copyrighted work.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390070][bookmark: _Toc518390411][bookmark: _Toc518390702][bookmark: _Toc518390996]CM-11 User-Installed Software
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Establishes organization-defined policies governing the installation of software by users; 
b. Enforces software installation policies through organization-defined methods; and 
c. Monitors policy compliance at organization-defined frequency.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390071][bookmark: _Toc518390412][bookmark: _Toc518390703][bookmark: _Toc518390997]CP-1 Contingency Planning Policy and Procedures
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization-defined personnel or roles: 
	1. A contingency planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls; and 
b. Reviews and updates the current: 
	1. Contingency planning policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Contingency planning procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390072][bookmark: _Toc518390413][bookmark: _Toc518390704][bookmark: _Toc518390998]CP-1-COV-1
	SYSTEM
	

	CONTROL REQUIREMENT
	Each agency shall: 
1. Designate an employee to collaborate with the agency Continuity Plan (CP) coordinator as the focal point for IT aspects of CONTINUITY PLAN and related Disaster Recovery (DR) planning activities. 
	Note: Designation of an agency CONTINUITY PLAN coordinator is included in the CONTINUITY PLAN planning requirements issued by VDEM. 
2. Based on BIA and RA results, develop IT disaster components of the agency CONTINUITY PLAN which identifies: 
	a. Each IT system that is necessary to recover agency business functions or dependent business functions and the Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for each; and 
	b. Personnel contact information and incident notification procedures. Note: If the CONTINUITY PLAN contains sensitive data, those components with sensitive data should be protected and stored at a secure off-site location. 
3. Require an annual exercise (or more often as necessary) of IT DR components to assess their adequacy and effectiveness. 
4. Require review and revision of IT DR components following the exercise (and at other times as necessary).

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390073][bookmark: _Toc518390414][bookmark: _Toc518390705][bookmark: _Toc518390999]CP-1-COV-2
	SYSTEM
	

	CONTROL REQUIREMENT
	Each agency shall: 
	1. Based on the CONTINUITY PLAN, develop and maintain an IT DRP, which supports the restoration of mission essential functions and dependent business functions. 
	2. Require approval of the IT DRP by the Agency Head. 
	3. Require periodic review, reassessment, testing, and revision of the IT DRP to reflect changes in mission essential functions, services, IT system hardware and software, and personnel. 
	4. Establish communication methods to support IT system users’ local and remote access to IT systems, as necessary.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390074][bookmark: _Toc518390415][bookmark: _Toc518390706][bookmark: _Toc518391000]CP-2 Contingency Plan
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 

	a. Develops a contingency plan for the information system that: 
		1. Identifies essential missions and business functions and associated contingency requirements; 
		2. Provides recovery objectives, restoration priorities, and metrics; 
		3. Addresses contingency roles, responsibilities, assigned individuals with contact information; 
		4. Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure; 
		5. Addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented; and 
		6. Is reviewed and approved by appropriate organization-defined personnel or roles; 
	b. Distributes copies of the contingency plan to organization-defined key contingency personnel (identified by name and/or by role) and organizational elements; 
	c. Coordinates contingency planning activities with incident handling activities; 
	d. Reviews the contingency plan for the information system on an annual basis or more frequently if required to address an environmental change; 
	e. Updates the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing; 
	f. Communicates contingency plan changes to organization-defined key contingency personnel (identified by name and/or by role) and organizational elements; and 
	g. Protects the contingency plan from unauthorized disclosure and modification.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390075][bookmark: _Toc518390416][bookmark: _Toc518390707][bookmark: _Toc518391001]CP-3 Contingency Training 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization provides contingency training to information system users consistent with assigned roles and responsibilities:
	a. Within 10-days of assuming a contingency role or responsibility;
	b. When required by information system changes; and 
	c. Annually thereafter.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390076][bookmark: _Toc518390417][bookmark: _Toc518390708][bookmark: _Toc518391002]CP-4 Contingency Plan Testing and Exercises
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
	a. Tests the contingency plan for the information system on an annual basis or more frequently if required to address an environmental change using approved tests to determine the effectiveness of the plan and the organizational readiness to execute the plan; 
	b. Reviews the contingency plan test results; and 
	c. Initiates corrective actions, if needed.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390077][bookmark: _Toc518390418][bookmark: _Toc518390709][bookmark: _Toc518391003]CP-5 Contingency Plan Update 
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into CP-2



[bookmark: _Toc518390078][bookmark: _Toc518390419][bookmark: _Toc518390710][bookmark: _Toc518391004]CP-6 alternate Storage Site
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
	a. Establishes an alternate storage site including necessary agreements to permit the storage and retrieval of information system backup information; and 
	b. Ensures that the alternate storage site provides information security safeguards equivalent to that of the primary site.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390079][bookmark: _Toc518390420][bookmark: _Toc518390711][bookmark: _Toc518391005]CP-7 Alternate Processing Site 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
	a. Establishes an alternate processing site including necessary agreements to permit the transfer and resumption of information system operations for essential missions/business functions within the organization-defined time period consistent with recovery time and recovery point objectives when the primary processing capabilities are unavailable; 
	b. Ensures that equipment and supplies required to transfer and resume operations are available at the alternate processing site or contracts are in place to support delivery to the site within the organization-defined time period for transfer/resumption; and 
	c. Ensures that the alternate processing site provides information security safeguards equivalent to that of the primary site.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390080][bookmark: _Toc518390421][bookmark: _Toc518390712][bookmark: _Toc518391006]CP-8 Telecommunications Services
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization establishes alternate telecommunications services including necessary agreements to permit the resumption of information system operations for essential missions and business functions within the organization-defined time period when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390081][bookmark: _Toc518390422][bookmark: _Toc518390713][bookmark: _Toc518391007]CP-9 Information System Backup 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
	a. Conducts backups of user-level information contained in the information system within the organization-defined frequency consistent with recovery time and recovery point objectives; 
	b. Conducts backups of system-level information contained in the information system in accordance with organization-defined frequency consistent with recovery time and recovery point objectives;
	c. Conducts backups of information system documentation including security-related documentation in accordance with organization-defined frequency consistent with recovery time and recovery point objectives; and 
	d. Protects the confidentiality, integrity, and availability of backup information at storage locations.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390082][bookmark: _Toc518390423][bookmark: _Toc518390714][bookmark: _Toc518391008]CP-9-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	For every IT system identified as sensitive relative to availability, each agency shall or shall require that its service provider implement backup and restoration plans to support restoration of systems, data and applications in accordance with agency requirements. At a minimum, these plans shall address the following: 
	1. Secure off-site storage for backup media. 
	2. Store off-site backup media in an off-site location that is geographically separate and distinct from the primary location. 
	3. Performance of backups only by authorized personnel. 
	4. Review of backup logs after the completion of each backup job to verify successful completion. 
	5. Approval of backup schedules of a system by the System Owner. 
	6. Approval of emergency backup and operations restoration plans by the System Owner. 
	7. Protection of any backup media that is sent off-site (physically or electronically), or shipped by the United States Postal Service or any commercial carrier, in accordance with agency requirements. 
	8. Authorization and logging of deposits and withdrawals of all media that is stored off-site. 
	9. Retention of the data handled by an IT system in accordance with the agency’s records retention policy. 
	10. Management of electronic information in such a way that it can be produced in a timely and complete manner when necessary, such as during a legal discovery proceeding. 
	11. Document and exercise a strategy for testing that IT system and data backups are functioning as expected and the data is present in a usable form. 
	12. For systems that are sensitive relative to availability, document and exercise a strategy for testing disaster recovery procedures, in accordance with the agency’s Continuity of Operations Plan.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390083][bookmark: _Toc518390424][bookmark: _Toc518390715][bookmark: _Toc518391009]CP-10 Information System Recovery and Reconstitution
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization provides for the recovery and reconstitution of the information system to a known state after a disruption, compromise, or failure.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390084][bookmark: _Toc518390425][bookmark: _Toc518390716][bookmark: _Toc518391010]CP-11 Alternate Communication Protocols 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390085][bookmark: _Toc518390426][bookmark: _Toc518390717][bookmark: _Toc518391011]CP-12 Safe Mode 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390086][bookmark: _Toc518390427][bookmark: _Toc518390718][bookmark: _Toc518391012]CP-13 Alternative Security Mechanisms 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390087][bookmark: _Toc518390428][bookmark: _Toc518390719][bookmark: _Toc518391013]IA-1 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization-defined personnel: 
	1. An identification and authentication policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the identification and authentication policy and associated identification and authentication controls; and 
b. Reviews and updates the current: 
	1. Identification and authentication policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Identification and authentication procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390088][bookmark: _Toc518390429][bookmark: _Toc518390720][bookmark: _Toc518391014]IA-2 Identification and Authentication (Organizational Users)
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system uniquely identifies and authenticates organizational users (or processes acting on behalf of organizational users).

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390089][bookmark: _Toc518390430][bookmark: _Toc518390721][bookmark: _Toc518391015]IA-2-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	a. The organization ensures that network connections for accessing development environments or performing administrative functions on servers or multi-user systems employ two-factor authentication and are audited. Two-Factor authentication is required for all network-based administrative access to servers and multi-use systems.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390090][bookmark: _Toc518390431][bookmark: _Toc518390722][bookmark: _Toc518391016]IA-3 Device Identification and Authentication 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390091][bookmark: _Toc518390432][bookmark: _Toc518390723][bookmark: _Toc518391017]IA-4 Identifier Management 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization manages information system identifiers by: 
	a. Receiving authorization from a designated organizational official to assign an individual, group, role, or device identifier; 
	b. Selecting an identifier that identifies an individual, group, role, or device;
	c. Assigning the identifier to the intended individual, group, role, or device; 
	d. Preventing reuse of identifiers for at least 24 changes of the identifier and at least 24 days from the initial use of the identifier; and 
	e. Disabling the identifier after 90-days of inactivity.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390092][bookmark: _Toc518390433][bookmark: _Toc518390724][bookmark: _Toc518391018]IA-5 Authentication Management 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization manages information system authenticators by: 
	a. Verifying, as part of the initial authenticator distribution, the identity of the individual, group, role, or device receiving the authenticator; 
	b. Establishing initial authenticator content for authenticators defined by the organization; 
	c. Ensuring that authenticators have sufficient strength of mechanism for their intended use; 
	d. Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised or damaged authenticators, and for revoking authenticators; 
	e. Changing default content of authenticators prior to information system installation; 
	f. Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators; 
	g. Changing/refreshing user-account authenticators at least every 60-days; 
		a. Changing/refreshing administrative authenticators at least every 42-days. 
		b. Changing/refreshing sensitive system authenticators at least every 42-days. 
	h. Protecting authenticator content from unauthorized disclosure and modification; 
	i. Requiring individuals to take, and having devices implement, specific security safeguards to protect authenticators; and 
	j. Withdrawn: Not applicable to COV

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390093][bookmark: _Toc518390434][bookmark: _Toc518390725][bookmark: _Toc518391019]IA-5-COV-1
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization manages information system authenticators for users and devices by: 
	a. requiring passwords with a minimum of four characters on smart phones or PDAs accessing or containing COV data. 
	b. requiring that forgotten initial passwords be replaced rather than reissued. 
	c. requiring passwords to be set on device management user interfaces for all network-connected devices. 
	d. documenting and storing hardware passwords securely. 
	e. requiring passwords not be cached or stored on the device. 
	f. requiring the suppression of passwords on the display as the password is entered into the device. 
	g. requiring that any authentication trust relation be structured such that the commonwealth’s authentication mechanism is the only trusted source of information.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390094][bookmark: _Toc518390435][bookmark: _Toc518390726][bookmark: _Toc518391020]IA-5-COV-2
	SYSTEM
	

	CONTROL REQUIREMENT
	An organization sponsoring an Internet-facing system containing sensitive data provided by private citizens, which is accessed by only those citizens providing the stored data, may: 
	• determine the appropriate validity period of the password, commensurate with sensitivity and risk. 
	• determine the appropriate number of passwords to be maintained in the password history file, commensurate with sensitivity and risk. 
	• allow the citizen to continue to use the initial password so long as the Agency provides a mechanism to the citizen that allows the citizen to create a unique initial password. 
	The account holder must be provided with information on the importance of changing the account password on a regular and frequent basis.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390095][bookmark: _Toc518390436][bookmark: _Toc518390727][bookmark: _Toc518391021]IA-6 Authentication Feedback 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system obscures feedback of authentication information during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390096][bookmark: _Toc518390437][bookmark: _Toc518390728][bookmark: _Toc518391022]IA-7 Cryptographic Module Authentication 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system implements mechanisms for authentication to a cryptographic module that meet the requirements of applicable Commonwealth laws, Executive Orders, directives, policies, regulations, standards, and guidance for such authentication.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390097][bookmark: _Toc518390438][bookmark: _Toc518390729][bookmark: _Toc518391023]IA-8 Identification and Authentication (NON-Organizational Users)
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system uniquely identifies and authenticates non-organizational users (or processes acting on behalf of non-organizational users).

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390098][bookmark: _Toc518390439][bookmark: _Toc518390730][bookmark: _Toc518391024]IA-9 Service Identification and Authentication 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390099][bookmark: _Toc518390440][bookmark: _Toc518390731][bookmark: _Toc518391025]IA-10 Adaptive Identification and Authentication 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390100][bookmark: _Toc518390441][bookmark: _Toc518390732][bookmark: _Toc518391026]IA-11 Re-Authentication 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390101][bookmark: _Toc518390442][bookmark: _Toc518390733][bookmark: _Toc518391027]IR-1 Incident Response Policy and Procedures  
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization-defined personnel: 
	1. An incident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the incident response policy and associated incident response controls; and 
b. Reviews and updates the current: 
	1. Incident response policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Incident response procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390102][bookmark: _Toc518390443][bookmark: _Toc518390734][bookmark: _Toc518391028]IR-1-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
	1. Shall or shall require that its service provider document and implement threat detection practices that at a minimum include the following: 
		a. Designate an individual responsible for the agency’s threat detection program, including planning, development, acquisition, implementation, testing, training, and maintenance. 
		b. Implement Intrusion Detection System (IDS) and Intrusion Prevention System (IPS). 
		c. Conduct IDS and IPS log reviews to detect new attack patterns as quickly as possible. 
		d. Develop and implement required mitigation measures based on the results of IDS and IPS log reviews. 
	2. Shall or shall require that its service provider, document and implement information security monitoring and logging practices that include the following components, at a minimum: 
		a. Designate individuals responsible for the development and implementation of information security logging capabilities, as well as detailed procedures for reviewing and administering the logs. 
		b. Document standards that specify the type of actions an IT system should take when a suspicious or apparent malicious activity is taking place. 
		c. Prohibit the installation or use of unauthorized monitoring devices. 
		d. Prohibit the use of keystroke logging, except when required for security investigations and a documented business case outlining the need and residual risk has been approved in writing by the Agency Head. 
	3. Shall document information security incident handling practices and where appropriate the agency shall incorporate its service provider’s procedures for incident handling practices that include the following at a minimum: 
		a. Designate an Information Security Incident Response Team that includes personnel with appropriate expertise for responding to cyber-attacks. 
		b. Identify controls to deter and defend against cyber-attacks to best minimize loss or theft of information and disruption of services. 
		c. Implement proactive measures based on cyber-attacks to defend against new forms of cyber-attacks and zero-day exploits. 
		d. Establish information security incident categorization and prioritization based on the immediate and potential adverse effect of the information security incident and the sensitivity of affected IT systems and data.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390103][bookmark: _Toc518390444][bookmark: _Toc518390735][bookmark: _Toc518391029]IR-2 Incident Response Training
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization provides incident response training to information system users consistent with assigned roles and responsibilities: 
	a. Within 30-days of assuming an incident response role or responsibility; 
	b. When required by information system changes; and 
	c. On an annual basis or more frequently if required to address an environmental change thereafter.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390104][bookmark: _Toc518390445][bookmark: _Toc518390736][bookmark: _Toc518391030]IR-3 Incident Response Testing and Exercises 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization tests the incident response capability for the information system on an annual basis or more frequently if required to address an environmental change using organization-defined tests to determine the incident response effectiveness and documents the results.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390105][bookmark: _Toc518390446][bookmark: _Toc518390737][bookmark: _Toc518391031]IR-4 Incident Handling 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
	a. Implements an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery; 
	b. Coordinates incident handling activities with contingency planning activities; and 
	c. Incorporates lessons learned from ongoing incident handling activities into incident response procedures, training, and testing/exercises, and implements the resulting changes accordingly. 
	d. Must document incidents and investigations in the commonwealth’s incident handling system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390106][bookmark: _Toc518390447][bookmark: _Toc518390738][bookmark: _Toc518391032]IR-4-COV-1
	SYSTEM
	

	CONTROL REQUIREMENT
	1. Identify immediate mitigation procedures, including specific instructions, based on information security incident categorization level, on whether or not to shut down or disconnect affected IT systems. 
2. Establish procedures for information security incident investigation, preservation of evidence, and forensic analysis.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390107][bookmark: _Toc518390448][bookmark: _Toc518390739][bookmark: _Toc518391033]IR-4-COV-2 
	SYSTEM
	

	CONTROL REQUIREMENT
	Where electronic records or IT infrastructure are involved, the following are requirements that each agency shall adhere to. Based on their business requirements, some agencies may need to comply with regulatory and/or industry requirements that are more restrictive. 
Where non-electronic records are involved or implied, the following are advisory in nature, but are strongly recommended: 
Each agency shall: 
	1. Identify and document all agency systems, processes, and logical or physical data storage locations (whether held by the agency or a third party) that contain personal information or medical information. 
		a. Personal information means the first name or first initial and last name in combination with and linked to any one or more of the following data elements that relate to a resident of the Commonwealth, when the data elements are neither encrypted nor redacted: 
		1) Social security number; 
		2) Driver’s license number or state identification card number issued in lieu of a driver’s license number; or 
		3) Financial account number, or credit card or debit card number, in combination with any required security code, access code, or password that would permit access to a resident’s financial accounts; 
		b. Medical information means the first name or first initial and last name in combination with and linked to any one or more of the following data elements that relate to a resident of the Commonwealth, when the data elements are neither encrypted nor redacted: 
		1) Any information regarding an individual's medical or mental health history, mental or physical condition, or medical treatment or diagnosis by a health care professional; or 
		2) An individual's health insurance policy number or subscriber identification number, any unique identifier used by a health insurer to identify the individual, or any information in an individual's application and claims history, including any appeals records. 
	2. “Redact” for personal information means alteration or truncation of data such that no more than the following are accessible as part of the personal information: 
		a. Five digits of a social security number; or 
		b. The last four digits of a driver’s license number, state identification card number, or account number. 
	3. “Redact” for medical information means alteration or truncation of data such that no information regarding the following are accessible as part of the medical information: 
		a. An individual’s medical history; or 
		b. Mental or physical condition; or 
		c. Medical treatment or diagnosis; or 
		d. No more than four digits of a health insurance policy number, subscriber number; or 
		e. Other unique identifier. 
	4. Include provisions in any third party contracts requiring that the third party and third party subcontractors: 
		a. Provide immediate notification to the agency of suspected breaches; and 
		b. Allow the agency to both participate in the investigation of incidents and exercise control over decisions regarding external reporting. 
	5. Provide appropriate notice to affected individuals upon the unauthorized release of unencrypted and/or un-redacted personal information or medical information by any mechanism, including, but not limited to: 
		a. Theft or loss of digital media including laptops, desktops, tablets, CDs, DVDs, tapes, USB drives, SD cards, etc.; 
		b. Theft or loss of physical hardcopy; and 
		c. Security compromise of any system containing personal or medical information (i.e., social security numbers, credit card numbers, medical records, insurance policy numbers, laboratory findings, pharmaceutical regimens, medical or mental diagnosis, medical claims history, medical appeals records, etc.). 
	6. An individual or entity shall disclose the breach of the security of the system if encrypted information is accessed and acquired in an unencrypted form, or if the security breach involves a person with access to the encryption key. 
	7. If a Data Custodian is the entity involved in the data breach, they must alert the Data Owner so that the Data Owner can notify the affected individuals. 
	8. The agency shall provide this notice without undue delay as soon as verification of the unauthorized release is confirmed, except as delineated in #9, below. 
	9. In the case of a computer found to be infected with malware that exposes data to unauthorized access, individuals that may have had their information exposed due to use of that computer must be alerted in accordance with data breach rules. Agencies shall notify the CISO when notification of affected individuals has been completed. 
	10. Provide notification that consists of: 
		a. A general description of what occurred and when; 
		b. The type of Personal Information that was involved; 
		c. What actions have been taken to protect the individual’s Personal Information from further unauthorized access; 
		d. A telephone number that the person may call for further information and assistance, if one exists; and 
		e. What actions the agency recommends that the individual take. The actions recommended should include monitoring their credit report and reviewing their account statements (i.e., credit report, medical insurance Explanation of Benefits (EOB), etc.). 
	11. Provide this notification by one or more of the following methodologies, listed in order of preference: 
		a. Written notice to the last known postal address in the records of the individual or entity; 
		b. Telephone Notice; 
		c. Electronic notice; or
		d. Substitute Notice - if the individual or the entity required to provide notice demonstrates that the cost of providing notice will exceed $50,000, the affected class of Virginia residents to be notified exceeds 100,000 residents, or the individual or the entity does not have sufficient contact information or legal consent to provide notice. Substitute notice consists of all of the following: 
		1) Email notice if the individual or the entity has email addresses for the members of the affected class of residents; 
		2) Conspicuous posting of the notice on the website of the individual or the entity if the individual or the entity maintains a website; and 
		3) Notice to major statewide media. 
	12. Hold the release of notification immediately following verification of unauthorized data disclosure only if law enforcement is notified and the law enforcement agency determines and advises the individual or entity that the notice would impede a criminal or civil investigation, or homeland security or national security. Notice shall be made without unreasonable delay after the law enforcement agency determines that the notification will no long impede the investigation or jeopardize national or homeland security.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390108][bookmark: _Toc518390449][bookmark: _Toc518390740][bookmark: _Toc518391034]IR-5 Incident Monitoring 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization tracks and documents information system security incidents.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390109][bookmark: _Toc518390450][bookmark: _Toc518390741][bookmark: _Toc518391035]IR-5-COV 
	SYSTEM
	

	CONTROL REQUIREMENT
	Monitor IT system event logs in real time, correlate information with other automated tools, identifying suspicious activities, and provide alert notifications.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390110][bookmark: _Toc518390451][bookmark: _Toc518390742][bookmark: _Toc518391036]IR-6 Incident Reporting 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Requires personnel to report suspected security incidents to the organizational incident response capability within 24 hours from when the agency discovered or should have discovered their occurrence; and 
b. Reports security incident information to designated authorities.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390111][bookmark: _Toc518390452][bookmark: _Toc518390743][bookmark: _Toc518391037]IR-6-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Organization shall: 
1. Provide quarterly summary reports of IDS and IPS events to Commonwealth Security. 
2. Establish a process for reporting IT security incidents to the CISO. All COV agencies are encouraged to report security incidents; however, Executive Branch agencies must establish a reporting process for IT security incidents in accordance with §2.2-603(F) of the Code of Virginia so as to report “to the Chief Information Officer within 24 hours from when the department discovered or should have discovered their occurrence,”… “all known incidents that threaten the security of the Commonwealth's databases and data communications resulting in exposure of data protected by federal or state laws, or other incidents compromising the security of the Commonwealth's information technology systems with the potential to cause major disruption to normal agency activities.” 
3. Report information security incidents only through channels that have not been compromised.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390112][bookmark: _Toc518390453][bookmark: _Toc518390744][bookmark: _Toc518391038]IR-7 Incident Response Assistance 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization provides an incident response support resource, integral to the organizational incident response capability that offers advice and assistance to users of the information system for the handling and reporting of security incidents.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390113][bookmark: _Toc518390454][bookmark: _Toc518390745][bookmark: _Toc518391039]IR-8 Incident Response Plan 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops an incident response plan that: 
	1. Provides the organization with a roadmap for implementing its incident response capability; 
	2. Describes the structure and organization of the incident response capability; 
	3. Provides a high-level approach for how the incident response capability fits into the overall organization; 
	4. Meets the unique requirements of the organization, which relate to mission, size, structure, and functions; 
	5. Defines reportable incidents; 
	6. Provides metrics for measuring the incident response capability within the organization; 
	7. Defines the resources and management support needed to effectively maintain and mature an incident response capability; and 
	8. Is reviewed and approved by designated officials within the organization. 
b. Distributes copies of the incident response plan to the organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements; 
c. Reviews the incident response plan on an annual basis or more frequently if required to address an environmental change; 
d. Updates the incident response plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing; 
e. Communicates incident response plan changes to the organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements; and 
f. Protects the incident response plan from unauthorized disclosure and modification.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390114][bookmark: _Toc518390455][bookmark: _Toc518390746][bookmark: _Toc518391040]IR-9 Information Spillage Response 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization responds to information spills by: 
	a. Identifying the specific information involved in the information system contamination; 
	b. Alerting organization-defined personnel of the information spill using a method of communication not associated with the spill; 
	c. Isolating the contaminated information system or system component; 
	d. Eradicating the information from the contaminated information system or component; 
	e. Identifying other information systems or system components that may have been subsequently contaminated; 
	f. Performing other organization-defined actions. 

Supplemental Guidance: Information spillage refers to instances where either classified or sensitive information is inadvertently placed on information systems that are not authorized to process such information. Such information spills often occur when information that is initially thought to be of lower sensitivity is transmitted to an information system and then is subsequently determined to be of higher sensitivity. At that point, corrective action is required. The nature of the organizational response is generally based upon the degree of sensitivity of the spilled information (e.g., security category or classification level), the security capabilities of the information system, the specific nature of contaminated storage media, and the access authorizations (e.g., security clearances) of individuals with authorized access to the contaminated system. The methods used to communicate information about the spill after the fact do not involve methods directly associated with the actual spill to minimize the risk of further spreading the contamination before such contamination is isolated and eradicated. 
Control Enhancements: 
	(1) INFORMATION SPILLAGE RESPONSE | RESPONSIBLE PERSONNEL The organization assigns organization-defined personnel or roles with responsibility for responding to information spills. 
	(2) INFORMATION SPILLAGE RESPONSE | TRAINING The organization provides information spillage response training on an annual basis or more frequently if required to address an environmental change. 
	(3) INFORMATION SPILLAGE RESPONSE | POST-SPILL OPERATIONS The organization implements organization-defined procedures to ensure that organizational personnel impacted by information spills can continue to carry out assigned tasks while contaminated systems are undergoing corrective actions. Supplemental Guidance: Correction actions for information systems contaminated due to information spillages may be very time-consuming. During those periods, personnel may not have access to the contaminated systems, which may potentially affect their ability to conduct organizational business. 
	(4) INFORMATION SPILLAGE RESPONSE | EXPOSURE TO UNAUTHORIZED PERSONNEL The organization employs organization-defined security safeguards for personnel exposed to information not within assigned access authorizations.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390115][bookmark: _Toc518390456][bookmark: _Toc518390747][bookmark: _Toc518391041]IR-10 Integrated Information Security Analysis Team 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390116][bookmark: _Toc518390457][bookmark: _Toc518390748][bookmark: _Toc518391042]MA-1 System Maintenance Policy and Procedures
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization personnel or roles: 
	1. A system maintenance policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the system maintenance policy and associated system maintenance controls; and 
b. Reviews and updates the current: 
	1. System maintenance policy on an annual basis or more frequently if required to address an environmental change; and 
	2. System maintenance procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390117][bookmark: _Toc518390458][bookmark: _Toc518390749][bookmark: _Toc518391043]MA-2 Controlled Maintenance 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Schedules, performs, documents, and reviews records of maintenance and repairs on information system components in accordance with manufacturer or vendor specifications and/or organizational requirements; 
b. Approves and monitors all maintenance activities, whether performed on site or remotely and whether the equipment is serviced on site or removed to another location; 
c. Requires that a designated organization official explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs; 
d. Sanitizes equipment to remove all information from associated media prior to removal from organizational facilities for off-site maintenance or repairs; 
e. Checks all potentially impacted security controls to verify that the controls are still functioning properly following maintenance or repair actions; and 
f. Includes the appropriate maintenance-related information in organizational maintenance records.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390118][bookmark: _Toc518390459][bookmark: _Toc518390750][bookmark: _Toc518391044]MA-3 Maintenance Tools 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization approves, controls, and monitors information system maintenance tools.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390119][bookmark: _Toc518390460][bookmark: _Toc518390751][bookmark: _Toc518391045]MA-4 Non-Local Maintenance 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Approves and monitors nonlocal maintenance and diagnostic activities; 
b. Allows the use of nonlocal maintenance and diagnostic tools only as consistent with organizational policy and documented in the security plan for the information system; 
c. Employs strong authenticators in the establishment of nonlocal maintenance and diagnostic sessions; 
d. Maintains records for nonlocal maintenance and diagnostic activities; and 
e. Terminates session and network connections when nonlocal maintenance is completed.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390120][bookmark: _Toc518390461][bookmark: _Toc518390752][bookmark: _Toc518391046]MA-5 Maintenance Personnel 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Establishes a process for maintenance personnel authorization and maintains a list of authorized maintenance organizations or personnel; 
b. Ensures that non-escorted personnel performing maintenance on the information system have required access authorizations; and 
c. Designates organizational personnel with required access authorizations and technical competence to supervise the maintenance activities of personnel who do not possess the required access authorizations.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390121][bookmark: _Toc518390462][bookmark: _Toc518390753][bookmark: _Toc518391047]MA-5-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization shall develop and publish a maintenance personnel policy that requires all system/service maintenance and support be performed by United States citizens or individuals with a valid H1B visa.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390122][bookmark: _Toc518390463][bookmark: _Toc518390754][bookmark: _Toc518391048]MA-6 Timely Maintenance 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization obtains maintenance support and/or spare parts for organization-defined business-critical information system components to resolve issues within the acceptable organization-defined time period of failure.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390123][bookmark: _Toc518390464][bookmark: _Toc518390755][bookmark: _Toc518391049]MP-1 Media Protection Policy and Procedures 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization personnel or roles: 
	1. A media protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the media protection policy and associated media protection controls; and 
b. Reviews and updates the current: 
	1. Media protection policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Media protection procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390124][bookmark: _Toc518390465][bookmark: _Toc518390756][bookmark: _Toc518391050]MP-1-COV 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization shall document and implement Data Storage Media protection practices. At a minimum, these practices must include the following components: 
1. Define protection of stored sensitive data as the responsibility of Data Owner. 
2. Prohibit the storage of sensitive data on any non-network storage device or media, except for backup media, unless the data is encrypted and there is a written exception approved by the Agency Head accepting all residual risks. the exception shall include following elements: 
	a. The business or technical justification; 
	b. The scope, including quantification and duration (not to exceed one year) ; 
	c. A description of all associated risks; 
	d. Identification of controls to mitigate the risks, one of which must be encryption; and 
	e. Identification of any residual risks. 
3. Prohibit the storage of any Commonwealth data on IT systems that are not under the contractual control of the Commonwealth of Virginia. The owner of the IT System must adhere to the latest Commonwealth of Virginia information security policies and standards as well as the latest Commonwealth of Virginia auditing policies and standards. 
4. Prohibit the connection of any non-COV owned or leased data storage media or device to a COV-owned or leased resource, unless connecting to a guest network or guest resources. This prohibition, at the agency’s discretion need not apply to an approved vendor providing operational IT support services under contract. 
5. Prohibit the auto forwarding of emails to external accounts to prevent data leakage unless there is a documented business case disclosing residual risk approved in writing by the Agency Head.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390125][bookmark: _Toc518390466][bookmark: _Toc518390757][bookmark: _Toc518391051]MP-2 Media Access 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization restricts access to digital and non-digital media to only authorized individuals using organization-defined security measures.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390126][bookmark: _Toc518390467][bookmark: _Toc518390758][bookmark: _Toc518391052]MP-3 Media Marking 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Marks information system media indicating the distribution limitations, handling caveats, and applicable security markings (if any) of the information; and 
b. Exempts organization-defined types of information system media from marking as long as the media remain within organization-defined controlled areas.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390127][bookmark: _Toc518390468][bookmark: _Toc518390759][bookmark: _Toc518391053]MP-4 Media Storage 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Physically controls and securely stores digital and non-digital media within organization-defined controlled areas using organization-defined security measures; and 
b. Protects information system media until the media are destroyed or sanitized using approved equipment, techniques, and procedures.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390128][bookmark: _Toc518390469][bookmark: _Toc518390760][bookmark: _Toc518391054]MP-4-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Procedures must be implemented and documented to safeguard handling of all backup media containing sensitive data. Encryption of backup media shall be considered where the data is sensitive as related to confidentiality. Where encryption is not a viable option, mitigating controls and procedures must be implemented and documented.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390129][bookmark: _Toc518390470][bookmark: _Toc518390761][bookmark: _Toc518391055]MP-5 Media Transport 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Protects and controls digital and non-digital media during transport outside of controlled areas using FIPS 140-2 validated encryption module for all digital media and a secured locked container for non-digital media; 
b. Maintains accountability for information system media during transport outside of controlled areas; 
c. Documents activities associated with the transport of information system media; and 
d. Restricts the activities associated with the transport of information system media to authorized personnel.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390130][bookmark: _Toc518390471][bookmark: _Toc518390762][bookmark: _Toc518391056]MP-6 Media Sanitization 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Sanitizes information system media prior to disposal, release out of organizational control, or release for reuse using organization-defined sanitization techniques and procedures in accordance with applicable organizational standards and policies; and 
b. Employs sanitization mechanisms with the strength and integrity commensurate with the security category or classification of the information.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390131][bookmark: _Toc518390472][bookmark: _Toc518390763][bookmark: _Toc518391057]MP-6-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Remove data from IT assets prior to disposal in accordance with the current version of the Removal of Commonwealth Data from Surplus Computer Hard Drives and Electronic Media Standard (COV ITRM Standard SEC514).

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390132][bookmark: _Toc518390473][bookmark: _Toc518390764][bookmark: _Toc518391058]MP-7 Media Use 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization restricts the use of organization-defined types of information system media on organization-defined information systems or system components using organization-defined security safeguards.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390133][bookmark: _Toc518390474][bookmark: _Toc518390765][bookmark: _Toc518391059]MP-8 Media Downgrading 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390134][bookmark: _Toc518390475][bookmark: _Toc518390766][bookmark: _Toc518391060]PE-1 Physical and Environmental Protection Policy and Procedures 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization-defined personnel: 
	1. A physical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the physical and environmental protection policy and associated physical and environmental protection controls; and 
b. Reviews and updates the current: 
	1. Physical and environmental protection policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Physical and environmental protection procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390135][bookmark: _Toc518390476][bookmark: _Toc518390767][bookmark: _Toc518391061]PE-1-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	1. Identify whether IT assets may be removed from premises that house IT systems and data, and if so, identify the controls over such removal. 
2. Design safeguards, commensurate with risk, to protect against human, natural, and environmental threats.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390136][bookmark: _Toc518390477][bookmark: _Toc518390768][bookmark: _Toc518391062]PE-2 Physical Access Authorization 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, approves, and maintains a list of individuals with authorized access to the facility where the information system resides; 
b. Issues authorization credentials for facility access; 
c. Reviews the access list detailing authorized facility access by individuals on an annual basis or more frequently if required to address an environmental change; and 
d. Removes individuals from the facility access list when access is no longer required.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390137][bookmark: _Toc518390478][bookmark: _Toc518390769][bookmark: _Toc518391063]PE-2-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Temporarily disables physical access rights when personnel do not need such access for a prolonged period in excess of 30 days because they are not working due to leave, disability or other authorized purpose. 
b. Disables physical access rights upon suspension of personnel for greater than 1 day for disciplinary purposes.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390138][bookmark: _Toc518390479][bookmark: _Toc518390770][bookmark: _Toc518391064]PE-3 Physical Access Control 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Enforces physical access authorizations for all physical access points including organization-defined entry/exit points to the facility where the information system resides by; 
	1. Verifying individual access authorizations before granting access to the facility; and 
	2. Controlling ingress/egress to the facility using organization-defined physical access control systems/devices; guards; 
b. Maintains physical access audit logs for all organization-defined entry/exit points; 
c. Provides organization-defined security safeguards] to control access to areas within the facility officially designated as publicly accessible; 
d. Escorts visitors and monitors visitor activity for organization-defined circumstances requiring visitor escorts and monitoring; 
e. Secures keys, combinations, and other physical access devices; 
f. Inventories organization-defined physical access devices every on an annual basis or more frequently if required to address an environmental change; and 
g. Withdrawn: Not applicable to COV

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390139][bookmark: _Toc518390480][bookmark: _Toc518390771][bookmark: _Toc518391065]PE-3-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Safeguard IT systems and data residing in static facilities (such as buildings), mobile facilities (such as computers mounted in vehicles), and portable facilities (such as mobile command centers).

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390140][bookmark: _Toc518390481][bookmark: _Toc518390772][bookmark: _Toc518391066]PE-4 Access Control for Transmission Medium 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization controls physical access to organization-defined information system distribution and transmission lines within organizational facilities using the appropriate organization-defined security safeguards.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390141][bookmark: _Toc518390482][bookmark: _Toc518390773][bookmark: _Toc518391067]PE-5 Access Control for Output Devices 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization controls physical access to information system output devices to prevent unauthorized individuals from obtaining the output.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390142][bookmark: _Toc518390483][bookmark: _Toc518390774][bookmark: _Toc518391068]PE-6 Monitoring Physical Access 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Monitors physical access to the facility where the information system resides to detect and respond to physical security incidents; 
b. Reviews physical access logs at least once every 30-days and upon occurrence of organization-defined events or potential indications of events; and 
c. Coordinates results of reviews and investigations with the organizational incident response capability.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390143][bookmark: _Toc518390484][bookmark: _Toc518390775][bookmark: _Toc518391069]PE-7 Visitor Control 
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into PE-2 and PE-3



[bookmark: _Toc518390144][bookmark: _Toc518390485][bookmark: _Toc518390776][bookmark: _Toc518391070]PE-8 Access Records 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Maintains visitor access records to the facility where the information system resides for a minimum period of one year; and 
b. Reviews visitor access records at least once every 30-days

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390145][bookmark: _Toc518390486][bookmark: _Toc518390777][bookmark: _Toc518391071]PE-9 Power Equipment and Power Cabling 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization protects power equipment and power cabling for the information system from damage and destruction.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390146][bookmark: _Toc518390487][bookmark: _Toc518390778][bookmark: _Toc518391072]PE-10 Emergency Shutoff 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Provides the capability of shutting off power to the information system or individual system components in emergency situations; 
b. Places emergency shutoff switches or devices in organization-defined location by information system or system component to facilitate safe and easy access for personnel; and 
c. Protects emergency power shutoff capability from unauthorized activation.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390147][bookmark: _Toc518390488][bookmark: _Toc518390779][bookmark: _Toc518391073]PE-11 Emergency Power 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization provides a short-term uninterruptible power supply to facilitate an orderly shutdown of the information system;] in the event of a primary power source loss.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390148][bookmark: _Toc518390489][bookmark: _Toc518390780][bookmark: _Toc518391074]PE-12 Emergency Lighting 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization employs and maintains automatic emergency lighting for the information system that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390149][bookmark: _Toc518390490][bookmark: _Toc518390781][bookmark: _Toc518391075]PE-13 Fire Protection 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization employs and maintains fire suppression and detection devices/systems for the information system that are supported by an independent energy source.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390150][bookmark: _Toc518390491][bookmark: _Toc518390782][bookmark: _Toc518391076]PE-14 Temperature and Humidity Controls
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Maintains temperature and humidity levels within the facility where the information system resides at organization-defined acceptable levels; and 
b. Monitors temperature and humidity levels on a daily basis.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390151][bookmark: _Toc518390492][bookmark: _Toc518390783][bookmark: _Toc518391077]PE-15 Water Damage Protection 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization protects the information system from damage resulting from water leakage by providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390152][bookmark: _Toc518390493][bookmark: _Toc518390784][bookmark: _Toc518391078]PE-16 Delivery and Removal 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization authorizes, monitors, and controls organization-defined types of information system components entering and exiting the facility and maintains records of those items.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390153][bookmark: _Toc518390494][bookmark: _Toc518390785][bookmark: _Toc518391079]PE-17 Alternate Work Site 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Employs organization-defined security controls at alternate work sites; 
b. Assesses as feasible, the effectiveness of security controls at alternate work sites; and 
c. Provides a means for employees to communicate with information security personnel in case of security incidents or problems.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390154][bookmark: _Toc518390495][bookmark: _Toc518390786][bookmark: _Toc518391080]PE-18 Location of Information System Components 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization positions information system components within the facility to minimize potential damage from physical and environmental hazards and to minimize the opportunity for unauthorized access.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390155][bookmark: _Toc518390496][bookmark: _Toc518390787][bookmark: _Toc518391081]PE-18-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization shall develop and publish a policy that requires all information system components such that: 
1. All information system components and services remain within the continental United States unless the COV CISO has granted an exception. 
2. All data and system information associated with the information system components and services remain within the continental Unites States. 
3. All physical components associated with an information system or service classified as sensitive with respect to confidentiality or integrity must be housed within the same storage location dedicated for the exclusive use of the organization and are clearly marked. 
4. All virtual components associated with an information system or service classified as sensitive with respect to confidentiality or integrity must reside in hypervisors dedicated to the exclusive use of the organization. 
5. Each hypervisor can only host one tier of the application architecture and no hypervisor may host the application interface and the data storage component for any information system, even if the components in question do not interact within the same information system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390156][bookmark: _Toc518390497][bookmark: _Toc518390788][bookmark: _Toc518391082]PE-19 Information Leakage 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390157][bookmark: _Toc518390498][bookmark: _Toc518390789][bookmark: _Toc518391083]PE-20 Asset Monitoring And Tracking 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390158][bookmark: _Toc518390499][bookmark: _Toc518390790][bookmark: _Toc518391084]PL-1 Security Planning Policy and Procedures 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization-defined personnel: 
	1. A security planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the security planning policy and associated security planning controls; and 
b. Reviews and updates the current: 
	1. Security planning policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Security planning procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390159][bookmark: _Toc518390500][bookmark: _Toc518390791][bookmark: _Toc518391085]PL-2 System Security Plan 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops a security plan for the information system that: 
	1. Is consistent with the organization’s enterprise architecture; 
	2. Explicitly defines the authorization boundary for the system; 
	3. Describes the operational context of the information system in terms of missions and business processes; 
	4. Provides the security categorization of the information system including supporting rationale; 
	5. Describes the operational environment for the information system and relationships with or connections to other information systems; 
	6. Provides an overview of the security requirements for the system; 
	7. Identifies any relevant overlays, if applicable; 
	8. Describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring and supplementation decisions; and 
	9. Is reviewed and approved by the authorizing official or designated representative prior to plan implementation; b. Distributes copies of the security plan and communicates subsequent changes to the plan to the appropriate organization-defined personnel; 
c. Reviews the security plan for the information system on an annual basis or more frequently if required to address an environmental change; 
d. Updates the plan to address changes to the information system/environment of operation or problems identified during plan implementation or security control assessments; and 
e. Protects the security plan from unauthorized disclosure and modification.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390160][bookmark: _Toc518390501][bookmark: _Toc518390792][bookmark: _Toc518391086]PL-2-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization shall: 
1. Document an IT System Security Plan for the IT system based on the results of the risk assessment. This documentation shall include a description of: 
	a. All IT existing and planned IT security controls for the IT system, including a schedule for implementing planned controls; 
	b. How these controls provide adequate mitigation of risks to which the IT system is subject. 
2. Submit the IT System Security Plan to the Agency Head or designated ISO for approval. 
3. Plan, document, and implement additional security controls for the IT system if the Agency Head or designated ISO disapproves the IT System Security Plan, and resubmit the IT System Security Plan to the Agency Head or designated ISO for approval.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390161][bookmark: _Toc518390502][bookmark: _Toc518390793][bookmark: _Toc518391087]PL-3 System Security Plan Update
	SYSTEM
	

	CONTROL REQUIREMENT
	Withdrawn: Incorporated into PL-2

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390162][bookmark: _Toc518390503][bookmark: _Toc518390794][bookmark: _Toc518391088]PL-4 Rules of Behavior 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Establishes and makes readily available to individuals requiring access to the information system, the rules that describe their responsibilities and expected behavior with regard to information and information system usage; 
b. Receives a signed acknowledgment from such individuals, indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to information and the information system; 
c. Reviews and updates the rules of behavior on an annual basis or more frequently if required to address an environmental change; and 
d. Requires individuals who have signed a previous version of the rules of behavior to read and re-sign when the rules of behavior are revised/updated.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390163][bookmark: _Toc518390504][bookmark: _Toc518390795][bookmark: _Toc518391089]PL-4-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Organization shall: 
1. Document an agency acceptable use policy. Executive branch agencies must adhere to Virginia Department of Human Resource Management (DHRM) Policy 1.75 – Use of Internet and Electronic Communication Systems. Each Executive branch agency shall supplement the policy as necessary to address specific agency needs. 
2. Prohibit users from: 
	a. Installing or using proprietary encryption hardware/software on Commonwealth systems;
	b. Tampering with security controls configured on COV workstations; 
	c. Installing personal software on a Commonwealth system; 
	d. Adding hardware to, removing hardware from, or modifying hardware on a COV system; and 
	e. Connecting non-COV-owned devices to a COV IT system or network, such as personal computers, laptops, or hand held devices, except in accordance with the current version of the Use of non-Commonwealth Computing Devices to Telework Standard (COV ITRM Standard SEC511). 
3. Prohibit the storage, use or transmission of copyrighted and licensed materials on COV systems unless the COV owns the materials or COV has otherwise complied with licensing and copyright laws governing the materials. 
4. The organization should consult with legal counsel when considering adopting an email disclaimer. Emails sent from Commonwealth systems are public records of the Commonwealth of Virginia and must be managed as such. 
Supplemental guidance: The following text is an example of an email disclaimer for consideration when meeting with your agency’s legal counsel: 
	The information in this email and any attachments may be confidential and privileged. Access to this email by anyone other than the intended addressee is unauthorized. If you are not the intended recipient (or the employee or agent responsible for delivering this information to the intended recipient) please notify the sender by reply email and immediately delete this email and any copies from your computer and/or storage system. The sender does not authorize the use, distribution, disclosure or reproduction of this email (or any part of its contents) by anyone other than the intended recipient(s). 
	No representation is made that this email and any attachments are free of viruses. Virus scanning is recommended and is the responsibility of the recipient.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390164][bookmark: _Toc518390505][bookmark: _Toc518390796][bookmark: _Toc518391090]PL-5 Privacy Impact Assessment
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into Appendix J, AR-2



[bookmark: _Toc518390165][bookmark: _Toc518390506][bookmark: _Toc518390797][bookmark: _Toc518391091]PL-6 Security-Related Activity Planning 
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into PL-2



[bookmark: _Toc518390166][bookmark: _Toc518390507][bookmark: _Toc518390798][bookmark: _Toc518391092]PL-7 Security Concept of Operations 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390167][bookmark: _Toc518390508][bookmark: _Toc518390799][bookmark: _Toc518391093]PL-8 Information Security Architecture 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops an information security architecture for the information system that: 
	1. Describes the overall philosophy, requirements, and approach to be taken with regard to protecting the confidentiality, integrity, and availability of organizational information; 
	2. Describes how the information security architecture is integrated into and supports the enterprise architecture; and 
	3. Describes any information security assumptions about, and dependencies on, external services; 
b. Reviews and updates the information security architecture annual basis or more frequently if required to address an environmental change to reflect updates in the enterprise architecture; and 
c. Ensures that planned information security architecture changes are reflected in the security plan, the security Concept of Operations (CONOPS), and organizational procurements/acquisitions.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390168][bookmark: _Toc518390509][bookmark: _Toc518390800][bookmark: _Toc518391094]PL-9 Central Management 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390169][bookmark: _Toc518390510][bookmark: _Toc518390801][bookmark: _Toc518391095]PS-1 Personnel Security Policy and Procedures 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization-defined personnel: 
	1. A personnel security policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the personnel security policy and associated personnel security controls; and 
b. Reviews and updates the current: 
	1. Personnel security policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Personnel security procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390170][bookmark: _Toc518390511][bookmark: _Toc518390802][bookmark: _Toc518391096]PS-2 Position Risk Designation 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Assigns a risk designation to all organizational positions; 
b. Establishes screening criteria for individuals filling those positions; and 
c. Reviews and updates position risk designations annual basis or more frequently if required to address an environmental change

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390171][bookmark: _Toc518390512][bookmark: _Toc518390803][bookmark: _Toc518391097]PS-3 Personnel Screening 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Screens individuals prior to authorizing access to the information system; and 
b. Rescreens individuals according to organization-defined conditions requiring rescreening and, where rescreening is so indicated, the frequency of such rescreening.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390172][bookmark: _Toc518390513][bookmark: _Toc518390804][bookmark: _Toc518391098]PS-4 Personnel Termination 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization, upon termination of individual employment: 
a. Disables information system access within 24-hours of employment termination; 
b. Terminates/revokes any authenticators/credentials associated with the individual; 
c. [Withdrawn: Not applicable to COV] 
d. Retrieves all security-related organizational information system-related property; 
e. Retains access to organizational information and information systems formerly controlled by terminated individual; and 
f. Notifies the appropriate organization-defined personnel within an organizationally defined time-period.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390173][bookmark: _Toc518390514][bookmark: _Toc518390805][bookmark: _Toc518391099]PS-5 Personnel Transfer 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Reviews and confirms ongoing operational need for current logical and physical access authorizations to information systems/facilities when individuals are reassigned or transferred to other positions within the organization; 
b. Initiates the transfer or reassignment actions within 24-hours of the formal transfer action; 
c. Modifies access authorization as needed to correspond with any changes in operational need due to reassignment or transfer; and 
d. Notifies the appropriate organization-defined personnel within organization defined time period.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390174][bookmark: _Toc518390515][bookmark: _Toc518390806][bookmark: _Toc518391100]PS-6 Access Agreement 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops and documents access agreements for organizational information systems; 
b. Reviews and updates the access agreements on an annual based or more frequently if required to address an environmental change; and 
c. Ensures that individuals requiring access to organizational information and information systems: 
	1. Sign appropriate access agreements prior to being granted access; and 
	2. Re-sign access agreements to maintain access to organizational information systems when access agreements have been updated or on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390175][bookmark: _Toc518390516][bookmark: _Toc518390807][bookmark: _Toc518391101]PS-7 Third-Party Personnel Security 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Establishes personnel security requirements including security roles and responsibilities for third-party providers; 
b. Requires third-party providers to comply with personnel security policies and procedures established by the organization; 
c. Documents personnel security requirements; 
d. Requires third-party providers to notify the appropriate organization-defined personnel of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges within an organization defined time period.; and 
e. Monitors provider compliance.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390176][bookmark: _Toc518390517][bookmark: _Toc518390808][bookmark: _Toc518391102]PS-8 Personnel Sanctions 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Employs a formal sanctions process for individuals failing to comply with established information security policies and procedures; and 
b. [Withdrawn: Not applicable to COV]

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390177][bookmark: _Toc518390518][bookmark: _Toc518390809][bookmark: _Toc518391103]RA-1 Risk Assessment Policy and Procedures 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization-defined personnel: 
	1. A risk assessment policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the risk assessment policy and associated risk assessment controls; and 
b. Reviews and updates the current: 
	1. Risk assessment policy on an annual basis or more frequently if required to address an environmental change; and 
	2. Risk assessment procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390178][bookmark: _Toc518390519][bookmark: _Toc518390810][bookmark: _Toc518391104]RA-2 Security Categorization 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Categorizes information and the information system in accordance with applicable Commonwealth laws, Executive Orders, directives, policies, regulations, standards, and guidance; 
b. Documents the security categorization results (including supporting rationale) in the security plan for the information system; and 
c. Ensures that the security categorization decision is reviewed and approved by the authorizing official or authorizing official designated representative.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390179][bookmark: _Toc518390520][bookmark: _Toc518390811][bookmark: _Toc518391105]RA-3 Risk Assessment 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits; 
b. Documents risk assessment results in a Risk Assessment Report; 
c. Reviews risk assessment results on an annual basis or more frequently if required to address an environmental change; 
d. Disseminates risk assessment results to the appropriate organization-defined personnel; and 
e. Updates the risk assessment on an annual basis or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390180][bookmark: _Toc518390521][bookmark: _Toc518390812][bookmark: _Toc518391106]RA-4 Risk Assessment Update 
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into RA-3



[bookmark: _Toc518390181][bookmark: _Toc518390522][bookmark: _Toc518390813][bookmark: _Toc518391107]RA-5 Vulnerability Scanning 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Scans for vulnerabilities in the information system and hosted applications at least once every 30-days for publicly facing systems and when new vulnerabilities potentially affecting the system/applications are identified and reported; 
b. Employs vulnerability scanning tools and techniques that facilitate interoperability among tools and automate parts of the vulnerability management process by using standards for: 
1. Enumerating platforms, software flaws, and improper configurations; 
2. Formatting checklists and test procedures; and 
3. Measuring vulnerability impact; 
c. Analyzes vulnerability scan reports and results from security control assessments; 
d. Remediates legitimate vulnerabilities within 30-days in accordance with an organizational assessment of risk; and 
e. Shares information obtained from the vulnerability scanning process and security control assessments with the appropriate organization-defined personnel to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390182][bookmark: _Toc518390523][bookmark: _Toc518390814][bookmark: _Toc518391108]RA-5-COV 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: Scans for vulnerabilities in the sensitive information systems and hosted applications at least once every 90-days and when new vulnerabilities potentially affecting the system/applications are identified and reported

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390183][bookmark: _Toc518390524][bookmark: _Toc518390815][bookmark: _Toc518391109]RA-6 Technical Surveillance Countermeasures Survey 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390184][bookmark: _Toc518390525][bookmark: _Toc518390816][bookmark: _Toc518391110]SA-1 System and Services
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization-defined personnel: 
	1. A system and services acquisition policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the system and services acquisition policy and associated system and services acquisition controls; and 
b. Reviews and updates the current: 
	1. System and services acquisition policy on an annual basis or more frequently if required to address an environmental change; and 
	2. System and services acquisition procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390185][bookmark: _Toc518390526][bookmark: _Toc518390817][bookmark: _Toc518391111]SA-2 Allocation of Resources 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Determines information security requirements for the information system or information system service in mission/business process planning; 
b. Determines, documents, and allocates the resources required to protect the information system or information system service as part of its capital planning and investment control process; and 
c. Withdrawn: Not applicable to COV

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390186][bookmark: _Toc518390527][bookmark: _Toc518390818][bookmark: _Toc518391112]SA- :Life Cycle Support 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Manages the information system using system development life cycle methodology that incorporates information security considerations; 
b. Defines and documents information security roles and responsibilities throughout the system development life cycle; 
c. Identifies individuals having information security roles and responsibilities; and 
d. Integrates the organizational information security risk management process into system development life cycle activities.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390187][bookmark: _Toc518390528][bookmark: _Toc518390819][bookmark: _Toc518391113]SA-3-COV-1
	SYSTEM
	

	CONTROL REQUIREMENT
	Each Agency shall: 
1. Project Initiation 
	a. Perform an initial risk analysis based on the known requirements and the business objectives to provide high-level security guidelines for the system developers.
	b. Classify the types of data (see IT System and Data Sensitivity Classification) that the IT system will process and the sensitivity of the proposed IT system. 
	c. Assess the need for collection and maintenance of sensitive data before incorporating such collection and maintenance in IT system requirements. 
	d. Develop an initial IT System Security Plan (see IT System Security Plans) that documents the IT security controls that the IT system will enforce to provide adequate protection against IT security risks. 
2. Project Definition 
	a. Identify, develop, and document IT security requirements for the IT system during the Project Definition phase. 
	b. Incorporate IT security requirements in IT system design specifications. 
	c. Verify that the IT system development process designs, develops, and implements IT security controls that meet information security requirements in the design specifications. 
	d. Update the initial IT System Security Plan to document the IT security controls included in the design of the IT system to provide adequate protection against IT security risks. 
	e. Develop IT security evaluation procedures to validate that IT security controls developed for a new IT system are working properly and are effective. 
3. Implementation 
	a. Execute the IT security evaluation procedures to validate and verify that the functionality described in the specification is included in the product. 
	b. Conduct a Risk Assessment (see Risk Assessment) to assess the risk level of the IT application system. 
	c. Require that the system comply with all relevant Risk Management requirements in this Standard. 
	d. Update the IT System Security Plan to document the IT security controls included in the IT system as implemented to provide adequate protection against information security risks, and comply with the other requirements (see IT Systems Security Plans) of this document.
4. Disposition 
	a. Require retention of the data handled by an IT system in accordance with the agency’s records retention policy prior to disposing of the IT system. 
	b. Require that electronic media is sanitized prior to disposal, as documented (see Data Storage Media Protection), so that all data is removed from the IT system. 
	c. Verify the disposal of hardware and software in accordance with the current version of the Removal of Commonwealth Data from Surplus Computer Hard Drives and Electronic Media Standard (COV ITRM Standard SEC514).

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390188][bookmark: _Toc518390529][bookmark: _Toc518390820][bookmark: _Toc518391114]SA-3-COV-2 
	SYSTEM
	

	CONTROL REQUIREMENT
	1. Application Planning 
	a. Data Classification - Data used, processed or stored by the proposed application shall be classified according to the sensitivity of the data. 
	b. Risk Assessment – If the data classification identifies the system as sensitive, a risk assessment shall be conducted before development begins and after planning is complete. 
	c. Security Requirements – Identify and document the security requirements of the application early in the development life cycle. For a sensitive system, this shall be done after a risk assessment is completed and before development begins. 
	d. Security Design – Use the results of the Data Classification process to assess and finalize any encryption, authentication, access control, and logging requirements. When planning to use, process or store sensitive information in an application, agencies must address the following design criteria: 
		i. Encrypted communication channels shall be established for the transmission of sensitive information; 
		ii. Sensitive information shall not be transmitted in plain text between the client and the application; and 
		iii. Sensitive information shall not be stored in hidden fields that are part of the application interface. 
2. Application Development 
The following requirements represent a minimal set of coding practices, which shall be applied to all applications under development. 
	a. Authentication – Application-based authentication and authorization shall be performed for access to data that is available through the application but is not considered publicly accessible. 
	b. Session Management - Any user sessions created by an application shall support an automatic inactivity timeout function. 
	c. Data storage shall be separated physically from the application interface (i.e., design two or three tier architectures where the same hypervisor does not host both the application interface and the data storage instance). 
	d. Agencies shall not use or store sensitive data in non-production environments (i.e., a development or test environment that does not have security controls equivalent to the production environment). 
	e. Input Validation – All application input shall be validated irrespective of source. Input validation should always consider both expected and unexpected input, and not block input based on arbitrary criteria. 
	f. Default Deny – Application access control shall implement a default deny policy, with access explicitly granted 
	g. Principle of Least Privilege – All processing shall be performed with the least set of privileges required. 
	h. Quality Assurance – Internal testing shall include at least one of the following: penetration testing, fuzz testing, or a source code auditing technique. Third party source code auditing and/or penetration testing should be conducted commensurate with sensitivity and risk. 
	i. Configure applications to clear the cached data and temporary files upon exit of the application or logoff of the system. 
3. Production and Maintenance 
	a. Production applications shall be hosted on servers compliant with the Commonwealth Security requirements for IT system hardening. 
	b. Internet-facing applications classified as sensitive shall have periodic, not to exceed 90 days, vulnerability scans run against the applications and supporting server infrastructure, and always when any significant change to the environment or application has been made. Any remotely exploitable vulnerability shall be remediated immediately. Other vulnerabilities should be remediated without undue delay.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390189][bookmark: _Toc518390530][bookmark: _Toc518390821][bookmark: _Toc518391115]SA-4 Acquisitions 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization includes the following requirements, descriptions, and criteria, explicitly or by reference, in the acquisition contract for the information system, system component, or information system service in accordance with applicable commonwealth laws, Executive Orders, directives, policies, regulations, standards, guidelines, and organizational mission/business needs: 
a. Security functional requirements; 
b. Security strength requirements; 
c. Security assurance requirements; 
d. Security-related documentation requirements; 
e. Requirements for protecting security-related documentation; 
f. Description of the information system development environment and environment in which the system is intended to operate; and 
g. Acceptance criteria.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390190][bookmark: _Toc518390531][bookmark: _Toc518390822][bookmark: _Toc518391116]SA-4-COV-1 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
(a) Limits the use of commercially provided information assurance (IA) and IA-enabled information technology products to those products that have been successfully evaluated against Commonwealth security processed and standards; and 
(b) Requires, if no Commonwealth approved Protection Profile exists for a specific technology type but a commercially provided information technology product relies on cryptographic functionality to enforce its security policy, that the cryptographic module is FIPS-validated.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390191][bookmark: _Toc518390532][bookmark: _Toc518390823][bookmark: _Toc518391117]SA-5 Information System Documentation 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Obtains administrator documentation for the information system, system component, or information system service that describes: 
	1. Secure configuration, installation, and operation of the system, component, or service; 
	2. Effective use and maintenance of security functions/mechanisms; and 
	3. Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions; 
b. Obtains user documentation for the information system, system component, or information system service that describes: 
	1. User-accessible security functions/mechanisms and how to effectively use those security functions/mechanisms; 
	2. Methods for user interaction, which enables individuals to use the system, component, or service in a more secure manner; and 
	3. User responsibilities in maintaining the security of the system, component, or service; 
c. Documents attempts to obtain information system, system component, or information system service documentation when such documentation is either unavailable or nonexistent and implements the appropriate organization-defined actions in response; 
d. Protects documentation as required, in accordance with the risk management strategy; and 
e. Distributes documentation to the appropriate organization-defined personnel.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390192][bookmark: _Toc518390533][bookmark: _Toc518390824][bookmark: _Toc518391118]SA-6 Software Usage Restrictions 
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into CM-10 and SI-7



[bookmark: _Toc518390193][bookmark: _Toc518390534][bookmark: _Toc518390825][bookmark: _Toc518391119]SA-6-COV 
	SYSTEM
	

	CONTROL REQUIREMENT
	Each Agency shall or shall require that its service provider document software license management practices that address the following components, at a minimum: 
a. Require the use of only agency approved software and service provider approved systems management software on IT systems. 
b. Assess periodically whether all software is used in accordance with license agreements.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390194][bookmark: _Toc518390535][bookmark: _Toc518390826][bookmark: _Toc518391120]SA-7 User-Installed Software 
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into CM-11 and SI-7



[bookmark: _Toc518390195][bookmark: _Toc518390536][bookmark: _Toc518390827][bookmark: _Toc518391121]SA-8 Security Engineering Principles 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization applies information system security engineering principles in the specification, design, development, implementation, and modification of the information system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390196][bookmark: _Toc518390537][bookmark: _Toc518390828][bookmark: _Toc518391122]SA-9 External Information systems Services 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Requires that providers of external information system services comply with organizational information security requirements and employ appropriate security controls in accordance with applicable Commonwealth laws, Executive Orders, directives, policies, regulations, standards, and guidance; 
b. Defines and documents government oversight and user roles and responsibilities with regard to external information system services; and 
c. Employs appropriate processes, methods, and techniques to monitor security control compliance by external service providers on an ongoing basis.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390197][bookmark: _Toc518390538][bookmark: _Toc518390829][bookmark: _Toc518391123]SA-9-COV-1 
	SYSTEM
	

	CONTROL REQUIREMENT
	Each Agency shall: 
1) Establish the exact geographically location of all data if not stored within the Commonwealth. The Commonwealth will define the parameters and costs for data location options prior to making any contractual commitments. 
2) Confirm the exact geographically location of the sensitive data on a monthly basis and report the location to the appropriate regulatory authority every 90 days.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390198][bookmark: _Toc518390539][bookmark: _Toc518390830][bookmark: _Toc518391124]SA-9-COV-2
	SYSTEM
	

	CONTROL REQUIREMENT
	Each Agency shall 
1) Establish a Data Escrow policy to address the data recovery process in case of system failure or facility issues and ensure all copies of data are returned to the Commonwealth at the end of contract. 
2) Establish a validated copy of any data elements classified as sensitive with respect to integrity or availability or are considered components in a system of record for the Commonwealth. The validated copy must be stored within a secured environment maintained by the Commonwealth

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390199][bookmark: _Toc518390540][bookmark: _Toc518390831][bookmark: _Toc518391125]SA-9-COV-3
	SYSTEM
	

	CONTROL REQUIREMENT
	Each Agency shall 
(1) Perform an annual security audit of the environment or review the annual audit report of the environment conducted by an independent, third-party audit firm on an annual basis 
(2) Perform a monthly review of activity logs related to the operation of the service. At a minimum, the activity review must include the access time and action of each individual using the system during the review period. 
(3) Receive reports from the vendor on vulnerability scans of the operating system and supporting software at least once every 90-days 
(4) Ensure that the vendor conduct an independent vulnerability scan of the service at least once every 90-days and provide the results to Agency within 10-business days 
(5) Submit a summary of all findings from the monthly activity log review once every 90-days to the appropriate regulatory authority 
(6) Submit the vulnerability scan information within 30-days of receipt from the vendor to the appropriate regulatory authority 
(7) Submit the results from the Data Owning Agency vulnerability scan of the service within 30 days of scan completion

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	


[bookmark: _Toc518390200][bookmark: _Toc518390541][bookmark: _Toc518390832][bookmark: _Toc518391126]SA-10 Developer Configuration Management 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization requires the developer of the information system, system component, or information system service to: 
a. Perform configuration management during information system design, development, implementation, and operation;
b. Document, manage, and control the integrity of changes to the configuration items under configuration management; 
c. Implement only organization-approved changes to the system, component, or service; 
d. Document approved changes to the system, component, or service and the potential security impacts of such changes; and 
e. Track security flaws and flaw resolution within the system, component, or service and report findings to the appropriate organization-defined personnel.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	


[bookmark: _Toc518390201][bookmark: _Toc518390542][bookmark: _Toc518390833][bookmark: _Toc518391127]SA-11 Developer Security Testing 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization requires the developer of the information system, system component, or information system service to: 
a. Create and implement a security assessment plan; 
b. Perform unit, integration, system, and regression testing/evaluation at the appropriate depth and coverage; 
c. Produce evidence of the execution of the security assessment plan and the results of the security testing/evaluation; 
d. Implement a verifiable flaw remediation process; and 
e. Correct flaws identified during security testing/evaluation.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	


[bookmark: _Toc518390202][bookmark: _Toc518390543][bookmark: _Toc518390834][bookmark: _Toc518391128]SA-12 Supply Chain Protection 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390203][bookmark: _Toc518390544][bookmark: _Toc518390835][bookmark: _Toc518391129]SA-13 Trustworthiness 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390204][bookmark: _Toc518390545][bookmark: _Toc518390836][bookmark: _Toc518391130]SA-14 Critical Information System Components 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390205][bookmark: _Toc518390546][bookmark: _Toc518390837][bookmark: _Toc518391131]SA-15 Development Process, Standards, and Tools 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Requires the developer of the information system, system component, or information system service to follow a documented development process that: 
	1. Explicitly addresses security requirements; 
	2. Identifies the standards and tools used in the development process; 
	3. Documents the specific tool options and tool configurations used in the development process; and 
	4. Documents, manages, and ensures the integrity of changes to the process and/or tools used in development; and 
b. Reviews the development process, standards, tools, and tool options/configurations on an annual basis or more frequently if required to address an environmental change to determine if the process, standards, tools, and tool options/configurations selected and employed can satisfy organization-defined security requirements.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390206][bookmark: _Toc518390547][bookmark: _Toc518390838][bookmark: _Toc518391132]SA-16 Developer-Provided Training
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization requires the developer of the information system, system component, or information system service to provide organization-defined training on the correct use and operation of the implemented security functions, controls, and/or mechanisms.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390207][bookmark: _Toc518390548][bookmark: _Toc518390839][bookmark: _Toc518391133]SA-17 Developer Security Architecture and Design 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization requires the developer of the information system, system component, or information system service to produce a design specification and security architecture that: 
a. Is consistent with and supportive of the organization’s security architecture which is established within and is an integrated part of the organization’s enterprise architecture; 
b. Accurately and completely describes the required security functionality, and the allocation of security controls among physical and logical components; and 
c. Expresses how individual security functions, mechanisms, and services work together to provide required security capabilities and a unified approach to protection.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390208][bookmark: _Toc518390549][bookmark: _Toc518390840][bookmark: _Toc518391134]SA-18 Tamper Resistance and Detection 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390209][bookmark: _Toc518390550][bookmark: _Toc518390841][bookmark: _Toc518391135]SA-20 Customized Development of Critical Components 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390210][bookmark: _Toc518390551][bookmark: _Toc518390842][bookmark: _Toc518391136]SA-21 Developer Screening 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390211][bookmark: _Toc518390552][bookmark: _Toc518390843][bookmark: _Toc518391137]SA-22 Unsupported System Components 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Replaces information system components when support for the components is no longer available from the developer, vendor, or manufacturer; and 
b. Provides justification and documents approval for the continued use of unsupported system components required to satisfy mission/business needs.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390212][bookmark: _Toc518390553][bookmark: _Toc518390844][bookmark: _Toc518391138]SC-1 System and Communications Protection Policy and Procedures 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization-defined personnel: 
	1. A system and communications protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the system and communications protection policy and associated system and communications protection controls; and 
b. Reviews and updates the current: 
	1. System and communications protection policy on an annual basis or more frequently if required to address an environmental change; and 
	2. System and communications protection procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390213][bookmark: _Toc518390554][bookmark: _Toc518390845][bookmark: _Toc518391139]SC-2 Application Partitioning 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system separates user functionality (including user interface services) from information system management functionality.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390214][bookmark: _Toc518390555][bookmark: _Toc518390846][bookmark: _Toc518391140]SC-3 Security Function Isolation 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system isolates security functions from non-security functions.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390215][bookmark: _Toc518390556][bookmark: _Toc518390847][bookmark: _Toc518391141]SC-4 Information in Shared Resources 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system prevents unauthorized and unintended information transfer via shared system resources.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390216][bookmark: _Toc518390557][bookmark: _Toc518390848][bookmark: _Toc518391142]SC-5 Denial of Service Protection 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system protects against or limits the effects of denial of service attacks by employing security safeguards.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390217][bookmark: _Toc518390558][bookmark: _Toc518390849][bookmark: _Toc518391143]SC-6 Resource Priority 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system protects the availability of resources by allocating organization-defined resources by priority.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390218][bookmark: _Toc518390559][bookmark: _Toc518390850][bookmark: _Toc518391144]SC-7 Boundary Protection 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system: 
a. Monitors and controls communications at the external boundary of the system and at key internal boundaries within the system; 
b. Implements subnetworks for publicly accessible system components that are physically or logically separated from internal organizational networks; and 
c. Connects to external networks or information systems only through managed interfaces consisting of boundary protection devices arranged in accordance with an organizational security architecture.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390219][bookmark: _Toc518390560][bookmark: _Toc518390851][bookmark: _Toc518391145]SC-8 Transmission Integrity 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system protects the integrity of transmitted information.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390220][bookmark: _Toc518390561][bookmark: _Toc518390852][bookmark: _Toc518391146]SC-8-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Require the use of data protection mechanisms for the transmission of all email and attached data that is sensitive. 
1) Require the use of encryption or digital signatures for the transmission of email and attached data that is sensitive relative to integrity. 
2) Require encryption for the transmission of email and attached data that is sensitive relative to confidentiality. The ISO should consider and plan for the issue of agency email being intercepted, incorrectly addressed, or infected with a virus.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390221][bookmark: _Toc518390562][bookmark: _Toc518390853][bookmark: _Toc518391147]SC-9 Transmission Confidentiality 
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into SC-8



[bookmark: _Toc518390222][bookmark: _Toc518390563][bookmark: _Toc518390854][bookmark: _Toc518391148]SC-10 Network Disconnect 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system terminates the network connection associated with a communications session at the end of the session or after 15-minutes of inactivity.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390223][bookmark: _Toc518390564][bookmark: _Toc518390855][bookmark: _Toc518391149]SC-11 Trusted Path 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390224][bookmark: _Toc518390565][bookmark: _Toc518390856][bookmark: _Toc518391150]SC-12 Cryptographic Key Establishment and Management 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization establishes and manages cryptographic keys for required cryptography employed within the information system in accordance with the organization-defined requirements for key generation, distribution, storage, access, and destruction.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390225][bookmark: _Toc518390566][bookmark: _Toc518390857][bookmark: _Toc518391151]SC-12-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization shall: 
1. Define the process for the creation and storage of any cryptographic keying material used to protect organization-defined information rated sensitive for confidential or integrity Agency practices for selecting and deploying encryption technologies and for the encryption of data. 
2. Document the procedure for the creation and storage of any cryptographic keying material used to protect organization-defined information rated sensitive for confidential or integrity 
3. Ensures that the cryptographic keying material remain under the exclusive control of the commonwealth.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390226][bookmark: _Toc518390567][bookmark: _Toc518390858][bookmark: _Toc518391152]SC-13 Use of Cryptography 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system implements cryptography in accordance with applicable Commonwealth laws, Executive Orders, directives, policies, regulations, and standards.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390227][bookmark: _Toc518390568][bookmark: _Toc518390859][bookmark: _Toc518391153]SC-13-COV 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization shall: 
1. Define and document Agency practices for selecting and deploying encryption technologies and for the encryption of data. 
2. Document appropriate processes before implementing encryption. These processes must include the following components: 
	a. Instructions in the IT Security Agency’s Incident Response Plan on how to respond when encryption keys are compromised; 
	b. A secure key management system for the administration and distribution of encryption keys; and 
	c. Requirements to generate all encryption keys through an approved encryption package and securely store the keys in the event of key loss due to unexpected circumstances. 
3. Require encryption for the transmission of data that is sensitive relative to confidentiality or integrity over non-Commonwealth networks or any publicly accessible networks, or any transmission outside of the data’s broadcast domain. Digital signatures may be utilized for data that is sensitive solely relative to integrity.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390228][bookmark: _Toc518390569][bookmark: _Toc518390860][bookmark: _Toc518391154]SC-14 Public Access Protections 
	CONTROL REQUIREMENT
	Withdrawn: Capability provided by AC-2, AC-3, AC-5, AC-6, SI-3, SI-4, SI-5, SI-7, SI-10



[bookmark: _Toc518390229][bookmark: _Toc518390570][bookmark: _Toc518390861][bookmark: _Toc518391155]SC-15 Collaborative Computing Devices 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system: 
a. Prohibits remote activation of collaborative computing devices; and 
b. Provides an explicit indication of use to users physically present at the devices.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390230][bookmark: _Toc518390571][bookmark: _Toc518390862][bookmark: _Toc518391156]SC-16 Transmission of Security Attributes 
	SYSTEM
	

	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390231][bookmark: _Toc518390572][bookmark: _Toc518390863][bookmark: _Toc518391157]SC-17 Public Key Infrastructure Certification 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization issues public key certificates under an approved organization-defined certificate policy or obtains public key certificates from an approved service provider.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390232][bookmark: _Toc518390573][bookmark: _Toc518390864][bookmark: _Toc518391158]SC-18 Mobile Code 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Defines acceptable and unacceptable mobile code and mobile code technologies; 
b. Establishes usage restrictions and implementation guidance for acceptable mobile code and mobile code technologies; and 
c. Authorizes, monitors, and controls the use of mobile code within the information system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390233][bookmark: _Toc518390574][bookmark: _Toc518390865][bookmark: _Toc518391159]SC-19 Voice Over Internet Protocol 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Establishes usage restrictions and implementation guidance for Voice over Internet Protocol (VoIP) technologies based on the potential to cause damage to the information system if used maliciously; and 
b. Authorizes, monitors, and controls the use of VoIP within the information system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390234][bookmark: _Toc518390575][bookmark: _Toc518390866][bookmark: _Toc518391160]SC-20 Secure Name / Address Resolution Service (Authoritative Source)
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system: 
a. Provides additional data origin and integrity artifacts along with the authoritative name resolution data the system returns in response to external name/address resolution queries; and 
b. Provides the means to indicate the security status of child zones and (if the child supports secure resolution services) to enable verification of a chain of trust among parent and child domains, when operating as part of a distributed, hierarchical namespace.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390235][bookmark: _Toc518390576][bookmark: _Toc518390867][bookmark: _Toc518391161]SC-21 SECURE NAME / ADDRESS RESOLUTION SERVICE (RECURSIVE OR CACHING RESOLVER)
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system requests and performs data origin authentication and data integrity verification on the name/address resolution responses the system receives from authoritative sources.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390236][bookmark: _Toc518390577][bookmark: _Toc518390868][bookmark: _Toc518391162]SC-22 ARCHITECTURE AND PROVISIONING FOR NAME / ADDRESS RESOLUTION SERVICE  
	SYSTEM
	

	CONTROL REQUIREMENT
	The information systems that collectively provide name/address resolution service for an organization are fault-tolerant and implement internal/external role separation.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390237][bookmark: _Toc518390578][bookmark: _Toc518390869][bookmark: _Toc518391163]SC-23 Session Authenticity 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system protects the authenticity of communications sessions.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390238][bookmark: _Toc518390579][bookmark: _Toc518390870][bookmark: _Toc518391164]SC-24 Fail in Known State 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV




[bookmark: _Toc518390239][bookmark: _Toc518390580][bookmark: _Toc518390871][bookmark: _Toc518391165]SC-25 Thin Nodes 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390240][bookmark: _Toc518390581][bookmark: _Toc518390872][bookmark: _Toc518391166]SC-26 Honeypots 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390241][bookmark: _Toc518390582][bookmark: _Toc518390873][bookmark: _Toc518391167]SC-27 Operating System-Independent Application 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390242][bookmark: _Toc518390583][bookmark: _Toc518390874][bookmark: _Toc518391168]SC-28 Protection of Information at Rest 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system protects the confidentiality and integrity of information at rest.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390243][bookmark: _Toc518390584][bookmark: _Toc518390875][bookmark: _Toc518391169]SC-29 Heterogeneity 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390244][bookmark: _Toc518390585][bookmark: _Toc518390876][bookmark: _Toc518391170]SC-30 Virtualization Techniques 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390245][bookmark: _Toc518390586][bookmark: _Toc518390877][bookmark: _Toc518391171]SC-31 Covert Channel Analysis 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390246][bookmark: _Toc518390587][bookmark: _Toc518390878][bookmark: _Toc518391172]SC-32 Information System Partitioning 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390247][bookmark: _Toc518390588][bookmark: _Toc518390879][bookmark: _Toc518391173]SC-33 Transmission Preparation Integrity 
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into SC-8



[bookmark: _Toc518390248][bookmark: _Toc518390589][bookmark: _Toc518390880][bookmark: _Toc518391174]SC-34 Non-Modifiable Executable Programs 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390249][bookmark: _Toc518390590][bookmark: _Toc518390881][bookmark: _Toc518391175]SC-35 Honey Clients 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390250][bookmark: _Toc518390591][bookmark: _Toc518390882][bookmark: _Toc518391176]SC-36 Distributed Processing and Storage 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390251][bookmark: _Toc518390592][bookmark: _Toc518390883][bookmark: _Toc518391177]SC-37 Out-of-Bounds Channels
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization employs organization-defined out-of-band channels for the physical delivery or electronic transmission of organization-defined information, information system components, or devices to organization-defined individuals or information systems.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390252][bookmark: _Toc518390593][bookmark: _Toc518390884][bookmark: _Toc518391178]SC-38 Operations Security 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390253][bookmark: _Toc518390594][bookmark: _Toc518390885][bookmark: _Toc518391179]SC-39 Process Isolation 
	CONTROL REQUIREMENT
	The information system maintains a separate execution domain for each executing process.



[bookmark: _Toc518390254][bookmark: _Toc518390595][bookmark: _Toc518390886][bookmark: _Toc518391180]SC-40 Wireless Link Protection 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390255][bookmark: _Toc518390596][bookmark: _Toc518390887][bookmark: _Toc518391181]SC-41 Port and I/O Device Access 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization physically disables or removes organization-defined connection ports or input/output devices on organization-defined information systems or information system components.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390256][bookmark: _Toc518390597][bookmark: _Toc518390888][bookmark: _Toc518391182]SC-42 Sensor Capability and Data
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system: 
a. Prohibits the remote activation of environmental sensing capabilities with the following exceptions: agency head approved policy, indicating business functions that cannot be accomplished without the use of the capability; and 
b. Provides an explicit indication of sensor use to the user of the device.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390257][bookmark: _Toc518390598][bookmark: _Toc518390889][bookmark: _Toc518391183]SC-42-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	1) Permits the remote activation of environmental sensing capabilities if required as part of an authorized incident response activity; and 
2) Only provides an explicit indication of the sensor use if authorized by the incident response team.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390258][bookmark: _Toc518390599][bookmark: _Toc518390890][bookmark: _Toc518391184]SC-43 Usage Restrictions
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Establishes usage restrictions and implementation guidance for organization-defined information system components based on the potential to cause damage to the information system if used maliciously; and 
b. Authorizes, monitors, and controls the use of such components within the information system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390259][bookmark: _Toc518390600][bookmark: _Toc518390891][bookmark: _Toc518391185]SC-44 Detonation Chambers 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390260][bookmark: _Toc518390601][bookmark: _Toc518390892][bookmark: _Toc518391186]SI-1 System and Information Integrity Policy and Procedures 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Develops, documents, and disseminates to the appropriate organization-defined personnel: 
	1. A system and information integrity policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
	2. Procedures to facilitate the implementation of the system and information integrity policy and associated system and information integrity controls; and 
b. Reviews and updates the current: 
	1. System and information integrity policy on an annual basis or more frequently if required to address an environmental change; and 
	2. System and information integrity procedures on an annual basis or more frequently if required to address an environmental change.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390261][bookmark: _Toc518390602][bookmark: _Toc518390893][bookmark: _Toc518391187]SI-2 Flaw Remediation 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Identifies, reports, and corrects information system flaws; 
b. Tests software and firmware updates related to flaw remediation for effectiveness and potential side effects before installation; 
c. Installs security-relevant software and firmware updates within 30-days of the release of the updates; and 
d. Incorporates flaw remediation into the organizational configuration management process.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390262][bookmark: _Toc518390603][bookmark: _Toc518390894][bookmark: _Toc518391188]SI-2-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization:

a. Applies all software publisher security updates to the associated software products.

b. Applies all security updates as soon as possible after appropriate testing, not to exceed 30 days for implementation.

c. Prohibits the use of software products that the software publisher has designated as End-of-Life/End-of-Support (i.e. software publisher no longer provides security patches for the software product).

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390263][bookmark: _Toc518390604][bookmark: _Toc518390895][bookmark: _Toc518391189]SI-3 Malicious Code Protection 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Employs malicious code protection mechanisms at information system entry and exit points to detect and eradicate malicious code; 
b. Updates malicious code protection mechanisms whenever new releases are available in accordance with organizational configuration management policy and procedures; 
c. Configures malicious code protection mechanisms to: 
	1. Perform periodic scans of the information system at least once a week and real-time scans of files from external sources at network entry/exit points as well as the destination host as the files are downloaded, opened, or executed in accordance with organizational security policy; and 
	2. Quarantine malicious code; send alert to administrator in response to malicious code detection; and 
d. Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390264][bookmark: _Toc518390605][bookmark: _Toc518390896][bookmark: _Toc518391190]SI-3-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	Each Agency shall, or shall require that its service provider: 
1. Prohibit all IT system users from intentionally developing or experimenting with malicious programs (e.g., viruses, worms, spyware, keystroke loggers, phishing software, Trojan horses, etc.). 
2. Prohibit all IT system users from knowingly propagating malicious programs including opening attachments from unknown sources. 
3. Provide malicious code protection mechanisms via multiple IT systems and for all IT system users preferably deploying malicious code detection products from multiple vendors on various platforms. 
4. Provide protection against malicious program through the use of mechanisms that: 
	a. Eliminates or quarantines malicious programs that it detects;
	b. Provides an alert notification; 
	c. Automatically and periodically runs scans on memory and storage devices; 
	d. Automatically scans all files retrieved through a network connection, modem connection, or from an input storage device; 
	e. Allows only authorized personnel to modify program settings; and 
	f. Maintains a log of protection activities. 
5. Provide the ability for automatic download of definition files for malicious code protection programs whenever new files become available, and propagate the new files to all devices protected by the malicious code protection program 
6. Require all forms of malicious code protection to start automatically upon system boot. 
7. Provide network designs that allow malicious code to be detected and removed or quarantined before it can enter and infect a production device. 
8. Provide procedures that instruct administrators and IT system users on how to respond to malicious program attacks, including shut-down, restoration, notification, and reporting requirements. 
9. Require use of only new media (e.g. diskettes, CD-ROM) or sanitized media for making copies of software for distribution. 
10. Prohibit the use of common use workstations and desktops (e.g., training rooms) to create distribution media. 
11. By written policy, prohibit the installation of software on Agency IT systems until the software is approved by the Information Security Officer (ISO) or designee and, where practicable, enforce this prohibition using automated software controls, such as Active Directory security policies. 
12. Establish Operating System (OS) update schedules commensurate with sensitivity and risk.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390265][bookmark: _Toc518390606][bookmark: _Toc518390897][bookmark: _Toc518391191]SI-4 Information System Monitoring 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Monitors the information system to detect: 
	1. Attacks and indicators of potential attacks in accordance with organizationdefined monitoring objectives]; and 
	2. Unauthorized local, network, and remote connections; 
b. Identifies unauthorized use of the information system through organizationdefined techniques and methods; 
c. [Withdrawn: Not applicable to COV] 
d. Protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and deletion; 
e. [Withdrawn: Not applicable to COV] 
f. [Withdrawn: Not applicable to COV] 
g. [Withdrawn: Not applicable to COV]

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390266][bookmark: _Toc518390607][bookmark: _Toc518390898][bookmark: _Toc518391192]SI-5 Security Alters, Advisories, and Directives 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Receives information system security alerts, advisories, and directives from the appropriate external organizations on an ongoing basis; 
b. Generates internal security alerts, advisories, and directives as deemed necessary; 
c. Disseminates security alerts, advisories, and directives to organization-defined list of personnel identified by name and/or by role; and 
d. Implements security directives in accordance with established time frames, or notifies the issuing organization of the degree of noncompliance.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390267][bookmark: _Toc518390608][bookmark: _Toc518390899][bookmark: _Toc518391193]SI-6 Security Functionality Verification 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system: 
a. Verifies the correct operation of organization-defined security functions; 
b. Performs this verification at organization-defined system transitional states, upon command by user with appropriate privilege, or at least once every 90-days; 
c. Notifies organization-defined personnel of failed security verification tests; and 
d. Shuts the information system down when anomalies are discovered.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390268][bookmark: _Toc518390609][bookmark: _Toc518390900][bookmark: _Toc518391194]SI-7 Software and Information Integrity 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization employs integrity verification tools to detect unauthorized changes to organization-defined software, firmware, and information.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390269][bookmark: _Toc518390610][bookmark: _Toc518390901][bookmark: _Toc518391195]Si-8 Spam Protection 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
a. Employs spam protection mechanisms at information system entry and exit points to detect and take action on unsolicited messages; and 
b. Updates spam protection mechanisms when new releases are available in accordance with organizational configuration management policy and procedures.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390270][bookmark: _Toc518390611][bookmark: _Toc518390902][bookmark: _Toc518391196]SI-8-COV
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization: 
1. Automatically updates spam protection mechanisms of all systems when new releases are available in accordance with organizational configuration management policy and procedures.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390271][bookmark: _Toc518390612][bookmark: _Toc518390903][bookmark: _Toc518391197]Si-9 Information Restrictions 
	CONTROL REQUIREMENT
	Withdrawn: Incorporated into AC-2, AC-3, AC-5, AC-6



[bookmark: _Toc518390272][bookmark: _Toc518390613][bookmark: _Toc518390904][bookmark: _Toc518391198]SI-10 Information Input Validation 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system checks the validity of information inputs.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390273][bookmark: _Toc518390614][bookmark: _Toc518390905][bookmark: _Toc518391199]SI-11 Error Handling 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system: 
a. Generates error messages that provide information necessary for corrective actions without revealing information that could be exploited by adversaries; and 
b. Reveals error messages only to the appropriate organization-defined personnel.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390274][bookmark: _Toc518390615][bookmark: _Toc518390906][bookmark: _Toc518391200]SI-12 Information Output Handling and Restriction 
	SYSTEM
	

	CONTROL REQUIREMENT
	The organization handles and retains information within the information system and information output from the system in accordance with applicable commonwealth laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390275][bookmark: _Toc518390616][bookmark: _Toc518390907][bookmark: _Toc518391201]SI-13 Predictable Failure Prevention 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV




[bookmark: _Toc518390276][bookmark: _Toc518390617][bookmark: _Toc518390908][bookmark: _Toc518391202]SI-14 Non-Persistence 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390277][bookmark: _Toc518390618][bookmark: _Toc518390909][bookmark: _Toc518391203]SI-15 Information Output Filtering 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390278][bookmark: _Toc518390619][bookmark: _Toc518390910][bookmark: _Toc518391204]SI-16 Memory Protection 
	SYSTEM
	

	CONTROL REQUIREMENT
	The information system implements security safeguards to protect its memory from unauthorized code execution.

	Implementation Status:
|_| Implemented			|_| Planned		|_| Common


	Enter text in order to provide detailed information regarding the implementation strategy. If control is specific to one component of an application, then controls for the other components of the application must be identified individually.
	



[bookmark: _Toc518390279][bookmark: _Toc518390620][bookmark: _Toc518390911][bookmark: _Toc518391205]SI-17 Fail-Safe Procedures 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518390280][bookmark: _Toc518390621][bookmark: _Toc518390912][bookmark: _Toc518391206]PM- Project Management 
	CONTROL REQUIREMENT
	Withdrawn: Not applicable to COV



[bookmark: _Toc518391207]POAM/REMEDIATION PLAN TEMPLATE
When a control is not implemented, it must be tracked as a finding and have an associated plan of action and milestone documented.  Please use the template located at the following URL.  

https://www.vita.virginia.gov/media/vitavirginiagov/commonwealth-security/docs/Risk-Treatment-Plan-Template-07.01.2020.xlsm 

[Attach the document as an appendix to the SSP or insert the file object in this section.  Submit updates quarterly to CommonwealthSecurity@VITA.Virginia.Gov]


