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Introduction

Lessons from Bob Ross

The Case for Exception

The Art of Negotiation (aka Step 1)
Process pathways (more negotiation)
A GRC tool

Next Steps for DSS
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y ) Lessons from Bob Ross...

Made art less intimidating

Pared painting down to simple steps

He inspired confidence

Reminded us that art should be available to everyone

Every'dayiis a good day when you'paint.
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v s The Case for Exception

« Legacy Applications

End-of-Life software “Look around...’

Vendor dependencies

« Password strength

« Baseline deviation "
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y 3 Managing Exception Risk (art vs science)

“Let’S get Crazy”
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o 4 Exception Management —Culture Change

“I believe talent is just a pursued interest.”

Gartner’s 5-Step Approach

To Cultural Challenges

/‘7

01

Gap

Analysis

/‘7

02

Gain
Consensus
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03

Small,
Focused
Pilot
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04

Incremental
Deploy With
Feedback
Loops

.

05

Continual
Improvements
Over Time

Gartner Highlights Five Key Steps

to Deliver

ng an Agile 1&O Culture;

Gartner, 20 April 2015 Press Relezsse
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3 Exception Management —Culture Change

“You need the dark in order to show the light.”

Processes confined to
ISO organization

Risks measurement is
subjective, not to
standards/policies

Risk capture process not
well defined

Exception process known
outside of ISO organization

Risks measurement is
based on organization policy
and standards

Formal process for risk
ownership

Risk is not aggregated or
discussed in a risk
management forum

Formal remediation steps or
time lines required as part of
the process

Exception process is published
and followed by peer groups

Peer organizations have
security/risk champions that work
with ISO organization to provide
required info

Automated exception review or
tracking mechanisms are in place

Exceptions are discussed in
enterprise risk management
forums and scored to the
organization risk profile, with C-
level visibility

Accounts for combined risk
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-w 9y Compounded Risk

« Multiple exceptions across multiple applications could
lead to unacceptable consequences....

— Exception 1, exception from IDS/IPS that is negatively
Impacting the application

— Exception 2, Next week, Firewall exception to allow well-
known port traffic from untrusted networks

A fully mature exception process should account for this
combined risk. Each exception should not represent a
disconnected IT event.

“Water's like me. It's laaazy ... Boy, it always looks for the
easiest way to do things”
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' ¢ Example Agency Policy Exemption Flow

COV Executive Agency Example Policy Exemption Approval Process (Location Based on Accountable Party)
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"¢ Example Agency Policy Exemption Process
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Risk Owner | C AR | AR | AR | AR I R AR
CISO | AR C R R C I A*R* | R
CRO or Delegate | | R C R | AR R I
Clo| | I I I A*R* I
CEO A*R*
Others as Required | C C C C C R
Responsible: Person or Function That Is Responsible for Executing the Activity
Accountable: Person or Function That Owns the Activity, Approves Work and Is Held Accountable for It
Consulted:  Person or Function That Has Information Relevant to the Activity
Informed: Person or Function to Be Informed of Progress and Results
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y ) The R-word

Threats Risk Changes

Periodic
Review

Remediation
Monitoring

“Look around. Look at what we have......
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y ) The Other R-Word

« Two main types of Remediation Four Stages of Negotiation

— Low Complexity
— All Others \
« Medium to High complexity A'/'v
Negotiation between Business, IT, Security

. \ Closing and
Unintended Consequences Commitment

From Sheli, Richard. Bargaining for Advantage:

Lon ger de P I oyme nt times Negotiation Strategies for Reasonable People (Penguin 1999)

Security Professionals challenged to provide evidence....

— Compensating Controls as a stalemate breaker.....
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« Keep the process open and transparent

Establish Policy and Standards

Establish Procedures & Process Diagrams

Formalize and recognize the exception process

Uniformly apply security principles

Strive for a Risk Aware Culture
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" ¢ Questions & Answers

= M Gmail Q, Search mail -
Oo- ¢ :
I— Compose

IT Service Desk Requested Item RITM0084736 Approval Request - Short Description:
] Inbox 80 i .

IT Service Desk Requested Item RITM0084734 Approval Request - Shori Description:
W Starred

IT Service Desk Requested Item RITM0084731 Approval Request - Short Description:
@ snoozed
=  Sent IT Service Desk Requested Item RITM0084713 Approval Request - Short Description:
B Drafts 180 IT Service Desk Requested Item RITM0084704 Approval Request - Shorl Description:
ﬂBarr';.- + . e

IT Service Desk Requested Item RITM0084692 Approval Request - Short Description:
m Mathew Bell IT Service Desk Requested Item RITMO084680 Approval Request - Short Description:
o Lee Andrews IT Service Desk Requested Item RITM0084655 Approval Request - Short Description:
o Kevin Platea IT Service Desk Requested Item RITM0084663 Approval Request - Short Description:
C Christap IT Service Desk Requested Item RITM0084647 Approval Request - Short Description:

Thank Youl!
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y ) Artifact Slide

« Sample documents that can be used from this
discussion.

 DSS Process Map

Microsoft Word
Document

« Sample Swim Lanes

Visio Sample
xception Swim Lan
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