
The Illusion of Privacy

Disclaimer: The thoughts and opinion expressed in this presentation are those of the author and not of his employer. 



Definition of Privacy
p r i · v a · c y
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noun

the state or condition of being free from being 
observed or disturbed by other people.
"she returned to the privacy of her own home"

synonyms: 
seclusion, privateness, solitude, isolation,
retirement, peace, peace and 
quiet, peacefulness, quietness, lack of 
disturbance, lack of interruption, freedom from 
interference;
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Presentation Notes
Back in the 60’s this was the only thing we were concerned with.
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https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.trbimg.com%2Fimg-59f0fb77%2Fturbine%2Fct-biz-amazon-key-deliver-inside-home-20171025&imgrefurl=https%3A%2F%2Fwww.chicagotribune.com%2Fbusiness%2Fct-biz-amazon-key-
deliver-inside-home-20171025-
story.html&docid=7BXGo0xPf1gYoM&tbnid=w34YSWE4WzLgPM%3A&vet=10ahUKEwiGsuzDuLrhAhWxhOAKHdF1CxUQMwhuKCMwIw..i&w=1252&h=860&bih=888&biw=1920&q=amazon%20key%20image&ved=0ahUKEwiGsuzDuLrhAhWxhOAKHdF1CxUQM
whuKCMwIw&iact=mrc&uact=8

People Today
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Today it a whole other story!



Is NOTHING Private Anymore

5https://www.google.com/url?sa=i&source=images&cd=&ved=2ahUKEwibscuF4rzhAhUGmeAKHR-ZCOoQjRx6BAgBEAU&url=https%3A%2F%2Fillinoistimes.com%2Farticle-12559-is-
nothing-private-anymore.html&psig=AOvVaw0PaW33UJcUF5VVugxgMgLc&ust=1554679169303721
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We trade our information freely for convenience
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regulation%2F&psig=AOvVaw3kBZfYB5h9qacsHy7DmO45&ust=1554604280255290
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25 Million records a day are lost or stolen, 1+ an hour, 17k per minute, and measly every second 
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Advancements in 
technology far outpace 
our abilities to cope 
with the moral and 
legal ramifications.

https://www.google.com/imgres?imgurl=https%3A%2F%2Fpbs.twimg.com%2Fmedia%2FCZRlM9UUEAALFyO.jpg&imgrefurl=https%3A%2F%2Ftwitter.com%2Fieeeiot%2Fstatus%2F69028791679124275
2&docid=Kc5zW8op44ByPM&tbnid=zNZRWYkMgTuUuM%3A&vet=10ahUKEwil3YGDsrrhAhWtY98KHYGsAGoQMwhCKAIwAg..i&w=273&h=750&itg=1&bih=888&biw=1920&q=IEEE%20Comsoc%20traini
ng%20infographic&ved=0ahUKEwil3YGDsrrhAhWtY98KHYGsAGoQMwhCKAIwAg&iact=mrc&uact=8
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By 2020 there be 50 Billion IoT and 250 Million connected cars and 27 Billion machine –to-machine connections



NSA UTAH Data Center

10https://www.wired.com/2012/03/ff-nsadatacenter/

1 Visitor control center
A $9.7 million facility for ensuring that only cleared personnel gain access.
2 Administration
Designated space for technical support and administrative personnel.
3 Data halls
Four 25,000-square-foot facilities house rows and rows of servers.
4 Backup generators and fuel tanks
Can power the center for at least three days.
5 Water storage and pumping
Able to pump 1.7 million gallons of liquid per day.
6 Chiller plant
About 60,000 tons of cooling equipment to keep servers from overheating.
7 Power substation
An electrical substation to meet the center’s estimated 65-megawatt demand.
8 Security
Video surveillance, intrusion detection, and other protection will cost more than $10 million.
Source: U.S. Army Corps of Engineers Conceptual Site plan

Presenter
Presentation Notes
In March of 2012 Wired Published an article on the NSA UTAH Data Center.
yottabytes (1024 bytes) of data. (A yottabyte is a septillion bytes—so large that no one has yet coined a term for the next higher magnitude.)
It needs that capacity because, according to a recent report by Cisco, global Internet traffic will quadruple from 2010 to 2015, reaching 966 exabytes per year. (A million exabytes equal a yottabyte.)
And the data flow shows no sign of slowing. In 2011 more than 2 billion of the world's 6.9 billion people were connected to the Internet. By 2015, market research firm IDC estimates, there will be 2.7 billion users. Thus, the NSA's need for a 1-million-square-foot data storehouse. Should the agency ever fill the Utah center with a yottabyte of information, it would be equal to about 500 quintillion (500,000,000,000,000,000,000) pages of text.


https://www.wired.com/2012/03/ff-nsadatacenter/


NSO Pegasus
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https://citizenlab.ca/wp-content/uploads/2018/09/Hide-and-Seek-Figure-1.png

Pegasus can infect fully up-to-date 
Android and iPhone devices, and 
siphon a target’s emails, Facebook 
chats, and photos; pick up their GPS 
location and phone calls, and much 
more.

Presenter
Presentation Notes
On March 24th 60 Minutes aired on an Israeli company called NSO the maker of a Spyware program called Pegasus.
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“If you are not paying for it, 
you’re not the customer; you’re 

the product being sold.”

Andrew Lewis on MetaFilter



What can you DO?

13

Consent: to be informed consumers we need to understand and evaluate the trade offs 

https://www.google.com/imgres?imgurl=https%3A%2F%2Fi0.wp.com%2Fleggerhythms.org%2Fwp-content%2Fuploads%2F2018%2F04%2FPrivacy11.png%3Ffit%3D782%252C273%26ssl%3D1&imgrefurl=https%3A%2F%2Fleggerhythms.org%2Fbalancing-privacy-security-in-
the-digital-age%2F&docid=6osR-F6M3_V7CM&tbnid=IZrL1yD2KEPj-M%3A&vet=10ahUKEwiX06q4ub7hAhVyh-AKHanMBScQMwhDKAMwAw..i&w=782&h=273&bih=888&biw=1920&q=balance%20privacy&ved=0ahUKEwiX06q4ub7hAhVyh-
AKHanMBScQMwhDKAMwAw&iact=mrc&uact=8



Educate yourself  and consider the risks
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Can you think of some risk that might 
come from sharing  your shopping 
habits, taste, behaviors and patterns?

Can you think of some risk that might 
come from health information, 
including your blood pressure, heart 
rate, weight, workout routine, sleep 
patterns and much more?

Presenter
Presentation Notes
“Hackers or cyber criminals can use a connected device to virtually invade a person’s privacy and security domain, tapping into the massive data collected on consumers’ personal details, location, shopping behavior, home address, etc.”

“This data can be perceived to provide personal, health or confidential information to unauthorized parties without the user’s authorization. While there is a variable degree of sensitivity to the privacy of such data, there is always a concern about the intentional or inadvertent combination of data gathered being compromised or used without consent.”



Consider the 
cost of privacy in 
today’s society

15

According to Mary Availes, a strategy and 
insight consultant
We routinely choose “free” services over 

paid models
We’ve become conditioned to expect 

personalization (and the related efficiencies)
We reward entities that deliver “radical 

convenience with our loyalty and word of 
mouth 

https://www.google.com/imgres?imgurl=http%3A%2F%2Fbuymastersessay.co%2Fwp-content%2Fuploads%2F2018%2F08%2Fbest-door-
locks.jpg&imgrefurl=http%3A%2F%2Fbuymastersessay.co%2Fbest-door-locks%2Fbest-door-locks-2%2F&docid=-
2jaJmhP5sGuwM&tbnid=l_FZYQmCZByiDM%3A&vet=12ahUKEwji6c6Dwr7hAhVtx1kKHU1xBq84rAIQMygyMDJ6BAgBEDM..i&w=252&h=240
&itg=1&bih=888&biw=1920&q=multiple%20door%20locks%20on%20a%20door&ved=2ahUKEwji6c6Dwr7hAhVtx1kKHU1xBq84rAIQMygyMD
J6BAgBEDM&iact=mrc&uact=8
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Presentation Notes
Our data is being constantly sold and traded like goods in a market



“People’s behaviors suggest they 
don’t care as much about 

privacy as they say they do. 
Although they like the idea of 

privacy, they don’t seem to 
value their data enough to take 

concrete steps to protect it”
-Harvard Business Review, 12/2017

16https://www.google.com/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwja1sqN3L7hAhUDUt8KHQeKAD8QjRx6BAgBEAU&url=https%3A%2F%2Fwww.adweek.com%2Fdigital%2Fthe-privacy-paradox-the-right-to-be-
forgotten-but-the-wish-to-be-remembered%2F&psig=AOvVaw0UHp87leudYlWT9onIAuJT&ust=1554751792426969



Privacy has become 
a commodity
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 U s e  a  p a s s w o r d  m a n a g e r  
l i k e  L a s t P a s s  o r  K e e P a s s

 U s e  s e c u r e  p l a t f o r m s  
l i k e  t h e  S o l a r i n  S i r i n  
S m a r t p h o n e ( $ 9 9 9 - $ 1 4 k )

 E d w a r d  S n o w d e n  a n d  
A n d r e w  H u a n g  d e s i g n e d  a  
p h o n e  c a s e  t h a t  c o n n e c t s  
t o  t h e  r a d i o  t r a n s m i t t e r  
o f  t h e  p h o n e  a n d  w h e n  
t h e  c e l l u l a r ,  W i - F i ,  o r  
B l u e t o o t h  c o n n e c t i o n  i s  
b e i n g  u s e d .  
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https://lp-cdn.lastpass.com/lporcamedia/-/media/6d4e2e5eba2d4940ac4bf47980914527.jpg?h=1079&w=1454&la=en&hash=7950BAF577FB5299F2DD7B66B65CACD3F0AE27D9

https://www.google.com/imgres?imgurl=https%3A%2F%2Fcdn.ndtv.com%2Ftech%2Fsirin_solarin_front.jpg%3Foutput-quality%3D80&imgrefurl=https%3A%2F%2Fgadgets.ndtv.com%2Fmobiles%2Fnews%2Fsirin-solarin-launched-a-14000-privacy-focused-android-smartphone-844111&docid=0lWzXSP1EvBRDM&tbnid=2bGubfaftyQ3ZM%3A&vet=10ahUKEwizwuOn1r7hAhVGh-AKHXIXCaIQMwg-KAAwAA..i&w=800&h=600&bih=888&biw=1920&q=solarin%20phone%20price&ved=0ahUKEwizwuOn1r7hAhVGh-AKHXIXCaIQMwg-KAAwAA&iact=mrc&uact=8

https://www.google.com/imgres?imgurl=https%3A%2F%2Fcdn.vox-cdn.com%2Fthumbor%2FxDoWA_IZ2Z8o9kB8gsUS_OZuAfI%3D%2F0x179%3A857x750%2F1200x800%2Ffilters%3Afocal(0x179%3A857x750)%2Fcdn.vox-cdn.com%2Fuploads%2Fchorus_image%2Fimage%2F50170615%2F1469037866496_concept-rendering.0.0.jpg&imgrefurl=https%3A%2F%2Fwww.theverge.com%2Fcircuitbreaker%2F2016%2F7%2F21%2F12247610%2Fedward-snowden-introspection-engine-device-andrew-huang&docid=uET0sUUVRKdMRM&tbnid=fQW7fttXctFu_M%3A&vet=10ahUKEwiS3f-S177hAhXHY98KHSDcBQ4QMwg9KAAwAA..i&w=1200&h=800&bih=888&biw=1920&q=designed%20by%20edward%20snowden%20and%20andrew%20huang&ved=0ahUKEwiS3f-S177hAhXHY98KHSDcBQ4QMwg9KAAwAA&iact=mrc&uact=8





Personal cybersecurity priorities depend upon where the risks 
originate
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Hackers (objective: Money) - Lock up your data, make it harder to use

Marketers/Corporations (objective: To drive behavior) - Hide your 
identity, and use encrypted platforms (e.g. Google Incognito Windows)

Other People (objective: various, e.g., 75%* of all data breaches are 
internal) - Use Privacy settings, encrypted platforms, encrypted data

Governments (objective: various) – Requires “intense” technology to 
erase your digital footprints

* Not all are intentional. https://securityintelligence.com/news/insider-threats-account-for-nearly-75-percent-of-security-breach-incidents/

https://securityintelligence.com/news/insider-threats-account-for-nearly-75-percent-of-security-breach-incidents/


In the meantime…

1. Put a credit freeze on your credit report

https://advocacy.consumerreports.org/research/

consumers-unions-guide-to-security-freeze-

protection-2/

2. Print and review your credit reports quarterly

https://advocacy.consumerreports.org/research/

consumers-unions-guide-to-security-freeze-

protection-2/

3. Opt out of credit card offers

https://www.optoutprescreen.com/

4. Consider the risk

5. Educate yourself

6. Vary your online behavior, use incognito 

browsers

7. Don’t use public Wi-Fi to access sensitive sites 

(any site that requires a password)

8. Only use HTTPS encrypted site when in public

9. Buy an unlimited data plan and stay off Wi-Fi 

completely
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https://advocacy.consumerreports.org/research/consumers-unions-guide-to-security-freeze-protection-2/
https://advocacy.consumerreports.org/research/consumers-unions-guide-to-security-freeze-protection-2/
https://www.optoutprescreen.com/


Personal Data 
Removal
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According to Michael Bazzell’s  Hiding From The 
Internet - Eliminating Personal Online 
Information Workbook you can remove your 
personal data from most websites, although it is 
not as easy as he makes it sound.

https://images-na.ssl-images-amazon.com/images/I/51WG1VDlc0L._SX404_BO1,204,203,200_.jpg

Presenter
Presentation Notes
Remove your personal information from public databases and people search websites - Free section of the workbook at https://inteltechniques.com/data/workbook.pdf�Create free anonymous mail addresses, email addresses, and telephone numbers �Control your privacy settings on social networks and remove sensitive data �Provide disinformation to conceal true private details �Apply proper security to your computers using free resources�Force data brokers to stop sharing your information with private and public organizations �Prevent marketing companies from monitoring your browsing and shopping habits �Remove your landline and cellular telephone numbers from online websites �Use a credit freeze to eliminate the worry of financial identity theft and fraud 



“They who can give up essential liberty to obtain a little 
temporary safety deserve neither liberty nor safety.” 

― Benjamin Franklin
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THANK YOU

I v a n  G i l

+ 1  ( 8 0 4 )  6 3 2 - 8 3 6 5

I v a n . i g i l @ g m a i l . c o m
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