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1 Terminology and Definitions

The IMSAC guidance document series applies a standards-based terminology and definitions for
core concepts in the digital identity management domain. The IMSAC terminology satisfies
three primary requirements for the Commonwealth’s minimum specification: (1) aligns with the
National Institute of Standards and Technology Special Publication 800-63-3, which sets federal
guidelines for digital authentication and identity management; (2) complies with terminology
codified under the Electronic Identity Management Act (§ 59.1-550); and (3) remains consistent
with terminology published by standards development organizations (SDOs) in the global
identity ecosystem.

The IMSAC terminology consists of the following definition sets:
« National Institute of Standards and Technology Special Publication 800-63-3
https://pages.nist.gov/800-63-3/sp800-63-3.html#sec3

« Electronic Identity Management Act, § 59.1-550. Definitions, Code of Virginia
http://law.lis.virginia.gov/vacode/title59.1/chapter50/section59.1-550/

« International Telecommunication Union. Recommendation X. 1255: Framework for Discovery

of Identity Management Information (Non-Person Entities)
http://www.itu.int/ITU-T/recommendations/rec.aspx?id=11951&lang=en

The IMSAC terminology and definitions also may be accessed at:
http://vita.virginia.gov/default.aspx?id=6442475952



https://pages.nist.gov/800-63-3/sp800-63-3.html#sec3
http://law.lis.virginia.gov/vacode/title59.1/chapter50/section59.1-550/
http://www.itu.int/ITU-T/recommendations/rec.aspx?id=11951&lang=en
https://webmail.vita.virginia.gov/owa/redir.aspx?C=9_-2CJ91soyLTY2eLy7NVapiczg_5QSykuv3yoxDLeoAUxVXkz_UCA..&URL=http%3a%2f%2fvita.virginia.gov%2fdefault.aspx%3fid%3d6442475952
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2 Background

In 2015, the Virginia General Assembly passed the Electronic Identity Management Act (§§
59.1-550 to -555) to address demand in the state’s digital economy for secure, privacy
enhancing digital authentication and identity management. Growing numbers of communities
of interest have advocated for stronger, scalable and interoperable identity solutions to
increase consumer protection and reduce liability for principal actors in the identity ecosystem
— identity providers, credential service providers and relying parties.

To address the demand contemplated by the Electronic Identity Management Act, the General
Assembly created the Identity Management Standards Advisory Council (IMSAC) to advise the
Secretary of Technology on the adoption of identity management standards and the creation of
guidance documents pursuant to §2.2-436. A copy of the IMSAC Charter has been provided in
Appendix 1.

IMSAC recommends to the Secretary of Technology guidance documents relating to

(i) nationally recognized technical and data standards regarding the verification and
authentication of identity in digital and online transactions; (ii) the minimum specifications and
standards that should be included in an identity trust framework, as defined in § 59.1-550, so as
to warrant liability protection pursuant to the Electronic Identity Management Act (§§ 59.1-550
to -555); and (iii) any other related data standards or specifications concerning reliance by third
parties on identity credentials, as defined in § 59.1-550.

Purpose Statement

This document outlines the Assurance Model established in the National Institute of Standards
and Technology (NIST) Special Publication 800-63-3. The NIST Assurance Model serves as the
primary reference for the concept of assurance in the context of digital authentication and
identity management, and it serves as the basis for the types of assurance applied in the IMSAC
guidance document series.

14
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3 NIST Assurance Model

The minimum specifications developed by IMSAC, on behalf of the Secretary of Technology, use
as a reference the Assurance Model documented in NIST SP 800-63-3. The minimum
specifications assume that the identity trust framework for a digital identity system will define
the specific assurance levels for that system, consistent with the NIST Assurance Model.®
Therefore, the NIST assurancemedelAssurance Model presented below should be viewed as a
recommended framework for electronicauthenticationdigital authentication and identity
management pursuant to the Electronic Identity Management Act.

Other assurancemedelAssurance Models have been established in OMB M-04-04 and the State
Identity, Credential, and Access Management (SICAM) guidelines, published by the National
Association of State Chief Information Officers (NASCIO). A crosswalk showing disparities in the
NIST SP 800-63-3, OMB M-04-04, and SICAM assurarece-moedelAssurance Models has been
provided in Figure 1.

Assurance Levels

FThe NIST Assurance Model features two categories of assurance, relevant for the IMSAC
guidance document series: Identity Assurance Level (IAL) and Authenticator Assurance Level
(AAL). A third category of assurance in the NIST model, Federation Assurance Level (FAL), has
been addressed in the IMSAC Guidance Document: Federation and Participant Requirements.
The IALs and AALs are as follows:

Identity Assurance Level

Identity Assurance Level 1 — At this level, attributeattributes provided in conjunction with the
authentication process, if any, are self-asserted.

Identity Assurance Level 2 — IAL 2 introduces the need for either remote or in-person (physical
or virtual) identity proofing. IAL 2 requires identifying attributes to have been verified in person
or remotely using, at a minimum, the procedures given in NIST 800-63A.ldentity-Assurance

Identity Assurance Level 3 — At IAL 3, in-person (physical or virtual) identity proofing is required.

Identifying attributeattributes must be verified by an authorized representative of the
credential service provider (CSP) through examination of physical documentation as described
in NIST 800-63A.

6 TrustFrameworkldentity Trust Frameworks for identity-managementsystemDigital Identity Systems also should
set requirements for how the assurance for each credential will be documented in the medata for the credential
to support audit and compliance.
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544
545  Authenticator Assurance Level
546

547 | Authenticator Assurance Level 1 - AAL 1 provides single factor electronicauthenticationdigital
548 authentication, giving some assurance that the same claimant who participated in previous
549  transactions is accessing the protected transaction or data. AAL 1 allows a wide range of

550 available authentication technologies to be employed and requires only a single authentication
551  factor to be used. It also permits the use of any of the authentication methods of higher

552 | authenticaterauthenticator assurance levels. Successful authentication requires that the

553  claimant prove through a secure authentication protocol that he or she possesses and controls
554 | the authenticaterauthenticator.

555

556 | AAuthenticator Assurance Level 2 — AAL 2 provides higher assurance that the same claimant
557  who participated in previous transactions is accessing the protected transaction or data. Two
558 | different authentication factors are required. Various types of authenticaterauthenticators,
559 including multi-factor software cryptographic authenticators, may be used as described in NIST
560 800-63B. AAL 2 also permits any of the authentication methods of AAL 3. AAL 2 authentication
561 | requires cryptographic mechanisms that protect the primary authenticaterauthenticator

562  against compromise by the protocol threats for all threats at AAL 1 as well as verifier

563 impersonation attacks. Approved cryptographic techniques are required for all

564 | assertionassertion protocols used at AAL 2 and above.’

565

566 | Authenticator Assurance Level 3 — AAL 3 is intended to provide the highest practical electrenic
567 | authenticationdigital authentication assurance. Authentication at AAL 3 is based on proof of
568  possession of a key through a cryptographic protocol. AAL 3 is similar to AAL 2 except that only
569 | “hard” cryptographic authenticaterauthenticators are allowed. The authenticaterauthenticator
570 isrequired to be a hardware cryptographic module validated at Federal Information Processing
571  Standard (FIPS) 140 Level 2 or higher overall with at least FIPS 140 Level 3 physical security. AAL
572 | 3 authenticaterauthenticator requirements can be met by using the PIV authentication key of a
573  FIPS 201 compliant Personal Identity Verification (PIV) Card.

574
575  Figure 1. Assurance Model Crosswalk
576
OMB M04-04 SICAM NIST SP 800-63- |[NIST SP 800-63-3
Level of Assurance Level | 3 AAL
Assurance IAL
1 1 1 1
2 2 2 2or3

with Commonwealth IT Information Security Standard (SEC501):

http://www.vita.virginia.gov/uploadedFiles/VITA Main Public/Library/PSGs/HostedEnvironmentinformationSecurityStandardSEC52501.pdf

/ Approved cryptographic techniques shaltmust be FIPS approved, NIST recommended, or otherwise compliant
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